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Introduction

Hello, and welcome to Pro SharePoint 2013 Administration. In the next sixteen chapters of this book, you will
discover administration of the latest version of SharePoint.

SharePoint administration can be intimidating to anyone looking at the platform for the first time, and so this
book was written to cover all the major areas and demonstrate configuration in a systematic fashion. Chapter 1 kicks
off with an overview of the new SharePoint 2013 platform, changes from the previous version, and what you can
expect of the new features.

In this book, you will read about the installation of SharePoint Server 2013 on a new Windows Server. Chapter 1
highlights the prerequisites for the installation and minimal hardware and operating system software requirements.
Even if you are a seasoned SharePoint administrator and have performed many installations of SharePoint before, you
might gain additional insight from this chapter. Chapter 2 also serves as a great instruction set for anyone looking to
install SharePoint 2013 for the first time.

With SharePoint installed, you will embark on a journey through the various areas of SharePoint 2013 covered
in this book, which include security and policy; user profiles; social networking; documents, records, and metadata;
business intelligence; Microsoft Office integration; health and disaster recovery; search; and user interface branding;
among others.

Thank you—for your interest in this book and SharePoint 2013 administration.

Who This Book Is For

The title gives it away that this book is focused at SharePoint administrators (or want-to-be administrators), but this is
not to say that Pro SharePoint 2013 Administration has no value for business experts or developer audiences. It should
appeal to anyone with an interest in SharePoint 2013—installing it, configuring it, and using many of the best features
the platform has to offer.

If you are new to SharePoint, congratulations on joining a large community of like-minded SharePoint
enthusiasts. You will gain a wealth of information on grassroots installations, configuration, and administration of
SharePoint 2013 from this book. For those audience members familiar with SharePoint 2013, this book serves as great
reference material and best practice for what you may already know. For the casual reader in the bookstore, this book
should, I hope, whet your palate regarding what SharePoint 2013 has to offer and provide you with an overview if you
are curious about what SharePoint is or interested in finding out how the platform has changed since the 2010 version.

Contacting the Author

Should you have any questions or comments—or even spot a mistake that you think the author should know
about—you can contact the Rob at feedback@robgarrett.com. Feel free to visit the author’s blog at
http://blog.robgarrett.com.

Xxvii
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CHAPTER 1

SharePoint 2013 Overview
and New Features

Hello, and welcome to SharePoint 2013. Microsoft has provided another great release of the SharePoint Server
platform. Since the earliest version of SharePoint 2001, and Content Management Server prior to that, Microsoft
has continued to expand and grow the SharePoint platform into the sophisticated information storage and retrieval
system it is today.

Thank you for buying this book (or thinking about buying it, if you are browsing it in the store or online). In
the next sixteen chapters, you will learn about the various new features and capabilities of SharePoint 2013 from an
administration point of view, and how to use these capabilities to host your own SharePoint 2013 farm.

As with all good technical books, you can read this book cover to cover or dip into the chapters that interest you
the most. I cannot make any assumptions about your previous experience with SharePoint, and so I wrote this book
to appeal to a range of experience levels, starting with new administrators through to seasoned SharePoint experts.
This book is an administration book, so if you are looking for development knowledge, then I recommend reading
one of the development books in the SharePoint series from Apress. If you fall into the category that consists of new
and upcoming SharePoint administrators, then I urge you to read all chapters in Pro SharePoint Administration 2013,
starting with this chapter, where I offer an overview of SharePoint 2013. Those with extensive experience in SharePoint
can also benefit from this chapter, because I cover the additions and enhancements in SharePoint 2013. Without
further delay, it is time to start learning SharePoint 2013.

No More Doughnut

No, you are not seeing things, and yes, this is the topic of this section. In the previous version of SharePoint—
SharePoint 2010—Microsoft liked to show off a circle diagram that described the various high-level modules in the
platform. Magazine articles and books frequently included this diagram; my previous book (Pro SharePoint 2010
Administration [Apress, 2011]) was no exception. The circle diagram, or donut, as I liked to call it, described the six
main areas of SharePoint 2010: Sites, Composites, Communities, Insights, Content, and Search. I could have included
this diagram, except that Microsoft has now adopted a new way to describe the main modules of SharePoint 2013.

I always thought the classifications in the SharePoint 2010 donut were a little lofty, which is to say they resembled
language you might expect to find in typical business literature or words used in meetings. With SharePoint 2013,
Microsoft has adopted simple terms to describe better the aims of the high-level areas of the new SharePoint platform.
The following summarizes each term that classifies the high-level capabilities of SharePoint 2013:

e  Share—The term “sharing” has become ubiquitous with the explosion of social media. No longer
do we grant access to our content, we share it instead. Throughout the various pages in SharePoint
2013, you will see share icons dotted around, which give owners of content the ability to share
their content with other users. Sharing is also about empowering users to share their content
across multiple devices and platforms while maintaining content in one place—SharePoint.

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 1 © SHAREPOINT 2013 OVERVIEW AND NEW FEATURES

e  Organize—Organization is about how you store your content in SharePoint. Whether you use
lists or document libraries, it is about site hierarchy and structure to represent your content;
it is about the metadata you assign your content to make it available to search; it is about
synchronizing SharePoint content with your desktops so you can organize access to your content.
Organizing is all about how you structure your data for optimum use in SharePoint 2013.

e  Discover—Discovery focuses on the capability to search for content in SharePoint. Much of
the functionality associated with content access in SharePoint 2013 utilizes search. Microsoft
has included the search platform formerly known as FAST as the default Enterprise Search
Platform in SharePoint 2013 (at no extra cost). Discovery also includes business intelligence
capabilities and ability to discover information presented after applying business intelligence
logic to related data.

e  Build—Microsoft has made some significant changes in the way it builds applications
for SharePoint 2013. The new App Model supports creation of portable and lightweight
applications that host in SharePoint 2013 and other Office applications. The Microsoft
App Marketplace promotes sharing of custom applications with other organizations and
individuals, much like how the Marketplace for Windows Phone operates.

e  Manage—SharePoint 2013 provides better capabilities to “manage” itself, whether as an
on-premises SharePoint farm or as part of an Office 365 account (Microsoft’s Office in the cloud).
SharePoint 2013 integrates well with Exchange and Lync 2013, and the configuration of this
integration is robust and not overcomplicated to achieve. Many of the sophisticated features
of SharePoint, such as business intelligence, records management, search, etc., have greater
flexibility in their management and configuration.

From the previous list, you should see that Microsoft has strived to describe the core capabilities of SharePoint
2013 with labels that make sense to everyone. I know I certainly appreciate the new labels when asked to provide a
simple one- to two-sentence answer to the question “What is SharePoint?”

Foundation and Server

Similar to its predecessor, SharePoint 2013 comes in two different flavors: Foundation and Server. Foundation is

the core platform for SharePoint Server and is free to install and use as long as you have proper Microsoft Windows
licenses. SharePoint 2013 Server builds atop of Foundation and includes many more features. Unlike Foundation,
Microsoft charges for SharePoint Server licenses (more on licensing shortly), and Server provides either Standard or
Enterprise license types, each offering a different set of features.

Deciding on the version of SharePoint you want usually involves determining your purpose for SharePoint. Use
of Foundation is certainly compelling at zero cost (having licensed Windows Server first), but it is very limited in
functionality out of the box. If you simply need to provide team collaboration and a location to upload documents,
with no frills, then Foundation might be enough. In my experience, organizations that are serious about implementing
an information management solution in SharePoint tend to go with SharePoint Server because it provides many
attractive features that easily justify the expense. However, I have seen some very nice working solutions running on
Foundation.

When deciding to implement SharePoint Server, organizations must choose whether to purchase a Standard or
Enterprise version. Both versions use the same installation. Which license you activate will determine the features
available for use in your farm.

Table 1-1 lists the high-level features available in Foundation, Server Standard, and Server Enterprise. Server
Enterprise provides the complete suite of features, whereas Foundation and Server Standard provide a subset. Do not
worry if you have not heard of many of the features in Table 1-1; I cover the majority of them throughout this book.
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Table 1-1. Feature Comparison in SharePoint 2013

CHAPTER 1

SHAREPOINT 2013 OVERVIEW AND NEW FEATURES

Feature Available in Available in Server  Available in Server
Foundation Standard Enterprise
Access Services (2010 and 2013) No No Yes
Application Management Yes Yes Yes
Business Connectivity Services Yes Yes Yes
Business Intelligence No No Yes
e-Discovery and Records Management No Yes Yes
Excel Services No No Yes
Health Analyzer Yes Yes Yes
Managed Metadata Service No Yes Yes
PerformancePoint No No Yes
Search No Yes Yes
Secure Store Service No Yes Yes
Social Features No Yes Yes
State Service No Yes Yes
Usage and Health Data Collection Yes Yes Yes
User Authentication and Authorization Yes Yes Yes
User Profiles No Yes Yes
Visio Graphics Service No No Yes
Web Content Management No Yes Yes
Windows PowerShell Cmdlets Yes Yes Yes
Word Automation No Yes Yes
Workflow No Yes Yes

Of course, Table 1-1 is not exhaustive. SharePoint includes many features and to list them all would consume
several pages. Table 1-1 covers the high-level features, some of which include different capabilities depending on the
version and license. For example, not all capabilities of Business Connectivity Services are available in Foundation,

such as use of the Secure Store Service.

Licensing

SharePoint licensing is confusing. Depending on which Microsoft representative or SharePoint vendor/provider you
talk with, you may get a different answer on the cost of Standard and Enterprise licenses.

Like Windows, SharePoint requires a Client Access License (CAL) for every user or device accessing SharePoint.
As I mentioned earlier, Foundation is free as long as you have Windows CAL:s for all your users and you are not
exposing SharePoint to anonymous users on the Internet (more on this in a moment), so assume I am talking about
SharePoint 2013 Server with regards to licensing, from here on. Depending on your desired functionality from
SharePoint, you must buy either Standard CALs or Enterprise CALs, which have different prices. The cost per CAL
differs depending on the license provider, how many CALs you buy in each purchase batch, and whether you qualify
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for Microsoft discounts (typically applicable only to government, not-for-profit, and charity organizations)—I did say
licensing is complicated.

Prior to SharePoint 2013, you had to decide whether to purchase Enterprise CALs or Standard CAL:s for all users
of your SharePoint farm. SharePoint Server 2013 introduces the ability to mix and match Standard and Enterprise
CALs in the same farm. For example, you may have a small subset of users in your organization who require use of the
Enterprise features, whereas the majority of users require only Standard features. Rather than buy all users Enterprise
CALs, you can now save expense by buying Enterprise CALs for only those users who require them. By default,
SharePoint Server 2013 operates in single license type mode. To enable per user license types, use the following
PowerShell Cmdlets on the server running Central Administration:

1. Click the Start button.

Click All Programs and then click Microsoft SharePoint 2013 Products.
Click SharePoint 2013 Management Shell (this loads PowerShell).

Type in the Cmdlet: Get-SPUserLicensing at the prompt and press Enter.

If per user licensing is disabled the Cmdlet will return False.

o @ & w0 b

To enable per user licensing, enter the following Cmdlet at the prompt and then press
Enter: Enable-SPUserLicensing

~

You may now map different license types to users or groups.

8. Enter the following PowerShell Cmadlets to assign a license type to a set of users
in an AD group (enter each Cmdlet on a new line, followed by Enter):

$a = New-SPUserLicenseMapping -SecurityGroup "AD group" -license Type
Add-SPUserLicenseMapping -Mapping $a

9. Inthe previous Cmdlets, you can provide the license type as Unlicensed, Standard,
Enterprise, Project, and WACEdit.

Note Discussion of the various license types available in per user licensing is outside the scope of this book,
but Standard and Enterprise correlate to those license types listed in Table 1-1.

User and device CALs work for on-premise scenarios when you know exactly how many users to support, and
all your users authenticate with your SharePoint 2013 farm, but what about scenarios involving anonymous users for
public-facing solutions in SharePoint? The good news is that Microsoft has finally addressed this need in SharePoint
2013. In prior versions, you had to buy a different type of license called “SharePoint for Internet Sites,” which came at
a high premium because it assumed use of all Enterprise features. With SharePoint 2013, Microsoft requires you to
buy only the SharePoint Server product. Of course, if you use your farm for both Internet-facing and internal-facing
sites, you still need to provide CALs for users authenticating with SharePoint from within the office.

Note To understand more on SharePoint Server 2013 licensing, consult a Microsoft representative or third-party
vendor of SharePoint.
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System Requirements

Like any other server platform, SharePoint 2013 has a number of hardware and software requirements. Hardware
requirements are strongly recommended by Microsoft but open for deviation, depending on your deployment plan for
SharePoint. Adherence to hardware requirements ensures optimal operation and good user experience and caters to
most situations involving all features enabled in the platform. On the other hand, you must meet the minimal software
requirements to install and operate SharePoint 2013 (both Foundation and Server).

Hardware Requirements

When Microsoft devises the hardware requirements for SharePoint, it assumes typical scenarios that account for
average user load and availability of features. Of course, what may work for one organization may not work for
another—the hardware requirements to support thousands of concurrent users, utilizing search and business
intelligence, with redundant hardware is very different from those of a one- or two-server farm for a small back-office
deployment (see Chapter 5 for server farm planning and redundancy). Fortunately, Microsoft published its hardware
requirements for SharePoint 2013 to account for a variety of scenarios, as shown in Table 1-2.

Table 1-2. SharePoint Web and Application Server Minimum Hardware Requirements

Scenario Deployment Type and Scale RAM Processor Hard Drive Space
Single SharePoint Server Development deployment with 8GB 64-bit, 4 cores  80GB for system drive
with built-in database or minimum number of services

separate SQL Server installed.

Single SharePoint Server Development deployment with 10GB 64-bit, 4 cores  80GB for system drive
with built-in database or minimum number of services

separate SQL Server installed and Visual Studio 2012.

Single SharePoint Server Development deployment with 24GB 64-bit, 4 cores  80GB for system drive
with built-in database or  all available services installed and

separate SQL Server Visual Studio 2012.

SharePoint Server in a Staging or production deployment 12GB 64-bit, 4 cores  80GB for system drive
three-tier farm with all services installed.

I remember when Microsoft first released the beta version of SharePoint 2013 and published the hardware
requirements for development farms. I was shocked to read that my development server would need 24GB of RAM,
especially since I typically use close to this amount of RAM for complete virtual server host. However, with further
clarification, you can see from Table 1-2 that 8GB of RAM could work for most development scenarios, but it assumes
the absence of Visual Studio (an application that is heavy on RAM) and installation of a minimum number of services.

Notice the last line in Table 1-2, which caters to staging and production environments. These deployments

host SQL Server separately and assume separate SharePoint application and web servers (three-tier). To cater to
typical user load on a single web server, 12GB of RAM with a four-core CPU should provide enough horsepower.
The beauty of SharePoint is that it scales, so if you overload one server with concurrent user requests, then you may
add additional servers to the farm and load balance requests. Each new web or application server added to the farm
requires the same minimum hardware specifications as listed in Table 1-2. Just as with SharePoint 2010, SharePoint
2013 requires 64-bit hardware and operating system to operate.

Note See the following information for SharePoint 2013 capacity planning:
http://technet.microsoft.com/en-us/library/Cc261700.aspx.
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I covered the hardware requirements for SharePoint web and application servers in the previous paragraphs.
SQL Server also requires minimum hardware requirements. The requirements shown in Table 1-3 assume that you
dedicate SQL Server to one SharePoint 2013 farm instance. SQL Server supports multiple instances and can host
databases for any number of other applications, which could exceed the capacity of your SQL Server hardware.

Table 1-3. SQL Server Minimum Hardware Requirements for SharePoint 2013

Component  Minimum Requirement

Processor e 64-bit, 4 cores for small deployments (fewer than 1000 users)
e 64-bit, 8 cores for large deployments (between 1000 and 10,000 users)

RAM e 8GB for small deployments (fewer than 1000 users)
e 16GB for large deployments (between 1000 and 10,000 users)
Review Microsoft capacity planning guidelines for deployments consisting of more than 10,000 users.

Hard Disk 80GB for system drive
Space for content and logs is dependent on your plan for SharePoint and what content your
organization wishes to store in SharePoint. Allocate separate logical disks for content and logs for
optimal performance.

Software Requirements

Unlike with hardware requirements, SharePoint 2013 is very strict on the minimum level of software it requires to
install and operate. Since SharePoint 2010, servers and host operating systems must be 64-bit. SharePoint 2013 no
longer supports SQL Server prior to 2008 R2. SharePoint requires at least Windows Server 2008, as shown in Table 1-4.

Table 1-4. Minimum Software Requirements for SharePoint 2013

Component Minimum Requirements
Database server in a e One of the following:
SharePoint 2013 farm e 64-bit edition of Microsoft SQL Server 2012

e  64-bit edition of Microsoft SQL Server 2008 R2 (SP1)

e One of the following:
e 64-bit version of Windows Server 2008 R2 (Standard, Enterprise, or Datacenter)
e 64-bit edition of Windows 2012 (Standard or Datacenter)

. Microsoft .NET Framework 4.5

. All recent hotfixes

Single SharePoint 2013 e One of the following:
Server with built-in e 64-bit version of Windows Server 2008 R2 (Standard, Enterprise, or Datacenter)
database server e 64-bit edition of Windows 2012 (Standard or Datacenter)

¢ Microsoft .NET Framework 4.5

e Allrecent hotfixes

o SharePoint installs Microsoft SQL Server 2008 R2 Express

SharePoint 2013 web e One of the following:
servers and application e 64-bit version of Windows Server 2008 R2 (Standard, Enterprise, or Datacenter)
servers e 64-bit edition of Windows 2012 (Standard or Datacenter)

¢  Microsoft .NET Framework 4.5
¢ Allrecent hotfixes
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I cover SharePoint 2013 installation in Chapter 2. Installation consists of running a prerequisite installer, which
installs any prerequisite software and configures server roles in Windows Server.

Development or Production?

Before jumping into the new and exciting changes that SharePoint 2013 brings, I wanted to mention environment type
planning briefly. It is not my intent to dive deep into the topic of planning for development, staging, and production
environments. Many good books exist on this topic that explore the differences among each environment type and
considerations of each. However, before I turn you into an experienced SharePoint administrator (if you are not
already) through your reading the pages in this book, I wanted to brief you on this topic before you start installing and
configuring SharePoint.

Development and production SharePoint farms behave very differently. Typically, a development environment
is looser with security constraints, has all or most features enabled, and is seldom optimized. Compare this to a
production farm, which has limited administration access (SharePoint administrators only), has only those features
enabled to provide a working solution, and undergoes rigorous performance testing and configuration tweaking.

In Chapter 2, I shall walk you through the process of installing SharePoint 2013 Server. I discuss use of the Farm
Configuration Wizard (not to be confused with the Installation Configuration Wizard), which is a helpful automated
process for provisioning services and service applications. Bear in mind that this wizard is strictly for development
and non-production environments. The Farm Configuration Wizard makes assumptions about service databases,
default service application configuration, allocation of application pools, and default configuration as a whole. The
preferred approach to standing up a production environment is to use SharePoint PowerShell Cmdlets (see Chapter 3)
to script a minimal footprint installation and configuration. This requires intricate working knowledge of SharePoint
2013 configuration and the use of many PowerShell Cmdlets. I touch on many of these Cmdlets throughout this book
and guide you in configuration for best practice. However, after reading this book, do consider further research on
best practices for advanced SharePoint 2013 deployment.

User Interface and User Experience Changes

The first thing you will notice when opening SharePoint 2013 is the new user interface and experience changes.
Compare the screenshot from SharePoint 2010 (Figure 1-1) to that of SharePoint 2013 (Figure 1-2). The versions have
similar page layouts and high-level functional areas, with links to various operations. SharePoint 2013 now adopts the
“Windows 8” theme (formally known as “Metro”). I cover SharePoint 2013 branding in detail in Chapter 16, but as you
read this book, you will begin to appreciate the new branding.

Robert Garrett ~

Site Actions ~ i IR

&, SharePoint 201c Central Administration

Central .
Administration EA Application Management 2 System Settings Resources
p— =4 Manage web applications W =| Manage servers in this farm rite links to disg °
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Figure 1-1. Central Administration in SharePoint Server 2010
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Figure 1-2. Central Administration in SharePoint Server 2013

Although not immediately obvious from the previous screenshots, one change apparent to anyone using
SharePoint 2013 after SharePoint 2010 is the change to the Site Actions menu. In SharePoint 2010, the Site Actions
menu resided in the top left corner and provided access to view all site content and settings for SharePoint sites.
SharePoint 2013 replaces the Site Actions menu with a gear icon (or cog, if you prefer), which resides in the top right
corner. SharePoint 2013 clusters the pervasive operations in the top right, as the go-to place for users to administer
their site and access personal settings.

SharePoint 2010 introduced dialog boxes to limit the number of page refreshes inherent in SharePoint 2007.
Dialogs certainly made working with SharePoint better, but they added to the complexity of the user interface.
SharePoint 2013 minimizes dialog boxes—a number of the settings pages revert to regular pages. Microsoft has
addressed the page refresh issue with in-place refresh.

Open a regular team site in SharePoint 2013. As you navigate around the site, you should notice that the page
URL in the browser address bar refers to the same file: start.aspx. The following is an example of the home page:
http://sp2013/_layouts/15/start.aspx#/SitePages/Home.aspx. When navigating from page to page, the browser
stays on the start.aspx page and the value after the hash symbol in the URL tells the browser to load new page
content via JavaScript. This effectively gives the user the impression that page refreshes occur snappily without the
redraw effect that you may typically expect with general web browsing. The idea is to give the user a feeling of a rich
application, rather than a view of web pages. In development circles, this out-bound JavaScript rendering of page
content is referred to as AJAX.

Architectural Changes

If you are familiar with SharePoint 2010 architecture, from a high-level view, you might think that SharePoint 2013
architecture is the same but with a UI facelift. In fact, much of the architecture in SharePoint 2013 is identical to that
of SharePoint 2010, but with a number of improvements and additions. I shall cover the majority of enhancements in
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this section, although the list is not exhaustive. I could write a chapter on each of these architectural enhancement
areas, and I recommend further reading on these in addition to my synopsis in this chapter.

Database Enhancements

Microsoft SQL Server 2012 contains many new enhancements to support SharePoint 2013 business intelligence (BI)
features. SQL Server 2012 is also cloud-ready. This is not to say that your experience of SharePoint 2013 is sub-par on
SQL Server 2008 R2, just that some of the more advanced BI features require the latest version of SQL Server.

Part of the new enhancements to SharePoint databases includes support for Shredded Storage, which I shall
discuss in the next section. In addition, Microsoft has optimized SharePoint database schema to optimize
input/output (10) for large lists and document libraries. All SharePoint databases comply with Windows Azure criteria,
which I assume is to support SharePoint in the cloud as part of Office 365.

Shredded Storage

Shredded Storage is new to SharePoint 2013 and a regularly talked-about topic in the SharePoint community.
Shredded Storage reduces the amount of data flowing to and from SQL Server from SharePoint servers by sending
only deltas—that is, changed data only.

Shredded Storage really comes into its own when saving and loading large documents (BLOBs) to and from the
database, because instead of transmitting large documents (megabytes in size) SharePoint 2013 now sends only the
incremental changes. Think about how you collaborate with peers on document creation; most of the time you might
make small changes that you regularly save back to SharePoint. Shredded Storage optimizes this process for faster and
more responsive load and save times.

In an effort to use industry standards (or to at least publish standards for use by others), Microsoft built Shredded
Storage using the MS-FSSHTTP standard protocol: Microsoft File Sync via SOAP over HTTP. This protocol handles
synchronization of small file changes (delta) via SOAP (Simple Object Access Protocol) via HTTP (Hyper Text
Transmission Protocol)—it is a bit of a mouthful!

With MS-FSSHTTP, users can see the benefit in working with files stored in SharePoint and work together with
peers on the same document, because MS-FSSHTTP manages synchronization of independent changes to the same
file by different users. Some of the benefits of Shredded Storage are

¢ Reduced network bandwidth

e  Significantly reduced database size

e  Faster read and save times

e  Ability to read cached documents

e  Ability to start work on a document before the entire file has downloaded

e  Background saving of changes, giving the impression that documents save immediately

Shredded Storage is not limited to Office-type documents. SharePoint 2013 and Shredded Storage support any
file type. SharePoint utilizes a feature of Windows called Remote Differential Compression (RDC) to ascertain deltas
in binary files.

Note When upgrading from SharePoint 2010 to SharePoint 2013, existing content does not use Shredded Storage;
it is used only when modifying an existing file or adding a new file to SharePoint 2013. Thus upgrading from SharePoint
2010 does not reduce the size of content databases. For more information on Shredded Storage, read http://blogs.
technet.com/b/wbaer/archive/2012/11/12/introduction-to-shredded-storage-in-sharepoint-2013.aspx.
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Request Management

Request Management assists in directing incoming web requests from client web browsers to servers capable of
servicing the requests. In essence, Request Management is a rules-based engine that directs incoming client requests
to SharePoint servers in order to serve users quickly and appropriately.

Request Management exists in SharePoint 2013 as a service called SharePoint Foundation Web Application
Service. The presence of the word “Foundation” should tip you off that Request Management operates in all versions
of SharePoint 2013, including Foundation, as well as Server. Each web-front-end server in a SharePoint 2013 farm runs
the service and can therefore play a part in Request Management.

Request Management relies on a series of rules to determine how to route incoming web requests. You can add
new rules or change the provided rules to influence how different servers in your farm respond to different requests.
Furthermore, you can configure Request Management rules to deny certain requests to your farm and manage
load-intensive web requests with throttle rules.

Request Management assumes the existence of multiple servers to satisfy web requests (Request Management
has little purpose in a single-server farm). I cover Request Management in detail in Chapter 5.

New Workflow Framework

“Workflow” is a common term given to any process flow that involves work. In business, we use workflow all day
long—as part of company policy, in the way we do our jobs, and in the way we use information systems to handle
data. Automated workflow is the delegation of certain business processes to computers and systems such that we can
alleviate repetitive and mundane tasks normally assigned to humans.

Microsoft introduced Windows Workflow some time back before the release of SharePoint 2007. In fact, Windows
Workflow is not a SharePoint-based technology; Microsoft released the Windows Workflow Framework with the early
version of .NET 3.0. Since SharePoint 2007, Microsoft has embraced the use of automated workflow in the platform
to handle document approval, language content translation, and task assignment, and as part of a number of other
areas in SharePoint. Because Windows Workflow exists as a framework, SharePoint has always supported custom
workflows, implemented in either SharePoint Designer or Visual Studio. As the workflow framework has evolved,
SharePoint has continued to support it in SharePoint 2010 and now as part of SharePoint 2013.

Automated workflow can consume system resources. Each running workflow relies on the framework to track its
status, interact with users with delegated tasks, integrate with e-mail and SharePoint, and utilize with data. As a result,
some complicated workflows (there is no end to how complicated you can make custom workflows) consume RAM
and processor resources in SharePoint. Microsoft has addressed this issue with a completely redesigned distributable
workflow system, which Microsoft hosts in the cloud as part of its Azure Cloud Services.

Figure 1-3 shows the new workflow architecture integrated into SharePoint 2013. The new architecture
supports both legacy workflow (“Workflow 2010”) and the new distributed workflow infrastructure in Azure. The
new architecture abstracts the workflow plumbing and allows you to create new custom workflows in SharePoint
Designer and Visual Studio, as before. The SharePoint Object Model continues to provide access to the SharePoint
infrastructure so you can design custom workflow around data and events with SharePoint sites. Within the
SharePoint 2013 object model is the Workflow Services Manager, which handles the execution of custom workflow,
either via the legacy Workflow 2010 engine, by making Representational State Transfer (REST) calls, or hosted
Workflow in Azure (Windows Azure Workflow).
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Figure 1-3. New workflow architecture

Windows Azure Workflow (WAW) does not integrate with SharePoint 2013 out of the box. In Chapter 12, I cover
the steps to configure WAW and demonstrate distributed workflow.

Note See http://msdn.microsoft.com/en-us/library/jj163177.aspx for more information on the new
workflow model in SharePoint 2013.

Separation of Office Web Applications

Office Web Applications (OWA) complement the full suite of Office applications by allowing users to open Office
documents in a web browser. Office Web Apps support opening Word documents, Excel documents, PowerPoint
presentations, and OneNote notebooks, either from SharePoint document libraries or via SkyDrive. The purpose of
OWA is to provide the basic editing capabilities of Word, Excel, PowerPoint, and OneNote without users having to
install full Office applications.

Prior to SharePoint 2013, OWA consisted of an installable package (binaries), which hosted OWA services
in SharePoint 2010. Installation was separate from the main SharePoint installation, and at times complicated to
configure. With the release of SharePoint 2013, OWA now consists of a separate server application, which you must
install on a separate server to that of SharePoint—OWA will not let you install it on a SharePoint server. Part of
the reason to separate OWA from SharePoint is because OWA consumes a large amount of RAM and processor
on the server, which affected operation of SharePoint when multiple users were editing documents in OWA
applications. Another likely reason for the separation is that Microsoft now provides OWA services via Office 365,
its Office in the cloud. To support the many users who might use OWA and SharePoint, it makes sense to provide
OWA as a stand-alone product.

Like much of SharePoint 2013, Office Web Apps have a number of new features as part of the new release.
Table 1-5 summarizes the enhancements and changes in OWA.
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Table 1-5. Changes in Office Web Apps

Change/Enhancement Description

Change Tracking Users can view track changes in Word documents opened in OWA.

Co-authoring Previously, only Excel and OneNote supported co-authoring in OWA. Now Word and
PowerPoint join the fold.

Comments Users can view, add, and reply to comments added to Word and PowerPoint documents
in OWA.

Embedding OWA now supports embedding Word, Excel, and PowerPoint web apps in other
applications.

Ink Support Enables users to view Word and OneNote files that contain Ink.

Installation OWA no longer installs as part of SharePoint. Instead, install and deploy OWA and
a separate server and then configure SharePoint 2013 to open Office documents via the
OWA Server.

Licensing Editing of Office documents in OWA requires that users have the appropriate license.

If users have no license or you have not configured SharePoint user licensing, then users
can only view and not edit Office via OWA.

Quick Preview When integrated with SharePoint 2013, users can hover over search results and OWA
will display previews of documents listed in the search results.

Share by Link Users may send a URL to a document and allow other users to open the document
in OWA.

Note | cover integration of an existing OWA Server with SharePoint 2013 in Chapter 14. For additional information,
consult the following article: http://technet.microsoft.com/en-us/library/ff431685.aspx.

Distributed Cache

Prior to SharePoint 2013, SharePoint provided per-server caching. Each SharePoint server held items in its memory
cache until either someone removed the item from the cache or the cache time expired and the cache infrastructure
removed it. SharePoint itself would use its cache, and developers of custom solutions could make good use of the
cache to speed up access to data. If an item exists in memory cache, SharePoint has no need to fetch the data item
from a SQL database or other data repository.

The problem with per-server caching is that load balanced servers cannot take full advantage of caching to
increase performance. Different web servers in a SharePoint farm may service two identical sequential web requests.
If the first server queries the database for an item and then loads the item into cached memory, the cached item is
good only as long as subsequent requests query the same server. SharePoint 2013 includes the Distributed Cache,
which alleviates this problem with a common cache for all servers in the farm.

The SharePoint 2013 Distributed Cache Service (DCS) builds on the Microsoft App Fabric 1.1 caching model.

A number of SharePoint components utilize DCS to maintain cached data across all servers in the farm; these
components include elements of the user newsfeeds, search, and authentication.
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Note For more information on App Fabric Caching, consult the following article: http://msdn.microsoft.com/
en-us/library/ff383731%28v=azure.10%29.aspx.

When installing SharePoint 2013, the installation process installs a version of the App Fabric Caching model. This
is important to note, because SharePoint 2013 requires the precise version of App Fabric it installs, and not necessarily
a later or earlier version of App Fabric available from Microsoft. DCS relies on several open TCP ports to communicate
across server boundaries. If all SharePoint servers communicate on the same network, behind firewalls, then you have
no need to open these ports on your firewalls. However, if you have a distributed SharePoint farm, then make sure
you open the TCP ports 22233-22236. Table 1-6 lists the SharePoint 2013 components that rely on DCS, and in what

capacity.

Table 1-6. SharePoint 2013 Use of the Distributed Cache Service

Component Details

Feeds SharePoint stores activities and events in DCS for My Site newsfeeds. SharePoint leverages the
cache mainly for activities you follow and for displaying the Everyone feed (see Chapter 6 for
more information on My Site newsfeeds).

Logon Tokens SharePoint 2013 federates authentication by using a Secure Token Service, which identifies
authenticated users with signed SAML tokens (Security Assertion Markup Language). Each
signed SAML token (which is an encrypted and signed XML file) represents a user identity that
authenticated and has permitted access to SharePoint (see more information in Chapter 8). This
token is the “Logon Token” for the user.

SharePoint continuously performs security checks as users access parts of the platform, which
is why SharePoint 2013 requires access to each user’s logon token to ensure that the user is still
authenticated (i.e., their session has not expired) and is authorized. SharePoint stores logon
tokens in DCS, so every server in the farm can access the token without requiring the user to
re-authenticate on each server.

Search The Content Search Web Part stores queried data in DCS so that multiple SharePoint web-front-end
servers can optimally render pages without repeated search queries. (See Chapter 15 for more
information on search and the Content Search Web Part).

The App Fabric Cache operates as a Windows service on each SharePoint server. However, you should never
make configuration changes to App Fabric Caching directly, and instead use SharePoint 2013 Central Administration.
Later in this book, you shall see examples of how to start, stop, and configure services running within the SharePoint
2013 farm. The Distributed Cache Service is one of these services. Ideally, you should never have to play with the DCS
settings, but on occasion, if DCS should fail (authentication, My Site newsfeeds, and Content Search Web Parts will
break) you may have to look to the DCS settings to get to the root of the problem.

Note For more details on the Distributed Cache Service, see
http://technet.microsoft.com/en-us/library/jj219613/8v=o0ffice.159.aspx.
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Service Application Changes

SharePoint 2010 introduced the new Service Application Architecture, which replaced the legacy Shared Service
Provider (SSP) in SharePoint 2007. SharePoint 2013 continues to use the Service Application Architecture, with some
changes to existing service applications and some new service applications added. I shall now briefly recap the
Service Application Architecture.

Service Application Architecture Overview

SharePoint is a highly scalable platform, which Microsoft made possible with its distributed architecture. A SharePoint
farm (2010 and 2013) can contain any number of web-front-end servers to handle user web requests and any number
of application servers to distribute back-end services, such as search, business intelligence, managed metadata, etc.
Prior to SharePoint 2010, SharePoint 2007 only allowed scaling of web-front-end servers and limited services to a
single server as part of the SSP. Since SharePoint 2010, the Service Application model implements a
Software-As-A-Service (SAAS) design, such that the platform makes a variety of services available across a SharePoint
farm, and each service may reside on any SharePoint server—this is known as distributed services. Furthermore,
because of the distributed nature of the design, multiple SharePoint farms may share the use of services from other
SharePoint farms.

Each service provided by SharePoint 2013 operates on one or more servers in the farm. I say one or more because
a SharePoint farm may require only one instance of a running service to perform some work, but running the service
on multiple servers ensures redundancy and allows for load balancing. Take PerformancePoint as an example.
PerformancePoint runs as a physical SharePoint service on an application server in your farm. If you enable this
service, you can take advantage of the business intelligence capabilities PerformancePoint has to offer. However,
enabling the PerformancePoint Service on one or many application servers in your farm is not enough to distribute
this service as available across the farm.

Each distributed SharePoint Service exposes a WCF (Windows Communication Foundation) end point, which
is a fancy way of saying that the service exposes itself as a web service. The PerformancePoint Service exposes an
end point, which any WCF client may connect to utilize PerformancePoint business intelligence. Management
and configuration of the service require a Managed Application. Managed Applications are similar to regular web
applications in SharePoint (see Chapter 2), but instead of hosting site collections, they associate with services on the
server to allow configuration.

Continuing to use the PerformancePoint Service as an example, if you open SharePoint 2013 Central
Administration, click the link to manage service applications and then click the PerformancePoint Service Application
(assuming you have it installed), the PerformancePoint Service Application renders pages in your browser to
configure the working parameters of the PerformancePoint Service.

Typically, each SharePoint service and service application has one or many associated databases to maintain
configuration settings and working data. These three components represent the server side of a distributed service.

A proxy is required for servers in the SharePoint farm to communicate with SharePoint Services hosted on a
different server. The proxy is a WCF client that communicates directly with the distributed WCF service end point and
enables use of the remote functionality on the local server in which the proxy resides. Irrespective of where the service
resides, each server looking to consume a service requires a locally installed proxy. In a single-application SharePoint
farm, each service and associated service application also has a local proxy talking with the service on the same server.

In conclusion, SharePoint 2013 provides a number of service applications each performing a role. Examples
include Business Connectivity Services, Search Service, PerformancePoint Services, Excel Services, Managed
Metadata Service, etc. Each service application consists of the following components:

e  Configuration databases
e  The WCEF service with exposed end point
e A Managed Service Application (IIS application) that provides management and configuration

e A proxy to communicate with the service end point.
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New Service Applications

With the Service Application Architecture recap out of the way, I shall now discuss some of the service applications
that Microsoft added to SharePoint 2013. SharePoint 2013 includes three new service applications, as follows:

e  Machine Translation Service
e  Work Management

e  App Management

Note The Machine Translation Service is the only one of the three service applications that you may distribute
cross-farm. The Work Management and App Management services work only within their respective farms.

The Machine Translation Service provides language translation services for sites, pages, and managed term sets
in SharePoint, by using Microsoft Bing to perform the translation work. This managed service relies on a handful of
timer jobs to process requested translation tasks by sending content to Bing and replacing foreign-language content
with translated data.

The Work Management Service aggregates user tasks to provide a centralized task list. This service aggregates
tasks from Exchange, Project Server, and SharePoint 2013 and allows users to manage centrally all their tasks via their
My Site.

Note For more information on configuring synchronization with the Work Management Service, please consult the
following article: http://technet.microsoft.com/en-us/library/jj554516.aspx.

The App Management Service is responsible for hosting new SharePoint apps, either custom-developed or
installed from the App Marketplace. Everything is an app in SharePoint 2013; Microsoft refers to lists and libraries
as apps—the task list is a particular type of list app that handles storage of tasks. When adding a new list or library in
SharePoint 2013 you should see the Add an App menu item, under the Settings menu (gear icon); see Figure 1-4.
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Figure 1-4. Add an app in the Settings menu

Apps are not just the new terminology for lists and libraries in SharePoint 2013. Apps are modules of functionality
that you may host in SharePoint and/or other Office applications. With the mass adoption of Office 365 and hosting
business SharePoint in the cloud, apps allow development of lightweight functionality, which you may deploy to
0365, whereas full-blown farm features may deploy only to on-premise SharePoint.

Figure 1-5 shows a screenshot of the App Marketplace (App Store) within my SharePoint team site. The App Store
itself resides with Microsoft, but SharePoint 2013 does a great job of integrating it with the platform as if it is part of

your site. If you have permissions to install apps in your site, feel free to download some of the apps in the store and
install them.
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Figure 1-5. The App Store for SharePoint apps

To host apps inside your SharePoint sites, you must:

-

Enable the App Managed Service in SharePoint.

Enable the Microsoft SharePoint Foundation Subscription Settings Service.
Create a Managed Service Application for the App Managed Service.

Create a Managed Service Application for the Subscription Settings Service.

Create proxies for both of the previous Managed Application Services.

o o > w b

Create an Apps Catalog.

To start the App Management and Subscription Settings services, open Central Administration and click the link
for “Services on Server”; from here you can start each service, if not already started. To create the managed service
applications and proxies, first open a PowerShell window with the following steps:

1. Click the Start button.
2. Click All Programs and then click Microsoft SharePoint 2013 Products.
3. Click SharePoint 2013 Management Shell (this loads PowerShell).
Next, execute each of the following PowerShell Cmdlets (followed by Enter after each):
$appPool= Get-SPServiceApplicationPool -Identity "Name of Managed Service Account"

$app = New-SPSubscriptionSettingsServiceApplication -ApplicationPool $appPool '
-Name SettingsServiceApp -DatabaseName SettingServiceDB
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$proxy = New-SPSubscriptionSettingsServiceApplicationProxy -ServiceApplication $app
$appServ = New-SPAppManagementServiceApplication -ApplicationPool $appPool '

-Name AppManServiceApp -DatabaseName AppManServiceDB
$appProxy = New-SPAppManagementServiceApplicationProxy -ServiceApplication $appServ

To host apps in SharePoint, you must create a Managed App Catalog for each web application. If you have
multiple web applications for your sites then you must create a Managed App Catalog for each. Navigate to Central
Admin and then click the Manage App Catalog link under the App Management heading.

Figure 1-6 shows the administration page to configure a new App Catalog for a selected web application.

To manage an existing App Catalog, type the URL in the text box and then click the OK button.

£ Manage App Catalog - Windows Internet Explorer [_TO[ =]

@_\‘.‘/ = Iﬁ:: Rttp:ffsp2013:2013) _adminMar ,C'j | X B> Manage App Catslog X
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Settings
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Figure 1-6. Manage App Catalog in Central Administration

Note For more information on the SharePoint App Model and App development, please consult the following article:
http://msdn.microsoft.com/en-us/library/jj164084.aspx.

Depreciated and Changed Service Applications

With any new version of SharePoint, you can expect Microsoft to depreciate or change certain features. This section
discusses depreciated and changed Managed Service Applications.

Microsoft implemented a new version of the Search Service Application, from the ground up. SharePoint 2010
offered FAST as an alternative Enterprise Search Platform at additional cost while still providing SharePoint Enterprise
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Search. SharePoint 2013 includes FAST as the default Enterprise Search offering, which meant redesigning the Search
Service Application. I cover search in much detail in Chapter 15.

SharePoint 2013 offers a more robust version of the Managed Metadata Service (MMS) Application. MMS now
supports term properties; you can provide site navigation using terms in the term store and pin terms to reduce the
number of duplicate terms in the store. Microsoft has also improved how users can create terms and term sets. See
Chapter 9 for details on the Managed Metadata Service.

Web Analytics no longer exists as its own Managed Service Application; Microsoft rolled this functionality into
the SharePoint 2013 search platform.

As mentioned earlier in this chapter, Office Web Apps is no longer a service application. OWA now exists as a
stand-alone server application.

SharePoint 2013 brings a new improved User Profile Service (UPS). If you have experience with UPS in SharePoint
2010, you may remember the vast number of configuration issues and errors associated with UPS provisioning and
setting up directory synchronization. Each hotfix and service pack solved some issues with UPS and introduced
others. Fortunately, the User Profile Service and synchronization capabilities of SharePoint 2013 are more robust. UPS
synchronization still uses Forefront Identity Management (FIM) services as the core for user profile synchronization,
but SharePoint 2013 also provides an additional synchronization feature that allows one-way synchronization with
Active Directory, much like that provided in SharePoint 2007. This additional synchronization feature allows for the
more common configuration of one-way synchronization with Active Directory without the overhead of FIM.

Microsoft built a new version of Access Services but kept the original version from SharePoint 2010, which it calls
Access Services 2010. I would expect that the legacy version might disappear with the next release of SharePoint.

SharePoint 2013 includes a new PowerPoint Automation Service, which is similar to the Word Automation
Service, for translating PowerPoint presentations into other formats, such as HTML and PDF. PowerPoint Automation
Services is not strictly a Managed Application Service, because it consists of only the service, meaning there is no
configuration aspect to this feature.

Finally, the Business Connectivity Services Managed Service Application has undergone some enhancements.
Namely, BCS now supports Open Data (OData) and JavaScript Object Notation (JSON) protocols for communicating
with external sources. BCS also adds the very much anticipated event receivers for external data, such that custom
code can detect changes to external data. Other changes include support for the new SharePoint Apps Model and a
number of performance enhancements for external lists and external content types.

Security Changes

Not much has changed in the security features of SharePoint 2013. Similar to SharePoint 2010, SharePoint 2013
supports Claims-Based-Authentication, using federated authentication (see Chapter 8 for more information on
Claims-Based-Authentication). Earlier in this chapter, I touched on how the Distributed Cache Service maintains
copies of logon tokens—signed and encrypted XML files representing authenticated user identities. One notable
change is that SharePoint 2013 requires all web applications created from Central Administration to use
Claims-Based-Authentication. It is still possible to create web applications that use Classic Mode Authentication,
via PowerShell, but Microsoft no longer supports this method of authentication, and you can expect Microsoft to
retire it completely in later releases of SharePoint.

With the inclusion of the new App Model, SharePoint now supports the OAUTH authorization protocol. OAUTH
provides a method for clients to access server resources on behalf of a resource owner (such as a different client or
an end user). It also provides a process for end users to authorize third-party access to their server resources without
sharing their credentials (typically, a username and password pair).

OAUTH enables users to authorize SharePoint 2013 to provide tokens instead of credentials (for example,
username and password) to their data hosted by SharePoint 2013. Each token grants access to a specific site (for
example, a SharePoint document repository) for specific resources (for example, documents from a folder) and for a
defined duration (for example, 30 minutes). This enables users to grant a third-party site access to information that is
stored with SharePoint without sharing their username and password and without sharing all the data that they have
on SharePoint. OAUTH makes it possible to run apps developed and hosted by other people inside the context of your
SharePoint site, such that the app can only access certain resources for a definite length of time.
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Summary

I'hope that this chapter has given you a taste of what to expect in SharePoint 2013. I also hope that I have given you

a sense of what to expect in the remaining fifteen chapters in this book. It was my goal to give you an overview of the
SharePoint platform, from an administrative perspective, and to dive into many of the new features and changes with
this new release. I deliberately stayed away from lengthy descriptions of SharePoint from a business standpoint and
the sort of information that I would provide business users when asked of the end-user purpose of SharePoint 2013.
Instead, I hope I provided you with enough insight into SharePoint 2013 as a technical person, and set the stage for
the administration theme of this book.

In this chapter, I covered the different versions of SharePoint 2013—Foundation and Server—and spent some
time detailing the license differences between SharePoint 2013 Server Standard and Enterprise.

I furnished you with the hardware and software prerequisites, so that you start on the right track with your
installation and deployment.

I was excited to cover the new architecture changes that SharePoint 2013 brings over its predecessor and to cover
additions and changes to the Managed Service Application infrastructure. I included details about the new App Model
and a brief note on the use of the OAUTH authorization protocol for apps.

This chapter was a short one, and it was my intention to use it as a springboard for the rest of the book. Do not
worry if some of the topics mentioned in this chapter caught you by surprise. I cover many of the topics in detail
throughout this book. Where possible, I provide you with reference links to topics outside the scope of this book. With
the introduction out of the way, now it is time to begin Chapter 2, where you will learn how to install SharePoint 2013.

20

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 2

New Installation and Configuration )

In this chapter, we shall follow a series of steps for the installation of SharePoint 2013. Some readers may have
experience with installation of SharePoint 2013, or a previous version of SharePoint. The installation of SharePoint 2013
is similar to that of SharePoint 2010. Whether you are a SharePoint guru, or you are new to SharePoint, this chapter
will guide you through the typical steps and best practices for standing up a small farm, for use in your organization,
or for use as part of your development environment. The principles for standing up a large farm also follow those in
this chapter and involve repeating many of the steps for additional web-front-end (WFE) or application servers in
your farm.

SharePoint 2013 Prerequisites

SharePoint 2013 includes a prerequisites installer application, which ensures that SharePoint has all the necessary
software components to operate. Such components include various hot fixes, SQL Server Reporting and Analysis
components, .NET 4.5, Microsoft Sync Framework, Windows Server AppFabric, and Windows Identity Framework. . .
to name a few.

The prerequisites installer is available in the root folder of the SharePoint 2013 installation media and named
PrerequisiteInstaller.exe. Executing this application with no command-line argument parameters will present
you with the dialog shown in Figure 2-1.
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Microsoft® SharePoint® 2013 Preview Products Preparation Tool x|

Welcome to the Microsoft® SharePoint® 2013
Preview Products Preparation Tool

The Microsoft® SharePoirt® 2013 Preview Products Preparation Tool checks your
computer for required products and updates. t may connect to the intemet to download
products from the Microsoft Download Center. The tool installs and configures the following
products:

+ Microsoft .NET Framework 4.5 -
» Windows Management Framewor 3.0 {CTP2)

+ Application Server Role, Web Server {l15) Role

* Microsoft SQL Server 2008 R2 SP1 Native Client

+ Windows |dentity Foundation {KB374405)

* Microsoft Sync Framework Runtime v 1.0 SP1 {x64)

» Windows Server AppFabric

* Microsoft Identity BExtensions

+ Microsoft Information Protection and Control Client

* Microsoft WCF Data Services 5.0

+» Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server
(KB2671763) hd|

Leam more sbout these prerequisites

< Back Ment > Cancel

Figure 2-1. The prerequisites installer opening dialog

Note When executing any of the installation applications for SharePoint 2013, be sure to run as an elevated
privilege administrator if you have Windows User Account Control enabled. See the following link on Windows UAC:
http://windows.microsoft.com/en-US/windows-vista/What-is-User-Account-Control.

Asyou can see in Figure 2-1, the prerequisites installer also configures the server with the Application Server and
Web Server (IIS) roles, which SharePoint 2013 requires to operate.

The prerequisites installer does not require all the packages to be available on the server before installing them
and will attempt to download any package before installing. Of course, in certain scenarios, automatic download of
software may violate company policy in a secure environment, so the prerequisites installer allows the administrator
to choose which packages to install using the command line, by providing the path to previously downloaded

packages. Running the prerequisites installer from the command line with the ‘/?’ option will display the dialog
shown in Figure 2-2.
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About x|

==*Command Line Options ***
fcontinue - This is used to tell the installer that it is continuing from a restart
Junattended - Mo user interaction. Exit codes:

0 -5uccess

1 - Another instance of this application is already running

2 -Invalid command line parameter(s)

1001 - A pending restart blocks installation

3010 - A restart is needed

Other error codes - From the prerequisite installation that failed last
/7 - Display this message
The installer installs from the file spedfied in the command line options below
where 'file' denotes the file to install from. If the option is not spedfied, it
downloads the file from the internet and installs. If the option is not
applicable to the current operating system, it ignores it

fSQLNCl: file - Install Microsoft SQL Server 2008 R.2 SP1 Mative Client from
file

fPowerShell;file - Install Windows Management Framework 3.0 {CTPZ) from
file

METFX:file - Install Microsoft .MET Framework 4.5 fram file
JIDFX: file - Install Windows Identity Foundation (KB974405) from file

[Sync:file - Install Microsoft Sync Framework Runtime v 1.0 5P 1 (x64) from
file

[AppFabric:file - Install Windows Server AppFabric from file
JIDFX 11:file - Install Windows Identity Foundation v1.1 from file

/MSIPCClient:file - Install Microsoft Information Protection and Contral dient
from file

MWCFDataServices:file - Install Microsoft WCF Data Services from file

[KB2671763:file - Cumulative Update Package 1 for Microsoft AppFabric 1.1
for Windows Server (KB2671763) from file

Figure 2-2. Prerequisites installer options

CHAPTER 2
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Note Paul Papanek wrote a great blog post that includes a PowerShell script to download all the prerequisites
ahead of time, for cases when you are installing SharePoint 2013 without an Internet connection:

www . dontpapanic.com/blog/?p=241.
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Choosing the Installation Type

Like its predecessor, SharePoint allows an administrator to install either a stand-alone or a server farm configuration.
Running setup.exe from the installation media presents you with the dialog shown in Figure 2-3, at which point you
must make a choice.

Microsoft SharePoint Server 2013 Preview x|

ServerType | File Location |

(é_:,h Server Type 9

Select the type of installation you want to install on the server.

i+ Complete — Use for production environments.
+Installs all components to a farm that you can expand with more servers.
» Requires SQL Server 2008 R2 S5PL (minimum requirement].

i Stand-alone — Use for trial or development environments.
» Installs all components on a single server.
+ This installation cannot add servers to create a SharePoint farm,
= Includes SOQL Server 2008 R2 Express Edition with SP1 in English.

Install Now

Figure 2-3. Choosing a SharePoint installation type

Note Setup.exe will determine if the system requires a reboot—the prerequisites installer is not always good at
ensuring a reboot and leaves this determination to the individual packages it installs.

Stand-Alone Installation

First and most important, be sure that the stand-alone installation is right for you. Too often, SharePoint
administrators install a stand-alone configuration of SharePoint to try out the product and then find they have to
support it in production, because end users have quickly loaded SharePoint with working content (documents and
so on). Therefore, I do not recommend stand-alone installations, but understand that sometimes they serve

a purpose.
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If that scenario does not scare you away, or does not apply, then consider the following list of limitations specific
to the stand-alone installation:

e No Domain Controller: The stand-alone installation will fail if you attempt to install it on a
domain controller.

¢ Installation of SQL Server 2008 R2 SP1 Express: The installer will install a new instance of
SQL Server 2008 R2 with Service Pack 1 Express Edition, regardless of whether you have an
installation of full SQL Server on the same server. Express has a limit of 4GB storage, causing
a major headache for the IT team later when the stand-alone install of SharePoint generates
increased user adoption.

¢ Inability to scale: The stand-alone installation does not allow the integration of additional
WEE servers or query/index servers to scale the farm. Essentially, a stand-alone installation
tells SharePoint that the one single server is the farm in its entirety and that the administrator
is fine with not scaling out later.

e  Use of Network Service and Local System accounts: Microsoft designed the stand-alone
install as a simple option, leaving the user with few complications in setup. The decisions
simplified include those surrounding security and managed accounts (more on managed
accounts later in this chapter). The stand-alone install will leverage the built-in Network
Service and Local System accounts to configure SharePoint services—including the
SharePoint timer service. These accounts share across the server, and service packs and other
product installs may affect the volatility of their configuration and system-level passwords,
rendering the SharePoint installation susceptible to problems.

e Selective Services: The stand-alone installation does not allow installation of all service
applications, such as the User Profile Synchronization Service.

After considering these facts, if you still wish to continue with the stand-alone installation, click that option on
the dialog as in Figure 2-3. From here on the install is very much hands-off and concludes with Internet Explorer
opening to Central Administration having created default service applications, a default web application, and site
collection.

Server Farm Installation

If you are reading this far, then you have probably decided to pass on the stand-alone install—the stand-alone install
is fine for testing and development purposes but not recommended for scalable production uses of SharePoint. Click
the server farm installation option on the dialog (shown in Figure 2-3) and we shall walk through the steps.

After choosing the server farm installation option, the setup application begins installation and shows progress
as in Figure 2-4.
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Microsoft SharePoint Server 2013 Preview

Figure 2-4. Installation progress

After a brief break to refresh your cup of coffee, while the installer installs SharePoint 2013 binaries, you should see
the dialog shown in Figure 2-5 upon your return. Leaving the check box checked and closing this dialog will launch the
SharePoint Products Configuration Wizard allowing you to configure your new SharePoint farm or join this server to an
existing farm. If you uncheck the option to run the Configuration Wizard now (if you are installing binaries on multiple
WEE servers first), you can execute the Configuration Wizard from the SharePoint Products group in Windows.

|| | Microsoft SharePoint Server 2013 Preview

Figure 2-5. Conclusion of the binary server farm installation
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SharePoint Products Configuration Wizard

We are now ready to proceed through the SharePoint Products Configuration Wizard—or Configuration Wizard for
short. The Configuration Wizard performs the tasks necessary to join a server (with SharePoint binaries installed)
to an existing farm, or to provision a new farm. In simple terms, a farm consists of one or more SharePoint servers
associated with a central SQL Server instance, containing a main configuration database. When creating a new
farm, the wizard provisions a new configuration database and content database for Central Administration in the
designated SQL Server instance.

The Configuration Wizard is responsible for more than adding and removing servers from a farm. After applying
service packs, the wizard also ensures that database schemas correlate with that of the latest installed binaries
and ensures database integrity. At this stage, we are concerned only with provisioning a new farm, as part of our
installation steps.

After a brief welcome message and a popup message about restarting some services, you will see a dialog like that
of Figure 2-6.

SharePoint Products Configuration Wizard o ] 4|

Connect to a server farm

Aserverfarmis a collection of two or more computers that share configuration data. Do youwantto
connectto an existing server farm?

e Connectto an existing serverfarm

o Create a new server farm

< Back | MNext = I Cancel

Figure 2-6. The Connect to a server farm wizard page

Assuming this is your first installation of SharePoint 2013 and you have no existing SharePoint farm to join,
choose the option to create a new server farm, followed by a click of the Next button.

The dialog shown in Figure 2-7 asks you to specify a SQL Server name and default configuration database name
for SharePoint 2013. This server is the location of the main farm configuration database and Central Administration
web site content database. Provide the user credentials of the SharePoint farm account for connecting to the database
(see the later section on Managed Accounts).
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SharePoint Products Configuration Wizard o ] 4|

Specify Configuration Database Settings

All serversin aserverfarmmustsharea configurationdatabase. Typethe databaseserver and database
name. If the database does not exist, itwill be created. To reusean existing database, the database must be
empty. Foradditional information regarding databaseserver security configuration and network access
pleasesee help.

Database server: ||

Database name: SharePoint_Config

Specify Database Access Account

Select an existing Windows account that this machine will always useto connect to the configuration
database. Ifyour configurationdatabase is hosted onanotherserver, youmust specify a domainaccount.

Typetheusernamein the form DOMAIN\User_Name and passwordforthe account.

Username: I

Password: |

< Back | [ext = I Cancel

Figure 2-7. SQL Server parameters

Note You must assign the “Setup user administrator account,” the securityadmin and dbcreator SQL Server security
roles, during setup and configuration. This account does not need to be in the local admin group on the SQL Server. This
account is different from the farm account specified in this wizard.

The dialog that follows (Figure 2-8) asks for the passphrase for the installation. SharePoint requires the
passphrase later when adding additional servers to the farm or removing existing servers from the farm, so be sure
to keep the passphrase safe. You may change the passphrase later with PowerShell, but retrieving the passphrase is
impossible—you may only reset it.
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SharePoint Products Configuration Wizard o ] 4|

Specify Farm Security Settings

Flease entera new passphraseforthe SharePointProducts farm. This passphraseis usedto secure farm
configuration data andis required for each serverthatjoins the farm. The passphrasecan be changed after
thefarmis configured.

Passphrase: I

Confirm passphrase: |

9|

< Back | [ext = I Cancel

Figure 2-8. Passphrase dialog

Figure 2-9 asks you for the port number and authentication type for the Central Administration Web Application.

Like any other web site running on SharePoint, Central Administration is a special web site running its own web
application within IIS (Internet Information Server). The Configuration Wizard will suggest a port for the Central
Administration web site, based on a random available port on the server. I typically like to override the chosen port
with 2013 as an easy-to-remember port number.

www.it-ebooks.info
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SharePoint Products Configuration Wizard o ] 4 |

Configure SharePoint Central Administration Web Application

A SharePaint Central Administration Web Application allows you to manage configuration settings for a server
farm. The first server added to a server farm must host this web application. To specifya port numberfor the
web application hosted on this machine, checkthe box below and type a number between 1 and 65535. If
you do not specify a port number, a random one will be chosen.

¥ Specify port number:|2m3|

Configure Security Settings
Kerberos is therecommended security configuration to use with Integrated Wind ows authentication. Kerberos

requires special configurationby the domain administrator. NTLM authentication will work with amy
application poolaccountand thedefault domain configuration. Show memaore information.

Choose an authentication provider for this Web Application.

& NILM
" Negotiate (Kerberos)

< Back | MNext = I Cancel

Figure 2-9. Configure Central Administration Web Application

Options for security include NTLM or Kerberos. NTLM (Windows Challenge-Response Authentication) is the
typical choice in most installations as this is the default Windows authentication type for most applications. However,
if you are familiar with Kerberos and have this authentication mechanism configured in your infrastructure, then feel
free to use it here.

Note The Configuration Wizard creates a new IIS Web Application on the server at the following location:
c:\InetPub\wwwroot\wss\VirtualDirectories\{PortNumber}. What is interesting is that the port number in the
disk location is that originally chosen by the wizard, and not the value entered by the administrator.

Before proceeding with the configuration, the Configuration Wizard provides a summary of the configuration you
entered (Figure 2-10). Double-check these values—changing them later potentially involves removing the server from
the farm and going through the Configuration Wizard steps again.
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Completing the SharePoint Products Configuration Wizard

Thefollowing configuration settings will be applied:

m Configuration Database Server
m Configuration Database Name
= Hostthe Central Administration Web Appliction
m Central Administration URL
m Authentication provider

Click Next to apply configuration settings.

Advanced Settings |

< Back | MNext = I Cancel

Figure 2-10. Summary of farm settings before provisioning the farm

Once the Configuration Wizard starts the provisioning process, you should not interrupt it, unless you need
to cancel the operation and start again. A failed provision process leaves stale databases and configurations in SQL
Server, which you should remove before attempting another run at configuration.

Figure 2-11 shows the provisioning process in operation. The Configuration Wizard completes several steps
(approximately ten) in the process, which include creating databases, creating new IIS web applications, etc.
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SharePoint Products Configuration Wiza

Figure 2-11. Provisioning process by the Configuration Wizard

Once complete, the Configuration Wizard should show a dialog like that in Figure 2-12. If, on the other hand, the
wizard encounters a problem, it will show an error message and a link to the log file, so you may troubleshoot what
caused the error.
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SharePoint Products Configuration Wizard ] 3

Configuration Successful

Thefollowing configuration settings were successfully applied:

= Configuration Database Server |5P2013 |
m Configuration Database Name |5harePoint_Cor|ﬁg |
m Hostthe Central Administration Web Application |yes |
= Central Administration URL |htu;;,r,rsp2013;2013,r |
m Authentication provider |NTLM |

Click Finishto closethis wizard and launch the SharePoint Central Administration websiteto continue
configuring yourSharePointinstallation. The users may be prompted by theirweb browserforthe username
intheform DOMAINYUser_Name and passwordto access thesite. Atthatprompt, enter thecredentials that
you usedtologon tothis computer.Add this site tothe listof trusted sites whenprompted.

0|

Figure 2-12. Configuration Wizard completed

Managed Accounts

SharePoint makes use of various domain-level accounts to operate securely. Even if your SharePoint installation
operates on a single server and is part of a work group, all accounts used in SharePoint 2013 require the full domain
name syntax: DOMAIN\username (domain is the machine name in a stand-alone installation).SharePoint2010
had the same requirement.

As with its predecessor, SharePoint 2013 uses managed accounts. Managed accounts allow administrators
to maintain Windows system accounts, in use by SharePoint, in a central location. Thus, if you need to change
SharePoint to use a different service account, you have to change it in only one place in Central Administration, and
not across various services and applications (except for a few rare circumstances). Managed accounts also allow
SharePoint to manage password change, enforced by Domain Group Policy.

I'will discuss managed accounts further, a little later in this chapter; for now I am focusing on the various
accounts required in the domain and their purposes as managed accounts. Table 2-1 lists the accounts that Microsoft
recommends for a maintainable and secure SharePoint farm (you can choose the account names, as long as you can
assign the permissions as listed).
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Table 2-1. Recommended Domain Accounts for SharePoint 2013

Account

Purpose

SQL Server Service Account

Setup User Account

Server Farm Account

Application Pool Account

SharePoint Service Account

The domain user account for running SQL Server and SQL Server Agent.
Example: DOMAIN\sp_sql

The domain user account for installing SharePoint 2013 on each server and
running the Configuration Wizard; this account should have local administrator
privileges on the server and have access to the SQL Server as part of the
securityadmin and dbcreator roles.

Example: DOMAIN\sp_admin

The domain user account nominated as the database account during execution

of the Configuration Wizard; you do not need to apply specific permissions to this
account, as the Configuration Wizard will take care of granting this account access
to the SQL Server databases and configuring the SharePoint Timer Service, Code
Host Service, and Central Administration site application pool. After configuration,
the farm account is a member of the following security groups on the local server:

e IIS_IUSRS
e  WSS_ADMIN_WPG
e  WSS_WPG
e  WSS_RESTRICTED_WPG
e  Performance Log Users
e Performance Monitor Users
The farm account also has the following local security policy rights:
e Adjust memory quotas for a process
e Logon as aservice
e Replace a process-level token
Example: DOMAIN\sp_farm

The domain user to run all SharePoint web site applications in the farm; do not
grant any explicit privileges—you may have several managed accounts (one for
each web application) in the farm, but only need one domain user account.

Example: DOMAIN\sp app_pool

The domain user account with no explicit privileges to run SharePoint service
applications.

Example: DOMAIN\sp_service
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Table 2-1. (continued)

Account Purpose
Search Crawl Account The domain user account with no explicit privileges to crawl content for indexed
search.

Example: DOMAIN\sp crawl

User Profile Synchronization This account must have domain replication rights for UPS to operate correctly.

Account
Example: DOMAIN\sp_ups

Business Intelligence Account  The domain user account and trusted account for Reporting Services and
Performance Point when not using Kerberos; grant database access as appropriate
to access external content.

Example: DOMAIN\sp bi

You need only the first three accounts in Table 2-1 to install SharePoint 2013, and in many test and development
environments, you can live with just the first five accounts for all aspects of the farm configuration. However, in the
spirit of good practice and in preparation for the day when you have to stand up a production SharePoint 2013 farm,
Irecommend getting in the habit of creating all of these accounts for configuration.

Note To ensure smooth installation of the User Profile Synchronization Service, grant the farm account Replicating
Directory Changes permission in the domain.

Configuring Your SharePoint Farm

The SharePoint Farm Configuration Wizard (called the “White Wizard” in some circles, as opposed to the “Gray
Wizard,” which is the Products Configuration Wizard) walks the administrator through configuration of the farm. As
with any wizard, SharePoint makes certain assumptions to guide you. If you are looking for a more hands-on tailored
configuration setup, then you must perform configuration manually. The wizard saves you most of the complications
of manual configuration but makes default configuration decisions on your behalf.

Note If you skip the Farm Configuration Wizard after completing the SharePoint Products Configuration Wizard, you
may execute it at any time from the bottom-right link of the main Central Administration home page.

The first page of the Farm Configuration Wizard asks if you want to participate in a Customer Experience
Improvement Program—a worthwhile exercise if you have not done this before. Skipping this dialog takes you to the
page with a wizard summary and the chance to cancel the wizard or begin the process, as shown in Figure 2-13.

35

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 2 NEW INSTALLATION AND CONFIGURATION

45 Instial Farm Configuration Wizand - Wisdgws Internet Coplorer
——

Ay i heociodonx 010 admeis g - | ﬂmmmm..kl_l
[le Lot Yew Fgeortes Tooks  Heb

m Welcome o

ORDEVirgarett -

-]
E .
®

your farm#

Yes, walk me through the configuration of my farm

et e Wit
. Vs can select Ehe services 10 use i this darm and create your frst site s3ing this wizar.

gurabion ef youe

Ris, 1 wik zznfigure everything myseit o

Figure 2-13. Start of the SharePoint 2013 Farm Configuration Wizard

Click the button to start the wizard, and you should see the page shown in Figure 2-14. The top section of the page
allows you to specify the service account for all Managed Services, created by the wizard. Use the DOMAIN\sp_service
account you read about earlier in this chapter. You may be tempted to use the SharePoint farm account to run your
services. Microsoft recommends supplying a dedicated service account, with lesser privileges than the farm account.

G"‘. o i8S o oo o D] | 49]1 % g e ontarev, I G ts

€ Liss existing managed aceaunt

 Create new managed accourt

User name

Password

' Access Services 2010
Allewes viewing, editing and iREracting with Aseass
Senvices 2010 databases in 2 browser.

P Accass Servicas
Aliowes viewing, editing. and inderacting with Access
Services databases in & browser,

P App Management Service
Al you 1o ackd Sh
SharePeirt Stoee or 1

¥ Business Data Connectivity Service
Enabing this service provides the SharePoint farm with
e abslity e b that dess the
interfaces of your enterprises line of business syrems
and thereby sccess the data withn these systems.

¥ Ewcel Services Application
Allcvws viewing and ieractivity with Excel files in &
broveser.

Figure 2-14. Service configuration
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in the default service group of the farm. Service groups allow you to define different groups of services for different
purposes. For example, a publishing web site might need only a restricted set of services provisioned, whereas a

corporate intranet might require many more services, such as the Office service applications. SharePoint 2013 insists
on a default group of services, which SharePoint applies to any web application created where you have not specified

a service application group (more on this in a later section on creating web applications).
Select your desired default service applications and then click the Next button. If you are unsure what service

applications you need by default, it is always safe to err on the side of minimal. Typical service applications to include

are (do not worry for now if you are unsure of the purpose of each of the listed service applications).

Managed Metadata Service

App Management Service

Application Discovery and Load Balancer Service Application
Search Service Application

State Service

Secure Store Service

Secure Token Service Application

By now, you will have noticed that SharePoint 2013 has a similar look and feel to Microsoft Windows 8 User
Interface (previously known as Metro). Microsoft has taken some tips from Google and made its applications

friendlier, and SharePoint 2013 now gives you a nice friendly “Working on it. . . ” message, as shown in Figure 2-15.
AEIES
(€SI o2 [*s][x] ) watma it x|

Bl Edt Yew Fgontes Toos Heb

Figure 2-15. Friendly progress message

After completing the configuration of farm services, the farm wizard prompts you to configure the top-level
root site collection, as shown in Figure 2-16. At this stage, SharePoint has already provisioned a new IIS Web
Application—called SharePoint 80—on the default HTTP port (80) and presented the page shown in Figure 2-16
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so the user may choose the site definition (template) for the new site collection at the root of this new application.
Administrators of the previous SharePoint 2010 version may already be familiar with creating new site collections,
and the following page is similar to that of the previous version.

£ Create Site Coliection - Windows Intermet Diplorer alalx
'« S0y " 2] 411 % | s creme sme catecn ®
He Edt Yew Fgwntes Toos ben

SharePoint ewsteed  SiyDrive  Sites [RTSERTRSTRTEREE - S Y -]

m Create Site Collection o

Wieb Application:  Hilg/sp2003

Figure 2-16. Configuring the top-level site collection

Note If you already have a working non-SharePoint IIS application/site on port 80, SharePoint will disable it in IS to
allow creation of the default application in SharePoint.

After creating the default site collection, the farm wizard should show a summary completion page. The
summary page lists the URL of the default site collection and the various service applications configured in the farm.
To change the default web application, site collection, and service applications, visit the Application Management
section in the Central Administration site.

Configure Outgoing E-Mail

Before our farm is ready for use, you should configure outgoing e-mail settings. SharePoint is very social and likes
to notify you via e-mail when events occur on sites, so it is important that you at least configure outgoing e-mail
correctly. If you have closed your browser, open it back up to the home page of Central Administration (or click the
Finish button if on summary page of the farm wizard).

e  Click the main heading for the section System Settings.
e  Click the Configure Outgoing E-Mail Settings link.

e  Provide configuration for your outbound SMTP server. You can leave the code page as default
(65001 - Unicode) for most purposes.
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Note Installation and configuration of a local SMTP server on the SharePoint server is outside the scope of this book
and not recommended for production installs. The following URL references instructions for installing SMTP in IIS 7 for
development and testing purposes: http://technet.microsoft.com/en-us/1library/cc772058%28v=ws.10%29.aspx.

Welcome to the Central Administration Web Site

If you read the previous sections of this chapter, you will already have seen references to the SharePoint
Central Administration web site (Central Administration for short). I previously glossed over the use of Central
Administration, so now shall take you on a more extensive tour.

Simply put, the Central Administration web site is the graphical user interface to management of a SharePoint 2013
farm. Figure 2-17 shows the opening Central Administration home page, familiar to any administrator who has
installed SharePoint 2013.

£ liamve: - Central Adminestration - Windaws Internet Explorer gl
G = fig v wmn 6 R | E e a—

[le Lot Yew Fgeortes Tooks  Heb

SharePoint tewriped  SyDrive  Srec EESSGTSARIRETETUINE - T - ]

The Sharefoint Health Aralyzer has detected same critical issues that requine your attention. View thase issues.

Figure 2-17. The Central Administration web site home page for SharePoint 2013

The Central Administration interface is not the only means to administer SharePoint 2013. Microsoft provides
a whole bunch of PowerShell Cmdlets to script SharePoint administration. I shall cover PowerShell in Chapter 3.
Users who administered SharePoint 2007 may remember the STSADM tool, which Microsoft now considers legacy.
SharePoint 2013 still includes STSADM in the C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15\bin directory, but PowerShell is the new way of scripting SharePoint administration.
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Note All examples in this book will assume use of the SharePoint graphical user interface or PowerShell.

No doubt, you have already realized that the Central Administration site runs atop of SharePoint itself and
consists of the typical navigation elements and ribbon that users of a SharePoint team site would expect. The
Central Administration home page provides a plethora of links to various functional areas for configuration and
administration of the farm, and SharePoint groups these links by functional area (also listed in the left navigation).
Clicking on the heading name for any of these functional areas takes you to another sub-page with many more links to
configure SharePoint in that functional category. The following sections describe the functional areas, at a high level,
available in Central Administration. The majority of these functional areas will be covered in greater depth in later
chapters.

Application Management

The Application Management section allows you to configure web applications, site collections, service applications,
and content databases. In the section titled “Creating Your First Web Application,” you will discover how to create
anew web application, and in the section titled “Creating a Site Collection,” you will create a new site collection.
Figure 2-18 shows the Application Management operations.
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Figure 2-18. Application Management in Central Administration

A web application is a physical ASP.NET application that resides on disk within each WFE SharePoint server and
registers within IIS to handle incoming requests on a given URL. Since a web application is an ASP.NET application, a
web app has a web.config file that contains all application-relevant settings.

A site collection is the topmost content collection for sites in SharePoint. Sites, lists, documents, web parts, et al.,
must all belong to a site collection. SharePoint stores the site collection in a content database, and a web application
renders a site collection on a URL. A site collection can only store in one content database, but a content database
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can store multiple site collections. A web application can render multiple site collections, if each site collection has a
unique URL. A single web application renders a site collection, but multiple extended web applications may render
the same site collection. (In SharePoint 2007, this was how you could achieve multiple authentication types for a given
site collection. SharePoint 2010 and now 2013 provide Claims-Based-Authentication, avoiding the need for extended
web applications.) Figure 2-19 shows the relationships between web applications, site collections, and content
databases, at a high level.

Extended Web
Application

— Web Application

Site Collection

Site Collection

Site Collection

Content Content Content
Database Database Database

Figure 2-19. Relationship between web applications, site collections, and content databases

Anything and everything related to web applications is accessible via the Manage web applications link. I cover
alternate access mappings in the section titled “Alternate Access Mappings,” which deals with providing access to web
applications on different URLs and mapping external URLs to internal URLs.

The Site Collections subsection within Application Management allows you to perform many operations. You
may create and delete site collections, modify the settings of site collections (view all site collections), allow users to
create their own site collections via self-service, impose quotas, and apply policy to site collections when dormant.

I provided an overview of Services and Service Applications in Chapter 1, as part of SharePoint Architecture. You
can create new service applications, delete them, and configure existing service applications via the Manage service
applications link. You may start and stop services on a given WFE/app server using the Manage services on server link.

The last subsection under Application Management deals with content databases. Content databases store
(you guessed it): content from one or many site collections. You may create new content databases, delete them, or
control storage limits for each content database (number of site collections, etc.) using the Manage content databases
link. This subsection also allows you to specify the default SQL Server for content databases and configure retrieval
protocols for access to the data, via the Configure data retrieval service link.

41

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 2 © NEW INSTALLATION AND CONFIGURATION

System Settings

The System Settings section contains settings for management of servers in the farm and services on a server,
configuring outgoing and incoming e-mail, and managing farm settings for installed custom and third-party solution
packages. Notice this Farm Management subsection also contains a link to configuring alternate access mappings,
which is the same link as in the Application Management section. Figure 2-20 shows the System Settings in Central
Administration.
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Figure 2-20. System Settings in Central Administration

Probably the most important link in this section, when setting up a new farm, is Configure outgoing e-mail
settings, because SharePoint likes to use e-mail a lot for notifications.

Developers will likely frequent the Manage farm solutions and Manage user solutions settings. A farm solution
consists of a WSP (SharePoint Solution Package) and might deploy DLLs to the GAC or web application BIN folder, or
install files in the hive (c:\program files\common files\Microsoft Shared\Web Server Extensions\15). User solutions,
on the other hand, may only install content to a site collection and not deploy any asset that may affect other site
collections or web applications running in the farm. App model manifests can also deploy WSP files.

Features provide discrete functionality, such as a feature to install a list in a site collection, or a feature to add
web.config settings to a web application. Features may have one of four scope levels: farm, web application, site,
and web. The scope depends on the functionality that the feature provides. In the System Settings section of Central
Administration you may activate and deactivate features at the farm scope.

Monitoring

The Monitoring section is very important for diagnosing problems in your farm. The Reporting subsection contains
links to settings to configure administrative reports, diagnostic logging, health reports, and usage reports. Developers
and administrators who install custom components that have failed are likely familiar with the diagnostic logging
section, which allows you to throttle the severity of information, warning, and error messages reported in the ULS
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(Unified Logging System) log. I shall cover logging in more depth in Chapter 5 when we discuss Monitoring, Health,
and Disaster Recover. Figure 2-21 shows the Monitoring section in Central Administration.
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Figure 2-21. Monitoring in Central Administration

Timer jobs are an important part of SharePoint infrastructure. A centralized timer service (OWS Timer) runs on
each SharePoint server and coordinates communication between different SharePoint servers, and also executes tasks
at scheduled times. SharePoint maintains a number of scheduled tasks—jobs—to maintain the health of the farm and
to background-task lengthy processes, which would otherwise delay users in real time. You may review scheduled
timer jobs and change settings for jobs in the Timer Jobs subsection of Monitoring.

Backup and Restore

Backup and Restore is an important process in the operation of your farm. In the event of disaster, a previous backup
and successful restore might be the difference between continued use of your farm with full data integrity and
full/partial loss of services and data. I cover Backup and Restore in greater depth in Chapter 5. Figure 2-22 shows the
Backup and Restore section in Central Administration.
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Figure 2-22. Backup and Restore in Central Administration

SharePoint backup comes in two flavors: farm and granular (and there is SQL backup for those diehard database
admins). Farm backups allow you to select what parts of your farm you wish to back up and can consist of the entire
farm or a particular service or content database. Granular backup is essentially site collection backup and export
of sites and lists. SharePoint 2007 provided granular backups via STSADM,; since SharePoint 2010, administrators
can perform granular backups from this section of Central Administration. SharePoint 2013 provides “unattached
database restore,” which essentially means you can restore content to your farm if you have an offline database file;

I discuss this method and other disaster recovery methods in Chapter 5.

Security

The Security section in Central Administration allows you to configure all aspects of security at the farm level. Typically,
one of the most frequented settings in this section is the setting to manage the farm administrators group. A farm
administrator is the highest level of security a user may obtain, and with this level of access, a user can perform all
operations in the farm.

The setting to specify user policy for a web application allows you to grant or deny access (different permission
levels) to users for a given web application. The same setting exists as an icon in the ribbon on the management page
of a selected web application under Application Management.

User policy for a web application is ideal when granting user access without needing to add the user as a site
collection administrator in all site collections under a web application. Figure 2-23 shows the Security section in
Central Administration.
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Figure 2-23. Security in Central Administration

General Security and Information Policy subsections provide you access to settings for Managed Accounts
(see earlier in this chapter), managing trust, specifying authentication providers, anti-virus, web part security, and
self-service site creation (same link as in Application Management). The setting to configure service accounts is worth
an important mention because you may apply different service accounts to any or all of the service applications in
your farm. When configuring your farm via the farm wizard, SharePoint uses the same service account for all services,
which you might not desire if you want to secure service applications differently.

The settings in the subsection for Information Policy allow you to configure rights management with Active
Directory or RIMS (Rights Information Management Service). The information management policies allow you
to enable available policies throughout the farm, such as bar codes, retention, Office document labels, etc. I cover
Information Management in greater depth in Chapter 11.

Upgrade and Migration

The Upgrade and Migration section has very few settings. This section allows you to upgrade the license type of
the farm and take advantage of the enterprise features—you would provide an enterprise license key and enable the
enterprise features if you had previously installed your farm with a standard license and wished to upgrade to
the enterprise version.

This section also provides a link to determine the status of database attach upgrades from SharePoint 2010.
I cover upgrading from SharePoint 2010 to SharePoint 2013 in greater depth in Chapter 4. Figure 2-24 shows the
Upgrade and Migration section in Central Administration.
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Figure 2-24. Upgrade and Migration in Central Administration

General Application Settings

The General Application Settings section provides configuration of InfoPath services, SharePoint Designer, Content
Deployment, External Service Connections, and Search. Links to search administration and crawler impact rules
are identical to those when managing the settings for a SharePoint Search Service Application in Application
Management.

Microsoft introduced InfoPath services in SharePoint Server 2007 as an enterprise feature and allows SharePoint
to host custom-developed InfoPath forms. InfoPath forms are Microsoft’s answer to hosting dynamic forms, which
business users otherwise would accomplish with third-party or custom-developed ASP.NET forms, PDF forms, or
Word forms. Since SharePoint 2010, InfoPath fully integrates into the platform, rather than being an add-on service
like that of SharePoint 2007. Using SharePoint Designer, developers can convert regular list edit forms into InfoPath
forms for custom data input and form design for users. This subsection of the General Application Settings section
allows you to upload form templates, for use across the farm, manage data connections—in the case where forms call
out to SharePoint or external data sources to show data in forms—and configure InfoPath services to use web services.
I cover more on InfoPath integration and InfoPath services in Chapter 14.

Figure 2-25 shows the section for General Application Settings in Central Administration.
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Figure 2-25. General Application Settings in Central Administration

Apps
The Apps section in Central Administration is new to SharePoint 2013. Microsoft has introduced the concept of
the Apps, App Store, and Marketplace to Office and SharePoint. The idea is that developers will now develop small
applications that integrate with any Office application and SharePoint, and authenticate users through a common
OAUTH protocol.
This section in Central Administration provides configuration with a Microsoft App Store, integrated apps in the
farm, and permission of apps. Monitoring of apps and configuration of app licenses is also possible from this section.
Figure 2-26 shows the Apps section in Central Administration.
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Figure 2-26. Apps section in Central Administration

Note At the time of this writing, SharePoint 2013 is still in beta—notice the icons for the App settings are generic
icons, used by Microsoft as placeholders in beta versions of SharePoint.

Other Noteworthy Areas of Central Administration

Before we move on to the next section in this document, I would like to highlight some other noteworthy areas in
Central Administration that you should be aware but that do not warrant a section of their own in this chapter.

Navigation

SharePoint 2010 introduced the ribbon to users of SharePoint. Prior to SharePoint 2010, navigation consisted of
page links, the site actions menu, and tabs. Introducing the ribbon into SharePoint followed Microsoft’s strategy
of enhancing navigation and control in Office applications. Anyone who has used SharePoint 2010 or Office 2010
applications is likely very familiar with how the ribbon works, with icons appearing on the ribbon bar, based on
current context.

As you would expect, Microsoft continued the use of the ribbon in SharePoint 2013. Figure 2-27 shows an
example of the ribbon in SharePoint 2013 within the Application Management section of Central Administration.
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Figure 2-27. The ribbon in SharePoint 2013

A New Look

Since the release of Windows 8 tablets and upcoming release of Windows 8 for the desktop, Microsoft has adopted a
new look for the development of the user interface in their applications. At present the name of this new look is being
debated because Microsoft gave it the name “Metro,” which has recently come under fire because of a copyright issue,
so for now the new look goes by the name “Windows 8 UL”

The new look is crisp and clean. Personally, it took me a little while to get used to the plainness of the UI, but
once I embraced the clean, no-cluttered, and rapid rendering user experience, I soon learned to appreciate it.
SharePoint 2013 now includes the Windows 8 Ul look. I shall not belabor this point, as you can see it for yourself by
looking back at the various screenshots in this chapter and by installing SharePoint 2013 and immerse yourself in the
experience.

Creating Your First Web Application

In Chapter 1, you read about SharePoint 2013 Architecture. As you have probably gathered, SharePoint
maintains a collection of web applications, where each web application is synonymous with a typical ASP.NET
application, hosted in IIS, complete with associated binaries and a location on disk under
c:\inetpub\wwwroot\WSS\VirtualDirectories\{Port}. Think of a SharePoint web application as the bridge
between incoming requests in IIS and dynamic content processing in SharePoint.

You may recall from an earlier section of this chapter that the Farm Configuration Wizard provisions a default
SharePoint web application on port 80 (default HTTP web port). The wizard was helpful, but you are reading
this book to know how to perform such operations yourself. Thus, this section demonstrates creating your first
web application—manually. Like most configurations, you start from the home page of SharePoint 2013 Central
Administration.

1. Click on the Manage Web Applications link.

2. The next page shows a list of already configured web applications, which includes Central
Administration and possibly the My Sites host application.

3. Click the icon in the ribbon to create a new web application.

4. Next, SharePoint shows a dialog with a form for you to enter details about the new web
application, as in Figure 2-28. Here we see a new feature, introduced in the previous
version (SharePoint 2010), dialogs, reducing the amount of navigation between pages that
users experienced in SharePoint 2007.
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Figure 2-28. Create a new web application
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Complete the details for IIS, the name of the web application, location on disk (I advise
sticking with the default location), port number, and any host headers.

Configure anonymous access if you intend to expose your SharePoint sites to the Internet.

If you have preconfigured an SSL certificate for your web application and domain name,
you may select to use SSL, otherwise leave this option set to: No.

If you plan to allow public access to your site, or parts of your site, click Yes to Allow
Anonymous access (you will need to allow this in the site collection also).

SharePoint 2013 now insists on Claims-Based-Authentication for web applications, and
no longer supports Classic Mode. Enable Windows Authentication and configure any ASP.
NET membership providers and/or third-party trusted claims providers.

I recommend using the default sign-in page and changing this to a custom page later, once
the application is up and running.

Leave the Public URL and Zone as default.

Create a new Application Pool, using an application pool managed account. If you have
not defined an application pool managed account, you may do so by clicking the Register
managed account link.

Provide the name of a new Content Database and database authentication as Windows.
Leave Failover database as empty (unless you have a failover in place).

Choose your service application group (or default if you have none defined).

Choose whether to enroll in the Customer Experience Improvement Program.

Click OK and wait a few seconds while SharePoint creates your new web application.

www.it-ebooks.info

alalx

? @


http://www.it-ebooks.info/

CHAPTER 2 © NEW INSTALLATION AND CONFIGURATION

After SharePoint finishes creating the web application, you should see a page with a completion message, a link
to create a site collection, and an OK button. Clicking OK will return you back to the manage web applications page in
Central Administration.

Administering Your Web Application

Now that you have a new web application, you will most likely want to configure this application (if not now, later). In
this section, I shall briefly show you some of the settings associated with your web application and how to configure
your web application by changing these settings.

1. Open Central Administration.
Click Application Management.

Click the link to manage web applications.

> e n

Click one of the listed web applications—a good one to experiment with is the web app
you just created in the previous section in this chapter, not the Central Administration app.

5. Youshould see the ribbon enabled, like that in Figure 2-29.

Figure 2-29. Ribbon for managing a web application

The tab section of the ribbon labeled “Contribute” provides operations to add a new web application (you read
about this in the previous section), extend a web application, or delete a web application.

Extended web applications are similar to regular web applications except that they expose the same site
collections as the parent web application. Think of an extended application as a mirror copy of the parent, only as
far as IIS is concerned, the extended application has a separate location on disk, and separate entry in the web sites
list of IIS. Why the need for such extended application? In the days of SharePoint 2007, the only possible way to
configure multiple authentication types for a given web site was to host the web site (site collection) in different web
applications, each with their own authentication settings in the web.config file. This approach had the drawback that
each application must reside on a different domain or port. SharePoint 2010 introduced Claims-Based-Authentication
(CBA) and the ability to federate authentication outside of SharePoint; thus you needed only one web application for
multiple authentication types. Both SharePoint 2010 and now SharePoint 2013 provide extended web applications,
because administrators still like to host separate applications in different zones with different authentication
access. For example, a good practice is to extend an NTLM authenticated web application, hosting a public web site
collection, and configure the extended app to disable all authentication methods. The administrator then exposes the
extended application only outside the company firewall on a separate public IP address and domain name to that of
the parent Windows authenticated site. This provides a layer of security—the internal employees can log into the site
and make content changes (via the NTLM app), while anonymous users have no way to access secured areas of the
web site.

The Manage tab allows you to configure general settings, managed paths, features, and service associations.
Clicking the Service Connections link in this tab of the ribbon shows a dialog like in Figure 2-30.
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Figure 2-30. Service connections for a web application

Earlier in this chapter, I mentioned service application groups. Figure 2-14 included a screenshot asking you to
choose the default service applications. These same service applications are those selected in the dialog in Figure 2-30.
To change the service application associated with the current web application, change the group to another, or select
Custom, and choose service applications from the list in the dialog. It is important to associate a web application with
the correct service applications. For example, in a multi-tenant installation, where each client has a dedicated web
application, you should associate each client web application with its own Search Service Application instance, so
each client sees only search results for its sites, and not that of another client.

The General Settings icon in the Manage tab provides you access to general application settings, such as those
listed in Figure 2-31.

52

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 2 © NEW INSTALLATION AND CONFIGURATION

45 Web Applhcations Mansgemvent - Windaws Internet Drplorer alalx
[« [ S g R e e—
Bl it Yew Fgontes Toos Hep

SharePoint Mewdiped  SkyDrive  Sfes oiDevynamett - £ P @

Figure 2-31. General web application settings

The security tab allows you to configure authentication providers, self-service sites, user permissions, web part
permissions, etc. These settings are similar to those listed in the General Security section (under the main Security
section) in Central Administration, only in this context they apply to the selected web application.

The last tab, labeled “Policy,” allows you to apply user and anonymous permission policies to the selected web
application. The permissions policy icon allows you to create a permission-set (permission level) to apply as policy to
either users or anonymous users, using the other two icons in the tab.

Creating a Site Collection

With our web application created, it is now time to create a root site collection, so that we can host content and make
use of our new web application as a SharePoint site. The following steps take you through the process of creating
a new site collection for the web application created earlier:

1. Open Central Administration.
Click Application Management.

Click the Create Site Collection link.

> L n

Select the correct web application in the drop-down box at the top left of the page
(Figure 2-32).
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Figure 2-32. Create site collection

5. Give the site collection a name and description.

6. Choose the desired template. Various template types (site definitions) exist, each with its
own set of features enabled and default sub-sites and lists. Choose Team as an example of
an intranet collaboration work site.

7. Provide a DOMAIN\name username for the primary and secondary site collection
administrators (you can add additional site collection administrators later) using the site
collection administrator settings on the site collection.

8. Leave the quota option default.
9. Click OK to create the site collection.

SharePoint should complete the site collection provisioning process with a page containing the default link to the
new site collection and a message indicating successful creation.

Alternate Access Mappings

Alternate access mappings allow mapping of multiple internal and public URLs to a given SharePoint web application.
Think of them as a fancy way of informing SharePoint about requests on a given alternate URL domain.

For example, a company may access its intranet internally on http://intranet, but outside the organization, the
same intranet is accessible at http://intranet.company.com. As far as SharePoint is concerned, requests coming in
on either domain resolve to the same place. Without an alternate access mapping, SharePoint would resolve all URLs
per the default application URL, which might be http://server-name:port. Even though IIS might have multiple
host headers configured, and all requests reach SharePoint, without an AAM, SharePoint will convert all relative
URLs to absolute with the internal application URL.
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Typical uses of AAM include the creation of multiple public URLs to map to a single SharePoint application so
that the application is accessible from different zones, each with its own different authentication scheme. The topic
of AAM can get quite involved, so I have attempted to explain the configuration of AAM, at a high level, using the
following scenarios.

Scenario 1: Extended Publishing Site

In this scenario, two web applications exist in SharePoint; the first is an internally based application on the URL
http://intranet, which requires NTLM authentication for users on the internal network to access the company
intranet. The site collection attached to the web application is a publishing site. The extended web application uses
forms-based authentication with a SQL database as the user store and allows external users of the network to log into
the company intranet across the Internet using the URL http://intranet.company.com.

Figure 2-33 shows the Alternate Access Mappings for the intranet application described in the scenario. Here we
see two public URLs mapped to each internal URL. Depending on which URL a user contacts the site, SharePoint will
infer absolute links to pages, documents, and other content on the site: http://intranet/lists/mylist/blah.doc
or http://intranet.company.com/list/mylist/blah.doc as an example.
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Figure 2-33. Alternate Access Mappings for scenario 1

Click Edit Public URLs to see the public URLs for a given application. Each public URL associated with a
SharePoint application binds to one of five zones: Default, Intranet, Internet, Custom, or Extranet (shown in
Figure 2-34). The names of these zones hold no functional meaning except to provide the administrator meaningful
labels for each public access point to the web application.
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Figure 2-34. Zones for public URLs

Scenario 2: Reverse Proxy and Load-Balanced Web Application

In this scenario, a reverse proxy server, like that built into ISA server (a firewall server application) sits between the
users and the SharePoint application. The public URL of the SharePoint application is http://intranet.company.com,
and the ISA server forwards requests to either http://intranet1.local or http://intranet2.local, depending on
load (controlled by a load balancer). Figure 2-35 shows the Alternate Access Mappings for scenario 2.
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Figure 2-35. Alternate Access Mappings for scenario 2

Users access the site using the public URL http://intranet.company.comand the ISA server performs reverse
proxy to authenticate the users before forwarding the request to SharePoint. Regardless of which load-balanced server
ISA redirects the user, all links on returned pages start with http://intranet.company.com. This ensures that there
are no broken links and that the user does not see links to an internal server application. To add additional internal
URLs, click the link for adding internal URLs; in the resulting page, add the new internal URL and choose the zone to
map to the public URL, in this case the intranet zone.

Mapping to an External Resource

Clicking the Map to External Resource link on the AAM page allows the administrator to map a URL, not hosted in
SharePoint, to a web application. This feature is especially useful when configuring federated search to crawl an
external resource. For example, let us assume that the administrator has configured search to crawl a separate HR site
that is not in SharePoint—http://hrsite. This URL is not accessible to users coming into the SharePoint application
on a public URL across the Internet but is available on http://hrsite.company.com.

In Figure 2-36, I created a new external resource called http://hrsite, by clicking the Map to External Resource
link. I then clicked Edit Public URLs and added the URL http://hrsite.company.com to the intranet zone for the
external resource I just created. SharePoint search will index the site http://hrsite, but the links in the search results
show http://hrsite.compamy.com (you may need to provide a server name mapping in the search settings—see
Chapter 15) if the user accessed the hosting SharePoint application from the Internet. This behavior is very much like
that in scenario 1, but in this case, the resource is not a SharePoint application but an external HR site.
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Figure 2-36. External resource mapping

Summary

This chapter covered installation of SharePoint 2013 from scratch on a new server infrastructure. We visited the
infrastructure requirements, had a look at the SharePoint 2013 prerequisites installer, and walked though a server
farm installation. I detailed Managed Accounts and which Active Directory Domain accounts Microsoft recommends
for a best-practice setup of a SharePoint 2013 farm.

This chapter covered both the SharePoint Products Configuration Wizard, detailing the process of establishing
a new SharePoint farm with SQL Server 2008 R2 SP1, and the SharePoint Farm Configuration Wizard in Central
Administration, and we visited the various areas of the Central Administration web site.

This chapter is by no means exhaustive, and I could write many, many, more pages on the topic of installation
and configuration alone. However, I wanted to provide you with a blend of useful insight on the installation and
configuration process and the right amount of technical detail to enable you to stand up a typical SharePoint 2013
farm for development, QA, or production purposes.
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CHAPTER 3

Working with PowerShell

Anyone familiar with SharePoint 2010 or Windows Server Administration is likely familiar with PowerShell—it is hard
to escape it. Microsoft introduced PowerShell as a more advanced script language to replace legacy DOS batch files,
which are clunky and difficult to work with. PowerShell includes a number of programming concepts that we are used
to seeing in modern-day programming languages, like C# and VB.NET. Furthermore, Microsoft built PowerShell atop of
the .NET platform, so scriptwriters can take advantage of the .NET Framework to manipulate objects, instead of strings.

SharePoint 2010 embraced PowerShell with Cmdlets (units of functionality accessible in PowerShell scripts) and
allowed users to script SharePoint via the API. With the release of SharePoint 2013, PowerShell is now the accepted
standard for configuring SharePoint, via script, as opposed to via the graphical user interface (GUI).

Windows 7 and Server 2008 R2 include PowerShell out of the box, which is good, because SharePoint 2013
requires, at a minimum, Windows Server 2008 R2. All the same, installing SharePoint 2013 gets you a PowerShell
instance, called the SharePoint 2013 Management Shell. In this chapter, I shall introduce you to the basics of
PowerShell. You will also learn how to write scripts that interface with your SharePoint 2013 farm.

Like many topics in SharePoint, PowerShell is a vast one, and many good books exist on the topic. I included this
chapter on PowerShell so you may appreciate the script functionality available to you as a SharePoint administrator.
This chapter focuses on the basics of PowerShell and specifics relating to SharePoint Administration. If you are
familiar with PowerShell, feel free to skip some of the sections in this chapter, or the complete chapter.

What About STSADM?

The web user interface to SharePoint is powerful, but as good as Central Administration is you cannot escape the
need to script commands in batch via a command line. SharePoint 2007 included a nifty command-line application,
called STSADM. STSADM is a versatile and very powerful tool for administering SharePoint and operates, like many
command-line tools, with string parameters and switches.

As SharePoint evolved, from the early beta version of MOSS 2007/WSS 3.0, through SharePoint 2010, and now
SharePoint 2013, STSADM also evolved. The problem was that STSADM became bloated with many operations,
and yet the tool remains limited by command-line string parameters. Microsoft released PowerShell so we could
administer Windows, so it made sense to add support for PowerShell in SharePoint. STSADM still exists as a tool, and
some SharePoint administrators will continue to use it until the tool is snatched from their tight clutches. However,
Microsoft has deemed PowerShell the new standard for command-line interaction with SharePoint, and we can
expect STSADM to depreciate over time.

Many of the operations you can perform in STSADM, you can also perform in PowerShell, but with better control,
since PowerShell works with objects instead of string parameters. SharePoint 2013 includes the same operations via
STSADM as it always has, but any new functionality is now part of PowerShell. Thus, STSADM commands are a subset
of those available in PowerShell.
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PowerShell Basics

If you have read the introduction in this chapter, I hope I have convinced you that PowerShell is the way forward
for scripting command-line operations in SharePoint 2013. Without further delay, I will now dive into the basics of
PowerShell. You begin by opening a PowerShell window.

1. Login to your SharePoint Application server (the same server hosting SharePoint Central
Administration).

2. Search for the application named SharePoint 2013 Management Shell and execute it.

3. Youshould see a new shell window, like that in Figure 3-1.

-ﬂ SharePoint 2013 Management Shell

'?S C:vUserssrgarrett?> _ ‘|

Figure 3-1. SharePoint 2013 Management Shell

That was easy! Opening a PowerShell window is as easy as opening a command prompt window. If you are
familiar with the PowerShell window available via Windows, you might be tempted to use this entry into PowerShell,
rather than the SharePoint Management Shell. If you take this route, I shall make you aware of the required plug-in to
enable SharePoint Cmdlets.

Loading the SharePoint Cmdlets

Microsoft has provided a number of SharePoint-specific Cmdlets, so you can easily manipulate SharePoint objects
(applications, site collections, sites, lists, etc.) via PowerShell. These Cmdlets are available to you via a DLL plug-in,
which you must enable in a regular Windows PowerShell window. If you launch the SharePoint Management Shell,
the shell preloads the SharePoint Cmdlets for you. Type the following commands into your PowerShell window to see
if you have the SharePoint Cmdlets loaded:

Get-PSSnapin -Registered | Where-Object { $ .Name -eq "Microsoft.SharePoint.PowerShell" }

The preceding command executes a PowerShell Cmdlet to get all registered snap-in objects, which you then pipe
to another built-in Cmdlet, called Where-Object, to filter the list to a specific snap-in for SharePoint. If the SharePoint
snap-in is loaded, you should see details about the registered snap-in object. If the preceding command produces no
output, you can register the snap-in with the following:

Add-PSSnapin "Microsoft.SharePoint.PowerShell"
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After adding the snap-in, re-run the script to check for the registered snap-in, and you should see details
of the snap-in.

Note It is a good idea to use the SharePoint Management Shell for all SharePoint scripts, since all Cmdlets and
functions run within the same thread. Scripts that run in the standard Windows PowerShell use separate threads for
Cmdlets and functions, which can cause memory leaks when using SharePoint objects.

PowerShell Syntax

Once you start using PowerShell frequently, you will understand the terminology and syntax for PowerShell Cmdlets
and script notation. PowerShell Cmdlets assume the syntax verb-prefix noun. The verb always indicates the action on
the Cmdlet, and PowerShell supports the verb standards, listed in Table 3-1.

Table 3-1. PowerShell Verbs

Verb Action

Add Adds an object to a container or attaches an item to another item
Clear Removes all objects from a container

Close Changes the state of an object to closed

Copy Copies an object from one container to another

Enter Specifies an action that allows the user to enter a resource

Exit Specifies an action that allows the user to exit out of a resource
Find Looks for an object in a container

Format Formats an object to a specific form or layout

Get Retrieves a specific object; paired with the Set verb

Hide Makes an object undetectable; paired with the Show verb

Join Combines objects to one single object

Lock Secures an object; paired with the Unlock verb

Move Moves an object from one container to another

New Creates a new object instance; the Set verb may often be used
Open Opens an existing object

Pop Removes an object from the top of a stack container

Push Pushes an object to the top of a stack container

Redo Resets an object to a state that was undone; pairs with the Undo verb
Remove Removes an object from a container

Rename Renames the name of an object

Reset Sets an object to its default state

(continued)
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Table 3-1. (continued)

Verb Action

Search Creates a reference to an object in a container; do not use Find or
Locate verbs

Select Locates an object in a container

Set Creates an object that contains data, or replaces data on an object;
paired with the Get verb

Show Makes an object detectable; paired with the Hide verb

Skip Bypasses an object in a sequence

Split Separates parts of an object, such as a string

Step Moves to the next object in a sequence

Switch Specifies an action that alternates between two objects, such as to
change between two locations, responsibilities, or states

Undo Set an object to its previous state; paired with the Redo verb

Unlock Releases a locked object; paired with the Lock verb

Watch Continually monitors an object for changes

The prefix in a Cmdlet is usually a two-letter qualifier that identifies the technology; for example, PS identifies
PowerShell, AD identifies Active Directory, and SP identifies SharePoint. Finally, the noun is the affected object or
resource; for example, Get-SPSite calls the SharePoint Cmdlet to “get” a new SharePoint “site” object.

Exploring SharePoint Cmdlets

AsImentioned in the earlier sections, SharePoint provides a number of Cmdlets, enabling you to interface with
SharePoint and configure your farm. What do you do if you want to see a list of these Cmdlets? In using STSADM,
you could provide the -o parameter to see a list of operations. Fortunately, PowerShell has a nice built-in Cmdlet
called Get-Command.

Executing the Get-Command Cmdlet with no parameters will list every single available Cmdlet in PowerShell—yes,
all of them! Passing the -Noun parameter to the Get-Command Cmdlet allows you to filter the list by a given noun
name. If you cast your memory back to the previous section, you may remember that I mentioned standard syntax
includes a noun prefix to identify the technology. SharePoint prefixes all nouns with “SP” so you can easily get a list of
all SharePoint Cmdlets as follows:

Get-Command -Noun SP*
The previous command uses a wildcard character, which tells the Get-Command Cmadlet to return any Cmdlets
that start with “SP” and end with any other string of characters. There is still a large number of Cmdlets listed just for

SharePoint operations; the following command tells us exactly how many (my install lists over 770):

(Get-Command -Noun SP*).Count
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I think you need to narrow down the list; the Get-Command Cmadlet allows you to search for specific words in
the noun. For example, if you wanted to list all the Cmdlets that deal with subsites (SPWeb) objects, you would use the
following syntax:

Get-Command -Noun SPWeb

Figure 3-2 shows a much smaller (and manageable) list of Cmdlets. You can use the same trick to find all Cmdlets
for site collection control—using the SPSite noun, rather than SPWeb.

-:';“ harePoint 2013 Management Shell

Cmdlet Export—5SPleb MHicrosoft...
Cndlet Get—3PWeb Microsoft...
Cmdlet Import—5PUeb Microsoft...
Cndlet Mew—5PWeb Microsoft...
Cndlet Remove—5FPlleb Microsoft...
Cmdlet Set—SPUeh Microsoft...

PS5 C:xlUszersrgarrett> _

Figure 3-2. SPWeb Cmdlets

Getting Help

Getting a list of PowerShell Cmdlets is good, but knowing more about a specific Cmdlet is better. PowerShell includes
another built-in Cmdlet to get help for a specific Cmdlet: Get-Help. The Get-Help Cmdlet provides details about
Cmdlets, providers, aliases, functions, and scripts. The following line demonstrates how to execute the Get-Help
Cmdlet to get help about the Get-SPWeb Cmdlet:

Get-Help Get-SPWeb

Figure 3-3 shows a screenshot of the Get-Help Cmdlet used with the Get-SPWeb Cmdlet as a parameter.
As you can see, the Get-Help Cmdlet displays the name, a synopsis, syntax, and description of the Cmdlet
passed as argument. The syntax information is probably most important because it details the various
arguments for the Cmdlet.
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dministrator: SharePoint 2013 Management Shell

% C:nUsers'rgarrett?> get—help get—spueb -

AME
Get—5Pleb

YNOPSIS
Returnz all subsites that match the given criteria.

BYNTAX

Get—S8PUebh [[-Identityl <SPWebPipeBind>] [-AssignmentCollection
{SPAssignmentCollection>] [-Confirm [{SwitchParameter>1] [-Filter
{ScriptBlock>] [-Limit <S%tring>] [-Regex {SwitchParameter>1 [-Site
<{SPSitePipeBind>]1 [-Whatlf [{SwitchParameter>1]1 [{CommonParameters>]

DESCRIPTION
The Get—S5PWeb cmdlet returns all subsites that match the scope given by
the Identity parameter. All subsites that meet the criteria are returned.

The Identity can be either the full URL or a relative path. If you specify
a relative path. you must also specify the Site parameter to identify the
gite collection from which to return the subsite.

The Identity parameter also supports providing a partial URL that ends in
a wildcard character {=*>. All subsites that match this partial URL for the
specified scope are returned. Additionally. if the Regex parameter is
provided. the Identity parameter iz treated as a regular expresszion and
any subuwebh with a URL provided in the given scope that matches the
expression is returned.

The Filter parameter is a server—side filter for certain subsite
properties that are stored in the content database; without the Filter
parameter,. filtering on these properties iz a slow process. These subsite
properties are Template and Title. The Filter parameter iz a script block
that uszes the szame syntax asz a Where—Obhject statement. bhut is run
server—side for faster results.

It is important to note that every site collection returned by the
Get—SPleb cmdlet is automatically disposed of at the end of the pipeline.
To store the resultsz of Get—-SPWebh in a local variable. the ;I

Figure 3-3. Using Get-Help Cmdlet

Note PowerShell incorporates auto-complete with the Tab key. Typing a ‘-, followed by Tab will cycle through the
various arguments of a Cmdlet.

The Get-Help Cmdlet includes parameters to get information that is more detailed on a Cmdlet. Passing the
-Examples parameter will return various examples to demonstrate the use of the Cmdlet. Passing the -Detailed
parameter will give more detail beyond the basic information, and passing the -Full parameter will provide the
complete help file for a Cmdlet. Try out the Get-Help Cmdlet on a number of well-known Cmdlets as well as some
you have not encountered to get a good understanding of available help information.

The -Parameter argument is helpful in conjunction with the Get-Help Cmdlet because it provides details about
a given parameter. Typically, when introduced to a new Cmdlet, you would use the Get-Help Cmdlet to get the syntax of
available parameters and then provide the -Parameter argument to get details on a specific parameter for a Cmdlet. You
can pass a * as the name to the -Parameter argument to get detailed information on all parameters supported by a Cmdlet.

Aliases

An alias is a shortcut for lengthy Cmdlets. For example, typing the lengthy Cmdlet named
Get-SPBrowserCustomerExperienceImprovementProgram might get annoying quickly. By creating an alias for the
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Cmdlet, you can then use the alias in place of the full-length Cmdlet. Of course, I deliberately chose a Cmdlet name
that stood out as long, but the likelihood of needing to get the browser customer experience program too often is
small. However, this example does demonstrate that some PowerShell Cmdlets can get quite long.

The following example demonstrates how to create an alias, called web, for the Get-SPWeb Cmdlet:
Set-Alias -Name web -Value Get-SPWeb

You can then get the alias value with the following line:

Get-Alias web

To use the alias, simply replace the full name of the Cmdlet with the alias, complete with required parameters,
as follows:

web http://sp2013

Note Aliases exist only in the current PowerShell session. If you close and reopen the PowerShell window, any
previous aliases are gone.

Pipelines

Pipelines, in my opinion, really set PowerShell apart from standard command-line operations in Windows. Pipelines

allow passing of output information from one PowerShell script or Cmdlet to another. Earlier in the chapter,

I mentioned that PowerShell deals with objects rather than strings, and this becomes apparent when using pipelines.
The following Cmdlet lists all SPList objects within the root web of a site collection:

(Get-SPSite http://sp2013).RootWeb.Lists

Looking at the preceding command, you see that I use parentheses around the Get-SPSite Cmdlet and then
access the RootWeb property and Lists collection. This further illustrates the fact that PowerShell uses objects—the
Get-SPSite Cmdlet returns a SPSite object, which has a property called RootWeb. Now, back to our discussion
about pipelines.

If you execute the preceding command, you will get back pages of unhelpful information as PowerShell displays
every SPList object returned from the Lists collection. By default, PowerShell displays all information about an object
if you do not specify the property or method associated with the object.

The following modified example shows the same command piping the output to the ForEach Cmdlet. The
ForEach Cmdlet iterates a collection and allows you to control fine-grained operation on each object in the collection.

(Get-SPSite http://sp2013).RootWeb.Lists | ForEach-Object { $ .Title }
The preceding command pipes the results to the ForEach Cmdlet, which iterates the collection and executes
the commands in the curly braces. When working with Cmdlets that iterate over collections or filter collections, the

special syntax $_ denotes the current object in the iteration. The preceding command outputs the title of each list in
the collection.
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PowerShell and SharePoint

In the previous section and subsections of this chapter, I introduced you to the beginning concepts in PowerShell.

As mentioned in the introduction, whole books exist on the subject, and my goal was to get you started on PowerShell,
such that you can administer SharePoint 2013. With the basics out of the way, I shall now dive into specifics about
managing SharePoint via PowerShell.

If you followed the examples in the previous section about the Get-Command and used this Cmdlet to get a list of
SharePoint Cmdlets, you will know that SharePoint 2013 has many, many, many Cmdlets. My goal in this chapter is
not to bore you by reviewing every Cmdlet laboriously, but to cover the mainstream of Cmdlets required to perform
typical administration of your SharePoint 2013 farm.

Administration Permissions

If you have used STSADM in any capacity, you might understand the frustration that comes from failure to execute
operations because the current user does not have enough permissions in SharePoint content and configuration
databases. The typical response from IT is to provide you the credentials of the SharePoint farm account and have you
run the SharePoint Management Shell as the farm user—not ideal.

SharePoint requires the current user (running the PowerShell session) to be a member of the SharePoint
Shell Access role, and be a member of the local Windows security group WSS_ADMIN_WPG. Assuming you have
administrator rights on the SQL Server hosting SharePoint, and the local SharePoint server, you could assign users to
the SQL role for a SharePoint database and assign the same users to the local security group via server management.
However, this is a chapter on PowerShell, so you should learn how to accomplish the same result using the SharePoint
Management Shell.

To grant administration rights for a user, you first have to possess administration rights—a chicken and egg
situation. In all likelihood, because you are reading this book, you have already established farm administration rights
and have SQL administration rights on the SQL Server. All the same, it is good to try out the following commands and
assign an otherwise-non-admin user permissions to execute shell commands against SharePoint.

In this example, I am going to grant my user permissions on my default WSS content database, by providing the
database parameter. If you do not include the database parameter in the following command, then SharePoint will
assign the permission in the main SharePoint configuration database—this is fine if you plan to perform PowerShell
commands that configure the farm. If you plan to use PowerShell to administer site collections, subsites, lists, etc.
belonging to a specific content database, then I recommend using the database parameter with a specific content
database.

$db = Get-SPContentDatabase -Identity WSS_Content
Add-SPShellAdmin -database $db -UserName ROBDEV\sp_admin

Follow up the preceding command with the following one to get a list of shell administrators for the default
content database:

$db = Get-SPContentDatabase -Identity WSS_Content
Get-SPShellAdmin -database $db

It probably goes without saying (but I will say it regardless) that you can revoke shell administration rights with
the following commands:

$db = Get-SPContentDatabase -Identity WSS_Content
Remove-SPShellAdmin -database $db -UserName ROBDEV\sp_admin
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In the previous section, "Administration Permissions,” I included the Cmdlet Get-SPContentDatabase. This Cmdlet is
one of a small list that deals with content databases. A content database, as you may already know, stores all content
for one or many site collections. The following command lists the content database Cmdlets, explained in Table 3-2.
Of course, you can leverage the Get-Help Cmdlet to get more information on any of the listed Cmdlets.

Get-Command *SPContentDatabase*

Table 3-2. Content Database Cmdlets

Cmdlet

Description

Dismount-SPContentDatabase

Get-SPContentDatabase

Mount-SPContentDatabase

New-SPContentDatabase

Remove-SPContentDatabase

Set-SPContentDatabase

Test-SPContentDatabase

Upgrade-SPContentDatabase

Detaches a currently mounted content database from its associated web
application—use this command if you are planning to take a content database
out of service. The database remains attached to SQL Server.

Gets an instance of a content database; an example of this Cmdlet is in the
previous section on administration permissions when you assigned shell
permissions to a content database.

Attaches an existing content database to an existing web application. If the
content database requires upgrade to a newer version, SharePoint will perform
the upgrade before mounting. I demonstrate use of this Cmdlet as part of
SharePoint 2010 to 2013 upgrade in Chapter 4. SharePoint requires you to have
attached the content database to SQL Server already.

Creates a new content database and attaches it to a specified web application.
This Cmdlet assumes you do not already have a content database by the
designated name in SQL Server.

Similar to the Dismount-SPContentDatabase Cmdlet, but this Cmdlet will detach
the content database from SQL Server and delete it. Do not use this Cmdlet if
you wish to retain the database (and data within) for later attach to another
SharePoint farm.

Sets global properties of an existing content database, such as the maximum
number of site collections, status, etc.

Tests a content database against an existing web application to verify that all
customizations referenced within the content database also reside in the web
application. You can issue this Cmdlet against a content database currently
attached to the farm, or a content database not connected to the farm, and it is
useful for testing SharePoint 2010 content database pre-upgrade.

Initiates upgrade of an existing content database that otherwise failed to
upgrade in a previous operation. This Cmdlet assumes the content database
attached to SQL Server.
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Of the Cmdlets listed in Table 3-2, the Cmdlet Mount-SPContentDatabase plays an important part in
database-attach upgrades from SharePoint 2010 to SharePoint 2013. We use the Get-SPContentDatabase Cmdlet most
often because it returns an object instance representing the content database, which we may then pass to other
Cmdlets. This Cmdlet returns a SPContentDatabase object, which has many properties. To see a list of them,
execute the following command:

Get-SPContentDatabase | Format-List *

The Format-List Cmdlet displays the properties of a piped object in list format (Figure 3-4).

%,Administrator: SharePoint 2013 Management Shell

S C:sUserssrgarrett? Get—SPContentDatabase | Format—List =

Content Database

IsAttachedToFarm True
xistsInFarm True
Erver spP2a13

earchServicelnstance
referredTimerServicelnstance
Content Database
3

oncurrentSitelpgradeSessionLimit
astSweepSyncChangeToken

18

1;85;h2b53997-1549-46db—aB13-AlcelB826Bc46;563 _J
4868748825773388 2729

1;05h2h5329°7— 1549—46dh-a@13- BAlcelf260c46363
4868748 B257700800;2729

11-/12-2012 8:80:88 PM
11-12-2012 8:44:88 PH
1/1,0001 12:80:08 AM
1/1-80001 12:80:08 AM
£

astProfileSyncChangeToken

astMembershipSyncChangeToken
astProfileSyncTime
astLanguageﬂndReglonSyncT1me

SPWebfipplication Mame=MySite Ho
1;85;b2b53997-1549-46dh—aBi 3 Bice18268c46 63
4868748325773338 2729 LI

urrentChangeToken

Figure 3-4. List properties for the Get-SPContentDatabase Cmdlet

The Get-SPContentDatabase Cmdlet lists all content database-associated web applications; using the
-WebApplication parameter, provide the name of the web application.

Get-SPContentDatabase -WebApplication "SharePoint -80"

Every site collection resides in at least and no more than one content database, which you can establish using the
-Site parameter, as follows:

Get-SPContentDatabase -Site "http://hostname/sitecollection”

Web Applications

PowerShell includes a selection of Cmdlets to manipulate web applications. A web application is the hosting
application that resides in Internet Information Server and hosts one or many site collections. Execute the following
PowerShell command to obtain a list of web application Cmdlets:

Get-Command -Noun SPWebApplication

Table 3-3 provides a description of each of the web application-related Cmdlets.
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Table 3-3. List of Web Application Cmdlets

Cmdlet

Description

Convert-SPWebApplication

Get-SPWebApplication

New-SPWebApplication

Remove-SPWebApplication

Set-SPWebApplication

Converts the authentication mode of an existing web application from Classic

to Claims-Based Authentication (CBA). SharePoint 2010 used to allow you to
create Classic Mode web applications via Central Administration, and this Cmdlet
provided conversion to CBA after creation. Since the default authentication mode
in SharePoint 2013 is CBA, this Cmdlet comes into play only if you create a Classic
Mode web application via PowerShell and then decide to convert to CBA later.

Gets an instance of a SPWebApplication object. Pipe the result of this command
to the Format-List Cmdlet to see the properties belonging to the object. Use this
Cmdlet with other Cmdlets to make changes to or operate on an existing web
application in your farm.

Creates a new web application in the farm. This Cmdlet takes a number of
parameters, including the content database, application pool managed account, URL,
port, etc. Cast back to Chapter 2 when I demonstrated creating a new web application
via Central Administration—the dialog for creating a new web application contained
many options, all of which are also available to this PowerShell Cmdlet.

Deletes an existing web application for all zones or a particular zone. Using this
command preserves content databases and, depending on the -DeleteIISSite
parameter, will delete the IIS site entry.

Takes in a SPWebApplication object and allows you to set properties on the web
application. This Cmdlet provides behavior in PowerShell similar to how you can
edit an existing web application’s settings via Central Administration.

Now that I have covered web applications in PowerShell, I shall examine site collections next, followed by sites

and subsites.

Site Collections (SPSite)

A site collection represents the taxonomy of a web site, and hosts a hierarchy of sites. In Central Administration,
you create, edit, and delete site collections under the Application Management section. Table 3-4 lists the available
Cmdlets; you can see a list of these Cmdlets by executing the following command:

Get-Command -Noun SPSite

Table 3-4. List of Site Collection Cmdlets

Cmdlet Description

Backup-SPSite Performs a backup of a site collection to a file on disk. This Cmdlet locks the site collection
while the backup process completes. The -UseSqlSnapshot parameter ensures integrity when
backing up the site collection while allowing users to read and write to the active site collection.

Copy-SPSite Copies a site collection to a new URL and content database. This Cmdlet assumes the ability
to create SQL snapshots and effectively provides the same operation as using the Backup and
Restore Cmdlets with SQL snapshot and content database parameters.

When copying the site collection, the new site collection has a new unique identifier.

(continued)
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Table 3-4. (continued)

Cmdlet Description

Get-SPSite Gets a new instance of a SPSite object from a provided URL.

Move-SPSite Moves a site collection to a new URL and content database. During the move, SharePoint
applies a no-access lock on the site collection so users cannot read or write to the site
collection.

Similar to the Copy Cmdlet, the new site collection has a new unique ID and resides in a new

content database.
New-SPSite Creates a new site collection. This Cmdlet accepts parameters for site owners, target URL,
and template for the new site collection.
Remove-SPSite Removes an existing site collection, including all contained sites and subsites.
Repair-SPSite Performs a health check on the site collection and automatically repairs any encountered
issues (when possible). Run the Test-SPSite Cmdlet to get a report on repairs required.
Restore-SPSite Restores a site collection from a backup file on disk. This Cmdlet will not allow you to
overwrite an existing site collection at the destination URL, unless you provide the -Force
parameter.

A content database may not host multiple site collections with the same unique identifier,
which the backup operation preserves. Therefore, to restore a site collection to a different URL
in the same farm as the backup, create a new content database and pass an object instance of
this database to the Restore Cmdlet.

Set-SPSite Provides ability to set property values on a provided SPSite object and the site collection.
To obtain a list of available properties, use the Format-List * Cmdlet with the SPSite object.

Test-SPSite Runs the same set of rules as the Repair-SPSite Cmdlet without repairs, and produces a
report of issues.

Upgrade-SPSite Performs an upgrade on site collection as either build-to-build (default) or version-to-version.
Execute this Cmdlet after patching for build-to-build. When executing in version-to-version
mode the Cmdlet performs a health check before performing an upgrade.

The more common of the SPSite Cmdlets are the Backup and Restore Cmdlets. As administrators, we are
familiar with the STSADM backup and restore commands, which provide granular backup of complete site collections
(often used when deploying a version of a web solution from development to staging and production). The new
PowerShell Backup and Restore Cmdlets support the use of SQL snapshots, which ensures integrity of the backup,
while allowing users to continue reading and writing to the active site collection. STSADM backup places a read-only
lock on the site collection, prohibiting backup of a busy SharePoint site collection during business hours.

Sites (SPWeb)

Consider a modern intranet or public web site, which consists of multiple levels, accessible via navigation elements.
A site represents a single level in a site hierarchy. In SharePoint, a single site contains document libraries, lists, and
subsites. It does not matter if the site is a publishing site, team site, meeting site, etc. The site represents one node in
the overall site taxonomy.
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The SharePoint object model, and hence PowerShell, represents a site as a SPWeb object. Similar to other
objects in PowerShell, you can get an idea of the number of properties associated with the SPWeb object by using the
following command:

Get-SPWeb http://web-url | Format-List *

Table 3-5 lists the available Cmdlets, using the following command:

Get-Command -Noun SPWeb

Table 3-5. List of Site Cmdlets

Cmdlet Description

Export-SPWeb Exports a subsite hierarchy, starting at a particular site node in the site collection, to a file on
disk (if using compression, or files in a directory otherwise).

Unlike backing up a site collection, exporting a subsite hierarchy allows you to attach the sub-
tree to another site collection or another subsite in a different location. Export assigns new IDs
to objects.

This Cmdlet provides export of the entire site (and subsites), or a single document library, or
single list in the site.

Get-SPheb Returns a series of SPWeb objects representing sites that match the scope in the identity
parameter -URL or site collection SPSite object.

Import-SPWeb Imports a previously exported site hierarchy, list, or library to an existing site, whether the root
site in the site collection or another subsite.

New-SPWeb Creates a new subsite under an existing site, whether the parent is the root site in the collection
or an existing subsite in the hierarchy. This Cmadlet expects the URL of the new site, which
resides under an existing site in the site collection. You may provide a template for the new site
or assume the default template associated with the site collection.

Remove-SPWeb Removes a site from the site collection and any subsites belonging to the site specified.
Deleting the root (top-level) site in a site collection causes deletion of the site collection, since
every site collection must include at least one site.

Set-SPheb Provides ability to set the value of a property on an existing SPWeb object. Use the Format-List *
Cmdlet to get a list of available properties.

Typically, the most common of the preceding SPWeb Cmdlets is the Get-SPWeb Cmdlet, with which you might
perform multiple operations via different SP Cmdlets. The SPSite site collection maintains a list of all SPWeb objects
available in the site collection, which you can iterate as follows:

(Get-SPSite http://sp2013).AllWebs | Foreach-Object { $_.Title }

The preceding command gets SPWeb objects via the Al1Webs collection on the SPSite object returned by the
Get-SPSite Cmdlet. In my example, I am simply displaying the title of each site in the site collection, but I could just
as easily pass the SPWeb object to a Cmdlet that performs an operation on the SPWeb object.
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Memory and Disposal

Developers of SharePoint applications understand the need for memory disposal practice. SharePoint objects, such
as SPSite, SPWeb, etc., consume resources, and it is the developer’s responsibility to release these resources by calling
the Dispose method on these types of objects when done using them. Do you have to concern yourself with memory
disposal when using these objects in PowerShell? Fortunately, PowerShell, in conjunction with the SharePoint object
model, assists in the disposal of expensive SharePoint objects.

Earlier in this chapter, I mentioned using the SharePoint Management Shell, rather than the standard Windows
PowerShell, because each command or single-line pipeline runs in a single thread. This is important when using
objects like SPSite and SPWeb, because we often like to pipe these objects and Cmdlets that return these objects
together, which would ordinarily leak memory in a multi-threaded Windows PowerShell window.

So, how does PowerShell manage memory disposal? I shall provide an example.

Get-SPWebApplication | Get-SPSite -1limit all | Foreach-Object { $. Url }

The preceding command iterates over every site collection for every web application in the farm. For each site
collection, the command displays the URL. The issue with this command is that the call to Get-SPSite for each web
application uses space in memory for the new SPSite object. In a standard Windows PowerShell, not disposing of
the SPSite object after each iteration would cause a memory leak. The SharePoint Management Shell caters to these
scenarios and ensures disposal of all objects allocated in the preceding pipeline sequence.

Now, consider the following scenario, where SPSite and SPWeb objects are used over several lines of a
PowerShell script:

$site = Get-SPSite "http://sp2013"

Foreach ($web in $site.AllWebs) {
Write-Host $web.Title

}

The preceding script gets a new instance of a SPSite object for a site collection URL, then iterates every site in
the site collection (represented by SPWeb objects) displaying the title. In this example, PowerShell cannot help you
because it has no way of knowing whether to dispose of the SPSite object nor each SPWeb object in the iteration, since
the operations span several lines in the script. In this case, disposal is the responsibility of the script developer.

As arule, Ilike to dispose of all SharePoint objects that implement the IDisposable interface. The following
modified script ensures disposal:

$site = Get-SPSite "http://sp2013"

try {
Foreach ($web in $site.AllWebs) {
try {
Write-Host $web.Title
} finally {

$web.Dispose();

}
} finally {
$site.Dispose();

}
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Although the second version of the script ensures disposal of memory, the script is messy. Developers writing
code in C# have a shortcut to clean up disposable objects with the using keyword. In PowerShell, we also have
a shortcut, shown as follows:

Start-SPAssignment -Global

$site = Get-SPSite "http://sp2013"

Foreach ($web in $site.AllWebs) {
Write-Host $web.Title

}

Stop-SPAssignment -Global

Wrapping our script between the Start-SPAssignment -Global and Stop-SPAssignment -Global statements
ensures that PowerShell disposes of any object allocated and assigned to the global space. Objects in the global space
are those that the script has not scoped to a particular named space. The following example shows the script using
two scoped name spaces:

$siteScope = Start-SPAssignment

$site = Get-SPSite "http://sp2013"

for ($i=0;$i -1t $site.AllWebs.Count; $i++) {
$webScope = Start-SPAssignment
Write-Host $site.AllWebs[$i].Title
Stop-SPAssignment $webScope

}
Stop-SPAssignment $siteScope

Asyou have discovered, memory management of SharePoint objects in PowerShell is important. If you are
writing small scripts that have a short execution time—as in they complete within a few seconds—then memory-
management is probably not one of your major concerns. However, if you have a script that iterates a large site
collection and performs significant processing, then you can easily find yourself eating memory until your PowerShell
instance crashes.

Before I conclude this section on memory and disposal, there is one more important point to be aware
of —PowerShell does not clean up leaked objects at the end of scripts. In other words, if you have a leaky script, which
you execute several times (perhaps because you are debugging), PowerShell is unable to claim the leaked memory
until you terminate the PowerShell process. Again, this is not a big consideration if you are executing your scripts in a
short window of time, but if you have a PowerShell script running for a lengthy duration, pay close attention to the
amount of memory the PowerShell process consumes.

Summary

In this chapter, I introduced you to the basic concepts of PowerShell, including how to establish available Cmdlets, get
help on Cmdlet syntax, and learn about pipelines. You then jumped into administration of your SharePoint 2013 farm
with the common SharePoint objects: SPWebApplication, SPSite, and SPWeb.

Throughout this chapter, I provided examples on how to use some of the Cmdlets for manipulating site
collections, sites, and web applications. You read about permissions required to execute PowerShell scripts against
SharePoint. Finally, I provided you some best practices for memory disposal of expensive objects.

In Chapter 4, I will show you how to use some of your knowledge of PowerShell to perform an upgrade of content
in a working SharePoint 2010 farm to a new empty instance of a SharePoint 2013 farm.
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Upgrading from SharePoint 2010 )

It seems like only yesterday that Microsoft released SharePoint 2010. But almost as soon as the previous book
Lauthored, Pro SharePoint 2010 Administration (Apress 2011), hit the shelves, I was working on this book for the new
version: SharePoint 2013. Many organizations are still using SharePoint 2010 because it remains a solid platform for
information collaboration and sharing.

As with previous versions of SharePoint, Microsoft has addressed the need to upgrade from SharePoint 2010 to
SharePoint 2013. Those who have traveled the upgrade path in the past for previous incarnations of SharePoint will
likely have some concerns about the upgrade process, since upgrade of past versions of SharePoint were rife with
problems. The good news is that Microsoft has addressed many of the upgrade ills of the past and you can now look
forward to an upgrade process that takes you from SharePoint 2010 to SharePoint 2013 with less frustration.

In this chapter, I shall walk you through the planning exercise—because you should always plan your approach
when upgrading SharePoint—the upgrade process itself, and considerations along the way, such as how to deal with
customizations in your SharePoint farm. Without further delay, I will discuss the planning process.

Planning

Before entering into the process of a SharePoint upgrade, it is important to understand what is involved. If you are
reading this chapter, then in all likelihood, you have a production version of SharePoint 2010, hosting data for users
in your organization, and you have plans to upgrade your SharePoint farm to SharePoint 2013. Although Microsoft has
made the upgrade process better (over time), there is still much to consider, which is why you need to plan.
Undoubtedly, upgrade of your SharePoint 2010 farm, which I will call the “legacy farm,” will involve some
downtime for users and at the very least impact users if the legacy farm is read-only for the duration of upgrade. The
planning process takes into account impact on your data and users of your SharePoint farm, and if executed correctly,
planning will provide data integrity and peace of mind that you are minimizing downtime and disruption to your users.

Note Similar to previous upgrade versions, you can upgrade to SharePoint 2013 only from SharePoint 2010. There
exists no direct upgrade path from earlier versions of SharePoint.

What Is New?

You might be familiar with the SharePoint upgrade process already. Perhaps you upgraded SharePoint 2007 to
SharePoint 2010 and are now about to embark on a similar process for upgrade to SharePoint 2013. Do not worry
if you are new to SharePoint upgrade. If you are staring at your SharePoint 2010 production farm and wondering
where to start in upgrading to SharePoint 2013, this chapter applies to you as much as to a seasoned SharePoint
administrator.
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Those of you familiar with the upgrade process of SharePoint 2007 to SharePoint 2010 may remember the various
flavors of upgrade: in-place, database attach, and hybrid. As the names suggest, in-place consisted of upgrading the
legacy farm by installing the new version on top of the old. Database attach was, and remains today, the process of
attaching legacy databases to a new SharePoint farm. The hybrid approach consisted of parts of both in-place and
database attach methods to minimize downtime to users of the legacy farm.

SharePoint 2010 to 2013 upgrade does not support in-place upgrade. This makes a whole lot of sense because
an in-place upgrade was volatile; if something went wrong in the upgrade process, then the legacy farm was lost!
Those with virtual farms could roll back to an earlier snapshot, prior to upgrade, but that meant rolling back SQL
and SharePoint servers, and this was often a thankless exercise. In-place upgrade allowed organizations with limited
hardware to upgrade to the latest version of SharePoint, whereas database attach and hybrid required additional
hardware. In my experience, most organizations took my recommendation for using the database attach route, so that
they could maintain their legacy SharePoint farm in the event of upgrade failure.

Note Microsoft no longer supports in-place upgrade from SharePoint 2010 to 2013.

SharePoint 2013 uses a similar service architecture to that of SharePoint 2010. This makes the process of
upgrading some of the shared service applications easier. The upgrade process now supports database attach of some
of the service applications. Table 4-1 shows the service applications in SharePoint 2010 that SharePoint 2013 will
support as a database attach upgrade.

Table 4-1. Services Supporting Database Attach Upgrade

Service Application Details

Business Data Connectivity SharePoint 2013 Server and SharePoint 2013 Foundation support this
service application.

Managed Metadata SharePoint 2013 Server only supports this service application.

PerformancePoint SharePoint 2013 Server only supports this service application.

Secure Store SharePoint 2013 Server only supports this service application.

User Profile (Profile, Social, and Sync) ~ SharePoint 2013 Server only supports this service application.

Search Administration SharePoint 2013 Server only supports this service application. SharePoint
2013 now includes what was previously called FAST—a complete
Enterprise Search Platform—thus, SharePoint 2013 only supports upgrade
of the Search Administration site. You must reconfigure your search
topology anew in SharePoint 2013.

SharePoint 2010 required administrators to upgrade all site collections immediately as part of an in-place
upgrade or either immediately or individually using PowerShell. SharePoint 2013 provides “deferred site collection
upgrade” via site collection settings. This allows administrators of site collections to choose when they wish
to upgrade from the legacy SharePoint 2010 user interface to the new SharePoint 2013 user interface. Because
SharePoint 2013 supports side-by-side binaries, layouts, and control templates, administrators can continue to use
the legacy look and feel while other site collection owners in the farm use the new SharePoint 2013 interface. Both
reside on the new SharePoint 2013 platform. Additionally, site collection owners and administrators can request an
“evaluation” site collection, so they can see what their content looks like in the new branding without losing their
production site collection. The evaluation site is essentially referencing the site collection data from the legacy version
but leveraging the new branding and binaries to host the content in SharePoint 2013 look and feel. I shall discuss
evaluation site collections and deferred upgrade later in this chapter.
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Note Site collection owners and administrators can now defer upgrade of their site collection user interface to
SharePoint 2013 look and feel.

The entire upgrade process now flows through the Health Checker. Similar to how the Health Checker service
provides feedback to farm administrators on the health of and potential issues with the SharePoint farm, the Health
Checker provides site collection owners and administrators with information on the health of their upgrade process.
SharePoint 2013 also includes throttling to ensure that multiple requests for site collection owners and administrators
do not take down a server or farm.

Database Attach Process

Figure 4-1 shows a high-level view of the database attach upgrade process. The process consists of five main parts,
described as follows:

1. Database attach requires a working SharePoint 2013 farm, ready for you to attach legacy
databases from a SharePoint 2010 farm.

2. You copy databases from the legacy farm to your new SharePoint 2013 farm database
server. This process typically involves using backups or detaching the databases from the
legacy farm first (which incurs downtime).

3.  First, you upgrade service applications in the new SharePoint 2013 farm by attaching
service application databases. See earlier in this chapter, and Table 4-1, for a list of
applicable services you may upgrade.

4. Next, you upgrade content databases in the new SharePoint 2013 farm.

5. Finally, site collection owners and administrators may decide when to upgrade their
site collections to the new user interface and branding (this replaces the visual upgrade
process in SharePoint 2010).

Create SharePoint Copy databases  Upgrade service  Upgrade content
2013 farm to new farm applications databases

Server farm administrators _

Figure 4-1. The SharePoint 2013 Upgrade Process

N[y

In Chapter 2, I detailed the process for installing and configuring a new SharePoint 2013 farm. This described
process begins the upgrade process, as shown in Figure 4-1. There are some slight differences in the configuration of
the new SharePoint 2013 farm. If you are upgrading service applications (described in Table 4-1), you have no need
to provision these services in the new farm. The farm wizard normally creates new web applications and service
application databases for each desired service application, so you should not run the configuration wizard after
provisioning a new SharePoint 2013 farm instance. Instead, you will create new application instances for each service
application and attach the legacy service database. I cover the upgrade process in detail later in this chapter.
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Minimizing Downtime

When upgrading an existing SharePoint 2010 system, minimizing downtime and maintaining data integrity are very
important. You might not impress users of your current legacy system if the SharePoint site goes down. Furthermore,
an offline SharePoint system, used for business, could cost your organization serious revenue if offline for a long
length of time. Fortunately, SharePoint provides capability to allow you to maintain your legacy system online while
you work on the upgrade to SharePoint 2013 in parallel.

Setting the legacy SharePoint content and system databases to read-only allows users continuous use of your
legacy system as a read-only resource. SharePoint 2010 is smart enough not to throw errors when encountering
read-only SQL databases, and instead allows a read-only view of the data. This means users can continue to read
documents and information in the legacy site and continue business as long as they do not need to write data back
to SharePoint. Read-only use of data in the legacy system also ensures that users do not update data, which would
render any copy in use for upgrade stale.

Setting SharePoint as read-only only buys you a small amount of time (relative to the size of your legacy system
and number of users accessing it). You might have some angry users knocking on your door if you leave the legacy site
read-only for a number of days without providing a new system to store new content. What you need is a fast way to
upgrade content in the new SharePoint 2013 system.

SharePoint 2013 supports parallel upgrade of service application and content databases. Since the new farm
is not yet operational, there is no real downside to pushing the resource limits of the system with parallel upgrades,
if doing so allows a faster upgrade path. Since SharePoint 2013 also supports deferred site collection upgrade and
side-by-side customizations (with side-by-side 14 and 15 hive directories), you can roll out the new SharePoint 2013
farm as soon as you have completed content and service application upgrades. The idea is to move users over to using
the new SharePoint 2013 platform as quickly as possible, without causing discomfort to your users with a new user
interface and changes in customizations.

Ishall demonstrate read-only databases and parallel upgrade in the section on upgrading, later in this chapter.

Pre-Upgrade Maintenance

Generally, SharePoint upgrades go much smoother when sourced from a well-maintained legacy SharePoint farm.
If your legacy farm is several versions behind on service packs and fixes, your legacy farm reports critical issues in your
health monitoring service, or perhaps your Windows event log reports some serious errors, chances are that your
upgrade will not go well.

As part of any upgrade plan, it is essential that you take care of some housekeeping tasks in your legacy system
first. I mentioned a few of them in the previous paragraph. The following lists those I previously mentioned and some
more maintenance tasks for you to consider before starting an upgrade:

e  Patch all SharePoint servers to the latest major service pack.
e Patch all SQL servers to the latest major service pack.

e  Consider patching to the latest Cumulative Update (taking into account that Microsoft usually
does not recommend these updates on production servers).

e  Ensure that you run the SharePoint Configuration Wizard after installing updates on all
servers.

e Check the SharePoint version number of each server in your farm to ensure that each server is
fully patched. I have witnessed a number of upgrades go wrong because one server was not at
the same patch level as other servers in the farm.

e Review all Windows event log errors and warnings and fix as many of these as possible.

e  Take care of any critical errors reported in the Health Monitor service (Health Checker).
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e Delete any unused subsites and site collections. You can obtain a report containing last
accessed date of sites—consult with your users on whether a site is no longer required.

e  Carefully review large lists (containing more than 2000 items). SharePoint 2010 supports
large lists, as does SharePoint 2013. However, large lists can make the upgrade process more
complex and so consider the implications of their upgrade in the overall process.

¢  Review the size of your content databases. Typically, a database of 10GB will upgrade quicker
than a database of 1TB. Plan for upgrade of large databases by avoiding parallel upgrades,
since parallel upgrading of large databases might overtax your new SharePoint 2013 farm.

e  Consider splitting multiple site collections in large databases to smaller and more manageable
databases.

e Look for wide-lists—lists with a large number of columns and metadata. You can use the
PowerShell Cmdlet Test-SPContentDatabase to search for wide-lists.

e  Consider reducing the number of document versions maintained in document libraries, as
these can significantly increase the time it takes to complete an upgrade. Use PowerShell and
code against the SharePoint API to reduce stored versions.

e  Uninstall any unused customizations as customizations can add complexity to the upgrade
process (more on customization in the next subsection of this chapter).

e  Remove any PowerPoint broadcast sites because SharePoint 2013 does not support these site
templates. The new Office Web Apps server provides PowerPoint broadcast support.

e Remove any FAST Search Center sites because these sites do not upgrade in SharePoint 2013.
SharePoint 2013 supports standard Enterprise Search Administration upgrade. If you use FAST
in SharePoint 2010 you must provision a new SharePoint 2013 Enterprise Search Application.

e  Make sure that all site collections and sites use the SharePoint 2010 experience, which you can
check using the PowerShell Cmdlet:

Get-SPSite | ForEach-Object{$ .GetVisualReport()}

e  Ensure that you repair any issues in content databases, prior to upgrade, using STSADM to
check for corruption.

e  Check for any issues with Variation Publishing sites (multilingual sites).

Managing Customizations

Although not unheard of, seldom have I seen a SharePoint system without any customization. Customization of a
SharePoint farm, site collection, or subsite may consist of the installation of a third-party module, in-house developed
components, and/or branding. Since SharePoint builds on top of ASP.NET, and Microsoft promotes extending
SharePoint capabilities with an extensive API, any manner of customizations can be conceived of in a SharePoint 2010
farm, prior to upgrade.

If something is to go wrong with an upgrade, the first place I usually look (having combed the log files) is at
any customizations. Even when an upgrade appears to complete without issue, I am expecting something in the
new SharePoint 2013 farm to fail if the legacy farm included customizations. If you think about it, this is inevitable:
Microsoft cannot account for every possible scenario in the development of the upgrade process and can really
account only for situations occurring from its own technology. So, if a third party extends SharePoint (especially
if it does not maintain Microsoft SharePoint development guidelines), it is entirely possible that a third-party
customization will break the upgrade process. This is not to say you should avoid installing third-party SharePoint
components, or shy away from SharePoint custom development; the key is isolating these customizations during the
upgrade process.
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The first task in managing customizations is to itemize them. If you have only ever installed customizations using
SharePoint deployment packages (Microsoft best practice), then you are in a good place. However, if your SharePoint
site has evolved over time with various manual edits to files in the hive (the file location where SharePoint maintains
static files), manual changes to configuration files, and manual placement of custom assemblies in the GAC or web
application, then you have a greater task to manage.

SharePoint 2007 to 2010 upgrade used to include a pre-upgrade check tool, which would list all potential issues
prior to an upgrade. This tool included a report of all installed features and customizations in the farm. Microsoft
has since retired this tool. Although the process of identifying customizations is not as straightforward as with
the pre-upgrade checker, the good news is that SharePoint 2013 supports parallel hives, so you can maintain your
customizations in a “14” hive directory structure without breaking your customizations.

Note SharePoint 2013 no longer supports the pre-upgrade checker.

I recommend that you upgrade all customizations to SharePoint 2013, which might involve installing the latest
version of a third-party product, or may involve some in-house development of custom components. However, this
process need not hold up the upgrade process and prevent users using the post-upgraded site on the new platform
while your development team undertakes this effort.

Once you have itemized your customizations, you should next evaluate the impact of each customization on the
upgrade. Customizations typically fall into one of three categories, as described in Table 4-2.

Table 4-2. Customization Categories

Category of Customization  Types of Customization Potential Effects on Upgrade

Visual Master pages No impact on database attach upgrades; should
Themes work in SharePoint 2010 user interface mode; likely
Custom controls requires change to work in SharePoint 2013 user
Web pages interface
Web Parts
Custom JavaScript
Custom CSS files

Data Structure Content types May affect database upgrade if content or list types
List types conflict with new SharePoint 2013 list or content
Web templates types; missing list definitions or templates may also
Site definitions cause the upgrade to fail

Non-Visual Web services Might not work with SharePoint 2013; test thoroughly
Windows services in the new platform and consider updating to a
HTTP handlers new version (third-party) or developing against
HTTP modules the latest version of SharePoint 2013 API (in-house
Custom classes development)

After evaluating every customization and assessing the impact of the customization on the upgrade to the new
SharePoint system, you can decide the outcome of each customization as follows:

e Keep the customization but do not upgrade site collections—In cases where a customization
depends on the SharePoint 2010 platform, e.g., a particular branding married to the
SharePoint 2010 branding style, you can continue to use the customization in the legacy visual
mode. Users are unable to use some of the newer features of SharePoint 2013 (especially some
of the visual capabilities) until you convert the customization to use SharePoint 2013.
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Replace the customization—Perhaps you are taking this upgrade opportunity to redesign

your site or redevelop existing customizations. In this case, redeveloping customizations or
deploying the latest SharePoint 2013-supported version of a third-party component will allow
your users to take full advantage of the SharePoint 2013 capabilities.

Discard the customization—Sometimes a customization is no longer relevant. Perhaps
SharePoint 2013 now provides capabilities that SharePoint 2010 lacked and the customization

fulfilled. Perhaps the upgrade is part of a larger strategy to redesign and there is no place for

a particular customization. In these cases, retire the customization from service and remove
references of the customizations prior to upgrade (as part of pre-maintenance). The extent

of the customization in the database (e.g., a content type) will determine how easy it is to
remove the customization prior to upgrade, and therefore determine if you should remove the
customization from a production copy of your SharePoint 2010 farm, rather than production
itself—I never said dealing with customizations is easy.

Different types of customization require different consideration in their upgrade to work in SharePoint 2013. Let
me assume you have a customization that you intend to upgrade to SharePoint 2013 and fully integrate into the new
visual style of SharePoint 2013. The implementation type of the customization will determine the best course of action
to upgrade, as shown in Table 4-3.

Table 4-3. Customization Types and Upgrade Approach

Customization

Upgrade Approach

Site definition

Feature

Workflow and server controls

Event handler

Themes

Master pages and CSS files

JavaScript

Web Parts

Apply the main components of your site definition to an existing definition in
SharePoint 2013—apply features, files, etc. In cases where you no longer wish to create
new sites based on the custom site definition in SharePoint 2013, you can move over
the custom site definition as is and run legacy sites in SharePoint 2010 mode.

Evaluate your feature and redesign as necessary. The feature-packaging model
in SharePoint 2013 is identical to that of SharePoint 2010—it is the capabilities
contained in the feature itself that usually require redevelopment.

Upgrade of workflow and server components depends on the implementation and
typically aligns closely to a business need. Consult the users of said workflow or
component to determine the need of such functionality in the new SharePoint 2013
system.

Event handlers should continue to operate in SharePoint 2013 after upgrading
content. However, any API calls that event handlers make, or assumptions about the
environment, may affect the continual successful operation of these event handlers.

You should re-create themes, based on best practices for creating themes for
SharePoint 2013.

Rework visual customizations into SharePoint 2013 master pages and CSS files so
your brand works with the latest SharePoint 2013 user interface.

Validate that your JavaScript works with the new SharePoint 2013 page mode, and
redevelop as appropriate.

Similar to event handlers, Web Parts may make API calls, which require changes to
support SharePoint 2013 API. Additionally, visual Web Parts should comply with
XHTML and support the user interface of SharePoint 2013 if not operating in legacy
SharePoint 2010 compatibility mode.

(continued)
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Table 4-3. (continued)

Customization

Upgrade Approach

Services

Authentication providers

Custom search solutions
using SQL syntax

Services should remain unaffected by an upgrade to SharePoint 2013, if you host
the service outside of SharePoint. Services hosted inside SharePoint infrastructure
follow the same rules as any other code customization that leverages the SharePoint
API and should adhere to the new version of API.

SharePoint 2013 implements Claims-Based-Authentication (CBA), which Microsoft
introduced in SharePoint 2010. SharePoint 2013 has dropped support for Classic
Mode Authentication, so you should redevelop any custom authentication provider
that supported Classic Mode and not CBA. Redeploy and provide to the new
SharePoint 2013 farm as part of the upgrade process.

SharePoint now uses FQL (FAST Query Language) and KQL (Keyword Query
Language) instead of SQL-based search query. Redevelop any component that uses
the legacy SQL syntax.

Having itemized, evaluated, and reworked (when necessary) your customizations, the final step is to determine
the packaging type of your customization. Table 4-4 details the various packaging and deployment types for
customizations to a SharePoint farm.

Table 4-4. Packing Consideration of Customizations

Package Type Details

MSI files Vendors sometimes like to package their customizations into MSI files. In this situation,
contact the vendor for the latest version of the package with customizations that support
SharePoint 2013.

Manually As with the previous version, you can deploy these customizations the same way in

deployed-dropped files
on the server

Sandbox solutions

Solution packages (WSP)

Administrator-deployed
form templates

SharePoint 2013. As a best practice, I recommend that you use this opportunity to
package all manual configurations into SharePoint solution packages and features for
easy deployment and retraction.

Sandbox solutions (user solutions) deploy to a site collection and live in the

content database. These solutions operate within a restricted environment, which
SharePoint 2013 supports. You need not make any changes to these types of deployed
customizations, since they upgrade with the content database.

Solution packages are the Microsoft-recommended way to deploy customizations.
Redeploy these solution packages to the new farm and validate correct operation of your
customizations in the new SharePoint 2013 farm.

These templates live in the SharePoint farm and therefore do not upgrade as part of
service application and content database upgrade. Extract these form templates as XSN
files and redeploy them to the new SharePoint 2013 farm.
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Upgrade

Now that you have completed the planning stage for your SharePoint 2010 to SharePoint 2013 upgrade, it is time to get
down to the business of the actual upgrade.

The journey to upgrade SharePoint is seldom uneventful. In my experience, no two SharePoint system upgrades
are the same. Therefore, I strongly recommend that you execute a few test upgrade runs before rolling out a final
upgrade of SharePoint 2010 to 2013 to production. The theory is that you can perform as many test upgrades as you
need to feel comfortable that you may predict the outcome of the final production upgrade—the upgrade, which
typically occurs over a weekend or late night outside core business hours. The beauty of database attach upgrades
is that you can perform them over and over again on test SharePoint 2013 farms without ever affecting users of your
current production legacy farm.

Note Perform a number of test upgrades before settling on the final upgrade for production.

In the following subsections of this chapter, I shall walk you through the process of upgrading a SharePoint 2010
farm to an already provisioned SharePoint 2013 farm. If you are unsure how to stand up a new SharePoint 2013 farm,
flip back to Chapter 2, where I detail the installation and configuration steps.

Before diving into the upgrade process, I shall discuss version compatibility first. Similar to SharePoint 2013,
SharePoint 2010 shipped in various editions. Editions of SharePoint 2010 must match editions of SharePoint 2013 for
a successful upgrade. Table 4-5 lists the various product editions of SharePoint before upgrade with those editions
supported and unsupported post upgrade.

Table 4-5. Upgrade Edition Compatibility

Pre-Upgrade SharePoint Supported SharePoint 2013 Unsupported SharePoint 2013
SharePoint Foundation 2010 SharePoint Foundation 2013
SharePoint Server 2013
SharePoint Foundation 2013 SharePoint Server 2013
SharePoint Server 2010 SharePoint Server 2013 SharePoint Foundation 2013
SharePoint Server 2013 SharePoint Server 2013 SharePoint Foundation 2013
Search Server 2010 SharePoint Server 2013 SharePoint Foundation 2013
Search Server 2013
Project Server 2010 with SharePoint Project Server 2013 with SharePoint Foundation 2013
Server 2010, Enterprise Edition SharePoint 2013, Enterprise Edition

Looking at Table 4-5 it is easy to see that Foundation editions of SharePoint upgrade to SharePoint Server 2013.
Foundation 2010 also upgrades to the newer Foundation 2013. However, downgrading from SharePoint Server to a
Foundation version of SharePoint 2013 is unsupported.

Additionally, the license version of SharePoint plays a part in the upgrade to SharePoint 2013. Table 4-6 shows the
license compatibility matrix when upgrading to SharePoint 2013.
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Table 4-6. License Compatibility for SharePoint 2013 Upgrade

Starting Edition Supported SharePoint 2013 Edition  Unsupported SharePoint 2013 Edition
SharePoint Server 2010, SharePoint 2013, Standard Edition SharePoint Server 2013, Enterprise Edition—you
Standard Edition can convert to Enterprise after upgrade
SharePoint Server 2010, SharePoint Server 2013, SharePoint Server 2013, Standard Edition
Enterprise Edition Enterprise Edition
SharePoint Server 2010, SharePoint Server 2013, SharePoint Server 2013, Full Product Edition— you
Trial Edition Trial Edition can convert to the full product version after
upgrade

It might appear obvious that you cannot downgrade the license version of SharePoint as part of the upgrade to
SharePoint 2013 process. I have seen cases where an organization wishes to drop its Enterprise License to Standard
and expects to perform this operation as part of the upgrade. Furthermore, the same is true for the opposite
direction—if you plan to upgrade to SharePoint Server 2013 Enterprise, install the Enterprise License after the product
upgrade.

Copying Legacy Databases

At this stage, I shall assume that you have a working SharePoint 2010 farm and a new installation of SharePoint 2013

on different hardware (virtual or physical). In this section, I shall demonstrate the process of setting the legacy

databases to read-only, backing them up, and copying them to the new SharePoint 2013 farm—ready for upgrade.
For my examples, I have a working SharePoint 2010 farm with the following configuration:

e  Two web applications, one on port 80 and another on port 5000

e  Ateamssite collection at the root of the port 80 application—“The Intranet”

e A publishing site collection at the root of the port 5000 application—“The Web Site”
e The publishing site collection contains custom branding

e The team site includes an external content type to a SQL Adventure Works database
e The team site includes an external list based on the external content type

e  The farm includes a Managed Metadata Store with a default group, term set, and terms,
associated with both applications

¢ Iconfigured a search service for each of the Intranet and Web Site applications
e Iconfigured the User Profile Service and associated it with the Intranet application

Figure 4-2 shows a screenshot of an example publishing site with some branding (thanks to Andrew Connell and
Andy Drisgill). This site includes a custom master page, custom page layout, some custom CSS, and image files.
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Figure 4-2. Sample publishing site with branding

Figure 4-3 shows a screenshot from SQL Management Studio for my SharePoint 2010 farm. I created the
databases with prefix ROBDEMO with script when I established my farm, and the Search Service Application
databases via Central Administration for the purpose of this demonstration.
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Figure 4-3. Databases in my SharePoint 2010 farm

Recall, from earlier in the chapter, that SharePoint 2013 supports some service application upgrades via database
attach. You can upgrade the business data, managed metadata, and search administration, as well as your content
databases. Using SQL Management Studio, I shall set each of the following databases (listed previously in Figure 4-3)
to read-only and then create a backup of each:

e ROBDEMO_BDC_SERVICE_DB

e ROBDEMO_METADATA

e ROBDEMO_PROFILE

e ROBDEMO_SOCIAL

e ROBDEMO_SYNC

e ROBDEMO_SECURESTORE

e  SEARCH_SERVICE_APPLICATION__PUBLIC__DB_GUID
e  SEARCH_SERVICE_APPLICATION_DB_GUID
e ROBDEMO_PORTALCONTENT

e ROBDEMO_MYSITES_CONTENT

e WSS_CONTENT_PUB

e  ADVENTUREWORKS2003R2
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This list includes databases for the content of my Intranet and public Web Site, My Sites content, the BDC
database, managed metadata database, User Profile Service databases, and the administration sites for search. Notice
that I did not back up the other search databases because SharePoint 2013 does not support upgrade of the property
database and crawl store.

For those of you unfamiliar with SQL Management Studio, the following steps detail how to set a database as
read-only:

1. Right-click the database in SQL Management Studio.
2. Select the Properties menu item.

3. Choose the Options category on the right of the dialog (Figure 4-4).

L=
Seleclanage L8 Seript = [ Help
% General
Files . -
3 Fiegroups Collation: [ Latin1_General_CI_AS_KS_WS =l
% Options Recovery model: IFuII j
E;:;i:i;':c'“”g Compatibilty leve [saL Server 2008 (100) |
Extended Properties Other options:
Mimroring A
Transaction Log Shipping = E‘L | —'—-I
Concatenate Null Yields Mull False -
Cross-database Ownership Chaining Enabled | False
Date Comelation Optimization Enabled False
Numeric Round-Abort False
Parameterization Simple
Queted Identifiers Enabled False
Recursive Triggers Enabled False
Trustworthy False
VarDecimal Storage Format Enabled True
E Recovery
Page Verify CHECKSUM
n B Service Broker
Broker Enabled True
Server: Honor Broker Priority False
robdemo-sp Service Broker |dentifier 421546f-5147-4242-abd6-46336fdd 06bb
Connection: B State
ROBDEMO'\rgamett 0 False =l
. . Databasze State NORMAL
i:ﬂ View connection properties Encryption Enabled Falsa
Restrict Access MULTI_USER =
Database Read-Only
Ready
ok | cancel |
A

Figure 4-4. Setting a database to read-only
4. Scroll down to the option for Database Read-Only.

5. Set the option to True and then click the OK button.
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Repeat the preceding steps for all of the databases you wish to set as read-only. I recommend that you perform
this operation outside peak usage hours, so that you lessen the impact on your users.

With the databases set to read-only, verify that you can continue to use your SharePoint sites in a read-only state.
Follow these steps to create a backup of each of the aforementioned databases.

1. Right-click the database in SQL Management Studio.
Click the Tasks menu item.

Click the Backup Sub-task menu item.

Make sure the backup type is Full.

Change the location of the backup, if you desire.

@ o w DN

Click the OK button to start the backup.

Note Depending on the size of each database, the backup process might take some time.

After completing the previous steps to backup each database, you should have a series of backup files in the
backup location specified. If you did not change the default location, your backup files will reside in the Backups
folder within your SQL Server installation directory. All that remains to complete this section is to copy the backup
files to the new SQL Server, which hosts your SQL Server 2013 farm.

You might be tempted to go back to your SharePoint 2010 farm and mark all databases writable again.
Remember, the purpose of marking these databases as read-only is so that the data restored to the new SharePoint
2013 farm remains current. If you allow users to write data to your SharePoint 2010 farm, you will have to repeat the
backup process again. Of course, if you are testing the upgrade process (which you should), setting the production
databases back to writable is necessary to ensure that users may continue to use your production farm while you test
the upgrade process.

Note Do not set SharePoint 2010 database back to writable, unless you are performing a test upgrade.

Attach Service Applications

By now, you have successfully set your SharePoint 2010 production databases to read-only and created backups
of each database. The remainder of the upgrade section of this chapter focuses on the SharePoint 2013 side of the
upgrade process.

I shall assume at this point that you have a new provisioned SharePoint 2013 farm with copies of the database
backups on the SQL Server.

Note Avoid hosting your SharePoint 2010 farm and SharePoint 2013 farm on the same SQL Server instance. This
can cause confusion with database name conflicts. Generally, it is not a good idea to host multiple versions of SharePoint
farms on the same SQL Server instance.

Irecommend that you take a quick look at the service applications provisioned in your SharePoint 2013 farm.
SharePoint will not prohibit you from upgrading a legacy service application while a new SharePoint 2013 version of
the same service application exists in the farm. However, for demonstrating a clean upgrade process, ensure that you
have only the bare minimum farm provisioned.
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You are now ready to begin the process of attaching your service application database. Cast back to the previous
subsection and review the list of databases—you should have a backup file for each database listed. The following
steps detail how to restore these databases using SQL Management Studio:

1. Open SQL Management Studio.

Right-click the Databases node in the Object Explorer.

Click the Restore Database menu item.

Change the source location as From device.

Click the ellipses and then the Add button on the next dialog.
Browse for the database backup file.

Click the OK button.

o N o e > w0 Dbd

Check the check box to restore the selected database (Figure 4-5).
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Figure 4-5. Restore Database from file
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9. Click the drop-down for the destination database.

10. Select the database to restore.

Note Do not restore to an existing database; you should see the new name of the database found in the backup.
If you have a name conflict, provide a new database name in the database drop-down box.

Repeat the previous steps to restore databases from backup for all of the application service databases you
created a backup for in the previous section of this chapter. Figure 4-6 shows a screenshot of my SQL Management
Studio with databases restored.

Microsoft SQL Server Management Studio

File Edit View Debug Tools Window Community Help

Snewouery | [y (PR MG b |[E H S | B
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Figure 4-6. Service databases restored to SharePoint 2013 SQL Server

The next step in the upgrade process is to enable write access to these attached databases. If you leave these databases
in read-only state, SharePoint cannot make changes to the underlying schema and data to support SharePoint 2013.
The steps required to set a database as writable are the mirror of the steps to make a database read-only.

90

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 4 © UPGRADING FROM SHAREPOINT 2010

1. Right-click the database in SQL Management Studio.
Select the Properties menu item.
Choose the Options category on the right of the dialog.

Scroll down to the option for Database Read-Only.

A

Set the option to False and then click the OK button.

Up until now, life has been peachy. Now is the part where you marry your legacy service configuration with your
new SharePoint 2013 farm. If you have any database issues, or did not configure the destination correctly, now is
the time when you will run into issues (hopefully not). This highlights the need for good planning and pre-upgrade
maintenance.

Before embarking on the process of upgrade, this is a good time to review each of the restored databases, making
sure that you can query each, and that security is intact. If you share a common Active Directory between environments,
and use Windows accounts for all SQL databases, chances are that security and permissions remain intact.

The process to upgrade service application databases into working service applications requires four major steps,
described as follows:

1. Start the service instances.
Create service applications and attach the databases.

Create proxies for each service application.

> wn

Verify that proxies reside in the default group.

Using the Business Connectivity Services (BCS) as an example, I shall now review the major steps and provision
a new service application from the legacy backup data and demonstrate BCS working in my new SharePoint 2013 farm.
Ishall begin by ensuring that I have started the BCS service in the farm.

1. Open Central Administration.

Click the link for Manage Services on Server.

2

3. Scroll to the Business Connectivity Services service.
4.  Click the link to start the service (if not started).

5

Feel free to start other service for service applications you intend to upgrade later.

STARTING THE SEARCH SERVICE

Unfortunately, you cannot start the search service instance from Central Administration, but you can accomplish
this task using PowerShell, demonstrated as follows:

1. Open a SharePoint 2013 Management Shell (see Chapter 3) with elevated permissions
2. Enter the following PowerShell Cmdlets:

$SearchInst = Get-SPEnterpriseSearchServiceInstance
Start-SPServicelInstance $SearchInst
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You have now successfully started the services in the SharePoint 2013 farm. SharePoint services typically translate
to Windows services on the SharePoint servers and provide a specific set of operations. SharePoint provides access
to these service operations via hosted service applications. A service application consists of a WCF service, hosted
in Internet Information Services (IIS) server, which exposes an endpoint so application proxies can connect to the
service application and leverage the functionality of the underlying service. The following steps demonstrate how to

provision a new Business Connectivity Service application and proxy, using PowerShell:

1.
2.

Open a SharePoint 2013 Management Shell (see Chapter 3).

Obtain the identity of the service application pool with the following Cmdlet:
$applicationPool = Get-SPServiceApplicationPool -Identity 'App Pool Identity'
The name of my application pool is “SharePoint Hosted Services.” You can obtain a list by
executing the previous Cmdlet with no assignment or parameters.

Create a new BCS service application with the following Cmdlet, replacing the name of the
database with that attached to SQL Server, mentioned earlier.

New-SPBusinessDataCatalogServiceApplication -Name 'BCS Service' -ApplicationPool
$applicationPool -DatabaseName 'BDC Service DB'

Open Central Administration.
Click the link to check the upgrade status, under the Upgrade and Migration heading.

You should see a page like that in Figure 4-7.

Note Each service application uses different PowerShell Cmdlets to provision a new service application instance
and proxy. | demonstrate creating a service application and proxy for BCS. Refer to the following MSDN article for

creating a service application and proxy for the other upgrading services:
http://technet.microsoft.com/en-us/library/jj839719.aspx.
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Current action

Step within the action 0

Total steps in this action 0

Elapsed Time 00:00:00 _
Percentage completed 100.00%

Process Name OWSTIMER

Thread 1d 3708

Process Id 4908 [

Figure 4-7. Upgrade Status

The preceding example should provide you with the necessary steps to upgrade the Managed Metadata Service,
Secure Store, PerformancePoint, User Profile, and Search, as well. To assist you further, refer to Table 4-7 for the
specific PowerShell Cmdlets to perform the database and service upgrades.

Table 4-7. PowerShell Cmdlets for Service Application Upgrades

Managed Service Application PowerShell Cmdlets

Secure Store $sss = New-SPSecureStoreServiceApplication -Name ‘Secure Store'
-ApplicationPool $applicationPool -DatabaseName
'SecureStore_Upgrade DB' -AuditingEnabled

$sssp = New-SPSecureStoreServiceApplicationProxy -Name ProxyName
-ServiceApplication $sss -DefaultProxyGroup

Business Data New-SPBusinessDataCatalogServiceApplication -Name 'BCS Service'
-ApplicationPool $applicationPool -DatabaseName 'BDC_Service DB'

(continued)
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Table 4-7. (continued)

Managed Service Application PowerShell Cmdlets

Managed Metadata

PerformancePoint

User Profile

Search Administration

$mms = New-SPMetadataServiceApplication -Name 'Managed Metadata Service
Application' -ApplicationPool $applicationPool -DatabaseName 'Managed
Metadata Service DB'

New-SPMetadataServiceApplicationProxy -Name 'Managed Metadata Service
Application' -ServiceApplication $mms -DefaultProxyGroup

$pps = New-SPPerformancePointServiceApplication -Name 'PerformancePoint
Service' -ApplicationPool $applicationPool -DatabaseName
'PerformancePoint Service Application_DB'

New-SPPerformancePointServiceApplicationProxy -Name 'PerformancePoint
Service' -ServiceApplication $pps -Default

$upa = New-SPProfileServiceApplication -Name 'User Profile Service
Application' -ApplicationPool $applicationPool -ProfileDBName 'User
Profile Service Application ProfileDB' -SocialDBName 'User Profile
Service Application SocialDB' -ProfileSyncDBName 'User Profile Service
Application_SyncDB'

New-SPProfileServiceApplicationProxy -Name 'User Profile Service
Application' -ServiceApplication $upa -DefaultProxyGroup

Once you have created the User Profile Service Application, start the User Profile
Synchronization Service.

Import the Encryption Key for the User Profile Service Application with the
following command (use the specified fixed GUID):

Cd %Program Files%\Microsoft Office Servers\15.0\Synchronization
Service\Bin\

miiskmu.exe /iPath{OE19E162-827E-4077-82D4-E6ABD531636E}
$searchInst = Get-SPEnterpriseSearchServicelInstance -local

Restore-SPEnterpriseSearchServiceApplication -Name
'<SearchServiceApplicationName>' -applicationpool $applicationPool
-databasename '<SearchServiceApplicationDBName>' -databaseserver
<ServerName> -AdminSearchServiceInstance $searchInst

$ssa = Get-SPEnterpriseSearchServiceApplication -Identity
'<SearchServiceApplicationName>'

New-SPEnterpriseSearchServiceApplicationProxy -Name
'<SearchServiceApplicationName>' -SearchApplication $ssa

$ssap = Get-SPEnterpriseSearchServiceApplicationProxy -Identity
'<SearchServiceApplicationName>'

Add-SPServiceApplicationProxyGroupMember -member $ssap -identity
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Now that you have completed upgrade of all of the managed service applications, you must check that each
proxy resides in the default group. Open a SharePoint 2013 Management Shell and execute the following PowerShell
Cmdlets:

$pg = Get-SPServiceApplicationProxyGroup -Identity
$pg.Proxies

Specifying a blank name for the proxy group tells the preceding Cmdlet that you want the “default” proxy group.

Attach Content Databases

If you have followed the previous section about attaching service application databases, then the process for attaching
content databases should not phase you. The process to attach content databases to the SharePoint 2013 SQL Server
instance is identical to that of the service applications, as follows:

1. Open SQL Management Studio.

Right-click the Databases node in the Object Explorer.
Click the Restore Database menu item.

Change the source location as From device.

Click the ellipses, then the Add button on the next dialog.
Browse for the database backup file.

Click the OK button.

Check the check box to restore the selected database.

© ® N o g & w0 N

Click the drop-down for the destination database.
10.  Select the database to restore.

Once you have attached the content databases, you will notice that the databases are read-only (if you followed
the earlier detachment process). The following steps demonstrate setting the content databases as writable, which
SharePoint 2013 requires to perform an upgrade:

1. Right-click the database in SQL Management Studio.

2. Select the Properties menu item.

3. Choose the Options category on the right of the dialog.
4. Scroll down to the option for Database Read-Only.

5. Set the option to False and then click the OK button.

With the content databases attached to SQL Server and set as writable, you are now ready to begin the upgrade
process. Each web application hosts a single content database, so you must create your web applications first, before
attaching the content databases for upgrade.

Before creating your web applications, consider the following points, which will make the process of upgrading to
SharePoint 2013 smoother:

e  Create your web applications on the same URLs and ports, to keep compatibility with
bookmarks and Office applications

e  Configure alternate access mappings and managed paths so site collections upgrade correctly
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e  Use the same authentication configuration—if you wish to upgrade from Classic to
Claims-Based-Authentication, upgrade the web application post database upgrade

e  Configure e-mail settings for the application
e  Configure self-service settings for the application
e  Re-create any web application security policies

You can create new web applications within Central Administration. However, CA will create a default content
database, and CA will not allow you to create Classic Authentication Mode applications. As is often the case,
PowerShell provides granular control and is what I shall use in my demonstration.

Remember from earlier in this chapter that I had two applications provisioned in my legacy SharePoint 2010
farm: one for my Intranet and one for my public-facing Web Site. I shall re-create both these applications in my new
SharePoint 2013 farm. I adopted best practice and used Claims-Based-Authentication prior and so provision the new
web applications the same. The following Cmdlet creates a new web application for my Intranet:

New-SPWebApplication -Name 'Intranet' -ApplicationPool 'Intranet App Pool' -ApplicationPoolAccount
"ROBDEMO\sp_app_pool' -URL 'http://robdemo-sp/' -Port 80 -AuthenticationProvider
(New-SPAuthenticationProvider)

The following Cmdlet creates a similar web application for my public facing Web Site:
New-SPWebApplication -Name 'Public Web Site' -ApplicationPool 'Public Site App Pool'
-ApplicationPoolAccount 'ROBDEMO\sp_app_pool' -URL 'http://robdemo-sp/' -Port 5000

-AuthenticationProvider (New-SPAuthenticationProvider) -AllowAnonymousAccess

Notice that in the previous Cmdlet I specified a different port allow anonymous access, because my public site
does not require authentication for most users.

INSTALL CUSTOMIZATIONS

Now that you have your web applications created, it is a good time to install any customizations that apply to the
applications. You can ignore any visual customizations and metadata customizations that reside in the database
because the database attach upgrade will take care of these. However, you must install any Global Assembly
assemblies, assemblies installed in the web application BIN, and files deployed to the hive.

If you have any “globally deployed” solution packages, you can deploy them to the farm and activate any web
application scoped features. Make sure you also deploy any site collection and site scoped features; even though
the site collection or sites in the database reference the feature, you still need to ensure that you deploy any
dependencies (such as hive files).

If you have made manual configuration changes to your configuration files in the legacy farm, and not packaged
these as solution packages (tsk, tsk), now is also the time to apply these changes to the newly created web
applications.

My demonstration sites do not depend on any visual files in the hive (they live in the Style Gallery and Master
Page Gallery), so | have no need to perform any additional customizations to my SharePoint 2013 farm.
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Note SharePoint 2013 supports legacy hive customizations. Deploy any legacy customizations to the Web Server
Extensions\14 directory if you plan to operate sites in SharePoint 2010 legacy mode. New customizations deploy to the
Web Server Extensions\15 directory.

Before you upgrade your content databases and attach them to your web applications, you should test them first.
Content databases can reach large sizes, and the last thing you want is to wait hours for an upgrade only to have it
fail part way. The following PowerShell Cmdlet allows users to test a content database. If you have multiple content
databases for a web application, test them all:

Test-SPContentDatabase -Name DatabaseName -WebApplication URL

Now, finally, the moment you have been waiting for—it is time to mount your legacy content databases and let
SharePoint 2013 upgrade them. Issue the following PowerShell Cmdlet for each of your content databases:

Mount-SPContentDatabase -Name DatabaseName -DatabaseServer ServerName -WebApplication URL
Earlier in the chapter, I mentioned parallel upgrades as an aid to reduce the upgrade time, and thus time the

production SharePoint remains in read-only state. You can execute as many mount Cmdlets as you wish to upgrade
multiple databases in parallel.

Note Use separate PowerShell windows to upgrade multiple content databases in parallel.

I executed the following PowerShell Cmdlets in my environment to upgrade my two web application content
databases:

Mount-SPContentDatabase -Name 'WSS_Content Pub' -DatabaseServer ROBDEMO-SP -WebApplication
http://robdemo-sp:5000

Mount-SPContentDatabase -Name 'ROBDEMO_PortalContent' -DatabaseServer ROBDEMO-SP -WebApplication
http://robdemo-sp

Similar to upgrading the service application database, you can check on the status of your content database
upgrades from Central Administration, under the Upgrade and Migration heading (Figure 4-8).
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/£ Upgrade Status - Windows Internet Explorer (=] 4]

@‘—: bd IE) http://robdemo-sp: 2013/_admin/Upgrat Dj 1K B Upgrade Status ® | i g 5o}

Fle Edt View Faverites Tools Help

Previous  Next H? Options ~ |

X Find: [Reportviener.dwp

SharePoint

Upgrade Status o

Upgrade sessions

MNewsfeed SkyDrive  Sites Robert Garrett £¥ 2

7 sHaRe O,

Central Administration

Application
Management
System Settings Status Server Start Last Updated Errors Warnings

y
Monitoring In Progress ROBDEMO-SP 2/18/2013 1:49:58 PM 2/18/2013 1:50:02 PM 0 2
Backup and Restore Succeeded ROBDEMO-SP 2/18/2013 1:45:18 PM 2/18/2013 1:46:07 PM
Security Succeeded ROBDEMO-SP 2/18/2013 11:42:34 AM 2/18/2013 11:43:19 AM
Upgrade and Migration Succeeded ROBDEMO-SP 2/18/2013 11:38:38 AM 2/18/2013 11:39:20 AM
ge;erm Application Succeeded ROBDEMO-SP 2/18/2013 11:29:50 AM 2/18/2013 11:29:52 AM

ettings
B Succeeded ROBDEMO-SP 2/18/2013 11:20:35 AM 2/18/2012 11:29:44 AM

pps

. . Succeeded ROBDEMO-SP 2/18/2013 11:26:36 AM 2/18/2013 11:26:39 AM L
Configuration Wizards
Succeeded ROBDEMO-SP 2/17/2013 7:33:47 PM 2/17/2013 7:33:47 PM

Selected upgrade session details

Status In Progress
Server ROBDEMO-5P
Start 2/18/2013 1:49:58 PM

Last Updated 2/18/2013 1:50:02 PM

Errors 0
Warnings 2
Starting object SPContentDatabase Mame=ROBDEMO_PortalContent =

Figure 4-8. Upgrade Status of content databases

Note Upgrading the My Sites database is a similar process to upgrading content databases. However, make sure that
you have a working My Site Host web application and that you upgrade the database containing the My Site Host root site
collection first.

Upgrading Site Collections

The visual upgrade approach that existed in SharePoint 2010 for upgrades from SharePoint 2007 has changed.
SharePoint 2013 now uses “deferred site collection upgrade.” Essentially, SharePoint 2013 puts visual upgrade of site
collections in the hands of the site collection owners.

In the previous sections of this chapter, I demonstrated upgrading managed service application databases and
content databases. My example used a team site (my Intranet) and a publishing site (my Web Site). Figure 4-9 shows
a screenshot of my team site running in SharePoint 2013 after upgrade. Notice the pink banner at the top of the page,
prompting the site collection administrator to upgrade the site collection to the new SharePoint 2013 (aka SharePoint 15)
look and feel. If you look at the publishing site, you will see the same banner when you log into the site as a site
collection owner or site collection administrator.
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/& Portal Home - Home - Windows Internet Explorer o =] |
@;: http: //robdemo-sp/SitePages/Home. asp Qj ¥ X E) Upgrade Status | ."‘ Portal Home - Home 4 | Adventure Works - Home | | ﬁ i,"j i:?
File Edit View Favorites Tools Help
Experience all that SharePoint 15 has to offer. Start now or Remind me later x

Robert Garrett ~

site Actions - i B [T

3 3. [=
Portal Home » Home & 3
S cortal Home ukett  Tog: &
otes
Home Search this site... o (7]
Libraries
Site Pages Welcome to your site!

Shared Documents

Add a new image, change this welcome text or add new lists to this page by dicking the edit
Lists button abowve. You can click on Shared Documents to add files or on the calendar to create new

team events. Use the links in the getting started section to share your site and custemize its
Calendar ool

Tasks
Employees
Shared Documents
Discussions
Team Discussion [T Type Mame Modified Modified By

There are no items to show in this view of the "Shared Documents” document library. To add a new item, dick
"New” or "Upload”.

(&l Recycle Bin

3 Al site Contant % Add document

Getting Started

&P sShare this site

B change site theme

@ Set a site icon

& Customize the Quick Launch

Figure 4-9. Upgraded team site in SharePoint 2010 mode

If you click the X to close the red banner, or opt for SharePoint to remind you later, you can always return to site
collection upgrade from the Site Collections Settings page. If you are not a site collection owner or site collection
administrator you probably will not see the red banner, but owners and administrators might find SharePoint nagging,
because the banner appears frequently until you proceed with the upgrade.

If you do not see the red banner, have site collection administration permissions, and want to perform an
upgrade, you can perform the upgrade as follows:

1. Open the Site Collection.
. Click the Site Actions menu (remember you are still using SharePoint 2010 look and feel).
Select Site Settings from the menu.

Click the link for site collection upgrade from the Site Collection Administration section.

o s W

You should see a page like that in Figure 4-10.
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/£ Site Collection Upgrade - Windows Internet Explorer o [ =] 3|
@;: hd I http://robdemo-sp/_layouts/siteupgrad: Dj 1 K [ Upgrade Status | Site Collection Upgrade X | Adventure Works - Home | | i %g i83

Fle Edt View Faverites Tools Help

Robert Garrett -~
Site Actions =
2 .
Portal Home » Site Settings * Site Collection Upgrade F ~
ILlike It Tags &
Notes
Home Search this site... ¥ Q
Libraries
Site Pages
shared Documents Prepare for takeoff!
Lists . - -
Corens We'll start with a few pre-flight checks, and then prevent any
alendar . - N .
- changes to your sites while you're upgrading.
Discussions
Team Discussion From project sites to team mailbox, Before you take the leap, try a demo
SharePoint's got a hundred new ways to upgrade to see how it will turn out. We
& Recycle Bin help you work smarter. can set it up in 1-2 days.
Zh A site content LEARN MORE TRY A DEMO UPGRADE
=

Figure 4-10. Site Collection Upgrade page

Note You might notice the Visual Upgrade link in the Site Settings page. Ignore this option—Visual Upgrade is an
option in SharePoint 2010.

Notice the link on the Site Collection Upgrade page (Figure 4-10) to try a demo upgrade. This is the “Evaluation
Site Collection” feature and is new to SharePoint 2013. You can stand up a test site collection, containing the same
content as your upgraded site, but using the new SharePoint 2013 user interface. You can decide to let selected users
loose on the evaluation site to validate that the site operates correctly in the new style.

1. Click the link to try a demo upgrade.
2. Click the button to create an evaluation site.

3. SharePoint lets you know that it might be a day or two before the evaluation site is
available.

4. Youdo not need to wait so long.
5. Open Central Administration.
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Scroll to the job called Create Upgrade Evaluation Site Collections job for the specific web

6. Click the Monitoring heading.
7.  Click the link to review job definitions.
8.
application.
9.

Run this job to complete evaluation site creation for the web application.

If you have e-mail configured correctly, the site collection administrator should receive an e-mail when
SharePoint completes the process of creating an evaluation site. You can easily find the URL of evaluation sites from
Central Administration.

1.

2
3
4,
5
6

Open Central Administration.
Click the Application Management heading.

Click the link to view all site collections.

Change the drop-down to the desired web application.

Open the evaluation site collection.

You should see a page similar to Figure 4-11.

/E Portal Home - Home - Windows Internet Explorer

5@ = [B it robdemospistes/ront=valisier O =] | #2]| | |5 st colectoniat

| | site Collection Upgrade

=0l x|
Adventure Works - Home | [ Portal Home - Home xl_l {2 i2

le Edt View Favorites Tools Help

Don't do work here. It is an evaluation copy of your site that will be deleted on 3/21/2013 3:18:17 PM.

SharePoint

BROWSE PAGE

H> Home # EDIT LINKS

Portal Home

Libraries

Site Pages

Shared Documents
Lists

Calendar

Tasks and customize its look.

Employees
Discussions

Shared Documents
Team Discussion
#® new document
# EDIT LINKS
cite Contents v [] Name Modified Modified By

There are no documents in this view.

|http:/frobdemo-sp/sitesfroot-eval/Lists/Calendar /calendar. aspx|

Welcome to your site!

Add a new image, change this welcome text or add new lists to this page by clicking the
edit button above. You can click on Shared Documents to add files or on the calendar to
create new team events. Use the links in the getting started section to share your site

x

Newsfeed SkyDrive Sites Robert Garrett~ £¥ 2

= P
) share Yy rouow LI swwe # eom O

Search this site 0o

Getting Started

.@ Share this site

I hange site theme o
Set a site icon

B Customize the Quick Launch

Figure 4-11. Evaluation site collection
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Figure 4-11 shows that SharePoint has provided an evaluation site for 30 days (implied by the date). SharePoint
also lets you know that you should not do any work in the evaluation site collection—evaluation site collections are
copies, and you lose any changes made to them when they expire.

If you are happy with your evaluation site and get the thumbs-up from your test group of users (let your users
decided when an upgrade is working), you can now complete the site collection upgrade.

1. Return to the upgraded site collection.

2. Either click the link on the red banner to Start now, or click the link to upgrade the site
collection from the Site Collection Settings page.

3.  Onthe Upgrade page (Figure 4-10), click the button to upgrade the site collection.
4. Click the button to confirm that you wish to continue.
5. SharePoint displays a temporary page, showing progress of the upgrade.
6. When complete, click the link to see the new site.
7. Your site should look something like that in Figure 4-12.
/£ Portal Home - Home - Windows Internet Explorer =10l x|
@;—j‘ - IE http: //robdemo-sp/SitePages/Home. asp ,Oj s K [ site Collection List | [ Partal Home - Home x | Adventure Woarks - Home | [ Portal Home - Home. | | {0r e el
Fle Edit View Favorites Tools Help
SharePoint Mewsfeed SkyDrive Sites Robert Garrett~ £¥ 2
BROWSE  PAGE ) shaRe Yy rouow Cdswe # eom O
E> Home # EDIT LINKS Search this site 0 [
Portal Home
Libraries

Welcome to your site!

Site Pages

Shared Documents
Add a new image, change this welcome text or add new lists to this page by clicking the
edit button above. You can click on Shared Documents to add files or on the calendar to

Lists

Calendar create new team events. Use the links in the getting started section to share your site
Tasks and customize its look.
Employees

Discussions
Shared Dacuments
Team Discussian

@ new document

#' EDIT LINKS

L4 ! Modified Modified By
site Contents [ Name  Modif Modified By

There are no documents in this view.

Getting Started
@ Share this site
B hange site theme

:5%' Customize the Quick Launch

Figure 4-12. Upgraded team site in SharePoint 2013 branding
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Summary

In this chapter, I demonstrated the overarching process to upgrade SharePoint 2010 to SharePoint 2013. The upgrade
process is often a daunting one, and many SharePoint engineers groan at the prospect. However, if you undertake
the necessary planning and go into the upgrade process aware of all the potential pitfalls, the process need not

be so scary.

I devoted half of this chapter to planning, where I discussed the changes to the SharePoint upgrade process.

I covered pre-upgrade maintenance tips and shared some suggestions on handling customizations, the typical sticking
point in many SharePoint upgrades.

In the second half of this chapter, I walked you through the upgrade process itself, using a demonstration
SharePoint 2010 farm in my development environment. All of the examples in this chapter (and this book) use real
examples running within my SharePoint development farm, so you can have peace of mind that my examples work.

As part of the upgrade section, you read about upgrading the managed service application services that
SharePoint 2013 supports: Secure Store, Managed Metadata, PerformancePoint, User Profile, Search Administration,
and Business Data. I then showed you how to upgrade content databases and attach them to working SharePoint 2013
web applications.

In the last section of this chapter (not including this summary), I covered the site collection upgrade changes in
SharePoint 2013 and how they replace the legacy visual upgrade process in SharePoint 2010. Site collection owners
and administrators now have the power to roll out visual changes in their own time, having viewed new user interface
changes in evaluation site collections.

In Chapter 5, you shall read about health monitoring and disaster recovery.
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Health Monitoring and Disaster
Recovery

As more and more organizations deploy SharePoint within an enterprise, and user adoption of the SharePoint
solutions snowballs with each deployment, disaster recovery becomes very important. SharePoint 2013 has the
capability to host terabytes of important data, so backup of this data is likely to be high on the agenda for any IT group
that maintains SharePoint in an organization.

SharePoint includes capabilities to make backup and restoration easier than in the past, and SharePoint
continues to provide good backup and restore functionality to maintain the integrity of important data. I devote a
large chunk of this chapter to the administration of disaster recovery features in SharePoint 2013, but, as the title
suggestions, this chapter also contains details on health and monitoring of a SharePoint 2013 infrastructure.

SharePoint provides extensive logging, but previous versions before SharePoint 2010 lacked some key monitoring
functionality that administrators require to ensure that their SharePoint solution is operating at peak performance.
Administrators of SharePoint 2007 could consult the ULS logs and the Windows event log, but these features require
a certain amount of proactive behavior from the SharePoint administrator. SharePoint 2010 and 2013 include
sophisticated health and monitoring features to alert the administrator when SharePoint is feeling a little under
the weather.

After reading this chapter, any SharePoint administrator will, I am confident, be able to provide his or her
organization with the peace of mind that its data integrity is intact and that the organization can count on bounce
back of its SharePoint service in the event of downtime or disaster.

Planning for Disaster Recovery

It is never a happy day for the IT group when an online service goes down, and this includes SharePoint. As fantastic
as SharePoint is, it is inevitable that at some point in the life cycle, your SharePoint solution will suffer from downtime.
Of course, downtime may occur for any number of reasons: human error, underlying hardware failure, power outage,
faulty customizations, and so on. Since failure cannot be entirely averted, your role as a SharePoint administrator is

to account for such downtime and restore service to the users of the platform in a timely manner. Planning for and
recovering from loss of service is what I refer as to as planning for disaster recovery.

Minimizing downtime and averting loss in a disaster involves proactive processes and planning. Those
unfortunate readers who have experienced loss of data are likely all too familiar with data backup, which is one aspect
of disaster recovery—I will discuss managing content and data integrity shortly in this chapter. Another important
aspect of disaster recovery includes techniques to minimize service downtime.

Minimizing downtime of a service factors both the fotal time to recover the service and the point in time from
which recovery resumes. In short, if recovery consists of restoring data in a SharePoint site collection because of
database corruption, then the time to restore the database from backup and the time when the last backup took place
are both important factors for the success of restoration of the SharePoint site collection. A speedy restore is one thing,

105

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 ' HEALTH MONITORING AND DISASTER RECOVERY

but if the data is already three months old then, depending on the frequency of change of the live data, the restoration
is not necessarily successful.

Data/content recovery is one piece of a good disaster recovery plan—restoration of system hardware, the
underlying operating system, system software, and configuration are all part of the plan. Since this book is about
SharePoint administration, the topics concerning hardware and operating system recovery are outside its scope, but
I will say that virtualized platforms and snapshots now play a major part in alleviating many of the ills associated with
hardware failure and/or operating system failure. At a conceptual (and practical) level, consider the techniques in the
following sections to minimize downtime and provide warm recovery of service.

Warm recovery is the quickest form of recovery in the event of a disaster and typically involves a level of hardware
and software redundancy. Conversely, cold recovery refers to the restoration of service from scratch in a completely
inoperable state. Cold recovery typically involves restoration of data from an offline backup store. A good disaster
recovery strategy involves both warm and cold recovery methods.

Load-Balanced Service

Load balancing involves either a hardware or a software load balancer, which intercepts all incoming web traffic on a
specific IP address and redirects it to one of at least two web servers to service the request. The load balancer directs

traffic either to the server with the least load (intelligent load balancing) or in turn, based on which server served the
previous request (round-robin).

Load balancing serves two purposes: distributing user requests load and warm redundancy in the event of
a server failure that was serving requests. SharePoint 2013 includes a new request manager service to manage
intelligently which servers in a multiple server farm handle which requests. I shall discuss the request manager later
in this chapter.

Load balancing SharePoint consists of pointing a configured load balancer to multiple front-end SharePoint
servers in the farm that serve pages. A SharePoint farm may include as many front-end web and application servers as
the infrastructure can provide; thus, scaling out to handle more traffic is simply a case of adding a new web server to
the farm and registering the IP with the load balancer.

As well as providing for distributed load, most load balancers can detect if one of the servers in the pool is not
responding and then redirect all traffic to the other responding servers. Large enterprise organizations that have the
capability to host different servers in multiple geographic locations may redirect traffic to passive SharePoint servers,
or completely mirrored SharePoint farms, to achieve redundancy and rapid recovery if a primary site hosting the main
SharePoint infrastructure fails.

SQL Server Failover Clustering

SQL Server clustering consists of multiple SQL Server nodes, managed by a root cluster that provides redundancy at
the SQL Server application level.

A cluster typically consists of an active node and at least one passive node, although you can have multiple
nodes. The cluster maintains all nodes so that any database write operations update both the active and passive
nodes, but the active node is handling all of the incoming requests. In the event that the active node fails, then the
Windows Failover Cluster Service switches over to use one of the passive nodes (running on different hardware).

I should highlight some important points about SQL clustering:

e  SQL clustering does not help performance, since only one node of the cluster is active at any
one time

e Recoveryin the event of failure of the active node is dependent on the time it takes to bring
a passive node online—this is not always an immediate process and dependent on when the
Windows Failover Cluster Service detects a down node

e  SQL clustering uses shared storage to ensure timely and accurate copies of data from the
active node to the passive nodes
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The specifics of Microsoft SQL Server 2008 and 2012 clustering are outside the scope of this book, but I will note
that clustering abstracts redundancy away from SharePoint and provides data integrity without SharePoint ever
needing to switch database servers. This is the beauty of it. SharePoint talks to a SQL cluster in the same way it talks to
a single SQL Server and never gets involved when the cluster fails over to a passive node.

Note You can read more about setting up clustering on SQL Server 2008 R2 at the following location:
http://msdn.microsoft.com/en-us/library/ms189134.aspx.

Irecommend the use of SQL clustering in any large organization or enterprise where SharePoint data is critical
and exceeds 100GB, and the organization must limit the downtime in the event of failure. Traditionally, large-scale
organizations using SharePoint with SQL clustering would host the actual data on a Storage Area Network, attached to
the cluster, to provide an extra level of data redundancy and hot swap capability with inexpensive disk storage.

SQL Server Database Mirroring

SQL Server mirroring also provides data redundancy at the SQL Server, but unlike clustering, where the cluster is the
data repository in entirety, mirroring consists of a warm backup SQL Server, separate from the main live server.
Clustering involves multiple storage nodes, connected by network links to a root SQL instance. Mirroring consists
of two completely independent SQL Servers with either synchronous or asynchronous copy, managed by each SQL
Server instance. Synchronous mode provides hot standby because SQL Server ensures no data discrepancy between the
principal and the mirror, whereas asynchronous provides warm backup and operates in a more passive copy mode.

Note You can read more about SQL Server 2008 mirroring at the following link:
http://msdn.microsoft.com/en-us/library/ms189852.aspx.

Administrators may provide high availability for SharePoint when using SQL Server mirroring in synchronous
mode and using the database failover capabilities built into the SharePoint platform. SharePoint requires a SQL Server
witness to manage the failover, in the event that the principal fails. The details surrounding SQL Server mirroring fall
outside the scope of this book, but I will show you how to configure SharePoint for it, assuming you have SQL Server
2008 or 2012 mirroring established in your infrastructure.

The following steps consist of PowerShell commands. Launch the SharePoint Management Shell to begin, where
you will enter the following commands:

1. Enter the following command into the PowerShell console to configure mirroring for the
SharePoint configuration database:

$database = Get-SPDatabase | where {$_.Name -match "SharePoint Config"}
$database.AddFailoverServiceInstance("mirror server name"
$databse.Update()

2. Enter the following command into the PowerShell console to configure mirroring for your
content database:

$database = Get-SPDatabase | where {$ .Name -match "WSS Content"}
$database.AddFailoverServiceInstance("mirror server name"
$databse.Update()
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Note Both of the preceding commands assume your configuration database has the name SharePoint_Config and
you have named your content database as WSS_Content. Change the names in the script to match your database names.

If you prefer to configure database mirroring via Central Administration, follow these steps:
1. Open Central Administration.

Click the Application Management heading link.

Click the Manage Content Databases link.

Choose the relevant web application from the drop-down list.

Select the relevant content database.

@ o W N

On the settings page for the selected database, populate the Failover Database Server field
with the mirrored server.

7. Click the OK button.

SharePoint Farm Design

The design of your SharePoint farm has a large impact on the level of disaster recovery. At the lower end of the scale, a
simple farm with minimal redundant hardware provides little to no recovery in the event of failure, whereas a multiple
server farm with multiple redundant servers provides rapid recovery. Microsoft designed SharePoint 2013 to scale,
to allow reuse of common services across multiple infrastructure hardware, and to embrace virtualization. In this
section, I shall discuss some of the high-level considerations when planning an Enterprise SharePoint infrastructure
for maximum uptime.

Looking at a SharePoint farm from a 50,000-foot view, we see the farm essentially consists of a data storage
component, some service middleware, and web-front-end to render pages to end users. Consider Figure 5-1 as the
bare minimum components of a SharePoint farm, which consists of

(2
Y
»
’ 8
a
WFE App Server Database

Figure 5-1. Minimal SharePoint infrastructure for an enterprise
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e A SQL data store
e  Anapplication server for middleware services

e  Two web-front-end servers

The diagram in Figure 5-1 provides very little redundancy—should the SQL Server fail, the farm goes offline.
SharePoint can partially operate without a working application server, but services like search, user profiles, Business
Connectivity Services, business intelligence, managed metadata, etc. that rely on the application server will fail,
rendering SharePoint to basic collaboration. There is minimal redundancy with two web-front-end servers and the
ability to distribute user request load to these servers. This is important because the WFE servers are the entry to the
SharePoint farm for users, and without them, the farm might as well be inoperable.

Now consider the diagrams in Figure 5-2 and Figure 5-3—this infrastructure is vastly larger than the example
presented in Figure 5-1. This design separates the farm into six tiers, consisting of the web server tier, application
server tier, search index and query tier, other search components tier, database search tier, and database content
tier. One immediate observation in this larger design is the separation of search services and search data from
other tiers in the farm. SharePoint 2013 relies heavily on the Search platform (FAST) to allow users’ to search and
discover content. Unlike previous versions of SharePoint, SharePoint also leverages the search platform for content
rollup and rendering of dynamic content, which constantly changes. As you can imagine, with the search platform
playing such an important role in the SharePoint farm, it deserves big consideration in the overall farm design.
The search platform itself consists of multiple components, which, like the rest of the farm, require redundancy to
combat anticipated failure.
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Figure 5-2. Large Enterprise SharePoint Farm Design (Part A)
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Figure 5-3. Large Enterprise SharePoint Farm Design (Part B)

The design in Figure 5-2 and Figure 5-3 leverages virtual server technology, which provides greater number of
redundant virtual servers. Infrastructure consisting of large number of servers benefit from virtual servers, running on
multiple virtual host servers (the physical hardware) and save the organization the cost for procurement of physical
hardware and costs associated with maintaining physical hardware.

Notice the design provides redundancy across the physical infrastructure - multiple virtual hosts - as well as
redundancy with multiple virtual servers. This is important because physical hardware often fails. Operating multiple
redundant virtual servers on one physical host fails disaster recovery if the physical server dies.

The design in Figure 5-2 and Figure 5-3 also caters for distribution of services and data across multiple virtual
servers and across multiple host servers. In the event that either a virtual server fails, or a physical server fails, the data
and operating service resides on another virtual server on another physical host.

Of course, the design in Figure 5-2 and Figure 5-3 is quite elaborate and caters for many disaster scenarios. There
are plenty of scaled-down designs that provide a good level of redundancy, which fall in between the design shown in
Figure 5-1, Figure 5-2 and Figure 5-3. This is the beauty of SharePoint; you can design your SharePoint farm around
the business need of the organization.

Depending on the size of your organization, you might have to consider multiple global office locations across
in your SharePoint infrastructure design (Figure 5-4). If your organization shares data across multiple offices and that
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data resides in SharePoint, it may not make sense to host one copy of the data in a single SharePoint farm at one office
location. SharePoint 2013 scales globally and allows cross-pollination of data between multiple offices. This design
provides location redundancy—if an entire office goes dark (perhaps because of power failure or natural disaster), the
business can continue using one of the other office locations.

Madrid [zentral farm|

Hang Kong SAR freghenal farm:

Hiang Kang AR o

Other options

Figure 5-4. Global SharePoint

Design of globalized SharePoint farms is nontrivial and impacts network connectivity design. Globalized
scenarios require considerable planning for how to replicate data and must consider peak usage of data for multiple
offices in multiple time zones. This design is outside the scope of this book, but the diagram in Figure 5-4 illustrates
the vast capabilities of SharePoint 2013 for almost any deployment scenario.

Maintaining Content Integrity

When I discuss disaster recovery, I am really talking about minimizing loss of user data and access to that user data.
Loss of actual data (documents, files, web page content, data in a database or line of business system, and so on) is
a disaster, and we strive to avoid it in any trustworthy data management system, but loss of access to data because
of downtime of the management system is almost as bad. In today’s connected world, users rely on the uptime of
data management systems—like SharePoint—and trust that these systems maintain the integrity of their content.
Fortunately, SharePoint provides a number of approaches to maintaining content/data integrity.

SharePoint stores all content of your site in a content database. SharePoint content databases may contain one or
many site collections, associated with a web application. One site collection may not span multiple content databases,
which is important to note because backing up your content databases ensures complete recovery of your site
collection. I discuss backup and restore of content and configuration databases a little later in this chapter.

Database backup is good in a disaster scenario. What if a user loses a single document from a document library
and wants to recover it? A complete database restore would be overkill, not to mention considerable work in restoring
the database to a separate location to retrieve the file. As administrators, we know users tend to lose files all the time.
Fortunately, SharePoint includes features to retain content and data integrity without the need for complete database
restore after small losses.
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The Recycle Bin

Since SharePoint 2007 (WSS 3), the Recycle Bin has provided a mechanism for users to retrieve deleted lists and list
items—this includes documents and document libraries. Users can find the Recycle Bin on the top right of the Site
Contents page (see Figure 5-5). In addition to lists and libraries, since SharePoint 2010 Service Pack 1, SharePoint
allows administrators to recover deleted sites.

E> Home # EDITLINKS Search this site - P
Site Contents

Home Lists, Libraries, and other Apps @ SITEWORKFLOWS X SETTINGS | [ RECYCLE B(\;
Notebook
Documents Documents
1 item
Site Contents add an app I Modified 7 weeks ago
4 EDIT LINKS
- Form Templates - Site Assets
—a— 0 iterme — ] 1item

Figure 5-5. Location of Recycle Bin

The Recycle Bin works in two stages, as described in Table 5-1, and scopes to the web application level. Different
web applications may have different configurations for their Recycle Bin.

Table 5-1. Recycle Bin Stages

Stage Location Details

Stage one Site The stage one Recycle Bin is available to users with Contribute, Design, or
Full Control permissions. Items and lists deleted at the site level reside in the
stage one Recycle Bin until a time (defined by the administrator in Central
Administration—typically 30 days) when the content moves to the stage two Recycle
Bin. Content in the stage one Recycle Bin counts toward user storage quota.

Stage two Site Collection The stage two Recycle Bin lives at the site collection level and is populated
from stage one Recycle Bin content by a timer service. Only a site collection
administrator may restore content from a stage two Recycle Bin, and content
resides in this Recycle Bin for a time or until the Recycle Bin reaches a size, both
specified by an administrator in Central Administration, before SharePoint
deletes the oldest items. In addition to lists and list items, populated from the
stage one Recycle Bin, the stage two Recycle Bin contains deleted sites.

The size of the stage two Recycle Bin is a percentage of the quota allocated to
the entire site collection. Items in the stage two Recycle Bin do not count toward
user storage quota, but they do eat up space in the overall site collection quota.

The following steps demonstrate how administrators may configure the Recycle Bin from Central Administration,
to allow different item expiration times.

1. Open Central Administration.
2. Click the Manage Web Applications link under the Application Management heading.
3. Select the desired web application.
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4. Click the General Settings icon on the ribbon.

5. Scroll to the Recycle Bin section (see Figure 5-6).
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Improvement Program Enable Customer Experience Improvement Program
Collect web site analytics O Yes
about web pages on this @®No v
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Figure 5-6. Recycle Bin settings for the web application

The following steps demonstrate working with the stage one and stage two Recycle Bins:
1. Navigate to a SharePoint site with at least contributor permissions.

Navigate to the All Site Contents page.

Click the Recycle Bin link.

> L n

Figure 5-7 shows my stage one Recycle Bin for my root site.
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Figure 5-7. Stage one Recycle Bin

5. Check the boxes next to the items you wish to restore to original location before deletion,
or to delete, and send to the stage two Recycle Bin.

Note The root site collection Recycle Bin is not the stage two Recycle Bin; the root site also has a stage one Recycle Bin.

Items in the stage one Recycle Bin remain there until you either delete them or the time elapses (see Figure 5-6)
and SharePoint moves the items to the stage two recycle bin. Once they are in the stage two Recycle Bin, you can view
these deleted items, as follows:

1. Navigate to the root site of the site collection.
Clear the gear icon and select the Site Settings menu option.

Click the Recycle Bin link under the Site Collection Administration heading.

Click the link in the left navigation to show items deleted from the end user Recycle Bin.

LA

Figure 5-8 shows the site collection stage two Recycle Bin page.
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Figure 5-8. Stage two Recycle Bin, showing items deleted from the stage one Recycle Bin

You might be wondering about the difference between the views for the End User Recycle Bin items and Deleted
from End User Recycle Bin. As I demonstrated previously, the link for Deleted from End User Recycle Bin shows all
items moved from stage one Recycle Bins in subsites to the stage two Recycle Bin in the site collection. The link for End
User Recycle Bin shows all items that currently reside in stage one Recycle Bins across the site collection hierarchy.

In similar fashion to the stage one Recycle Bin, you can delete items from the stage two Recycle Bin by selecting
items in the Deleted from End User Recycle Bin page and clicking the link to delete selection.

Note You cannot recover any item deleted from the stage two Recycle Bin.

Versioning

Document and page versioning is another way in which users may self-maintain integrity of their content in SharePoint.
Library owners may enable versioning on a list or library so that when users with collaborative permissions upload
changes, SharePoint keeps track of the version history. SharePoint library versioning is not new to SharePoint 2013;
Microsoft introduced it with WSS 2.0, and it comes in two flavors:

e  Major version numbers
¢  Major and minor version numbers
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Major and minor version numbers tie into the publication status of a document item. A major version in the
format of xx.0 constitutes a published version, meaning that it is available to all users (including anonymous if the site
allows anonymous user access). A minor version number, in the format of xx.1-9, constitutes an intermediate revision,
and only the owner of the document, users with approval permissions, and site owners may see the latest changes.

The following steps detail how to enable versioning for a document library:

1. Navigate to your SharePoint site or subsite.
Navigate to the default view of the document library.

Click the Library tab on the ribbon.

Click the Library Settings icon on the ribbon.

Click the Versioning Settings link.

I I I N

SharePoint displays a page like that in Figure 5-9.
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Figure 5-9. Enable versioning in a document library

7.  Under Document Version History, select the desired versioning type.

8.  Select the maximum number of draft and major versions to keep.
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Note Lists allow major versioning but do not provide minor (draft) versioning capability.

On the Version Settings page (Figure 5-9), you may have noticed the other options, to enable content approval
and require check out before editing. These options also allow you to maintain the integrity of your content.

Enabling content approval turns on the parallel approval workflow, which requires one or several approvers
(in the approvers security group) to approve changes to content before SharePoint publishes the content to a major
version. I discuss the parallel approval workflow in Chapter 10 as part of Publishing.

Requiring users to check out content before editing ensures no two users can overwrite each other’s changes. Of
course, this limits work to a single thread, and only one user can make changes to a document at a time. Furthermore,
there is nothing preventing one user from checking out a document indefinitely. Microsoft introduced co-authoring to
address the need for multiple users to edit a document at the same time. I discuss co-authoring in Chapter 14.

Backup and Restore

Backup and restoration of user data and system configuration is an intricate part of disaster recovery planning.
After all, the user data is most precious and typically tantamount to the running of the organization’s business.
SharePoint 2013 includes a number of backup and restoration methods, from complete farm backup/restore to
granular backup/restore, such as site import and export and site collection backup. In this section, I will visit each
method and discuss the specific benefits and shortcomings of each, enabling you as the SharePoint administrator to
make effective decisions in your disaster recovery plan.

As a general rule of thumb, I recommend that you employ various backup methods to ensure that you are able
to recover your SharePoint farm in the event of a disaster. The following list summarizes, from a high level, what you
should back up:

e  All content databases
e  All configuration and service application databases

e  The SharePoint 2013 hive on each web server
(c:\program files\common files\Microsoft shared\web server extensions\14\)

e  Allvirtual application directories on each web server
(c:\Inetpub\wwwroot\wss\VirtualDirectories)

e Any custom databases or additional files that do not live in the hive or virtual application
directories on each web server

e  Site collection backups for faster restore, in the event of isolated data corruption or data
loss in a particular site collection

When it comes to backup, more is better. If space for backup is not as plentiful, then backup of all databases and
custom “changes” to the hive and virtual application directories should allow you to recover your farm after a new
installation.

With the high-level stuff out of the way, I shall now detail the various backup methods available in SharePoint 2013.

Site Collection Backups

Site collection backups are compelling in that they enable administrators to save a complete site collection to a
file on disk. Administrators may back up a site collection using the STSADM command, PowerShell, or Central
Administration—I shall demonstrate each.
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Note Site collection backup puts stress on SharePoint and consumes resources to complete the process. Microsoft
does not recommend backing up site collections of more than 15GB, because of the drain on the live site collection,
hosting web application, and the time to complete the backup. Site collection backup works well when moving data from
one farm to another, or in conjunction with another backup scheme to ensure data integrity.

Site Collection Backup and Restore Using PowerShell

The following steps demonstrate backing up a site collection to a disk file, using PowerShell:
1. From the Start menu, choose All Programs.

Click Microsoft SharePoint 2013 Products.

Click SharePoint 2013 Management Shell to launch the console.

> L n

Type the following text into the console, replacing the appropriate placeholders:

Backup-SPSite <site collection URL> -Path <backup file> [-Force]
[-NoSiteLock] [-UseSQLSnapshot] [-Verbose]

Include the [Force] parameter to overwrite an existing backup file. I recommend not using the [NoSitelock]
option, as this prevents SharePoint from putting the site collection in read-only state, meaning that users can write to
the site collection during backup and potentially corrupt the database. Use the [UseSQLSnapshot ] option if you have
SQL Server Enterprise edition, for more consistent backup. The [Verbose] option provides additional output.

Now that I have shown you how to back up your site collection, restoring it is just as easy. The following
command demonstrates restoring a site collection from a backup file, using PowerShell:

5. Type the following text into the console, replacing the appropriate placeholders:

Restore-SPSite <site collection URL> -Path <backup file> [-DatabaseServer
<database server name>] [-DatabaseName <database name>] [-HostHeader
<host header>] [-Force] [-GradualDelete] [-Verbose]

Include the [Force] parameter to overwrite an existing backup file. Use the [ -DatabaseServer] option if the
server is not part of your farm. Include the [ -GradualDelete] option to minimize locks on the database and provide
for better restore performance for backups over 1GB when replacing an existing site collection, which SharePoint
marks as deleted; the timer service deletes the legacy site collection later. Use the [ -HostHeader] option if restoring a
site collection to a web application that requires a unique host header.

Site Collection Backup and Restore Using STSADM

Use the following STSADM command, inside a command shell, to back up a site collection to a disk file, replacing the
appropriate placeholders:

STSADM -0 backup -url <site collection url> -filename <filename>

Similar to the PowerShell command for backing up a site collection, you may provide the -overwrite option to
overwrite an existing backup file, -nositelock to prevent site collection lock, and -usesqlsnapshot to use SQL Server
Enterprise snapshot. Use the following STSADM command to restore a site collection from a backup file, replacing the
appropriate placeholders:

STSADM -0 restore -url <site collection url> -filename <filename>
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Similar to the PowerShell command for restoring a site collection, you may provide the -overwrite option
to overwrite an existing site collection, -hostheaderwebapplicationurl to provide a host header URL, and

-gradualdelete to provide better performance in overwriting an existing site collection (marks the overwritten site
collection as deleted and the timer service deletes it later).

Site Collection Backup and Restore Using Central Administration

The following steps demonstrate backing up a site collection to a disk file, using Central Administration:
1. Open Central Administration.
2.  Click the Backup and Restore heading.
3. Click the Perform a Site Collection Backup link. You will see a page like that in Figure 5-10.
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Figure 5-10. Perform a site collection backup in Central Administration

Click the drop-down control to change the site collection.

In the resulting dialog box, select the web application containing the site collection.

4
5.
6. Provide the UNC path of the file name to save the backup.
7

Click the Start Backup button.
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Export and Import

SharePoint supports granular export and import of sites, lists, and libraries. In this section, I shall demonstrate
exporting and importing using the three tools of choice—PowerShell, STSADM, and Central Administration.

Export and Import Using PowerShell

The following steps demonstrate using PowerShell commands from the PowerShell console to export a site to a file:
1.  From the Start menu, choose All Programs.

Click Microsoft SharePoint 2013 Products.

Click SharePoint 2013 Management Shell to launch the console.

> w N

Type in the following text into the console, replacing the appropriate placeholders:
Export-SPWeb <site/list/library URL> -Path <filename>

5. To export a specific list or library, provide the full URL to the list or library, otherwise
PowerShell will export the site if the URL is to the main site location.

6. Include the [-Force] option to overwrite the file.

7. Include the [-HaltonError] or [-HaltOnWarning] options to stop the export process
in the event of an error or warning.

8. Specify the [-IncludeUserSecurity] option if you need to ensure that all permissions
applied to exported sites, lists, libraries, and contained items are included in the export file.

9. Include the [-IncludeVersions] option to instruct PowerShell to include version
information of items in the export file.

10. Include the [-NoFileCompression] option to turn off file compression; this makes
for a faster export but larger files on disk.

11.  The [-NoLogFile] option prevents PowerShell from creating a log of the export
(not recommended generally).

12.  The [-UseSQLSnapshot] option is the familiar SQL snapshot option for deployments
running on SQL Server Enterprise.

Note PowerShell provides help for all commands—you may get help on the export command by typing
Get-help Export-SPWeb into the PowerShell console.

In partner to the export command, the following step demonstrates importing an export file to a SharePoint site,
list, or library:

13. Type the following text into the console, replacing the appropriate placeholders:
Import-SPWeb <site/list/library URL> -Path <filename>

To import a specific list or library, provide the full URL to the list or library, otherwise PowerShell will import the
site if the URL is to the main site location. For brevity, most of the options specified in the previous export steps exist
for the import command. Use the Get-help feature of PowerShell to see all options.

Exporting of lists and libraries was new to SharePoint 2010. In SharePoint 2007, administrators could export and
import sites only, using STSADM. SharePoint 2010, and now 2013, supports STSADM export/import, but adds the
capability of list and library export by providing the full URL to the list or library.
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Export and Import Using STSADM

The following steps demonstrate export of a site, list, or library using the STSADM command from a regular Windows
command prompt:

1. Type the following text into the console, replacing the appropriate placeholders:
STSADM -0 export -url <site/list/library url> -filename <filename>

2. To export a specific list or library, provide the full URL to the list or library. Otherwise,
PowerShell will export the site if the URL is to the main site location.

3. Include the -overwrite option to overwrite the file.

4. Include the -haltonfatalerror or -haltonwarning options to stop the export process in
the event of an error or warning.

5. Specifying the -includeusersecurity option will ensure that all permissions applied to
exported sites, lists, libraries, and contained items are included in the export file.

6. The -versions option instructs PowerShell to include version information of items in the
export file.

7. Include the -nofilecompression option to turn off file compression; this makes for a faster
export but larger files on disk.

8. The -nologfile option prevents PowerShell from creating a log of the export (not
recommended generally).

9. The -usesqlsnapshot option is the familiar SQL snapshot option for deployments running
on SQL Server Enterprise.

The following steps demonstrate using STSADM to import a site, list, or library. Look back through the command
options previously listed for the export, as some also apply to the import command.

10. Type the following text into the console, replacing the appropriate placeholders:
STSADM -o import -url <site/list/library url> -filename <filename>

11.  To import a specific list or library, provide the full URL to the list or library.

Export Using Central Administration

In this section, I demonstrate how to use Central Administration to export a site, list, or library. You may have noticed
that this section does not cover import via the Central Administration web browser interface—this is because Central
Administration does not provide a mechanism for site, list, or library import from a file. To import, use either STSADM
or PowerShell options, previously discussed.

1.  Open Central Administration.
Click on the Backup and Restore heading link.

Click the Export a Site or List link under the Granular Backup heading.

> e n

Select the site collection and then the site and/or list (see Figure 5-11).
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Figure 5-11. Exporting a site, list, or library from Central Administration

5. Provide the file location and toggle options for security and versions.

6. Click the Start Export button to begin the export.

Unattached Content Database Data Recovery

IT staff and database admins like to back up SQL databases—and there is nothing wrong with that! SQL Server provides
options to administrators to run nightly backups, and many good backup applications include a SQL agent to back up
live SQL database data to backup storage. What is not to like? The problem is that full SQL Server database backups
only provide all-or-nothing restore of data. Restoring a single piece of data, such as a document, requires standing up
content backup in a new SharePoint web application and site collection to access the required data.

Rewind the clock a couple of years to the days of SharePoint 2007. In the event that an administrator wanted to restore
selected data (such as a site, list, or library) from an offline database, the process went something like the following:

1. Restore the SQL database backup from cold storage to a disk location, seen by SQL Server.

2. Attach the offline database data file and log file to SQL Server, using a different name from
the current live SQL Server, now becoming the backup database.

3. Associate the backup database with a fresh web application in SharePoint 2007, or another
SharePoint 2007 farm.
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4. Export the selected content from the backup, using STSADM (the minimum granularity
was a subsite).

5. Import the exported content to the current live site collection.

6. Restore the site, list, or library to the correct place in the live site collection using
SharePoint content tools, such as the Content Management Ul

The steps above seem like a lot of work to me. Further complications arose for the administrator in that
SharePoint 2007 required installation of any feature customizations to the backup web application before the
administrator could access the backup site collection. If using a separate farm to host backup content data,
the administrator would have to ensure that the version of the production farm was equal to or exceeded that of
the backup farm for the data import to work. Yuk!

You no longer need to worry. SharePoint now allows you to drill into a SQL content database without ever having
to attach it to the farm, as the following steps demonstrate:

1. Open Central Administration.
Click the Backup and Restore heading link.

Click the Recover Data from an Unattached Content Database link.

> w0 n

Provide the SQL Server name and database name for the warm unattached database
backup (you still need to host the offline database in SQL Server somewhere).

5. SharePoint displays a page like that in Figure 5-12.
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Figure 5-12. Unattached Content Database Recovery
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6. Inthe Operation to Perform section, you have three choices:
a. Browse content in the backup database.
b. Backup asite collection contained in the database.
c. Export asite or list from the database.

7.  Select the Browse content option.

8. Click the Next button.

9. Onthe next page (Figure 5-13), you may browse a site collection, site, and list and then

either back up the site collection or export the selected site and list.
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Site: No selection -

Management browse. First start

) List: No selection =
System Settings collection, and you have the option to choose a 5
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Backup and Restore Operation to Perform

Choose operation:
Security Select an operation to perform on the content database P

you selected. You can browse the content of the
content database, perform a site collection backup, or
export a site or list

. O Backup site collection
Upgrade and Migration

O Export site or list
General Application
Settings

Apps

Configuration Wizards

Previous Next

- s
&« @|E) hitp://robdemo-sp robdemadocal2013/ 2 ~ & || B Browse content ‘ ‘ & T
File Edit View Favorites Tools Help
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Cancel
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Figure 5-13. Browse an unattached content database

10. Try the site collection backup option and click the Next button.

SharePoint navigates you to a page to provide the site collection backup details, similar to the page for site

collection backup of an attached content database, discussed eatrlier in this chapter.

Had you selected the option to export a site or a list, or gone directly to the site collection backup or export
operation on the main page, you would see the appropriate page for site collection backup or export.

11.  Click the Start Backup button.
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So far, I have covered the granular backup methods. Next, I will visit complete farm backup and restore
capabilities for SharePoint 2013. Before leaving granular backup, navigate back to the Backup and Restore page in
Central Administration and click the Check Granular Backup Job Status link. Figure 5-14 shows the Job Status page for
all granular backups, which provides for easy review of the health of your backup operations.
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Figure 5-14. Granular backup status

Farm Backup and Restore

SharePoint provides complete SharePoint farm backup, using Central Administration. SharePoint also allows for
complete backup and restore of the farm using PowerShell, and I will present steps for both procedures in this section
of the chapter.

Up to now, I have discussed backup of content. Of course, content is vitally important because it is the user data of a
system that gives the system its value, and contributes to the running of the business for which the organization employs
the system. But now that I am discussing farm backup, more than just content has to be considered—for example, system
configuration settings. When faced with a total disaster and system loss, the IT team and administrators want to get a new
system online as quickly as possible. Unfortunately, SharePoint, like most other enterprise systems today, has a considerable
number of configuration options, and no administrator wants to reconfigure a virgin SharePoint farm installation,
from the ground up, under the pressure of disaster recovery. Fortunately, the features in SharePoint 2013 that provide for
complete farm backup allow for configuration backup. I shall discuss configuration backup and restore as part of farm backup.
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In the following sections, I shall walk you through backup via the Central Administration browser interface, and
then I shall cover PowerShell backup and restore commands.

Farm Backup Settings

Before you begin your first SharePoint farm backup, you should first visit the settings page, as follows:
1. Open Central Administration.
2. Click on the Backup and Restore heading link.
3. Click the Configure Backup Settings link.

4. SharePoint displays a page for you to configure the number of threads for backup and
restore, and a directory location (UNC path) to store farm backup files (Figure 5-15).

.
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Figure 5-15. Backup and Restore Settings

5. The default of three threads is fine for most purposes.

6. Provide a UNC path for the backup directory because the timer service (which performs
the backups) may not have the same drive mappings as your current user context.
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“Threads,” in computer terms, much like the threads in clothing, consist of granular processing in the overall
application process life cycle. The CPU in the server slices time given to threads in a process to give the illusion of
multi-threading or multiple things happening at once. Modern CPUs consist of multiple cores, which can process
separate threads of a process at the same time (true multi-threading). Backup and restore operations work well with
multi-threading because each thread dedicated to a CPU core may run independent backup and restore operations,
thus providing for a more efficient backup and restore, which by its very nature is a timely process.

Performing a Backup

With the overall farm backup settings configured, you are now ready to perform your first backup. Follow the steps below:
1. Navigate to the Backup and Restore page in Central Administration.
2.  Click the Perform a Backup link.

3. SharePoint displays a page like that in Figure 5-16.

G\‘;’“‘:B" i

Fle Edit Yiew Fpoorites Toek Help
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Perform a Backup - Step 1 of 2: Select Component to Back Up «

n o browse its contents.
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Figure 5-16. Back up the farm from Central Administration

This page is where it is all happening! Looking at Figure 5-16, which shows a summary of my farm, you can see
several selection options to include in the farm backup.

Checking the check box at the top Farm level will enable all the options below it, which include backup of the
content databases, web application settings, and service application configuration. At this point you may choose what
to back up a la carte style, but for demonstration purposes, I shall assume backup of the entire farm. This will also give
you an idea of how long the process for complete farm backup usually takes (which changes by order of magnitude
based on the content in your farm and services installed).
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Note When backing up content, backup files typically consume 1.5 times as much space as the original
content databases.

4. Check the check box next to the Farm level, and then click the Next button.

5. Figure 5-17 shows the next page, where you specify the backup type.
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Figure 5-17. Select farm backup options

If you provided a UNC path for backups in the backup settings (earlier), then SharePoint suggests this location in
the Backup Options page (Figure 5-17). If you didn't, there is no need to worry; just provide it now.

SharePoint provides you with a helpful summary of the running services, required for a farm backup, which
include the timer service and administration service. The Backup Component section reminds you what you selected
in the previous screen.

1. Select the backup type as either Full or Differential.

A full backup is exactly that—SharePoint backs up everything. Differential backups run much smaller and faster,
but they only back up changes since the last full backup. Consider the restore process when choosing the backup
types. Full backup restores are easier but take longer than differential, which require multiple restores of the various
differential backups to get the system current after a disaster.
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Note Asa good practice, | recommend a weekly full backup and daily differential backups.

2. For demonstration purposes, and since this is your first backup, choose Full.

The next section of the Backup page allows you to specify backup of both content and configuration, or just
configuration. The latter option comes in handy if you already have a content redundancy or backup process in place
and now just want to save the farm configuration.

3. Click the option to back up both content and configuration.
4. Click the Start Backup button to begin the process.

5. SharePoint shows the status of the backup (Figure 5-18).
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& Times service i running.
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Figure 5-18. Farm backup status
6. Navigate back to the Central Administration main Backup and Restore page.
7. Click the View Backup and Restore History link to see a history of past backups.
8. Ifthe backup is still running, then SharePoint will inform you with a link to the Status page
at the top of the History page—Backup and Restore Job Status.
9. You may also get to the Backup and Restore Status page by clicking the Check Backup and
Restore Job Status link in the Backup and Restore page.
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Performing a Restore

Performing a SharePoint farm restore is much the inverse of the backup process. Assuming you have performed a
successful farm backup, the following steps demonstrate the farm restore process:

1. Navigate to the Backup and Restore main page in Central Administration.
2.  Click the Restore from a Backup link.

3. SharePoint displays a page like that in Figure 5-19.
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Figure 5-19. Restoring the farm from backup

4. Provide the backup directory location.
5. Choose the backup instance from the history list, and then click the Next button.

6. SharePoint shows a page like that in Figure 5-20.
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Figure 5-20. Farm restore selection
Similar to the backup process, this selection screen allows you to choose what configuration and content in the
farm to restore.
7. Make your selection and then click the Next button.

8. The next page (too large to illustrate here) shows various options for the selected service
and content configuration.

9. Choose whether you wish to overwrite configuration or create new.

10. The option to create new services from backup is useful when restoring a new farm from
scratch after a disaster.

11.  Use Overwrite when replacing the existing configuration.

12.  Click the Start Restore button to begin the restore process.

Using PowerShell

As one might expect, SharePoint allows administrators to perform farm backup with PowerShell.

Note Before embarking on this route of backup/restore, ensure that the user running the script is a member of the
SharePoint_Shell Access role in the main SharePoint configuration database and is a member of the Windows security
group WSS_ADMIN_WPG.
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Follow these steps to back up the farm using PowerShell.

1. From the Start menu, choose All Programs.

2. Click Microsoft SharePoint 2013 Products.

3.  Click SharePoint 2013 Management Shell to launch the console.

4. Type the following text into the console, replacing the appropriate placeholders:

Backup-SPFarm -Directory <Backup Folder> -BackupMethod {Full | Differential}
[-Verbose]

5. Add the [-Force] parameter to force overwrite of existing backup files.

6. Add the [-ConfigurationOnly] option to backup configuration without content.
Follow these steps to restore a farm from backup using PowerShell.

1. From the Start menu, choose All Programs.

2. Click Microsoft SharePoint 2013 Products.

3. Click SharePoint 2013 Management Shell to launch the console.

4

Type the following text into the console, replacing the appropriate placeholders:
Restore-SPFarm -Directory <Backup Folder> -RestoreMethod {New | Overwrite}
[-Verbose]

5. Add the [ -Force] parameter to force overwrite of existing backup files.

6. Add the [-ConfigurationOnly] option to backup configuration without content.

SharePoint 2013 Request Management

Request Management is a new feature of SharePoint 2013. Although the topic of Request Management does not
directly relate to disaster recovery and health, I wanted to include mention of this new service in this chapter because
Request Management maintains load on a SharePoint farm, and therefore correlates to the overall health of your
SharePoint 2013 farm.

Request Management allows SharePoint to understand more about, and control the handling of, incoming
requests for pages, documents, and any other content that SharePoint may deliver to end users. The Request
Management service encompasses a rules engine to make decisions on delegation of server requests to different
servers in a multi-server SharePoint 2013 farm.

A new SharePoint service called “Microsoft SharePoint Foundation Web Application” handles Request
Management for the SharePoint farm. The following steps show the location of this service in Central Administration:

1. Navigate to Central Administration.

2. Click the link for Manage Services on Server, under the System Settings heading.

3. Scroll down the list of services.

4. The Microsoft SharePoint Foundation Web Application should have a state of Started.

As the service name suggests, Request Management is part of the core SharePoint platform and available to all
versions of SharePoint 2013, including Foundation.

Wait a minute! Request Management sounds like the job of a load balancer, outside the responsibility of
SharePoint. Yes and no. Any administrator responsible for a multi-server and multiple web-front-end SharePoint
farm is probably aware of the role of a hardware or software load balancer. A load balancer sits in front of all incoming
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requests and redirects traffic to one of a pool of web servers, depending on availability of these servers. Typically,
load balancers make determinations on what server they forward requests to based on DNS settings and servers that
respond to IP requests. Some more intelligent load balancers can monitor server utilization and route traffic based on
available load. However, SharePoint is a dynamic platform, which might consist of many different servers, providing
different services. Some servers in a SharePoint farm may provide multiple functions. Request Management provides
better granular control over which servers receive which requests, based on data in each request. For example, by
looking at the user agent, content type, etc. within a request, the Request Management service can direct traffic to a
SharePoint server that is best equipped to service a response.

The Request Management Process

Request Management consists of the Web Application service, running on every SharePoint server in the farm. This
is important to note—Request Management requires knowledge of the performance and characteristics of each
SharePoint server available to service requests, and this is the job of this service.

The Request Manager (the service running on each SharePoint server) provides three levels of operation:

¢ Load balancing
e  Prioritization
e  Throttling and routing

Figure 5-21 illustrates rule flow of Request Management in SharePoint 2013. Based on a set of routing rules,
Request Management makes decisions on where to route server requests.

Routing rule #1

T 34M
Z M

Routing rule #2

€ 3dMm
T 34M

Routing rule #3 ——J_)

Figure 5-21. Request Management flow

Each potential target server to respond to a request resides within a machine pool. Each server in a machine
pool has a static weighting and health weighting, which the routing rules use to determine the eligibility of servers to
service requests. Static weights are numeric values assigned by administrators to weight particular servers in the farm,
whereas SharePoint changes health weights as the performance and health of servers changes over time.

Routing rules group into execution groups, of which there are three: Execution Group 0, 1, and 2 (Execution
Group 2 not shown in Figure 5-21). Any rule not explicitly assigned to an execution group assumes Execution Group 0.
Execution groups denote precedence; rules in Group 0 are evaluated before those in Group 1, which are evaluated
before those in Group 2. It is the job of routing rules to determine which machine pool will service an incoming request.

Throttling rules (not shown in Figure 5-21) refuse incoming requests that match these rules, and act as a
gatekeeper for all requests. For example, requests that have inappropriate parameters or request data might trigger a
throttling rule.
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The Request Manager evaluates which server shall service an incoming request as follows:

1. Compare the request with a set of throttling rules; if the request matches any of these rules
then refuse the request.

2. Evaluate the request by matching it against all routing rules in Execution Group 0, followed
by Execution Group 1, and then Execution Group 2.

3. Depending on matching to routing rules in a specific execution group, route the request to
the machine pool associated with the routing rule satisfied by the request.

Any routing rule can route requests to any machine pool. The presence of the routing rule in one of the execution
groups ascertains priority. Thus, rules in Execution Group 0 will evaluate first and target machine pools determined
best equipped to satisfy the requests.

Request Management Administration

There is no browser user interface for Request Management in SharePoint 2013. Instead, administration of Request
Management is via PowerShell Cmdlets.

The following example demonstrates how to get access to the Request Management settings for a particular web
application:

1. From the Start menu, choose All Programs.
Click Microsoft SharePoint 2013 Products.

Click SharePoint 2013 Management Shell to launch the console.

Eal N

Type the following text into the console:

$app = Get-WebApplication "http://webappUrl"
$rmSettings = $app | Get-SPRequestManagementSettings
$rmSettings

You should see a list of settings for the Request Manager associated with the web application. Figure 5-22 shows
a screenshot from my console when I executed the previous PowerShell Cmdlets to retrieve the Request Management
settings for my default web application.
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#1. SharePoint 2013 Management Shell o = |

PS C:sUserssrgarrett? SrmSettings = %app ! Get-SPReguestManagementSettings ZI

PS C:wUsersrgarrett? SrmSettings

MName H

MinimumCacheRefreshT ime : @8:808:15

Rout ingEnabled : True

Rout ingScheme = Default

RequestBufferLength = L24288

MaxRequestBufferCount = 1888

RequestTimeout : B8:81:48

RegquestExecutionTimeout : @1:80:88

Rout ingHealthScoreDepreciationTime = BB:00:82

PingInterval : B8:80:82

PingfAvailabilityThreshold T B.3333333333333233

PingFailureLimit = 3

PingPassLimit =1

ThrottlingEnabled = True

Rout ingRules S

ThrottlingRules S

MachinePools = {3

Rout ingTargets = {ROBDEMO-SP}

Islnitialized : True

T ypeHame : Microsoft.SharePoint.Adninistration.SPRequ
estManagementSettings

DisplayName H

Id : ?df43f3d-ci1B8a-41b2-adfc—7?52faal4B81d4

Status : Online

Parent : SPUebfipplication Hame=Portal

Uersion H 6

Properties HEE

Farm : SPFarm Mame=ROBDEMO_Config

UpgradedPersistedProperties HEE

PS C:sUserssrgarrett?

Figure 5-22. Request Management settings for web application

The following set of steps demonstrates how to create a couple of machine pools:
5. Type the following PowerShell Cmdlets into the console:

$pooll = Add-SPRoutingMachinePool -RequestManagementSettings $rmSettings
-Name "Machine Pool 1" -MachineTargets @("Server1", "Server2")

6. The previous PowerShell assumes Server 1 and Server 2 belong to a new machine pool,
called Machine Pool 1.

7. Add another machine pool, as follows:

$pool2 = Add-SPRoutingMachinePool -RequestManagementSettings $rmSettings
-Name "Machine Pool 2" -MachineTargets @("Server3")

8. The previous PowerShell assumes Server 3 belongs to a new machine pool, called
Machine Pool 2.

9. Now to add some static weightings for servers in the pools.
10.  Enter the following PowerShell Cmdlets:

$rmServerInfo = $rmSettings | Get-SPRoutingMachineInfo -Name "Serveri
Set-SPRoutingMachineInfo -Identity $rmServerInfo -StaticWeight 8

11. Repeat step 10 for each server in both pools.
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12.  With the machine pools created and servers in those pools, I will demonstrate adding a
throttling rule.

13.  Type the following PowerShell Cmdlets to add a throttling rule when the user agent
includes “Robot”—this rule will prevent any search engine with the word “Robot” in the
user agent from issuing requests.

$criteria = New-SPRequestManagementRuleCriteria -Property UserAgent
-MatchType Regex -Value ".*Robot.*"
$rmSettings | Add-SPThrottlingRule -Name "Refuse Robot Agents" -Criteria $criteria

14. Now to add some routing rules, which bind to machine pools. Enter the following
PowerShell Cmdlets:

$criteria = New-SPRequestManagementRuleCriteria -Property Url -MatchType
Regex -Value ".*\.pdf"

$rule = Add-SPRoutingRule -RequestManagementSettings $rmSettings -Name
"Handle PDF Requests" -ExecutionGroup 0 -MachinePool $pooll -Criteria
$criteria

15.  The previous PowerShell Cmdlets create a new request rule that forwards all requests for
PDF files to Machine Pool 1. The rule resides in Execution Group 0.

16. Experiment by creating more throttling and routing rules. Once complete, you can survey
the rules with the following PowerShell Cmdlet:

Get-SPRoutingRule | $rmSettings

The previous set of steps took you on a whirlwind tour of Request Management with PowerShell. I recommend
that you read more on the subject of Request Management and planning for your particular scenario. Many of the
Cmdlets in the previous examples include additional parameters—especially the rules Cmdlets, which support
multiple property and matching types.

Health and Monitoring

The health of your new SharePoint 2013 deployment is very important. Your organization, you, and your
administration team have likely spent considerable time installing, configuring, and deploying SharePoint to
accommodate the needs of the enterprise. In my time as a SharePoint architect, I have seen a number of organizations
stop here, but the fact of the matter is that SharePoint requires a certain amount of care and feeding, just like any
enterprise computer system. This is not to say that SharePoint left alone will fall over in time, but as more users pump
data into the system, eating up storage space, and the system grows a larger user base, administrators should expect to
monitor SharePoint and the underlying server infrastructure for stress areas and efficiency optimization.

Organizations understand that it is costly to stand up large-scale enterprise systems, and they rely on them as an
integral part of their daily business. Spending more money ensuring that such systems remain healthy and sustain
significant uptime is just as important as the upfront investment in the creation of the system. Consider how much
money an organization might lose if its core information system falls over and suffers downtime.

Earlier in this chapter, I covered disaster recovery. I demonstrated several planning techniques to recover in the
event that your SharePoint infrastructure fails. Disaster recovery is akin to planning for what to do when a hurricane
hits your town, but it would sure be nice to factor in some notice before the storm hits—this analogy is what health
and monitoring is all about.

In the previous versions of SharePoint, administrators tended to work in reactive mode—typically, users of the
system would report performance issues or loss of access to their data in SharePoint, and the IT department would then
jump on the case to rectify the issue. SharePoint now provides health and monitoring features to give the IT group a
heads-up of potential issues in the platform, long before users ever see an issue. In the remainder of this chapter, I shall
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describe these new features. I will discuss how to configure these features to give you advanced warning of problems
brewing in the platform, so that you may remedy issues and users may never know there was a problem in the first place.

Logging

Logging is an important part of health monitoring because it is via various log files that SharePoint may alert
administrators to issues in the system. The Unified Logging Service (ULS provides administrators with an extensive
dump of information, warnings, and errors occurring in the platform. When something goes wrong, the user typically
sees either a custom-developed “oops” message in his or her browser, or a default SharePoint error message. It is the
job of SharePoint administrators to find out what went wrong, and the ULS logs will likely give an indication of the
problem—especially if it is recurring.

Note By default, the ULS logs live on each SharePoint 2013 server in the Logs folder of the hive, typically
c:\program files\common files\Microsoft shared\web server extensions\15\logs.

Figure 5-23 shows the explorer view of the ULS log folder on my SharePoint 2013 development server.
The log folder consists of a number of files, both log and usage files (all text files), that have a file name in the format
of year, month, day, and time. If you crack open any of the log files you can see lots of detail, reported by the various
functional areas of the SharePoint platform—notice that the Timer Service reports lots of information events.

=3
| G \:)v ‘ .~ ROBDEMO-P = Local Disk (C:) = Program Files = Commeon Files = Microsoft Shared ~ Web Server Extensions = 15 = LOGS = - & | Search LOGS @J
Organize ~ Indudeinlibrary ~  Sharewith v  New folder
¢ Favarites Name “ Date modified Type Size IL
Bl Desktop ClientServiceActionlisage 1/19/2013 5:40 PM File folder
‘*’ Dawnloads ClientServiceRequestisage 1/19/2013 5:40 PM File folder
=1 RecentPlaces FeatureUsage 12002013 11:92 M File folder
5 Libraries FileUsage 1/15/2013 6:30FPM File folder
3 Documents MicroblogUsageTelemetry 1/20/2013 11:45AM  File folder
& Music Requestisage 1/20/2013 11:45AM  File folder
[ Pictures ServiceCalls 1/20/2013 11:45AM  File folder
& videos SPDistributedCacheCalls 1/20/2013 11:45AM  File folder
Tasklsage 1/20/2013 11:45AM  File folder
8 ROBDEMO-SP
TimerJobUsage 1/20/2013 11:45AM  File folder
G etwork WSSSyne 1/20/2013 11:45AM  File folder
| AdminService.log 1/20/2013 11:40 AM Text Document 11KB
| PowerShell_ConfigurationDiagnostics_1_15_...  1/15/2013 6:06 PM Text Document 1,502 KB e
|| PowerShel_ConfiguratiorDiagnostics_1 15 ... 1/i5/20136:11PM  TextDocument 1,475 KB
|| PowerShel_ConfigurationDiagnostics_1_15_...  1/15/20136:17 PM Text Document 1,475 KB
|| PowerShell_ConfigurationDiagnostics_1_15_...  1/15/20136:20PM Text Document 1,475KB
|| Powershell_ConfigurationDiagnostics_1 15 ...  1/15/20136:23PM Text Document 1,475 KB
|| PSCDiagnostics_1_15_2013_18 0_51 773 ...  1/15/20136:00PM Text Document 519 KB
|| PSCDiagnostics_1_15_2013_18_21_22 603... 1/15/20136:21PM  TextDocument 363 KB
|| PsCDiagnostics_1_15_2013_18_32 57 251..  1/15/20136:32PM Text Document 369 KB
|| PSCDiagnostics_1_19_2013_17_11_30_744...  1/19/2013 5:11PM Text Document 369 KB
|| PSCDiagnostics_1_19_2013_17_14_24_742... 1/19/20135:14PM  TextDocument 363 KB
PSCDiaanostics 1 20 2013 11 42 21 517... 1/20/2013 11:42 AM Text Document 369 KB LI
40 items

Figure 5-23. The ULS log folder on a SharePoint 2013 server

Viewing the ULS log files in the raw is not always helpful. Fortunately, you can download a ULS viewer
application to browse ULS. Explicit details of the ULS viewer application are outside the scope of this book, but the
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tool provides filtering capabilities and continued monitoring of the log entries in real time. I strongly recommend this

tool to anyone looking to scrutinize the ULS log for SharePoint issues.

Note Download the ULS viewer tool from http://archive.msdn.microsoft.com/ULSViewer.

SharePoint allows you to fine-tune the ULS log files to contain information most important to you

. The Trace Log
Windows Service, which controls output of the ULS log files, also operates in a variety of verbosity modes, ranging
Central

from error reporting to very detailed information for every action in the platform. As you might expect,
Administration is the place to configure the ULS settings, as demonstrated in the following steps:
1. Open Central Administration.
2. Click on the Monitoring link.
3. Click the Configure Diagnostic Logging link.
4. SharePoint shows a page like that in Figure 5-24.
- O X
&« @m) hitp://robdemo-sp.robdemo.local:2013/_a O + & H B Diagnostic Logging | | iy 77 &
File Edit Wiew Favorites Iools Help
o £ Timesheets [§] My Site
SharePaint Newsfeed SkyDrive Sites [EISEEUECENE TANE o N d
O sHare O
]
Central Administration Event Throttling
application Use these settings to control the 0101 2 CAtegOY
Management severity of events captured in Category Event Level Trace Level
N the Windows event log and the 5 [ Al Cat
System Settings trace logs. As the severity ategonies
o decreases, the number of events =[] Access Services
Monitoring logged will increase. # [] Access Services 2010
Backup and Restore You can change the settings for @ [ Business Connectivity Services
Security :2(’;;3':5 [S::;;i:z;;l ‘RT ol @ [] Document Conversions
Upgrade and Migration categories willlose the changes ® [JDocument Management Server
to individual categories 3 Den !
General Application eApproval
Settings @ [] Education
Apps 8 [JExcel Services Application
El
Configuration Wizards ® Linfopath Forms Services
# [Joffice Automation Services
@ [JOffice Services Infrastructure
# [ performancePoint Service
@ [Jsearch
® [Jsecure Store Service
# []services Infrastructure
@ [JsharePoint Express
# [ sharePoint Foundation
# []sharePaint Foundation Search
© [JsharePoint Portal Server
# [JsharePoint Server
@ [JsharePoint Server Search
@ []SharePoint Translation Services
@ [Visio Graphics Service
@ []Web Content Management
@ []Word Automation Services
Least critical event ta report to the event log
Least critical event to report to the trace log ©
2
®100% -

Figure 5-24. ULS logging configuration
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Expand the Categories node.
Specify the types of events you wish SharePoint to log in the ULS logs.

When an error occurs in the platform, SharePoint reports events to both the ULS and
Windows event log; you may control the severity (verbosity level) of events logged to both
in the Throttling section of the page.

Note This page does not show you the current configuration for throttling; it defaults to empty drop-down controls
and no categories selected.

Flood protection consists of preventing SharePoint logging the same repeated event to the
Windows event log when a consistent problem arises. For example, if a timer service job
runs every five minutes and fails, you really do not want hundreds of event log errors of the
same message because an administrator did not get to the issue for a few hours.

Finally, the Trace Log section defines the location of ULS log files, the number of days of
history to store, and the maximum size of log files.

Note When changing settings for diagnostic logging, | recommend you restart the SharePoint 2013 Tracing Service in
Windows Services. Also, stop this service if you need to delete any of the ULS log files.

Correlation IDs

Since the previous version of SharePoint, Microsoft has introduced Correlation IDs GUIDs (Global Unique Identifiers)
that map an event in SharePoint with the error or warning in the ULS log (see Figure 5-25). Prior to SharePoint 2013,
the administrator had to hunt and peck through the log files looking for the event that caused the error. Correlation
IDs now allow a user experiencing a problem and an error page to send the ID to the administrator to find more
details about the issue.

%)

Error

& list, survey, discussion board, or docurment library with the specified title
already exists in this web site, Please choose another title,

Troubleshoot issues with Microsoft SharePoint Foundation,

@ion 1D 5113c2e9-83f7-4105-9c63-072415844d26

Date and Tirme: 1241372009 2:10:36 PM

G0 back to site

Figure 5-25. Correlation ID in a SharePoint error page
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As well as using a text-editor-find action to find errors in the ULS log files, SharePoint includes a very nice

PowerShell command to simplify finding the messages with a given Correlation ID:

Get-SPLogEvent | ?{$ .Correlation -eq "<ID>"}

The Logging Database

The logging database in SharePoint provides developers with a central data store to capture all events occurring in
the platform. Microsoft introduced the logging database both to provide a transactional database of all events for
easy query and to herd developers away from executing custom queries directly against content and configuration

databases in the farm.

The logging database provides a central location to query all events occurring in the farm, whereas ULS logs only
report information per the verbosity settings (see previous sections of this chapter) and spread across servers in the

farm. The following steps demonstrate how to configure the logging database for your farm:
1. Open Central Administration.

Click the Monitoring heading link.

Click the Configure Usage and Health Data Collection link.

> e N

Figure 5-26 shows a page for configuring the health data collection events.

&« @m) htp://robdemo-sp.robdemo.local:2013/_ac O ~ & H B Configure web analytics an... | |

File Edit View Favortes Tools Help
9% £ Timesheets [5] My Site

SharePoint

tafoicd

Newsfeed SkyDrive Sites

Robert Garrett~ £ 2

Q) stare

Configure usage and health data collection o

Warning: this page is not encrypted for secure communication. User names, passwords, and any other information will be sent in clear text. For more information,
contact your administrator.

Central Administration

Application

Usage Data Collection
Management

Usage data callection willlog everts P ENable usage data collection

whenever various events occur in
your SharePoint deployment. Usage
Logging enables analysis and
reporting, but also uses system
resources and can impact
performance and disk usage.

System Settings
Monitoring

Backup and Restore
Secunty

Upgrade and Migration

Event Selection

General Application Events to log:

Configuration Wizards

performance and disk usage. Only
log those events for which you want
regular reports.

For sporadic reports or
investigations, consider turning on
logging for specific events and then
disabling logging for these events
after the report er investigation is
complete.

Settings Logging enables analysis and
- reporting, but also uses system ] Analytics Usage
Apps resources and can impact

W] App Monitoring

W] App Statistics.

[J Bandwidth Monitoring

W] Content Export Usage

W] Content Import Usage

] Definition of usage fields for Education telemetry
] Definition of usage fields for microblog telemetry
W] Definition of usage fields for service calls

1 Definition of usage fields for SPDistributedCache calls
W1 Definition of usage fields for workflow telemetry
M Feature Use

] File 10

W1 Page Requests

] REST and Client API Action Usage

®00% -

Figure 5-26. Configure Health Data Collection
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5. Ensure that the topmost check box is checked to enable usage data collection.

6. Select the events you wish SharePoint to capture.

Note In the Usage Data Collection Settings section, notice that the location defaults to the same folder as ULS logs;
if you look into this folder you should see usage files as well as the familiar log files.

7. Check the box for the Health Data Collection setting to monitor SharePoint farm health,
which is in addition to usage.

8.  Click the Health Logging Schedule link if you wish to change the schedules that the health
logging timer services run (several of them).

9. SharePoint populates the logging database using the various usage files on each
SharePoint server.

10. Atimer service collects data from these files and populates the database configured in the
Logging Database Server section.

11.  Click the link to configure the schedule of the log collection timer service.

Allow the usage collection to run for a day or two and interact with your farm to generate usage events. Next,
I shall show you the logging database, which in my farm is the ROBDEMO_UsageandHealth database.

1. Open SQL Server Management Studio.
2. Navigate to the logging database.

3. Ifyou expand the Tables node, you should see a large number of partitioned tables,
which is not too helpful.

4. Expand the Views node instead.
5. You may execute SQL queries against the views.

6. InFigure 5-27, Iran a select T-SQL statement over the dbo. FeatureUsage view.

141

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 HEALTH MONITORING AND DISASTER RECOVERY

%, Microsoft S0L Server Masagement Studi i
Be EM Wew Ouery Bropect Debug Teol  Wiedow Coewmrily  Helo
Svewouery | U | 5 5 | | W b B g

I D naid - frw.wbu.,_};n@;—a' @@@_
e 1
Comect- § 83 w ] Tl | et corvanon parametens. -
= 3 Do = :
= Db s Couties - ]
4 [ Database S be Stabus
1 | ROEDENE fdminContent AT I
71 | FesDEMO T
# | ROIDIMG S
[ FOA0EME Mesaata

31 | ROBEND Porstontent
o | mosoeMo o

7 | J ROBDEMO Securestre N edTine] R |
# | ROSDEMD Socel FIOM [MOBDFMD UaageledBealek] . [dbe) . [Featuselaage] |E('A'w-ﬁ=r.ruv rabdama-20 RODEMO]
H [ RO StateServic | & connection Details |
2 [ RO _Sbrotertangt —— @

5 | ROBOEMS Sy

7 (2 ews
5 [ Syt s
[T dotoxttwmace -
(R — o | _'I—J
3 o Qemteraceartenisace | | (] Rente | ) Msssacs | |
A g Fartborid | Rkl LogTes MachuveHare | Famid GhaSubecobond T Cheriogn =]
= D‘ :'::‘:M i 0 [ IS SO OGN J1IOLIS TN RORDTMO-SP | TATIB 1SS0 ACA MTASES 14T | DO0C0000-0000-0000-0000-000000000000  AORDTNG e
ffesionaet 2 v CRERFTTTAFEN SSEDODCFFERER 20130116 2AIET45]  AOEDEWDSP | BITAATIE I6501FSACA SETAEGEIE0C et
oy r—" R ICHIFTTIMEE I SSUD00CINTISES 213011 574 ACEDEMO-SP 173 28 O b et
£l o Impartisge i EDESETT UG NV SFOQOCIFFEEA 201301IE 20N AOEDEWDIEE | BITALTIE 650ATFGACA SETAEGEE0C
£ choMoutsogussgeTeenetry ||| [5] 1 MSFEIASITONCINTTERA | MIMMIS TN AOAOTMOSP | DIM4TIAISS01FS-A0C -
D. b e | » 5 £01) SUFOOIOCIFFESEA 200116 2330207 AOEDEWDSS | BITAATI03650-41F9A0A S 140601230
1 o ER R I ASFOM0CINTESIA 13015 MW ACEDIMDEP 4173 A i wsbecc'egamntt |
£ o tondmmieasssts 2] = T SFOCOCIFFEGEA  J01301IE M0 N  AOEDEWDSE  BITAATIS I650A1FSACA STAEGEI0C
RIS ———— T R 7 JEN1STOM0CINTISIA  01IOLIEEIIIAAE  MOSDIMO-5P 4173200 -
# [l cbo.ServioeCals CHED TROEFEIOELEIEN SUFOUICISFPESEA.  Z3MEMO20448] ROSDEMOSF  BIT4ETIEI65H-21FSANCA SETAEE1A3C 00000000000 rparell
5 E: o S TOMFEN-SEIEIN STOM0CINTESIA  J1IO1IEMOIMAR  ROBDTMOSP | ITA4TIRSS0417I 200 -
B 2 o B TADBFET0GSE2 E2N GEFDO0CIRFEREA 0130116 (0204480 ADEDEMOSE  B27A4725.3650 4179 ASCA S4T40561 30
1 (] cbosaateneicats EnEd TOONTIDASE221 1 ASFDONCINTIERA | 0130116 A2 AR ROBDITMO-5» -
9 ) o Tecbnage: | e 30051 EHIEDN SHDDONCEFFEREA  HN3011G 2131361 AOEDEWDES  BITALTIE 650419 AGCA SETUESE1 4300 2D
7 3] ke a5 ™ SADOGMTBNNZN1ASIDONCINTEERS 131192314 2517)  RORDITMD-5 . :
i il : SEas _'l_l |
Y bt Y e e (10,505 | ASOEMIgenett (52 | mester | 080000 | S2rows ||
i it o v

Figure 5-27. SQL Server Management Studio and the logging database

The logging database also contains a number of stored procedures that return tabular usage data. As you can see,
the logging database provides a nice collection of usage event data that developers may query in custom controls,
without having to dip into the main farm content and configuration databases. The premise here is that Microsoft
optimizes the configuration and content databases for SharePoint and does not guarantee consistency in the schema
between versions. The logging database is isolated from the other farm databases and offers consistency, allowing
developers the confidence that their queries remain working with future upgrades of the platform.

Analytics

In the previous version of SharePoint—SharePoint Server 2010—the Web Analytics Service Application maintained
usage and analytics data for the SharePoint farm. With the new SharePoint 2013 platform, Microsoft redesigned the
analytics components and integrated analytics with SharePoint search.

Note SharePoint 2013 replaces the Web Analytics Service Application of SharePoint 2010 with the new analytics
engine that is part of search.
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From a high level, the new analytics features of SharePoint 2013 provide the following advantages:
e  User recommendations based on usage data tracking
e  Promoted search results based on usage and visit tracking of content
e  More sophisticated usage tracking with the SharePoint search engine platform

e  Search is ubiquitous across the SharePoint platform and, therefore, better equipped to
manage usage and analytics

I cover search configuration and usage reports in Chapter 15.

The Health Analyzer

The previous few sections of this chapter were concerned with reviewing the health of SharePoint proactively. When

I first mentioned health and monitoring in this chapter, I said that SharePoint has the capability to monitor and report
itself and give administrators a heads-up when potential problems in the platform are brewing. This is the job of the
Health Analyzer. The following steps demonstrate how to access the Health Analyzer settings and reports from Central
Administration:

1. Open Central Administration.
2. Click the Monitoring heading link.

3. Review the links under the Health Analyzer heading.

Because the job of the Health Analyzer and reporting issues is important, you may notice that the Health
Analyzer displays a banner on the Central Administration home page when it detects errors or warnings. If you do
not see this banner on your Central Administration home page then all is good with your farm. Do not be alarmed
if you just installed SharePoint 2013 and now see a red or yellow banner (see Figure 5-28). The Health Analyzer
has a number of extensive rules, which it uses to report anything that might pertain to a configuration, security, or
operational issue. Sometimes, these rules trigger to warn users, but the issue is not always serious—such as the rule
that warns users of the potential to run out of disk space, which occurs if the amount of memory in the system is more
than half the available disk space on the system drive (for core dump purposes). This being said, you should pay
attention to every warning and error, just in case SharePoint reports a serious issue.

Note You should pay close attention to every warning and error reported by the Health Analyzer.
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Figure 5-28. Health Analyzer alerts in Central Administration

Click the View these issues link, which navigates you to the same page as the Review problems and solutions
link under the Monitoring heading. If the Health Analyzer has picked up issues to address in your farm, the Review
Problems and Solutions page should list those issues. See Figure 5-29 for an example from my development farm.
In my case, I was expecting a number of warnings in my development environment because I had not completed a
full farm configuration at the time I wrote this chapter, such as configuration of search and outgoing e-mail. If I were
configuring a farm for production, I would want to address all the issues reported.
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Figure 5-29. Issues reported by the Health Analyzer

1. Click any of the issues, and SharePoint will open a page with more specifics about the issue.

2. Insome cases, SharePoint can help you fix issues, with the Repair Automatically icon on
the dialog ribbon.

3. If SharePoint cannot automatically fix an issue, fix the issue manually and then come
back to the issue and click the Reanalyze Now icon to request that the Health Analyzer
determine if you remedied the issue.

The Health Analyzer uses a series of rules to determine if a particular area of the SharePoint platform needs attention.
1. Navigate back to the Monitoring page in Central Administration.
2. Click the Review Rule Definitions link.

3. SharePoint shows a page consisting of a standard list of rules (Figure 5-30).

145

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 HEALTH MONITORING AND DISASTER RECOVERY

&« @|B) hitp://robdzmo-sp robdemo.local2013/Lis © ~ & || B Health Analyzer Rule Defini... | | ) A 2

File Edit View Favorites Tools Help
5 ) Timesheets [5] My Site

SharePoint Newsfeed SkyDrive Sites [EEISIEUECEUT TN o B )

BROWSE | ITEMS  LIST ) sHare O
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Central Administration @ new item
Application All Rules
Management
System Settings v Title Schedule  Enabled  Repair Automatically

Menitoring
4 Category : Security (4)
Backup and Restore

Accounts used by application pools or service identities are in the local machine Administrators group. Daily Yes No
Security
. Business Data Cennectivity connectors are currently enabled in a partitioned environment. Daily Yes No
Upgrade and Migration
General Application Web Applications using Claims authentication require an update. Daily Yes Na
Settings The server farm account should nat be used for other services. Weekly  Yes No

Apps

4 .
Configuration Wizards Category : Performance (5)

site Contente Application pools recycle when memory limits are exceaded. Weekly  Ves No
Databases used by SharePoint have fragmented indices. Daily Yes Yes
Databases exist on servers running SharePaint Foundation. Weekly — Yes No
The paging file size should exceed the amount of physical RAM in the system. Weekly  VYes No
Databases used by SharePoint have outdated index statistics. Daily Yes Yes
The timer service failed to recycle. Weekly  ves No

4 Category : Configuration (38)

Alternate access URLs have not been configured. Daily Yes No
The Application Discovery and Load Balancer Service is not running in this farm. Hourly  Yes No
v
Automatic Update setting inconsistent across farm servers. Daily Yes No
®100% -

Figure 5-30. Rule definitions for the Health Analyzer

4. Click the name of any list item in the appropriate category to view the rule definition.

5. You may click the Edit icon to edit the rule list item—you may change the name, scope,
schedule, and whether SharePoint can configure the issue automatically.

Timer Jobs

Timer jobs work at the heart of a SharePoint farm. Each SharePoint server (web-front-end or application server)
hosts a SharePoint timer service, which is a Windows service. This service is responsible for running SharePoint
jobs—designated units of functionality to execute a designated time and perhaps recurring.

SharePoint relies on a vast number of timer service jobs to maintain operation of the farm. The following steps
demonstrate how to view the available timer job definitions in the farm:

1. Open Central Administration.
Click the Monitoring heading link.

Click the Review Job Definitions link, under the Timer Jobs heading.

Eal A

SharePoint displays a page like that in Figure 5-31.
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Monitoring Audit Leg Trimming Portal Monthly
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Figure 5-31. Timer Job Definitions

Timer job definitions are SharePoint Foundation Timer services, or associated with other SharePoint services,

such as the Access or Excel services.

5. Click the View drop-down box in the top right to list timer services by web application,

services, or list all jobs.

6. Click the name of any of the timer job definitions to see the details of the job.

Administrators may change the schedule of most jobs. They may also disable and enable jobs. SharePoint
allows creation of new jobs only via code and feature deployment, so seek a developer if you need a special job created.
Some of the functional features of SharePoint create timer jobs to perform their tasks; for example, Content
Deployment creates a new timer job to deploy content to another farm.

7. Navigate back to the Monitoring page of Central Administration.

8. Click the Check Job Status link.

9. SharePoint shows you a page of upcoming scheduled jobs, running jobs, and a history of
jobs executed, with their completion status (Figure 5-32).
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Figure 5-32. Timer Job Statuses

The Developer Dashboard

As much as this book is about administration and not development, I need to say a few words about the SharePoint
Developer Dashboard. Microsoft introduced this feature with SharePoint 2010, and it provides performance and tracing
information within SharePoint rendered pages. Developers (and administrators) may diagnose slow-rendering pages
using the Developer Dashboard. Figure 5-33 is an example of the Developer Dashboard output.
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IfI Developer Dashboard

= Request (GET:http://o14:80/Pages/default.aspx) (1331.15 ms, 13.18 MB)
= BeginReguestHandler (0.23 ms)
= PostAuthenticateRequestHandler (0.07 ms)
= PostResolveRequestCacheHandler (46.64 ms)
B GetWebPartPageContent (25.60 ms)
B GetFileAndMetalnfo (24.23 ms)
= GetWebPartPageContent (26.94 ms)
B GetFieAndMetalnfo (26.17 ms)
= GetWebPartPageContent#1 (24,46 ms)
B GetFileAndMetalnfo (24.18 ms)
= PostMapReguestHandler (0.01 ms)
= Add WebParts (2.95 ms)
B Press Releases (0,90 ms)
B Sandbox Web Part (0.14 ms)
B Developer Dashboard WebPart (0.11 ms)
B Bad Web Part (0.26 ms)
B Content Editor (0.32 ms)
= EnsureListitemsData (26.13 ms)
= EnsurelistltemsData®q (25.61 ms)
= SPPageStateControl:OnLoad (0.16 ms)
= 5PPageStateControl:OnPreRender (0.25 ms)
= Render Ribbon. (8.02 ms)
= Render WebPart Zone TopZone (24.20 ms)
B PRender WebPart Developer Dashboard WebPart (0.60 ms)
Render WebPart Bad Web Part (0.16 ms)
Render WebPart Sandbox Web Part (0.13 ms)
Render WebPart Content Editor (0,15 ms)
Render WebPart Press Releases (22.82 ms)
B st Transform (22.45 ms)
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Web Server
SPRequest Objects 3
Execution Time 1331.61 ms
Current User STEVE\speschka
Page Checkout Level Checkout

Current SharePoint Operations 1
Working Set Delta 13.18 MB
Log Correlation Id 07ccbd07-9cFc-4ehe-ab27-216ccf610fad
Database Queries

6.76 ms

5.06 ms

5.14 ms

23.18 ms

21.52 ms.

20.58 ms

6.73 ms

4,73 ms

6.10 ms

10,08 ms.

11.06 ms

8.11 ms

3211 ms

3.58 ms

5.12 ms

18.18 ms.

7.26 ms

20.79 ms

13.73 ms.

9.06 ms

8.82 ms

9.36 ms

10.68 ms

963 ms

3.80 ms

8.90 ms

Figure 5-33. Example output from the Developer Dashboard

The following STSADM command demonstrates enabling the Developer Dashboard:

STSADM-o0 setproperty -pn developer-dashboard
The following command disables it:

STSADM-o0 setproperty -pn developer-dashboard

-pv ondemand on

-pv ondemand off
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Summary

In this chapter, I discussed planning for disaster, and you read about how to recover in the event of service downtime.
Good planning of your infrastructure enables you to take advantage of warm standby scenarios, and I covered how
SharePoint may leverage SQL clustering, SQL mirroring, and failover.

SharePoint provides users of the platform with a degree of control over content integrity, via document
versioning and the Recycle Bin to recover deleted lists and list items.

No disaster recovery plan is complete without a mention of backup and restore of content and configuration.

I walked you through backup and restore of both content and SharePoint configuration, using Central Administration,
PowerShell, and STSADM tools.

Toward the end of this chapter, you explored the Health Analyzer, usage, and health monitoring capabilities of
SharePoint 2013 to alert administrators of potential problems in their SharePoint farm. As a nice treat for developers,
Iintroduced you to the Developer Dashboard, so that you may troubleshoot slow-rendering pages in SharePoint.

In Chapter 6, I will change topics and discuss user profiles and the social capabilities of SharePoint 2013.

See you on the next page.
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CHAPTER 6

Users, Profiles, and Social Networking/

SharePoint revolves around user collaboration. User collaboration thrives with user adoption of a SharePoint system,
and for a SharePoint solution to engage users requires integration of user identity in the system. In Chapter 7, I shall
cover security, which has an identity component and focuses on authentication in SharePoint 2013. In this chapter,

I will discuss user profiles, which map user identity to the details about users.

Each user profile in SharePoint retains metadata about a person using the SharePoint platform, such as their
role in the organization, photo, summary of skills, office demographics, and so on. After reading this chapter, you
will know what constitutes a user profile and how you can configure the User Profile Service (UPS) application in a
SharePoint 2013 farm, establishing two-way synchronization between user profiles in SharePoint and those of the
organization Active Directory. You will also learn about configuring people search.

Later in this chapter, I shall dive into social networking. Thanks to the proliferation of social networking sites such
as Facebook, Google+, and others in most people’s personal lives, social networking has crept into the business world.
Microsoft has addressed the need for social networking components, such as newsfeeds, event tracking, and likes,
within the SharePoint platform, and I shall highlight some of the new features within SharePoint 2013.

A User’s Profile

A user profile is a collection of data about a person. SharePoint synonymizes the term “people” with “users”; therefore,
user profiles in SharePoint consist of data about users of the SharePoint platform. When you think about the profile
of a user, you typically think about demographic information—name, address, phone, e-mail, and so on. SharePoint
stores this demographic data, and more, as fields in the user profile associated with a user in a SharePoint farm.
SharePoint terms these fields “profile properties.”

Users of a SharePoint site may view their profile at any time by clicking their name either on the top right of the
ribbon (followed by the About Me link), or next to any document or list item when shown. SharePoint will display a
page with main demographic information, a picture (if you have one in your profile), and other information about
you—such as the About Me description, and skills. Your profile page also includes an Edit My Profile link, allowing
you to edit your own profile. Later on in this chapter, I will demonstrate how to add profile properties, in addition to
the default properties included with SharePoint, so that users may add more data about themselves. Figure 6-1 shows
the default profile for my user identity in my SharePoint 2013 development farm. Notice that I added a picture to my
profile to make it appealing to those viewing it.
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We're almost ready!

About me .
While we set things up, feel free to change your photo, adjust your
Eeuple personal settings, and fill in infarmation about yourself.
Apps
. 1t could take us a while, but once we're done, here's what you'll get:
Tasks
Newsfeed is your social hub where you'll see updates from the people,
# EDITLINKS documents, sites, and tags you're following, with quick access to the apps

you've added.

SkyDrive Pro is your personal hard drive in the cloud, the place you can store
share, and sync your work files.

Sites gives you easy access to the places you'll want to go.

Figure 6-1. Default Profile page in SharePoint 2013

Similar to the way you view your own profile; other users of SharePoint may see your public profile information
by clicking your name where it appears next to list items and documents in the site. Your association with a user
governs how you see his or her profile. For example, users can set the visibility of their profile properties to Everyone,
Manager, Team, Colleagues, or just themselves.

If you are thinking that user profiles in SharePoint are very much like user records in Active Directory (or any
other directory system), you are right. Keeping user profile information in both places may seem like unnecessary
work, which is why Microsoft provided the User Synchronization Service in SharePoint, so you can populate user
profiles in SharePoint with those in your directory system. User Profile Synchronization now also allows you to
establish bidirectional sync, so that users may update their profiles in SharePoint and see the changes reflected in the
directory store. I will cover User Profile Synchronization in the next section of this chapter.

The User Profile Infrastructure

In this section, my aim is to give you some context for various architectural components that combine to make the
user profile and User Profile Synchronization infrastructure. Figure 6-2 offers a pictorial overview of the components
and provides a logical view of the services and service applications involved. Following this infrastructure overview,
you will configure a new User Profile Service and Synchronization in a virgin SharePoint 2013 farm.
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Figure 6-2. The user profile infrastructure architecture

Note Although most deployments of User Profile Synchronization use Active Directory, there is no reason why you
cannot configure User Profile Synchronization to another directory store, such as an LDAP service.

The User Profile Service Application

A SharePoint service application exists in a context similar to that of a SharePoint web application—it resides in
Internet Information Services (IIS) and offers application presence to other SharePoint and non-SharePoint services
on the network. Within Internet Information Services Manager 7.0 (INETMGR), expand the SharePoint Web Services
application to see a list of IIS applications, some with GUID names—these are the service applications hosted on the
current server of your farm.

The User Profile Service application is actually a WCF (Windows Communication Foundation) service, which
exposes service end-points. Other servers in the farm may leverage the User Profile Service application to access user
profile data. Discussion of WCF is beyond the scope of this book, but I will say that all SharePoint service applications
operate as WCF services and expose functionality via the standard WCF service patterns. The User Profile Service
application uses three SharePoint databases to host user profile-related data, which I will discuss in the section on
configuration, later in this chapter.

Administrators may configure multiple User Profile Service applications in the farm, but only one User Profile
Service application associates with a User Profile Synchronization SharePoint Service.
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The User Profile Service

The User Profile Service is a SharePoint service. Note that a SharePoint service is not the same as a Windows service.
SharePoint services exist only in the SharePoint context and consist of functionality abstracted into .NET assemblies
within the SharePoint platform and exposed to the administrator in the list of services in the SharePoint farm in
Central Administration. Take the following steps to view this list:

1. Open Central Administration.
2. Click the link Manage Services on Server in the System Settings section.
3. Look for the User Profile Service in the list.

Only one server in the SharePoint farm should have the User Profile Service running, which is the service
machine instance for the User Profile role.

The User Profile Synchronization Service

Like the User Profile Service, the User Profile Synchronization Service exists as a SharePoint service and lists alongside
its sibling User Profile Service on the server in the farm, delegated as the service machine instance for the User Profile
role. This particular service provides .NET wrapper functionality to SharePoint, beyond that provided by the Forefront
Identity Manager (discussed next).

Only one server in the farm should run the User Profile Synchronization Service, typically the same server
running the User Profile Service. This service associates with only one User Profile Service application and accepts
credentials under which the FIM operates.

The Forefront Identity Manager (FIM)

SharePoint bundles a lightweight version of the Forefront Identity Manager application, which has the primary job
of managing user and server identity. The FIM consists of two Windows services—configured by the User Profile
Synchronization Service SharePoint Service.

Note The FIM client tool, part of Windows, does not support customizing the FIM services that bundle in
SharePoint 2010 and 2013 but supports monitoring and troubleshooting.

The topic of Forefront Identity Management is outside the scope of this book, but it is worth understanding its
role in the User Profile Synchronization infrastructure as managing identity as it pertains to users in SharePoint.

You can find the FIM client tool for SharePoint at the following location on the service machine instance:
C:\Program Files\Microsoft Office Servers\14.0\Synchronization Service\UIShell\miisclient.exe.
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Configuring User Profile Synchronization

Configuration of User Profile Synchronization in SharePoint is a task that seems to give administrators more trouble
than any other area of SharePoint installation and configuration. User Profile Synchronization in SharePoint is
complicated and therefore gives administrators the most trouble when it does not work. Do not worry, though—I shall
guide you through the configuration of User Profile Sync on a virgin SharePoint 2013 environment.

Note The steps in this chapter assume no prior configuration of User Profile Service and no User Profile Service
application existing in the farm. They also assume the use of Active Directory (AD) as the source of user profiles, although
you may use another directory service.

Establishing Managed Accounts

Establishing the correct credentials and configuring the necessary services and service applications under the
correct set of credentials is essential to ensuring smooth installation and operation of User Profile Service and
Synchronization. Most of the time, when User Profile Service and User Profile Synchronization fails, it is because of
incorrect credentials, or credentials with insufficient privileges.

Chapter 2 introduced the notion of managed service accounts in SharePoint—rather than specifying
Active Directory account credentials everywhere, you can map these credentials to a managed account name in
SharePoint in one central location. Assuming that you have installed SharePoint 2013 and have access to the Central
Administration site, the following steps allow you to view a list of managed service accounts in the farm:

1. Open Central Administration.
2.  Click the Security section heading.
3. Click the link Configure Managed Accounts in the General Security subsection.

You should see a page similar to Figure 6-3, although you will likely see a different list of managed accounts from
that in my environment.
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Figure 6-3. Managed Accounts

Before you begin configuring the User Profile Service infrastructure, make sure the following statements are true:

e  SharePoint is installed and configured without a User Profile Service application (you can
delete the application and proxy from the managed service applications list).

¢  You have configured a farm account, e.g. DOMAIN\spfarm as a managed account.
¢  You have notlogged into the server or Central Administration as the farm account.
e  The farm account is not a local administrator on the server running User Profile Service.

e Your farm does not use a Fully Qualified Domain Name or IP address to connect SharePoint 2013
with SQL Server—use a SQL alias or NetBIOS name to avoid issues with provisioning
services later.

e  Your environment has the latest Cumulative Update applied.

With the above provisions met, you are ready to begin configuring User Profile Synchronization in your
SharePoint 2013 farm.
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Note Follow all steps, from this point on, in sequence. Do not be tempted to skip or attempt steps in a different order,
or you will risk failure in the setup.

The first step, and pertinent to this section, is to create some service accounts in your organization’s Active
Directory forest. In a typical SharePoint 2013 configuration, you will need at least the following three domain accounts:

e  DOMAIN\spcontent
e DOMAIN\spservices
e DOMAIN\spups
Ensure that these accounts exist as normal users with no password expiration. The DOMAIN\spups account must

have Replicating Directory Changes permission in the Active Directory. This account does not run any Windows or
SharePoint services nor does it run any application pools.

Note Not granting Replicating Directory Changes to the User Profile Service account is typically the first mistake
administrators make when configuring User Profile Synchronization, and this may lead to issues later.

The following steps detail how to grant Replicating Directory Changes from within the Active Directory Users and
Computers configuration snap-in (please note that these steps require AD Security Account Operators rights):

g

Log on to your server hosting Active Directory.

2. Right-click the domain name in Active Directory Users and Computers.

3. Choose Delegate Control and then click the Next button.

4. Addthe DOMAIN\spups account and click the Next button.

5. Select Create Custom Task to Delegate and click the Next button.

6. Click the Next button again.
7. Select the Replicating Directory Changes permission and click the Next button.
8.  Click the Finish button.

Next, you configure Replicating Directory Changes on the Configuration Naming Context for the domain:
1.  Run ADSIEDIT.msc.

Connect to the Configuration partition.

Select Configuration in the Select a Well-Known Naming Context drop-down list.

2
3
4. Right-click the Configuration partition and choose Properties.
5. Select the Security tab.

6

Add the DOMAIN\spups user to the list and give it Replicating Directory Changes
permission.
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Note When running the Domain Controller on Windows 2003 or earlier, add the DOMAIN\spups user to the Pre
Windows 2000 Compatible Access built-in group.

The SharePoint farm account must have Log on Locally rights on the server performing User Profile Sync. The
following steps detail how to configure this:

1. Logon to the server running SharePoint and host for User Profile Synchronization.
Open Administration Tools.

Open either Group Policy editor or the Local Security Policy editor.

Navigate to Security Settings, Local Policies, User Rights and Assignments.

Click Allow Logon Locally.

Make sure the farm account is either in one of the groups listed or explicitly listed.

N o e & Db

If running SharePoint on a domain controller (this is a bad practice), use GPMC.msc to edit
the default domain policy.

8. Execute GPUPDATE.exe from an elevated command line to refresh the policy.

Note At this stage, | recommend a server reboot to ensure that the DOMAIN\spups account picks up all permission
and policy changes—this will help avoid issues with the service provisioning process hanging later.

Next, register managed accounts for the DOMAIN\spcontent and DOMAIN\spservices accounts:
1. Open Central Administration.

Click the Security section heading.

Click the link Configure Managed Accounts, in the General Security subsection.

Click Register Managed Account.

Provide details for the two domain accounts to register.

@ o w0 b

You can register the DOMAIN\spups account if you like, but User Profile Service does not
use managed accounts and expects a Windows domain account, so there is little point.

With Windows domain accounts and managed accounts configured, now create two web applications—one
to host your site collection and another to act as the My Site Host. Use the content account as the application pool
account for both web applications. Create a new site collection in the My Site Host, using the My Site Host Template.
Flip back to Chapter 2 if you need a refresher on how to create web applications and site collections.
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Note As a best practice for large deployment (more than 5000 users), consider hosting a My Site Host in a separate
web application.

After creating a new host application for My Sites, and provisioning service accounts, you can now configure the
User Profile Service application.

Creating the User Profile Service Application

The following steps assume that you have completed the steps in the previous section to establish managed service
accounts. This is very important; failure to establish correct accounts and permissions affects the steps in this and
following subsections. Assuming that you have completed the prior steps with no errors, or issues, follow these steps
to provision the User Profile Service application:

1.

> LN

10.
11.
12.

13.

Open Central Administration.
Click the Application Management link.
Click the Manage Service Applications link.

Make sure no other User Profile Service application or proxy exists in the list. If there are
any, delete them.

From the ribbon, click the New icon and then select User Profile Service Application from
the list.

Give the new service application a name, such as User Profile Service Application.

Create a new application pool for the application and use the DOMAIN\spservices
account.

Check the names of the three databases—Profile, Sync, and Social. Either leave the default
names, or change them to your desired names.

Enter the My Site Host application (the form will validate this entry).
Select the managed path and site name scheme.
Leave the proxy setting as is.

Click the Create button and wait while SharePoint creates the User Profile Service
application.

If the NetBIOS name is different from the Fully Qualified Domain Name, configure the
service application with the following PowerShell script:

$upssa = Get-SpServiceAplication -Id <Guid of the User Profile Service Application>
$upssa.NetBIOSDomainNamesEnabled = 1
$upssa.Update()

You should now have a working User Profile Service application and proxy in your farm (you may need to refresh
the Managed Services List page). The next section details the steps for starting the necessary SharePoint services for
User Profile Synchronization.
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Starting the Services

At this point, you should have completed the steps in the previous sections and have a working User Profile Service
application and proxy. Take the following steps to start the User Profile Service and User Profile Sync Service

SharePoint Services:

1. Add the DOMAIN\spfarmaccount to the Administrators group on the server running FIM/UPS
(you can remove this account from the group later).

Open Central Administration.

N o e & Db

SharePoint

Perform an IISRESET and reset the SharePoint timer service.

Click the System Settings section title link.
Click the Manage Services on Server link.
If not already started, start the User Profile Service, which requires no options.

Start the User Profile Sync Service (see Figure 6-4).

Newsfeed SkyDrive Sites EESESEINWTINTIE

&

?

) SHARE

m User Profile Synchronization Service

Central Administration Select the User Profile Application.

Application
Management

System Settings

User Profile Service Apphcanon-\_’_l

Account name: *

Monitoring Please specify the service account name and password required to start the service.

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps
Configuration Wizards

Site Contents

Example: DOMAIN\user_name
Password: *

LLILIT I L]
anrin-n password: *

hooooooooo:lﬁ "

Figure 6-4. Starting the User Profile Synchronization Service

8. Select the User Profile Service Application in the drop-down.

9. Enter the farm password and click OK (Yes, the account is hard coded to the farm account,

which is less than ideal.).
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Wait. The status of the service will appear as Starting. Do not be alarmed if the status
remains in the Starting state for 10 minutes or longer, as SharePoint is doing a lot of work
to configure FIM.

While you wait, open the services control panel (SERVICES.msc).

You should see two Forefront Identity services in the list. The User Profile Sync Service
starts these services. Do not be tempted to start these services yourself—this will break User
Profile Synchronization in SharePoint.

Once the User Profile Sync Service has started, remove the DOMAIN\spfarm account from
the administrators group on the FIM/UPS server.

Perform an IISRESET and reset the SharePoint timer service.

If you have a named instance of SQL, you may need to allow inbound connections to
MSDTC on the server running FIM.

If all has gone according to plan and you have a green Started status next to both your User Profile Service and
User Profile Sync Service in your Services list, give yourself a pat on the back—if something goes wrong, it typically
happens before now.

Importing User Profiles from Active Directory

This procedure assumes you have completed the steps in the previous section—and thus have a working User Profile
Service application, and the User Profile Service and User Profile Sync Service started in SharePoint. The following
steps demonstrate setting up a connection to Active Directory to perform a profile import for the users in the domain:

1.

@ o~ w DN

Open Central Administration.

Click the Application Management link.

Click the link for Manage Service Applications.

Find the User Profile Service application, which you created earlier in this chapter.
Click to the right of the name to highlight the row; then click Manage from the ribbon.

If all is well, you should see a page like that in Figure 6-5.
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Figure 6-5. User Profile Service Administration page

7. Inthe Synchronization section, click the Configure Synchronization Connections link.
8. Click the Create New Connection button.
9. Give the connection a name and set the type as Active Directory.
10. Enter the forest name (you can use the domain name for purposes of demonstration).
11.  Select the authentication type as Windows.

12.  Enter the credentials as DOMAIN\spups and its password; you must use this account as it is
the account used by FIM to establish sync with AD.

13.  Click the Populate Containers button to get a list of containers, as shown in Figure 6-6.
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Figure 6-6. Populated containers for AD connection—import

14.  You might be tempted to click the check box for the entire domain, or hit that Select All
button. Avoid this; instead, expand the hierarchy and select the OU that contains the users.

15.  Click the OK button, and SharePoint will configure the import connection.

16. Navigate back to the User Profiles Admin page.

17.  Click the Start Profile Synchronization link.

18.  On the next page, change the radio button to Full Synchronization and click OK.

19. Refresh the User Profile Service Administration page, and you should see the
synchronization status on the right of the page change from Idle to Synchronizing.

20. The synchronization process is very slow! So be prepared to wait a while.

21.  To see the status of the import, you can click the Synchronizing link. For a more verbose
view of the import status, run the FIM client tool, available from C: \Program Files\
Microsoft Office Servers\15.0\Synchronization Service\UIShell\miisclient.exe.
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22. Assuming there were no errors, once the synchronization job completes, you can see the
number of imported profiles in the top right of the Admin page.

23. Inthe People section, click the Manage User Profiles link to search and view user profiles
for those users imported.

This completes configuration of the User Profile Service and Synchronization for what is the equivalent one-way
import that you could do with SharePoint 2007. The nice thing about SharePoint 2010 and 2013 is that User Profile
Synchronization works both ways—so users may update their profile in SharePoint and see the changes push back
to AD (or other LDAP system). The next section covers the additional configuration steps to write back to Active
Directory.

Writing Back to Active Directory

One-way synchronization from Active Directory to SharePoint is fine, but better is the ability to allow users to update
their profile in SharePoint and update the changes back to Active Directory. Two-way User Profile Synchronization
defines true user-profile synchronization as opposed to isolated import, which assumed that Active Directory (or the
LDAP server) was the single-point authority for all profile data. The following steps configure Active Directory and
SharePoint to allow write back of profile changes to Active Directory.

To allow write back to Active Directory, your DOMAIN\spups sync account requires additional directory
permissions—Create Child Objects (for the OU you are writing back into).

1. Logon to the server hosting your Active Directory.

Run ADSIEdit.msc.

Connect to the default-naming context for the domain.

Navigate down the tree to the OU that you wish to allow write back.
Right click the OU and select Properties.

Click the Security tab.

N o o &~ w0 D

At this point, you need to add the DOMAIN\spups user and grant Create Child Objects
permission and read and write permissions—but wait!

8. The DOMAIN\spups user already exists in this list because you delegated Directory
Replicating Changes permission. If you are tempted to add the additional permissions to
this user, do not. This will result in breaking the profile import.

9. From the dialog shown in Figure 6-7, click the Add button, to add the user again.
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Figure 6-7. Organzational unit security

10. Do notclick OK just yet.

11.  Click the Advanced button, and in the dialog that appears, scroll down to the instance of
DOMAIN\spups account that has <not inherited>.

12.  Click the Edit button.
13.  Ensure that the Apply To combo box value is This Object and All Descendent Objects.

14.  Click the check box in the Allow column for the permissions: Write All Properties and
Create Child Objects.

15.  Click OK several times to get back to the main ADSIEdit.msc window.

At this stage, the profile import connection, which you established in an earlier configuration stage, imports only!
If you think about it, this makes sense—could you imagine how upset HR might be if SharePoint were to overwrite its
profile data with user changes, without management control?

The following steps configure the User Profile Synchronization Service for more granular control of properties
written back to AD:

1. Return to the User Profile Service Administration page.

2.  Click the Manage User Properties link.
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Choose the property, with mapping to AD, to write back.
Make a mental note of the AD property-mapped field.

Click the combo box over the property name and select Edit.
Scroll to the section Property Mapping for Synchronization.
Click the Remove button.

In the Add New Mapping section, select the AD property in the Attribute combo box.

© © N o g ~ w

Change the direction to Export.
10. Click the Add button.
11.  Click the OK button to save changes.

You can now make changes to the data in the profile field you changed previously, and when the synchronization
process runs, you should see the changes for the property reflected in Active Directory.

User Profiles in SharePoint 2013

A user profile consists of a series of attributes that define the profile of a given user known to SharePoint. User profiles
effectively give individuals of the system—the users—substance in a SharePoint site by providing more details about
a user than his or her username, e-mail address, and display name. A user profile is synonymous with a struct, or
method-less class, in programming terms, that holds data in various fields. In fact, in the SharePoint API/Object
Model, there exists a class to access user profile properties. In a similar vein, DBA folks would synonymize a user
profile with a database record or SQL table.

With the basic principle of a user profile covered, the following sections will explore the various properties and
subtypes of a user profile in SharePoint 2013, including organizational profiles and properties, as well as audiences
and policy for user profiles.

User Profile Properties and Subtypes

SharePoint 2013 looks after user profile management via a dedicated managed service application. I will revisit the
User Profile Service and User Profile Service application later in this chapter, but at this stage, I can demonstrate view
of the user profile properties via the managed service in Central Administration, as follows:

1. Open Central Administration.
Click the Application Management link.

Click Manage Service Applications in the Service Applications section.

Eal

Scroll to the User Profile Service application—do not worry if you do not see one in the list;
I discussed configuring User Profile Service earlier in this chapter.

5. SharePoint shows the User Profile Service Admin page (see Figure 6-5 earlier
in this chapter).

6. Click the Manage User Properties link.
7.  Youshould see a page like that in Figure 6-8.
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Figure 6-8. User profile properties

In Figure 6-8, notice the Mapped Attribute column, which shows how a profile property maps to an attribute in
Active Directory, or other LDAP directory service, configured as part of User Profile Synchronization. Out of the box,
SharePoint provides a default set of user profiles to describe an individual in an organization. Not all profile properties
map nicely to Active Directory user attributes, which is why not all properties have a mapping.

Each profile property consists of a type, shown in the Property Type column in Figure 6-8. The property type
indicates the type of value data a user profile instance might contain for the property. For example, the First Name
property is a single String type, because first names typically contain alphanumeric characters and most names have
alength less than 255 characters (the SharePoint limit for strings). Other property types used by SharePoint include
integers, Booleans, date/time, unique identifiers, person, and binary.

Now to explore a user profile property—I will start with an easy one: the last name.

1. Scroll down the page shown in Figure 6-8 and find the Last Name property.
. Hover over the name of the property.

In the drop-down combo box, select Edit.

> W

You should see a page like that in Figure 6-9.
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Figure 6-9. Editing user profile property settings

The Property Settings page displays a number of sections for editing specific details about the property. Table 6-1
details the various sections.

Table 6-1. User Profile Property Settings Page Sections

Section Name Details

Property Settings Defines the name, display name, property type, length, and whether the property maps to
a term set in the term store

Subtype of Profile The subtype that this property associates (more on subtypes in a moment)

Usage The number of active profiles in the user profile store that have data values in this

property—this is important information because SharePoint search only indexes user
profile properties that have data; if this value is 0, then this property will not show up in
search mapping later

User Description Description of the property, displayed when users are asked to enter data for the property
when editing their profile

(continued)
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Section Name

Details

Policy

Edit Settings
Display Settings

Search Settings

Property Mapping for
Synchronization

Add New Mapping

Policy for the profile property; you will learn more about policy for user profiles later in
this chapter

These determine whether users can edit the data in this property or not
The context of where this property displays

Alias and Index settings for user profile search (more on user profile search later in
the chapter)

I briefly discussed use of this section and the next section in configuring two-way profile
synchronization—this section defines the property mappings to Active Directory and
LDAP stores

Section to establish a new mapping to an existing Active Directory or LDAP store
connection (configured in User Profile Synchronization)

User Profile Subtypes

User profile subtypes provide a more granular grouping of property types for a user profile. They allow the creation

of different kinds of user profiles, each with its own unique fields, for different purposes. For example, suppose an
organization wants a special user profile type for contractors to complete, which has all the attributes of a default user
profile but with additional properties. The following steps demonstrate creating the Contractor subtype.

1. Open Central Administration.

o o w b

Click the Manage Applications link.

Click the Manage Service Applications link under Service Applications.
Scroll down to the User Profile Service application.

Click to the right of the name and then click Manage from the ribbon.

From the User Profile Service Administration page shown, click the link Manage

User Subtypes.

7.  Figure 6-10 shows the page for managing user profile subtypes.
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Figure 6-10. Managing user profile subtypes

8. Enter a name in the Name field for the new subtype, such as Contractor.
9. Enter a display name.
10. Click the Create button.
11.  You should now see a new subtype listed in the section below this button.
12. Navigate back to the User Profile Service Administration page.

Next, you can create a new custom property to include in the Contractor subtype—one that regular profile users
need not populate.
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Adding Custom User Profile Properties

The SharePoint User Profile Service allows the addition of custom profile properties, in addition to those provided by
SharePoint. The set of user properties that SharePoint provides is quite extensive, but an organization may require its
own custom properties for capturing very specific details about people in the organization. Just like the out-of-box

user profile properties, custom profile properties surface in user profile pages, indexes for search, and groups in user
profile subtypes. The following steps show how to create a new user profile property and add this property to the

subtype created in the previous subsection:

1. From the User Profile Service Administration page, click the Manage User Properties link.

2. Click the New Property button at the top of the page.

3. SharePoint shows a new Profile Property Settings page with blank form fields to configure

the property (see Figure 6-11).

£ add User Profile Property - Windows Internet Explorer
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Figure 6-11. New User Profile Property page
4.  Give the property a name and a display name.
5. Setthe property type and max character length of the field—see Table 6-2 for a list of
available user profile property data types.
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10.

11.

12.
13.

Table 6-2. User Profile Property Data Types

Data Type

Description

Big integer

Large positive or negative 64-bit number

Binary Binary blog data (usually populated programmatically)
Boolean True or False
Date Date

Date no year

Date without the year (ideal for birthday)

Date time Date and time

E-mail E-mail address

Float Floating point number

HTML Text with Hypertext Markup

Integer Positive or negative 32-bit number

Person Username of another user in SharePoint or directory system

String (multivalue) Multiple lines of Unicode text

String (single value) Single line of Unicode text (255 characters)
Time zone Integer value indicating the time zone offset
Unique identifier 32-bit unique HEX based identifier

URL Uniform Resource Locator

Leave the check box for configuring term set unchecked—you will explore term sets in
a later chapter—this option effectively couples the property with a term set, so values
entered for the profile field map to a term in a term set.

In the Subtype of Profile section, choose the user profile subtype you created in the
previous subsection, and uncheck the default subtype.

Add an optional description.

In the Policy Settings section (not shown in Figure 6-11), set the privacy policy for the
property and the visibility of the property.

In the Search Settings, leave the check box for Indexed checked to surface data for this
property in people search results.

You may also map the custom property to a synchronization connection (see earlier on in
this chapter).

Click the OK button to commit the changes.

Assuming there are no errors on the form, SharePoint takes you back to the profile
properties list—notice the absence of the new property in the list; this is because you
created the property for the Contractor subtype, and by default the Properties page shows
those properties for the default subtype.
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14. At the top of the page, change the subtype to Contractor.

15.  Scroll to the bottom of the page and you should see the new property in the Custom
Properties section.

A Custom Profile Property and Subtype in Action

Having completed the steps in the previous two sections, you should now have a new custom user profile property
added, and you have contained this custom property in a new Contractor subtype. The following steps show the
subtype and custom property in action:

1. Navigate back to the User Profile Service Administration page.
Click the Manage User Profiles link.
For the sake of demonstration, I will create a new user profile by hand.

Click the New Profile button.

LA

Figure 6-12 shows the new user profile form.
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Figure 6-12. Create a new User Profile page
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6. Notice the combo box at the top of the page that allows you to change the subtype—select
the new Contractor subtype.

7. Changing the subtype to Contractor exposes the new property you added a few
subsections back, and thus defines this user profile as type Contractor.

8.  Scroll to the bottom of the page to see the new custom property.

Organization Profiles

SharePoint 2007 managed organization staff hierarchy via the Manager property of the profile, which was a property
of type Person. The main limitation of this approach is that it does not provide much flexibility to arrange an
organization chart. For example, if you reported to multiple managers, or you were not the manager of your direct
report, or if you had managers with multiple roles, then the organization chart became unmanageable in SharePoint 2007.
The Organization Profile feature of SharePoint 2010 and 2013 User Profile Service aim to remedy this issue with better
control over the organization structure.

Organization profiles work in a similar vein to user profiles. Within the User Profile Service Admin page, you should
see three links: Manage Organization Properties, Manage Organization Profiles, and Manage Organization Subtypes. The
steps for displaying management of organization properties, managing subtypes, and creating organization profiles are
similar, so I shall not repeat them; see the earlier sections of this chapter for details. The principles shown there apply to
organization profiles as well. Figure 6-13 shows the form to enter organization profile data.
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Security
Upgrade and Migration JE1 ¥
seneral Applicztion ription expressing what others should know about this
Settings
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Apps Names:
Configuration Wizards Team site: hitp:// Everyone
Site Contents |2 Display Order: Everyone
Parent and Members Show To
L% very
Parent: 8, [ Everyone
Specify this organization's parent, or the individual this organization reports to. -
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8 G

[™ Include direct reports of leaders as members,

[™ Include all direct reports and extended reports of leaders as members.

Figure 6-13. Create a new Organization Profile page
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Following are some points worth noting about organization profiles:
e  Every organization profile may define one or many leaders
e  Every organization profile may include one or many members
e Alldirect reports of a leader may be members automatically
e  Every organization profile has a mandatory parent person or group

e  Correct management of your organization chart in SharePoint allows users of your sites to see
a graphical org chart

Audiences

An audience defines a set of people who see fargeted content. Do not confuse audiences with SharePoint security
groups—although both combine a set of users, audiences define only those users who see specific content in lists and
list items, and you define membership of an audience by rule criteria, not explicit inclusion.

For example, a publishing page on a SharePoint site may include a specific content area that only certain users see.
Users who are not in the audience get to see all other content areas on the page, and the page itself. Only members of
the audience can view the specific content area with designated audience assigned. To accomplish this same behavior
without audiences would involve multiple page instances with different security permissions and duplicate content
across these pages.

You must compile audiences before use, and they can allow targeting of content at the list or list item level. The
following steps demonstrate how to create a new audience from the User Profile Service application and use the
audience in targeted areas. Start configuration in Central Administration.

1. Open Central Administration.

Click the Manage Applications link.

Click the Manage Service Applications link, under Service Applications.
Scroll down to the User Profile Service application.

Click to the right of the name and then click Manage from the ribbon.

From the User Profile Service Admin page, click the link Manage Audiences.

N o a > 0N

The page shown in Figure 6-14 displays the total existing audiences and any
non-compiled audiences.
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£ view Audiences - Windows Internet Explorer [_TO[ ]
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Backup and Restore

Security
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General Application
Settings

Audience Name Description Last Compiled Last Compilation Status Members

All site users All users who can access the site Mot applicable Not applicable Not
Apps applicable

Configuration Wizards

Site Contents

Figure 6-14. Audience list

8. Click the New Audience button.

9. Give the audience a name, description, and owner.
10. Decide whether members must satisfy all criteria or some criteria of the rules.
11.  Click the OK button.

12. Inthe next screen, shown in Figure 6-15, Create a rule based on the value of a user/group
property or user association.
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£ add Audience Rule: Rockville Office - Windows Internet Explorer
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Upgrade and Migration
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Settings Specify a single value to compare Rockville]

Apps
Configuration Wizards

Site Contents aK Cancel

Figure 6-15. Rule creation for an audience

13. Inmy example, I created a rule that all users of my audience must have the profile property
Office set as Rockville.

14.  Click the OK button when ready to save your rule.

The Audience Properties page, shown in Figure 6-16, details the audience you just created and the rule(s)
you applied for inclusion of users in the audience. Notice that the status of the audience shows as not compiled. I
mentioned earlier that any audience requires compilation. This compilation process allows SharePoint to process
the rules and process existing user accounts, such that SharePoint can deliver audience targeted content efficiently
for any member of the audience who views a page with targeted content based on this audience. Compilation is
an important process; without it, SharePoint would have to process rules for every audience definition applied to
targeted content. Compilation provides efficiency because SharePoint has processed rules ahead of time. Of course,
this means SharePoint must continually compile audiences as new users join the farm and audience criteria change.
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£ view Audience Properties: Rockville Office - Windows Internet Explorer
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Figure 6-16. Audience Properties page

In the prior steps, I demonstrated creating an audience with a single criteria rule—based on a user profile

property. Feel free to experiment by adding additional rules for more complex inclusion criteria. With the audience
defined, I shall now demonstrate how to compile your audience.

1. Click the Compile Audience link.

2.  SharePoint will now include members in the audience that satisfy the audience
inclusion criteria.

3. Once compilation completes (without error), click the View Membership link to see all
those members in the audience.

Note SharePoint updates audience membership based on a schedule, which you may change from the Schedule
Audience Compilation link in the main User Profile Service Admin page.
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Once you complete the compilation of an audience, you may then use this audience to target content to those
members for list items and Web Parts. The following steps configure audience targeting for a list:
1. For alist in your site collection, click the List Settings from the ribbon.
Click the Audience Targeting Settings link in the General Settings section.

Check the check box to enable audience targeting for the list.

> w0 N

Click the OK button.

To apply audience targeting for a specific list item, follow these steps:
1. View the properties of the list item.
2. Find the item field named Target Audiences.
3. Choose a compiled target audience and save the item.

Web Parts provide a location in their Web Part properties to assign targeted audiences.

Social Networking

“Social networking,” also referred to as “social computing,” is the practice of many people collaborating and sharing
information about their lives, preferences, thoughts, and feelings online. The IT industry and personal computing
space have seen a prolific increase in the adoption of social networking, through community-based web sites

like Facebook. comand Twitter.com, and collaboration via blogs and wikis. SharePoint has always been about
collaboration in the workspace, and with the large drive in social networking from the home and personal computing
space, corporations and non-corporate organizations are waking up to the benefits that social networking provides.

If you ask any person familiar with social networking to define it, he or she will most likely mention Facebook. In
recent years, Facebook has become a household name in the social networking space because it provides an intuitive
means for those who can use a computer and the Internet to share information about themselves and collaborate on
this information with others. Prior to Facebook, those with writing skills, and something to write about, hosted blogs
on sites like blogger.com and livejournal.com. In fact, the 1ivejournal.com site today is very different from what
it was a few years ago; it embraces collaboration and user adoption through information sharing and is no longer a
space to write a monolithic stream of thought.

SharePoint has always provided a level of personal space in the platform, from as far back as SharePoint Portal
Server 2003, with My Sites, which allow users in an organization to store documents and lists and disseminate their
own content to others in the organization. SharePoint 2007 went the next step and introduced wiki and blog site
definitions, and with the addition of public-facing web site capability via the publishing infrastructure, SharePoint
could participate in the public blogosphere world. SharePoint included many of the information-sharing and
content-tagging features that users have come to expect from other social networking platforms. SharePoint 2010 also
introduced the Managed Metadata Service, which allows organizations to build managed taxonomy of tags and allow
user self-expression tagging—folksonomy—with custom tagging capabilities. Blogs and wikis still exist in SharePoint,
only better—they now include the ability to host rich media in the form of video and audio content in their pages.

How has SharePoint 2013 enhanced the social networking scene? SharePoint 2013 includes all of the
aforementioned social networking features of SharePoint 2007 and 2010, with a fresh branding and new layout.
SharePoint 2013 also centralizes users’ social networking around their newsfeed—the core of any good social
networking platform. Users of SharePoint 2010 had use of the newsfeed. SharePoint 2013 makes the newsfeed easier
to use and more intuitive, and organizations no longer need to look to third-party tools to provide the rich immersive
experience they have come to expect from social networking.
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A feature new to SharePoint 2013 is integration of SkyDrive Pro, which allows organizations to treat SharePoint
like their professional version of the public SkyDrive offering from Microsoft. Users in the organization can
synchronize folders on their workstations with SharePoint, just as they do with the cloud at home. I discuss SkyDrive
Pro integration in detail in Chapter 14.

You will visit the social networking features of SharePoint 2013 in the upcoming sections in this chapter.
Those of you familiar with SharePoint 2010 will see how Microsoft has enhanced the look and feel and capabilities
in the platform.

My Sites

Each My Site in SharePoint exists as a personal site collection for individuals in the organization. My Sites provide

a space for users to store documents, host custom and out-of-the-box lists, access their profile information, show
their news, and contribute thru a blog, feed, and so on. The My Site is the central hub for identity in a SharePoint
infrastructure and is the place that each user can call his or her own. Just as a Facebook or Twitter account is the
identity of a user in these social network platforms, the My Site is the main area for users in their working social space.

Note SharePoint 2013 does not require users to have a My Site to view their user profile information. However,
My Sites tie together many of the social networking features and are a requirement for many of the social components.

Creating the My Site Host Site Collection

Each My Site exists as a separate site collection. Site collections provide a level of independence in that each defines
its own security model and each may reside in different databases from other site collections. Think of each site
collection as its own contained ecosystem for data, which makes them ideal for hosting each My Site—an ecosystem
for one particular user in the organization (flip back to Chapter 2 for more details on site collections). Since each My
Site is its own site collection, each My Site has at least one site collection administrator, who is typically the owner of
the My Site and person with whom a user profile associates.

SharePoint maintains many site collections for My Sites in a single web application, called the My Site Host
application. If you utilized the Farm Configuration Wizard to configure your SharePoint farm, then you likely have a
My Site Host application instantiated. Since this is an administration book, I shall assume that you want to know how
to create your own My Site infrastructure without the aid of the wizard. To start, I shall demonstrate the steps to create
anew My Site Host application and root site collection using the My Site Host template. As you so often do, start by
opening Central Administration.

1. Open Central Administration.
2. Click the Manage Web Applications link from the home page.

3. On the next page, if you see an application with a name that looks like it might be a My Site
Host, then the My Site Host application may already exist.

4. Click the New icon from the ribbon.

5. Complete the form for the new web application (see Chapter 2).

Note Typically, | like to create a My Site Host on port 8080 and then create an alternate access mapping on port 80
with a fully qualified domain name, such as http://my.domain.com.
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Return to the Central Administration home page.
Click the Application Management link.

Click the Create Site Collections link.

© o N @

In the next page, select the correct web application in the drop-down box.
10.  Give the site collection a name and description.
11.  Choose the My Site Host template.

12. Provide a DOMAIN\name username for the primary and secondary site collection
administrators.

13. Leave the quota option default.
14. Click the OK button to create the site collection.

If you completed all of the previous steps without error, you should now have a new My Site Host root site
collection residing in a dedicated My Site Host web application. The root My Site Host collection is the administration
site for all My Sites. I previously mentioned that each My Site is a site collection that resides in the My Site Host
application. The root My Site Host administration site collection allows you to provide settings that pertain to all user
My Sites in the application.

Note It is a good practice to create a dedicated web application as a My Site Host and only store the root My Site
Host site collection and user My Sites in this application.

Configuring Managed Paths

Before you are ready to create site collections for user My Sites, you must define a managed path. Managed paths tell
SharePoint the location for hosting site collections within a host web application.

By default for each web application, SharePoint creates an explicit managed path for the root (“/”) and a wildcard
managed path for offspring site collections (“/sites/”). I shall assume you created a My Site Host application and a My
Site Host root site collection in the previous sections.

In my environment, I have a web application at http://myserver:8080/. When users provision their My Site
collections, I would like these site collections to reside at http://myserver:8080/personal/name-of-person/. To
accomplish my goal, I need to define a wildcard managed path for “/personal/” as follows:

1. Open Central Administration.
Click the Manage Web Applications link from the home page.
Click to the right of the name of the new My Sites Host application.

From the ribbon, click the Managed Paths icon.

LA

Add a wildcard managed path for “personal”

Great! Now you have a My Site Host, My Site administration root site collection, and a wildcard managed path to
store all user My Site collections. However, you are not quite done with the configuration. You need to configure the
User Profile Service, such that User Profile Service knows where to create new site collections for user My Sites. You
will do this now.
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At this stage, you should have a working My Site Host application and root site collection; you also have a
managed path to host all user site collections (personal) and the host application path (my). The next set of steps
assumes a working User Profile Service.

1. From the Central Admin home page, click the Application Management link.
Click the Manage Service Applications link.

Click to the right of the existing User Profile Service application name listed.
Click the Manage icon on the ribbon.

Scroll to the My Site Settings section.

Click the link to Setup My Sites.

N o a > 0Dbd

You should see a page like that in Figure 6-17.
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Figure 6-17. My Site Setup page

8. Set the My Site Host location as the location of the root site collection in your My Site Host
application (or site collection location if not at the root).

9. Setthe personal site location as the managed path you created earlier for the location of
user My Site collections.
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10. Optionally, click the Configure Trusted Host Locations link to configure other trusted
host locations. Trusted host locations are other My Site Host locations in which users of a
specific audience host their My Site collection. For example, if you have an audience for
all contractors in your organization and want their My Sites to host in a separate location
from all other users, then Trusted My Site Locations are what you need.

Note If you created an alternate access mapping for your My Site Host application (perhaps on port 80), change the
location in the User Profile Service application so users can access their My Sites on this address.

The My Site Settings section in the User Profile Service application provides a few other options that administrators
may deem useful in the organization—personalization site links and publish links to Office applications.

Personalization site links are additional links added to each user My Site, based on audience membership. For
example, say your organization has a series of committees, and each user belongs to zero, one, or many committees,
stipulated by a profile property. When users visit their My Site, they should see links to their committee sites in the
organization. The following steps assume the existence of committee audiences and demonstrate configuration of
personalization site links:

1. Navigate to the My Sites Settings section in the User Profile Service Application page.
Click the Configure Personalization Site link.

Click the New link.

> L n

Provide the URL to the landing page of the committee, the committee name in the
description field, the owner, and the target audience.

Published links to Office applications are a feature that SharePoint provides to expose known locations in your
portal that users may access in Microsoft Office applications. For example, if a user wishes to save his or her Microsoft
Word document to a common location in SharePoint, and the location is available as a published link, the user may
select Save to SharePoint from Microsoft Word and use this link location. Users may similarly save to SharePoint
published links in other Office applications. The following steps demonstrate configuration of published links in
SharePoint:

1. Navigate to the My Sites Settings section in the User Profile Service Application page.
Click the Publish Links to Office Client Applications link.
Click the New link.

Provide the URL for the published link and description.

A

Select the publication end-point type in the drop-down.

Capacity Planning for My Sites

My Sites are individual site collections, supporting document libraries, lists, and subsites. By default, the owner of a My
Site has full control over the collection, and carte blanche on what he or she may store in the collection. This suggests
that the size of the default content database for the My Site Host application may grow quite large, as the number of
users in an organization (with a My Site) grows. Furthermore, SharePoint provides incentive for users to store content
and track events in their My Site, thus increasing user adoption and the need for better capacity planning.
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It is good practice to ensure portability of the content databases and dispersal of My Sites across many content
databases in the host application. You may recall from Chapter 2 that each site collection may occupy at most
one content database, but a content database may host multiple site collections. Since each user’s My Site is a site
collection, you need to make sure that as more users sign up for My Site space, SharePoint ensures creation of new
content databases as the number of site collections grow.

How many content databases do you need, and what limit should you set for the number of My Site collections
per database? This depends on the expected amount of content in each My Site (site collection). Microsoft now allows
database sizes up to four terabytes, and this limit will grow in the future. Depending on your need for portability and
desire for smaller database sizes, the number of site collections in a given database and the expected size of these site
collections will roughly define the size of your database. Quota management (see the settings of the My Site Host web
application, in the web application list) will allow administrators to restrict the amount of content that users upload
to their personal My Sites. If you have the luxury of multiple SQL Servers, you may decide to host My Site content
databases on a different server from other areas in your SharePoint farm. The following steps demonstrate restricting
My Site collections in a content database to 50 instances:

1. Open Central Administration.
Click the Application Management link.
Click the Manage Content Databases link.

Select the content database for the My Site Host application.

A

In the Database Capacity Settings section, change the maximum number of sites to 50, and
set the warning 10% less (45). This ensures that the administrators receive a warning when
the number of sites in the current content database grows to 45 and when at 50 SharePoint
will create a new content database.

A Tour of SharePoint 2013 My Sites

My Sites in SharePoint 2013 have a new look and feel compared to those of the previous version. Like the rest of the
user interface of SharePoint 2013, Microsoft redesigned the look and feel of user profile information and My Sites for
a more social immersive experience. In previous versions of SharePoint, the My Site was clunky and often perceived
as an afterthought, and interrupted the flow of the user interface. Even SharePoint 2010 had issues with the clear
delineation of My Content and My Profile in the top My Site navigation.

With My Site capability enabled in the farm, users now see a pervasive set of links at the top right of the page;
these links link to the current user’s newsfeed, favorite sites, and SkyDrive location in My Site. Figure 6-18 shows
an image of the standard team site in my development environment. Because I have My Sites enabled, I see the
Newsfeed, SkyDrive, and Sites links at the top right. No matter what page I visit in the site, I always see these links.
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Figure 6-18. Standard team site with pervasive links at top right

The familiar display name of the current user also displays in the top right, and irrespective of whether you
have enabled My Sites, clicking the name and selecting the “About Me” menu option will display a profile page of
the current logged on user. This is an important distinction—in the past I have witnessed confusion among users of
SharePoint who believed you had to enable My Sites to take advantage of user profiles and user profile management
in a SharePoint farm.

Note User profiles and profile editing operate independent of My Sites, but inclusion of My Site enhances the social
experience for users.

My User Profile Page

SharePoint 2013 continues to support user profiles as it always has done since SharePoint 2007. The way in which
SharePoint manages profile organization under the hood has changed over time, but users have always been able
to see some demographic details about themselves and their peers, irrespective of My Sites. Even WSS 3.0 and
Foundation provided some rudimentary user profile management, albeit a series of user properties and not a
complete implementation of the user profile infrastructure offered by the full SharePoint version of the time.
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If you have not configured the User Profile Service application and, by extension, not configured the My Site Host
application in your farm, you can still access user settings. These settings are the very basic settings of a user and do
not constitute a full user profile, nor can you synchronize these settings with any directory service, such as Active
Directory. Figure 6-19 shows an example User Settings page in my team site when I do not have a User Profile Service
application provisioned.
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@: % [ e robdemo sp) lyouts/5/strtes O ] 2| X | |5 Manage servics Appications | b Personsl Settings x e o)
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Portal Home # EDIT LINKS ign Out
People and Groups » User Information

Home Close
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Site Contents B edit ttam My Language And Region | My Alerts
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Name Robert Garrett
Wark email
Mobile phone
About me
Picture
Department
Title
SIP Address
First name Rober
Last name Garrett
Waork phone
User name rgarrett
Web site

Ask Me About

Office

Figure 6-19. Basic user setting with absence of User Profile Service

Contrast the basic User Settings page (Figure 6-19) with that of the User Profile page from the User Profile Service
application. When clicking the name of the logged on user, instead of seeing the “My Settings” link, you should see an
“About Me” link, which, when clicked, shows a page like that in Figure 6-20. Also, notice the absence of the Newsfeed,
SkyDrive, and Sites links, which require User Profile Service and a working My Site. I do have to admit that my User
Profile page in my development farm is a little bland, so I at least uploaded a picture to make it more appealing.
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Figure 6-20. User Profile page from User Profile Service

Even with the User Profile Service application provisioned and a My Site Host application and root site collection,
I want to make a clear distinction between user profiles and user profiles with My Sites. Some organizations want
to take advantage of social networking in SharePoint but have concerns about providing a space for users to upload
documents and content. Up to now, I have not actually provisioned a My Site. I am using features of the My Site Host
root site collection to display profile information. By default, the User Profile Service will provision user My Sites in the
background. You can disable user access to My Sites, leaving the rest of the user profile and social networking pieces
intact, with the following steps:

1. Open Central Administration.

Click the Manage Service Applications link.

Click to the right of the existing User Profile Service application name listed.
Click the Manage icon on the ribbon.

Click the link to manage user permissions.

@ o~ w DN

Disable Create Personal Site option for authenticated users.

Note Disabling creation of personal sites will disable newsfeed and personal content storage, such as documents.
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Looking at Figure 6-20, you see that SharePoint is in the process of provisioning My Site and that you should see
content and your newsfeed shortly. A timer service (User Profile Service Application—Activity Feed Job), which runs
every 10 minutes, completes the provisioning process. I could switch over to Central Administration and run the job
now but will use this opportunity to show you how to edit the user’s profile.

1. From the About Me page, click the Edit link to edit the profile.
2. SharePoint displays the Edit Profile page, like that in Figure 6-21.

/£ Edit Details - Windows Internet Explorer o [=] eS|

@:: - IE) hittp: //robdemo-sp:3080/_layouts/15/E Dj *2| % E} Edit Details » ', T/A\? ﬁ?

iew  Favorites  Tools  Help

MNewsfeed SkyDrive Sites Robert Garrett~ ¥ 2

BROWSE =}
Edt D t | Search this site 0
Basic Information Contact Information  Details
Who can see this?
Name Robert Garrett Everyone
Robert Garrett —
About me ;I Everyone
Newsfeed F
y
About me 2 personal description expressing w u would like others to kno
Blog
Apps Picture Upload picture Remove Everyone
Tasks
# EDIT LINKS  to help others easily recognize you at mestings and events
Ask Me About Everyone
Update your "Ask Me About™ with topics you can help pecple with, such as
your responsibilities or areas of expertise.
Save all and close Cancel and go back

Figure 6-21. Edit User Profile page

The Edit User Profile page is much simpler than in previous versions of SharePoint. For instance, you do not have
to scroll through lots of profile properties; all the common properties reside on one page, under the Basic Information
tab. Try clicking the Contact Information tab, Details, and ellipses to see other profile property values you can change.
To demonstrate, I uploaded my profile picture.

You might see that some of the profile properties do not allow you to edit the value. Typically, these profile
properties link to Active Directory, or perhaps some other directory service, with the synchronization direction set
as import only. In these cases, you cannot edit the profile property value because the value comes from the imported
profile of the directory service.
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My Newsfeed

The newsfeed is akin to those seen on Facebook and Twitter and shows a feed of current activity of my colleagues
and me. Activities on the newsfeed consist of a list of SharePoint tracked events, configured in each personal profile.
Clicking the name of any of my colleagues in the newsfeed takes me to that colleague’s Profile page, which includes a
newsfeed filtered to that person’s activities.

After SharePoint finished completing provisioning of My Site, the About Me page for my profile shows my
newsfeed, as in Figure 6-22. Since I have not yet interacted with SharePoint socially, you do not see any activities in my
feed. As I begin interacting with other users and adding content to My Site, my newsfeed will start to show activities.

/& Robert Garrett - Windows Internet Explorer

@_: [ i robcemo sp:5050Person espiac O 2] 44| X ||| B mobert carrett x )

5 l'ﬁ
23

fie Edt Vew Favortes Tools Help

SharePaint

Robert Garrett

Newsfeed
About me
Blog
Apps
Tasks

# EDIT LINKS

Newsfeed SkyDrive Sites Robert Garrett~ £ 2

Search this site Jl

About Robert Garrett

@ edit your profile

Tell others about yourself and share your areas of expertise by editing your profile.

Robert Garrett's Activities

Robert Garrett has no activities.

Figure 6-22. User Profile page with empty newsfeed

SharePoint tracks many social networking activities across the farm. By default, your newsfeed will show
everything you do, but you might want to change the sorts of events that appear on your newsfeed. You can change
which activities and events show in your newsfeed from your Edit User Profile page, as follows:

1.

2
3.
4

From your About Me page, click the Edit link to edit your user profile.
Click the ellipses.
Click the Newsfeed Settings tab.

SharePoint displays a page like that in Figure 6-23.
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/2 Edit Details - Windows Internet Explorer o [ =] 3|
@;: - IE) http: //robdemo-sp:8080/_layouts/15/E Dj (% E) Edit Details » GU\ {N‘? c::

Fle Edt View Faverites Tools Help

SharePoint Mewsfeed SkyDrive Sites Robert Garrett~ £¥ 2

BROWSE L
/<Y Basic Information Contact Information Newsfeed Settings - [

I % L Who can see this?
> =k Followed #Tags - Everyonej

Robert Garrett

n topics that interest you by following
in your newsfeed.

Newsfeed Email Netifications [ Somecne has started fol
About me [¥] Suggestions for peaple and keyw:
o [% Somecne has mentioned me
o
J ¥ Someane repli
Apps ¥ Someaone n _
THS [7] Somecne replied to my community discussion post
Pick what email notifications you want to get
# EDIT LINKS
People I follow ¥ Allow e people you're following and the people following Everyane

our profile.

ActivitiesIwantto [ Share all of them (@ Everyone
share in my wing a p
newsfeed

¥ Workplace anniversary

[¥ Updating your "Ask Me About”
[¥] Pasting on a note board

[¥ Liking or rating something

[ New blog post

[¥] Participation in communities

Pick the activities you want to tell people about

Save all and close Cancel and go back

Figure 6-23. Newsfeed Settings page

The Newsfeed Settings page allows fine-grained control over activities you wish to share in your newsfeed, the
e-mail notifications you receive, people you follow, and topics of interest—hash tags.

You can also access your newsfeed at any time by clicking the Newsfeed link at the top right of any SharePoint
page. The Newsfeed page differs from the About Me page in that it shows just your newsfeed and no personal
demographic information like that on the About Me page.

My Content

SharePoint 2010 used the concept of “My Content” and provided a link on the top menu of your My Site that linked
the user to stored content. SharePoint 2013 also allows stored content and is one of the main reasons to provision a My
Site (in addition to newsfeeds, etc.). Unlike SharePoint 2010, SharePoint 2013 integrates your My Site content in with
your User Profile page and newsfeed, as part of the social space that belongs to you in the SharePoint farm. SharePoint
no longer views personal storage as a separate entity from a user’s profile, even though from a technical perspective
they are. When you view your profile, or someone else views your profile, in SharePoint 2013, the expectation is to see
everything about you, which includes any personal stored content, assuming you have shared it.

Notice the absence of a “My Content” link anywhere on your My Site or profile pages. This is because your
content combines in with your profile information. To see what I mean, click the Blog link in the left navigation. You
should see a page like that in Figure 6-24. Look carefully at the URL and you should see that your blog hosts under
your My Site location, which indicates that you have personal content in your My Site.
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/& Home - Blog - Windows Internet Explorer o [ =] 3|
@‘\—: A4 IE) htip: frobdemo-sp:8080 personalrgarr Q%] [#2/[X [ Home -Blog x Y kL

Fle Edt View Faverites Tools Help

SharePoint Mewsfeed SkyDrive Sites Robert Garrett~ £¥ 2

) SHARE Yy Follow O

BROWSE PAGE

Home Search this site il

Blog

Categories

Bvents Welcome to my blog! Blog tools
Ideas Sunday, February 03, 2013 Create a post

s o ; N Manage posts
Opinions This is where I'll be sharing my thoughts on topics that matter to me. Who knows... I might even share

Manage comments

ADD CATEGORY pictures, videos and links to other interesting stuff. .
Manage categories
. If I catch your interest, let me hear from you. Launch blogging app
Archives h ~ |
- Change post layout:
February by Rabert Garrett at 11:40 AM 2 E
asic I
OLDER POSTS 0comments | Like Email a link

No, this isn’t actually my picture. I just
haven't gotten around to updating
this section. It's good to know that
someane is reading every last word
though. Thanks!

RSS FEED

(2 ALERT ME

Figure 6-24. My blog in My Site

Just like any other site collection for which you have owner or site collection administration rights, you can click the
gear icon in the top right corner and see all site content and site settings for your My Site. Since your My Site is just another
site collection, the settings behave similarly to those of any other site collection settings you have seen in this book.

As a simple example to demonstrate further hosting your own personal content in your My Site, I shall
demonstrate creating a new document library in your My Site (there already exists document libraries and lists, which
you can access from the gear icon and site content).

1. Click the gear icon in the top right of any of your profile pages.
2. Click the Site Contents menu item.

3. Youshould see a familiar page, like that in Figure 6-25.
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/£ Site Contents - Windows Internet Explorer o [ =] 3|
@‘\—: A4 IE) htip: frobdemo-sp:8080 personalrgarr Q%] [#2/[X [ site Contents x i g 5o}

MNewsfeed SkyDrive Sites Robert Garrett~ £¥ 2

O

G

Search this site 0

Site Contents

Lists, Libraries, and other Apps @) SITE WORKFLOWS ~ £¥ SETTINGS  [E] RECYCLE BIN (0)

‘\ M | Documents Form Templates
i - 1-) Litem Ditems

add an a| Modified 3 weeks ago Modified 3 weeks ago
Robert Garrett PP

w)

Newsfeed

wh | el

MicroFeed Social Style Library
About me - I e

3 ftems 3 items 0 items
Blog Modified 8 minutes ago Modified & minutes ago Modified 3 weeks ago
Apps
Tasks
# EDIT LINKS

Subsites

() new subsite

B Blog Modified 8 minutes ago

Figure 6-25. My Site Contents

Click the Add an App tile (remember lists and libraries are apps).
Click the Document Library tab.

Give the document library a name and click the OK button.

N o a &

Notice that a new link to the document library appears in the left navigation, under Recent.

SharePoint tracks recent activity and maintains links to recently created apps in the left navigation. I can of
course make my new document library a permanent fixture in the left navigation by changing the library settings to
display in quick links.

Notes and Tagging

“Tagging” is the flavor of the Internet these days. With the explosion of social networking, and sites like Facebook,
everyone is in the mode to tag and “like” content. SharePoint 2013 is on the tagging bandwagon and offers users the
ability to perform extensive tagging using the Managed Metadata Service application.

When discussing SharePoint tagging, notes, and social networking capabilities, the topic of metadata will
invariably come into play. Metadata is “data about data.” For example, a database schema defines the structure
and properties of SQL tables—this is metadata for the actual row data in the table. In the world of SharePoint,
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tags are metadata, because they give the reader of certain content some level of categorization and thus context.
SharePoint bakes metadata into the platform and surfaces it in basic lists, document libraries, document and records
management, publishing, and social networking. The topic of metadata is vast enough that I cover it in Chapter 9.

Tagging in SharePoint 2013

Tagging is ubiquitous throughout the site collection. At the top right of any standard SharePoint page, you will see the
Share and Follow icons. (I say “standard SharePoint page” because publishing pages follow templates defined by site
designers and may not include these icons, except as part of the ribbon when editing the page.) See Figure 6-26 for an
example of these icons.

Newsfeed SkyDrnve Sites Robert Garrett~ £ 2

-

) sHare yyrouow Ldswnc # o O

Search this site fol
Figure 6-26. Share and Follow icons

The SharePoint Follow icon is synonymous with “Like” When clicking the Follow icon, SharePoint tags the site
and it appears under favorite sites, which you may access at any time from the Sites link in the top right. SharePoint
allows following of various objects in the platform, including

e  Sites

e Lists

e Libraries

e ListItems

¢  Documents and Images
e  Pages

I clicked Follow on a few sites and a document in my development environment. As you can see from
Figure 6-27, activities are starting to show up in my newsfeed. Just like with Facebook, the more interaction you have
with SharePoint, the more populated your newsfeed becomes.
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/£ Robert Garrett - Windows Internet Explorer (=] 4]
@:—: - IE) hittp: //robdemo-sp:5080/_layouts/15/st Dj 1 K E) Robert Garrett » GU\ ﬂ? ‘3"5

Fle Edt View Faverites Tools Help

SharePoint Mewsfeed SkyDrive  Sites

J

e
N

Robert Garrett~ £¥ 2

Search this site el

About Robert Garrett

| 4 } @ edit your profile
I |

Tell others about yourself and share your areas of expertise by editing your profile.

Robert Garrett

Robert Garrett's Activities
% Robert Garrett is now following Portal Home,

Newsfeed

% Robert Garrett is now following profilejpg.
About me
Bl “ Robert Garrett is now fallowing Blag.
Apps
Tasks SHOW MORE POSTS
Recent

My Documents

#' EDIT LINKS

Figure 6-27. Activities are showing up in my newsfeed

Note New content tagged or new notes added to your SharePoint MySite do not show up in your newsfeed
immediately. The Activity Feed Job in Central Administration updates newsfeeds on a schedule.

Document libraries do not enable the tagging capability on contained documents by default. The following set of
steps details how to enable tagging for a document library:

1. From any Document Library View page, click the Library tab from the ribbon.
Click the Library Settings icon from the ribbon.

Click the Enterprise Metadata and Keywords Settings link.

>« N

Check the Add Enterprise Keywords check box to add the Enterprise Keywords Metadata
column to the document library. SharePoint will not allow you to opt out of this option
once it is checked and the Settings page saved. The Enterprise Keywords Metadata column
allows folksonomy behavior for documents in the library.

5. Check the Metadata Publishing check box to allow any folksonomy tags entered for a
document to appear in your newsfeed, profile pages, tag cloud, and so on, as a social tag.
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Note When saving a document from Microsoft Word to a SharePoint 2010/2013 document library with an Enterprise
Keywords column, the Save As dialog displays a Tags text box to save entered tags to the Enterprise Keywords column in
the library list item associated with the document.

Ratings

Like its predecessor, SharePoint 2013 includes ratings. Ratings collect user feedback with star ratings—similar to
ratings seen in iTunes and Windows Media Player. When you enable the feature for a list or library, users can apply
their rating for the list item or document and SharePoint keeps track of all user ratings to display a collective ranking.
Figure 6-28 shows an example of ratings in action.

/£ My Documents - All Documents - Windows Internet Explorer I [u] 5]
@: % [ e robdemo sp:3030 perserajoerr O =] [#2| %||| B wy Documents - Al pocuments X A A

Fle Edt View Favorites Tools Help

MNewsfeed SkyDrive Sites Robert Garrett~ £x 2

[

Search this site el

My Documents

(® new document

All Documents ==+ Find a file 0o
- v O name Modified Modified By Rating (0-5)
Robert Garrett v = profile 3 «s A fewseconds ago Robert Garrett ¢ J % % ¢ |1

[Click to apply your rating as 4 stars.

Newsfeed

About me
Blog
Apps
Tasks
Recent

My Documents

#' EDIT LINKS

Figure 6-28. Star ratings

SharePoint does not enable ratings on lists or document libraries by default. The following steps demonstrate
how to enable rating functionality for a document library:

1. From any Document Library View page, click the Library tab from the ribbon.
2. Click the Library Settings icon from the ribbon.
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3. Click the Rating Settings link.

4. Set the radio button option for Allow Items in This List to Be Rated as Yes.

Note If you are trying to find the Rating Settings and not seeing it (perhaps you are attempting the preceding steps
for a document library on your My Site), then ensure that you have enabled the Site Collection Publishing feature.

In Figure 6-28, I am hovering the mouse over the rating for a document in one of my document libraries.
SharePoint indicates that I have rated the document with four stars. SharePoint keeps current track of my rating but
collates all user ratings for the document. Notice the numeric counter next to the rating that shows how many ratings
this document has received.

SharePoint also supports “Like” ratings as an alternative to star ratings. Navigate back to the rating settings of
your document library and change the voting experience to “Like.” Instead of star ratings, users can now elect to like
your list items, as shown in Figure 6-29.

/5 My Documents - All Documents - Windows Internet Explorer oy [m] 3]

@: % [ e robdemo sp:3030 perserajoerr O =] [#2| %||| B wy Documents - Al pocuments X A A
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\ All Documents ==+ Find a file 0o
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# EDIT LINKS

Figure 6-29. Like voting style
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Long before sites like Facebook and Twitter, blogs (short for weblogs) existed for those people who had something to
share with the Internet. Initially, techie and literary folks had blogs and wrote articles for select pockets of readership.
Around the year 2000, the blogosphere evolved and people woke up to the fact that they could easily host a blog and
say whatever they wanted to the world via the Internet. It seemed that everyone had a blog, ranging from intellectual
ideas to ramblings of one’s personal life and social sharing. Sites such as Live Journal promoted personal blogging and
were part of the beginnings of social networking.

Microsoft acknowledged the demand for blog engines and incorporated the blog site definition in SharePoint 2007.
SharePoint 2010, and now 2013, continues to offer blogging capabilities and offers more integration with My Sites and
social sharing of self-authored content in the enterprise. I'll begin with blogs in My Sites.

1.

o~ N

6.

Click the name of your logged on user in the upper right corner of the page.
Select the menu option “About Me.”

Click the Blog link in the left navigation of your My Site.

If you do not have a blog, SharePoint will create you one.

Your My Site blogs exists at the following location, by default:
/mysite-managed-path/<username>/Blog/default.aspx

See Figure 6-24 for a typical newly created blog in My Site.

Blogs are not just limited to My Sites; administrators and site owners may add them into the site collection
anywhere as subsites. Follow these steps to create a new blog underneath a site of your choice in your site collection:

—_

Click the gear icon in the parent site or root site collection.
Click the Site Contents menu item.
Scroll to the bottom of the page and click the New Subsite link.

SharePoint shows a new Subsite Creation page, like that in Figure 6-30.
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E> Portal Home # EDIT LINKS
Site Contents » New SharePoint Site
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Title:
Documents
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Site Contents Description:
# EDIT LINKS

Web Site Address
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oo spl[ietbog |

Template Selection
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Team Site
Project Site
Community Site

A site for a person or team to post ideas, observations, and expertise that site visitors
can comment on.

Permissions o
. User Permissions:
You can give permission to Ei

Figure 6-30. New SharePoint Site

Provide a name and description for the blog site.
Provide the URL of the blog subsite.
Select the Blog template.

Change any of the navigation and permissions settings, if you desire.

© e N o 9

Click the Create button.

Blog posts are effectively a collection of list items in a dedicated list, called Posts, in the blog site. From the Blog
landing page, click the gear icon, followed by the Site Contents menu item. You should see the Posts list. Also, notice
the Comments and Categories lists, which store—you guessed it—the comments and categories of blog posts.

Wikis

A wiki is a web site that allows users to create and edit any number of interlinked pages. Wiki pages typically render
as HTML, and users edit text and image content on wiki pages using WYSIWYG (What-you-see-is-what-you-get). The
purpose of wiki sites is to foster collaboration of content creation and editing by allowing any user to edit the content,

regardless of his or her security access. Wik sites, like Wikipedia.com, have become trusted sources for information
on the Internet because readers constantly vet and update the content.
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Microsoft designed wiki sites in SharePoint for ease of use for the content owners and contributors. Like most
other content containers in SharePoint, a wiki exists as a list in a site, and the pages of a wiki exist as the list items in
the wiki library.

In SharePoint 2007, wiki lists were more of an afterthought, whereas wikis integrate better into the SharePoint 2010
and 2013 platform. For example, the new Team and Blank site definitions now default to use wiki libraries and pages
for all content pages. This replaces the legacy Web Part pages of SP 2007, in which content owners would have to drop
content Web Parts into specific zones of the page to host content. Content contributors now have free rein to place text
content anywhere on the page and still use Web Part zones—determined by site designers in the page layout—thus
wrapping text and image content around typical functional Web Parts.

Users create wiki sites in SharePoint 2013 much like any other site, and I shall demonstrate the steps in just a
moment. Before doing so, I must distinguish between SharePoint Enterprise wiki sites and Blank or Team sites.

SharePoint 2007 Blank and Team sites used Web Part pages, which are ASPX pages containing HTML markup
and Web Part zones for users to drop Web Parts. Site designers would need to use the publishing features and site
templates if they wanted to provide page customization and web content management capabilities in SharePoint 2007.
Sites created from the Enterprise wiki template in SharePoint 2010 and 2013 include a special library and publishing
features typically associated with publishing sites—page ratings, managed metadata, customization capabilities,
and so on. Sites created from Team and Blank site templates consist of the standard collaboration features, offered
in the Foundation platform, and a Site Pages library, to contain wiki pages. SharePoint Blank and Team sites allow
wiki-style editing of content and the placement of Web Parts without the need for Web Part zones, and rudimentary
customization of the page, because of the free flow of content editing that wiki pages provide.

Enterprise wiki sites, in SharePoint, provide users with greater control of content, using the publishing features,
and adhere more to web content management. Wiki pages in an Enterprise wiki site use page layouts and master
pages, so designers may customize metadata on wiki pages, much like on publishing pages.

You may create wiki libraries by creating a new wiki site or by adding a wiki library to an existing site. The
following steps demonstrate both approaches:

New wiki site:

1. Click the gear icon and click the Site Contents menu item.
Scroll to the bottom of the page and click the New Subsite link.
Give the wiki site a name and description.

Provide a subsite URL.

Click the Publishing tab in the templates section.

o o > W b

Your page should look something like that in Figure 6-31.
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Figure 6-31. Create an Enterprise wiki site

7.  Click the Enterprise wiki site.

8. Click the Create button when ready to create the wiki site.
New wiki library:

1. Click the gear icon and click the Site Contents menu item.
Click the Add an App tile.

Find the Wiki Page Library app and click its tile.

>« N

Give the library a title and click the Advanced Options link if you wish to apply more
options before SharePoint creates the library.

5. Click the Create button.

A wiki site is really just a team site with a default wiki library, with the Site Welcome page pointing to the main
landing page in the wiki library.
Since both blogs and wikis consist of list/library containers to store content, site owners and collaborators may

make use of all the tagging, notes, and rating social networking tools in the platform in conjunction with blog and
wiki content.
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Summary

In this chapter, you took an in-depth look at configuring the User Profile Service in SharePoint 2013—one of the
most troublesome areas to configure. You read about user profiles, along with their properties and user subtypes and
looked at organization profiles in brief. Another key concept is audiences—administrators can generate groups of
people based on inclusion rules and then apply those audiences to targeted content areas.

In the second half of this chapter, you read about social networking and some of the features that SharePoint 2013
provides as part of the My Site infrastructure. I demonstrated the newsfeed, tagging, rating, and the use of blogs and
wikis as part of social networking.

In Chapter 7, I will switch topics and look at the security aspects of SharePoint 2013.
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Security and Policy

Asking users to upload important documents and information content to SharePoint without providing a level

of security to protect their data is like driving without a seatbelt. Users like to know that their data is secure when
they are asked to move it from their work machines to shared servers and collaborative platforms, like SharePoint.
Therefore, Microsoft has ensured that SharePoint, since the early days, has had security measures baked into the
platform. The security model in SharePoint 2013 itself has not changed a lot since the previous versions, SharePoint
2007 and 2010, which benefits users of the legacy versions, since they do not have to learn a new model for securing
user content.

Security in SharePoint has similarities to typical file system security—as in Windows’ New Technology File
System (NTFS), for example. The implementation of security in SharePoint is very different from that of file system
security, but the model and security configuration are similar. The model consists of Access Control Lists (ACLs) to
secure sites, lists, files, and folders; permissions to perform actions on the secured objects; and users or groups with
collections of permissions for the secured objects.

At the heart of any good security model is a set of permissions, allowing users of the model to perform certain
actions in a specific context. The context might pertain to a location in a hierarchical structure and the set of
permissions established for sets of users to a particular securable object. For example, in SharePoint terminology,
the security model grants users, or groups of users, access to secured objects—such as sites, lists, and list items.
This chapter walks you through the various concepts that constitute the security model in SharePoint 2013.

Security Administration

The IT department typically played a large role in web site security administration in days of old. For its SharePoint
collaboration tool, Microsoft wanted to break this dependency on IT and empower end users—content owners—to
have control of the content they create and disseminate to their audience. However, Microsoft also recognized that
no large enterprise content management system operates completely without involvement from IT. So it structured
the security model in hierarchical fashion so that IT can manage high-level access and overall control, while allowing
content owners to manage their own content islands with SharePoint sites and site collections.

In Chapter 2, we visited the Central Administration web site, which allows the IT folks and SharePoint
administrators to configure SharePoint 2013—and security configuration is no exception. From Central Administration,
administrators may configure web application permission policies, grant users site collection rights to new and
existing site collections, and configure the farm with farm administration rights.

You should have noticed by now that I throw around the term “SharePoint administrator” loosely. In fact,

a well-organized SharePoint farm consists of various types of administrators for different configuration areas. So
before getting knee-deep in security terminology, I will visit the different types of SharePoint administrators.
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SharePoint Administrators

Have you seen a SharePoint farm configured where the farm administrator account has rights to perform every
SharePoint task under the sun? I am willing to bet that the farm administrator account has local server administration
rights on the web-front-end servers and database cluster, too. Convenient as this scenario is, it leaves a large attack
surface open for hackers; once a hacker gains access to the farm account, he or she has access to the entire farm
configuration. The alternative SharePoint provides is to assign administrators specific roles. Read on through this
section for the various administration roles in SharePoint.

e Local Server Administrators—Contrary to common belief, the main SharePoint Farm account
does not have to be a local server admin—Microsoft recommends quite the opposite. One
exception is when installing SharePoint 2013 (see Chapter 2), where making the farm account
user a local admin ensures access to configure IIS, access to SQL, and installation of SharePoint
binaries. After installation, ensure that the farm account is not a local administrator by
accessing the Administrators Security Group under Server Management in Windows.

Note All members of the local server administrators group are automatically SharePoint farm administrators.

e  SharePoint Farm Administrators—They have full control of the entire SharePoint farm. Ensure
that the main SharePoint farm account is a member of this group (the default post-installation)
for SharePoint 2013 to function correctly. Members of the local server administrators group
already have farm access. An existing farm administrator may add another user, not part of the
local server administrators group, via Central Administration, as follows:

1. Click the Manage the Farm Administrators Group link, under the Security heading.
2. SharePoint shows you the list of users already in the farm administrators group.

3. From the horizontal sub-menu, click the New button and select Add Users from the
drop-down box.

4. A people picker dialog should appear and allow you to select users from any of the
user credential stores (the default is typically Active Directory).

5. Toremove one or more users from the farm administrators group, click the Actions
menu after selecting existing users from the list (check the check box next to each
user to delete) and then Remove Selected Users from Group.

e PowerShell Administrators—PowerShell administrators require additional permissions
to provide administration operations via the SharePoint Management Shell (PowerShell).
The following PowerShell Cmdlet provides shell administration permissions. Supply the
usernames to receive shell administration permissions and the content database instance in
which they can perform operations.

Add-SPShellAdmin -UserName <user name> -Database <database name>

o Service Administrators—Service administrators control specific service applications and cannot
administer service applications other than those they are granted access to by farm administrators.
For example, a farm administrator may delegate administration of the Managed Metadata Service
Application to one set of administrators and the Search Service Application to another set. To grant
administration access to a service application, visit Central Admin » Application Management
» Manage Service Applications » Highlight the service application item, and then click the
Administrators icon on the ribbon for the selected managed service application.
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e  Feature Administrators—Feature administrators manage administration of particular features
as part of existing managed service applications. Not all managed service applications permit
such granular control with permissions, but for those that do—such as the User Profile Service
Application—you can highlight the Manage Service Applications item in Central Administration

(see the previous bullet) and then click the Permissions icon on the ribbon to access the settings.

e Site Collection Administrators—Site collection administrators have rights to configure
and change settings across a particular site collection. Farm administrators by default do
not belong to all site collection administration groups, but they do have the power to add
themselves to any site collection administration group via Central Administration. Regardless
of how users secure content within a site, within a list, or at the list item, site collection
administrators have exclusive full control access to all content in the site collection. Thus,
assign users to the site collection administrators group with care.A farm administrator may add
a user as a site collection administrator from Central Administration as follows:

1. Click the Application Management heading.
2. Under Site Collection, click the link to change site collection administrators.

3. Youshould see a page like Figure 7-1.
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Figure 7-1. Assigning site collection administrators from Central Administration

www.it-ebooks.info

205


http://www.it-ebooks.info/

CHAPTER 7

SECURITY AND POLICY

4. Ensure that the correct site collection is in the drop-down.

5. Central Administration enables assignment of one primary and one secondary site
collection administrator; use the people picker boxes on this page to assign them.

Existing site collection administrators may add other users to the site collection administrators
group from the site collection, using the following steps:

1. Click the gear icon.
2.  Click the Site Settings menu option from the menu.
3. Click the Site Collection Administrators link from the Users and Permissions heading.

4. Add users in the page shown in Figure 7-2.
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Figure 7-2.
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5. You should see existing site collection administrators, already assigned by a farm
administrator—SharePoint will not allow you to remove all site administrators.
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Permissions and Permission Levels

A single permission in SharePoint is a specific action that a user may take on a securable object. For example—reading
the value of a SharePoint list item is a specific permission, often granted to groups of users who need to read lists

and their contained items. SharePoint maintains many permissions in the platform, and the different permissions
available to users depend on what an administrator (or owner of content) wishes to secure. Documents in document
libraries offer a different set of permissions from those of a site in a site collection. Table 7-1 shows a sample subset of
permissions available for lists; other permissions exist for sites and personalization.

Table 7-1. Subset List Permissions in SharePoint

Permission Description

Add Items Add new items to lists and add new documents to document libraries.

Edit Items Edit items in lists and edit documents in document libraries.

Delete Items Delete items from lists and documents from document libraries.

View Items View items in lists and documents in document libraries.

Open Items View the content within documents of a document library, not just the metadata

of the associated list item.

View Versions View previous versions of a list or document library.
Delete Versions Delete previous versions of a list or document library.
Create Alerts Create e-mail alerts for lists whenever something changes (configured when the user

creates the alert).

View Application Pages View forms, views, and application pages. The view lockdown feature turns off this
permission on pages and document libraries in publishing sites so anonymous users
may not view back-end list content.

Approve Items Approve a minor version of a list item in a list or document in a document library.

Override Checkout Override checkout by another user on a list item in a list or document in a document
library.

Manage Lists Create and delete lists, add and remove columns in a list, and add and remove public

views of the list.

With the vast number of permissions available in the SharePoint platform, managing them and assigning
the correct permissions to users or groups of users is no trivial task, which is where permission levels come in. A
permission level is analogous to a permission set—a set of permissions that group together and when applied to a
securable object provide the user or user group with related operations on the securable object. For example, the
Read permission level consists of various read permissions for most read-like operations of a securable object and the
Contribute permission level provides a number of write permissions to securable objects.

Microsoft labels permission levels with role-like titles, which new users sometimes confuse with those of
SharePoint security groups. If you think about it, using role names makes sense, as a set of permissions often defines
the role of the user or groups of users applied. Table 7-2 defines the standard set of permission levels available
in SharePoint.
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Table 7-2. Standard Permission Levels

Permission Level

Description

Full Control

Design

Contribute

Read

Limited Access

View Only

Restricted Read

Approve

Manage Hierarchy

Users with this permission level have full access to all operations on the secured
object, including that of administrative operations. This is not the same as the distinct
set of permissions granted to site collection administrators, who have a greater set of
administration capabilities.

Users at this permission level have contributor rights and certain permissions to effect
change of a securable object, but not administrative rights. Designers typically have
permission to change the content in containers (lists and sites) and configure containers,
whereas contributors can only write and delete content within containers. Users with Design
permission level may also approve content in lists with content approval enabled.

This is a standard permission level to grant users or groups of users add, edit, and delete
rights to lists and list items. Typically, users asked to join a SharePoint site to collaborate on
content have contribute rights to make edits to existing content, add new content, or delete
old content.

Users with the Read permission level can access all content in containers in read-only mode.
Readers may download documents in document libraries and view lists and list items but
not change anything.

This permission level is special in that SharePoint grants it to users or groups of users for

a specific secured object that has custom permissions. For example, if the owner of a list
applies specific permissions, not as part of a specific permission set, then SharePoint shows
the permission set as Limited Access. Limited Access permissions typically apply only to one
item at a time in the container, not to all other items.

Users or groups of users with View Only permissions cannot download content. This level
has similar permissions to the Read permission level but does not allow users to download
documents from document libraries.

This permission level is similar to the Read permission level but has only four of the eleven
permissions that Read contains. This permission is available only in publishing sites.

It provides users with this permission level access to read content without the ability to create
alerts, browse user information, or use client integration (interact with Microsoft Office).

This permission level is available in publishing sites only and grants users or groups the
capability to edit list items and documents as well as approve items in lists with content
approval enabled.

This permission level is available in publishing sites only and is similar to the Design
permission level. It enables users or groups of users to create sites and edit list items and
documents. The major difference between the Design permission level and the Manage
Hierarchy level is that this permission level does not grant approval rights on list items
or documents in lists that have content approval enabled.

Figure 7-3 shows an example list of permission levels applied to a site. To get to this page, select Site Permissions
under the Users and Permissions section within Site Settings, and then click Permission Levels on the ribbon.
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Figure 7-3. Site Permission Levels

Creating Custom Permission Levels

SharePoint allows site administrators to create their own unique permission levels. For example, perhaps the content
owner would like to allow contributor access to items in a list, but prevent deletion of any list item. The standard
permission levels provide only Contributor or Read levels, but not a mix of the two, so a custom permission level can
solve this requirement.

The easiest method for creating a permission level in SharePoint is to create the new level based on an existing
permission level—in this case use the Contribute permission level. Permission levels reside at the site level and
inherit through subsites in the hierarchy. Choosing to add a new site permission level at the top of the site collection
enables use of the permission level across the entire site collection.

Note Permission levels reside within sites.
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Click the gear icon and select the Site Settings menu option.
Click the link for Site Permissions.
Click the Permission Levels icon on the ribbon.

Click the link for the permission level you want to copy—in this case, the Contribute
permission level. SharePoint will show you a page of the permissions contained in the
selected permission level.

Scroll to the bottom of the page and click the Copy Permission Level button.

Provide a name and description for the new permission level and change the contained
permissions. In this case, find the Delete Items permission and uncheck the check box.

Scroll to the bottom of the page and click the Create button. SharePoint will navigate you
back to the site Permission Levels page with the new permission level shown along with
the default permission levels (Figure 7-4).
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Figure 7-4. New permission level created
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How do you create a new permission level without starting from an existing one?
1. Follow steps 1 and 2 in the previous procedure.
2. Click the Add a Permission Level button at the top of the list in the Permission Levels page.

3. Provide a name and description and select the desired permissions in the permission level.

Note Some permission items depend on others, so you may see SharePoint automatically select permissions based
on the permissions you choose to include in the permission level.

4, Click the Create button to create the new permission level.

Editing an existing permission is also an easy process, although not recommended. Microsoft best practices
stipulate that it is better to create a new permission level based on an existing one. Users familiar with SharePoint
expect that the stock permission levels behave as installed, and changing these permission levels may affect the
stability of user permissions in the site hierarchy. If you wish to proceed, follow these steps:

1. Follow steps 1 and 2 of the first procedure in this section.

2. Click the Permission Level Name to edit. SharePoint will show the name, description,
and contained permissions in the permission level.

3. Edit the permission level and then click the Submit button at the bottom of the page.

Deleting permission levels is also an easy process.

-

Follow steps 1 and 2 at the beginning of this section.

2. Check the check box next to the permission levels you desire to delete.

3. Click the Delete Selected Permission Levels button at the top of the page.
4

SharePoint will display a confirmation dialog, like that in Figure 7-5; click OK to proceed
with the delete or Cancel to revert.

Message from webpage

You are about to delete the following permission levels:
Contribute without Delete
Are you sure?

Figure 7-5. Confirmation dialog to delete permission levels
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Note Deletion of a permission level that is in use by a user or group for a particular context (site, list, or whatever
level) causes SharePoint to lose the permissions for the deleted level. Take care in deleting permission levels, especially
the standard permission levels, which Microsoft does not recommend.

SharePoint Users

Most security models assume the existence of users and groups of users. Different users require different sets of
permissions to perform their work, depending on the level of access to data in the system. In a previous section of this
chapter, I covered the topic of SharePoint administrators—an administrator is a specific type of user with elevated
permissions within the SharePoint farm or site collection.

At the basic level, a user of SharePoint is an “identity.” User identity typically consists of various attributes that
describe the user with access to the SharePoint site collection. SharePoint retains minimal information about a user
to distinguish one user from another, which typically involves the username, password, and display name from
the credential store that the user authenticates (Active Directory). SharePoint 2007 classified users using either the
Active Directory username DOMAIN\username or a username with membership provider prefix (more on membership
providers later in this chapter). SharePoint 2010, and now SharePoint 2013, uses Claims-Based-Authentication (CBA),
which tracks user identity via abstract token (more on CBA in Chapter 8).

Note With the exception of administrators, SharePoint maintains topmost user security at the site collection level.
Farm administrators must grant relevant access to users for each site collection in a web application.

Most users of SharePoint identify other users by the friendly display name, and, by default, Active Directory uses
the first name and last name. Any object that I modify or own in SharePoint shows my name as “Rob Garrett,” but
under the hood, SharePoint uses the username or unique token to identify my user identity.

Users have more than just username, password, and display name attributes in SharePoint. In Chapter 6, I discussed
user profiles, which consist of collections of attributes for each user known to SharePoint. Each user profile associates
with a user identity by the unique user identity token or username.

SharePoint tracks each user added to a site collection in a hidden list at the root of the site collection. To view this
list, type the following URL into your browser (replacing the domain name of the server, as appropriate):
http://domain_name/_catalogs/users/. Figure 7-6 shows the user list from within my environment.
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Figure 7-6. All users in the site collection

SharePoint Security Groups

SharePoint security groups are groups of users, defined within a site collection, and assigned permissions to secured
objects. Security groups work to make administration of security easier by collecting users in groups according to their
access role. For example, the default Visitors, Members, and Owners groups of a site collection establish separation

of users that have permissions to view secured objects (visitors), write and change secured objects (members), and
enjoy full access to secured objects (owners). Follow these steps to view the current groups in the site collection:

1. Click the gear icon (from the top right of the home page of the site collection).
Click Site Settings from the menu.

Under the Users and Permissions heading, click the People and Groups link.

2

3

4. By default, SharePoint will open a page of the Members group.

5. From the quick launch left navigation, click the Groups heading.
6

You should see a page like Figure 7-7.
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Figure 7-7. Default groups in a team site collection

Notice, in Figure 7-7, that SharePoint created default groups, described as follows:

e  [Site Name] Members—This group has Contribute permission level access to the site; thus,
any users in this group have contribute access to the site and subsites that inherit permissions
from this site. Add those users to this group whom you wish to allow contributor access, so
those users may add, edit, or delete content in lists and containers, and edit pages and other
content.

e  [Site Name] Owners—This group has Full Control permission level access to the site; thus, any
users in this group have full control access to the site and subsites that inherit permissions
from this site. Add those users to this group who have ownership rights, so those users may
add, edit, or delete content and change, add, edit, or delete lists, subsites, and so on.

e [Site Name] Visitors—This group has Read permission level access to the site; thus, any users
in this group have read access to the site and subsites that inherit permissions from this site.
Add those users to this group who have read-only access to see content in lists and subsites,
but who may not change anything.

e Excel Services Viewers—This group allows rendered view only of pages, list items, and
documents using server rendering. For example, users in this group only cannot download
documents to open in Microsoft Word. This group primarily provides access to users for Excel
Services-rendered sheets.
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Publishing and Enterprise site collections have the following additional default groups:

Approvers—Users added to this group have approval rights for any lists that have content
approval enabled.

Designers—Users added to this group have design rights (see the previous section in this
chapter on permission levels for a description of the Design permission level).

Hierarchy Managers—Users in this group have hierarchical change rights (see the previous
section in this chapter on permission levels for a description of the Hierarchy Management
permission level).

Restricted Readers—Users in this group have restricted read rights (see the previous section
in this chapter on permission levels for a description of the Restricted Read permission level).

All security groups in SharePoint work the same way via the SharePoint user interface. For the sake of brevity,
the sets of steps in the following subsections discuss adding and removing users from the Members group, via the page
in Figure 7-7, but the same steps apply to any other group in SharePoint.

Adding Users to a Group

The following steps detail how to add a new user to an existing group:

1.

2
3
4.
5

Click the gear icon (from the top right of the home page of the site collection).
Click Site Settings from the menu.

Under the Users and Permissions heading, click the People and Groups link.
By default, SharePoint will open a page of the Members group.

From the sub-menu (New, Actions, and Settings), click New (or the arrow next to New and
select Add Users).

SharePoint will show a dialog like that in Figure 7-8. Add users to the dialog by typing
in their usernames, names, or e-mail addresses.

Share 'Portal’ x
Add people to the Portal Members group

Enter names, email addresses, or "Everyone'.

nclude a personal message with this invitation (Optional).

SHOW OPTIONS

Cancel

Figure 7-8. New share dialog in SharePoint 2013
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The new share dialog in SharePoint 2013, shown in Figure 7-8, replaces the people picker dialog. When you grant
users access to a site, list, or list item in SharePoint 2013 you are effectively “sharing” the content with them, hence
the name of the new dialog. You might be wondering how you can search users. The new share dialog automatically
searches for users in SharePoint (or other sources available via membership and claims providers); just start typing to
see suggestions.

Removing Users from a Group
The following steps detail how to remove a user from the Members group:

1. Click the gear icon (from the top right of the home page of the site collection).
Click Site Settings from the menu.
Under the Users and Permissions heading, click the People and Groups link.
By default, SharePoint will open a page of the Members group.

Check the check box next to each user you wish to remove from the group.

o g A~ DN

From the sub-menu (New, Actions, and Settings), click Actions, and then click Remove
Users from Group.

7.  Click OK in the warning dialog that appears.

Note Removing a user from a SharePoint security group does not remove the user from the site collection.

Group Settings and Permissions

From within any of the Group pages (see the previous subsections), click the Settings menu item from the sub-menu
(New, Actions, and Settings). The following list describes the various settings options available for the group in
context:

e  Group Settings—Click this option and SharePoint shows a page like that of Figure 7-9, which
details general settings for the group, such as the group owner, who has rights to see into
the group for lists of users, whether users can request to join or leave the group, and similar
actions. The group owner may also delete the group from this page.
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Figure 7-9. Group Settings
The Name and About Me sections of this page contain the name and description of the group.
The Group Owner field is a people field that contains the name of the person who created the
group and is therefore the owner.
The Group Settings section allows you to specify who has access to view the members in
the group and who may edit members of the group. Either all group members have access
to see other members of the group or everyone with access to the site collection has this
access. You may choose either the group owner or members of the group (thus delegating
responsibility of group membership to other members of the group) to allow editing of
membership of the group.
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The Membership Requests section allows you to control how users may request access to

a group and how to leave. By default, SharePoint does not allow requests from users to join or
leave the group. Toggle the option to Yes to allow this capability. Once users may request to
join a group, the second option tells SharePoint whether to auto-accept all requests. Be careful
enabling this option—if you secure areas of your site with group permissions and then allow
anyone to request membership of the group with auto-accept turned on, then any user can
gain access to the secured areas to which the group has access.

View Group Permissions—Click this option to see what permission levels this group has and
for what securable objects (sites, lists, pages).

Make Default Group—Click this option to assign the group as the default “Members” group.

List Settings—Shows a List Settings page similar to the standard list settings page; in this case
the group owner can modify the views and columns shown.

Creating a New Group (and Assigning Permissions)

Site collection administrators may create new custom security groups, and then apply permission levels to these
groups within the context of a secured object (site, list, or page). For example, your organization may decide that
the default Members, Visitors, and Owners roles are not sufficient and want to create a specialized group of users,
called Steering Committee Members. This group might have contributor access to a site in the collection but not
delete rights. Look back at the section “Permissions and Permission Levels” for creating a custom permission level
that allows contribute without delete. Apply this custom permission level to this custom committee group at the site
level (see the next section on granting permissions) to grant this unique set of users the custom permission level.

The following steps detail creating the new group as described:

1.

N o g &~ w0 DD
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Click the gear icon (from the top right of the home page of the site collection).
Click Site Settings from the menu.

Under the Users and Permissions heading, click the People and Groups link.
By default, SharePoint will open a page of the Members group.

Click the Groups heading in the left navigation.

Click New from the sub-menu.

SharePoint displays a page like Figure 7-10.
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s
ew’\%‘w BB http://sp2013.robdev.local/_layouts/15/start.aspse/_layouts/15/newgrp. 0 = & H B Create Group ‘ ‘ kAL
Eile Edit View Favorites Toels Help
SharePoint Newsfeed SkyDrive Sites Rob Garrett~ £ 2
€ sHARE ¥ FOLLOW [
E> Portal # EDIT LINKS .
People and Groups + Create Group o
Lists MName and About Me Description
R Name:
Employees Type a name and description for the group.
Home About Me:
Documents
Recent
Salaries
Site Contents
# EDIT LINKS
Owner
Group owner:
The owner can change anything about the
group such as adding and removing Rob Garrett x
members or deleting the group. Only one
user or group can be the cwner.
Group Settings
Specify who has permission to see the list of Who can view the membership of the group?
group members and who has permission to ® Group Members ) Everyone
add and remove members from the group. . .
Who can edit the membership of the group?
(®) Group Owner (O Group Members
v
Figure 7-10. Create a new group
8.  Give the group a new name and description.
9. Configure the group settings and assign the default permission levels.
10. You do not have to assign default permission levels at this stage; you can do so later when
applying permissions to a secured object for users contained in this group.
11.  Click the Create button to create the group.
Deleting a Group
Deleting a SharePoint Security Group is a straightforward process, summarized in the following steps:
1. Click the gear icon (from the top right of the home page of the site collection).
2. Click Site Settings from the menu.
3.  Under the Users and Permissions heading, click the People and Groups link.
4. By default, SharePoint will open a page of the Members group.
5. Click the Groups heading in the left navigation.
6. Click the Edit icon next to the group you wish to delete.
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7. SharePoint shows the settings page for the group.
8. Atthe bottom of the page click the Delete button.

9. Click OK on the dialog box that appears.

Assigning New Visitor, Member, and Owner Groups at Site Creation

The default for a new site collection is to create the Visitors, Members, and Owners (VMO) groups. When creating
a subsite in the site collection, an administrator or site owner may decide to create a new set of VMO groups and assign
permission levels. The following steps detail creation of a subsite and assigning new VMO groups:

1. From the parent site (or root site collection), click the gear icon.
2. Select the Site Contents menu item.

3. Scroll and click the link to add a new subsite.

4

SharePoint presents a page like that shown in Figure 7-11.

T
a‘(\"s:“ﬁ)http:-'szCW3.rubdev‘luca\-_la;cu|:-15':Iar|.asz:-'_\a;cut:-Tf-HEv‘:Ebv‘-9‘O”wNewSharePumtS\te | AR
Fle Edt View Favortes Tools Help

SharePoint Newsfeed SkyDrive Sites Rob Garrett~ ¥ 2

) SHARE Yy FoLLOwW O,

Portal # EDIT LINKS ~
Site Contents + New SharePoint Site

Lists Title and Description
Title:
Employees
Home Description:
Documents
Recent
Salaries
Site Contents Web Site Address
URL name:
# EDIT LINKS httpi//sp2013.robdev.localf

Template Selection
Select a template:

Collaboration | Enterprise

Blog

Project Site
Community Site

A place to work together with a group of peaple.

Figure 7-11. Create a new subsite

Note SharePoint 2013 presents a page for creating new subsites, which differs from the Silverlight dialog that
SharePoint 2010 provided as part of the new subsite creation process.
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Fill in the title and URL name fields and choose a template for the new subsite.
Scroll to the Permissions section.

By default, SharePoint assumes you want to inherit the same site permission level
assignments as that of the parent site; change this option to use unique permissions
(for this demonstration).

Leave all the other options as default and click the Create button.

After a brief moment, SharePoint navigates you to a page like that shown in Figure 7-12.

- o N
aw’\-’?)m)hnp:'_':pz:t.mhdmo:a\'tszt_,la-,.-:utz_15_ztan.a:px:',la-;.-cutz_'w5_psn,0-GHE}Setu;quup;fmtmss.ta ‘ ‘ 0 5 23
File Edt View Favorites Tools Help

SharePoint Newsfeed SkyDrive  Sites Rob Garrett~ £ 2

) SHARE Yy Folow OO

People and Groups + Set Up Groups for this Site o

Home Visitors ta this Site ) -
@ O
Documents Visitors can read content in the ®) Create a new group _Use an existing group
Web site. Create a group of
Site Contents visitors or re-use an existing Test Visitors
SharePaint group.
# EDIT LINKS
&EE
Members of this Site B
Members can contribute content (®) Create a new group (L) Use an existing group
1o the Web site, Create a group
of site members or re-use an Test Members
existing SharePaint group.
Rob Garrett
&EB
Owners of this Site ) -
@ O i
Owners have full control over ®) Create a new group _'Use an existing group
the Web site. Create a group of
OWNErs Or re-use an existing Test Owners V)
SharePoint group.
< >

Figure 7-12. Set up groups for a new subsite

On this page, you can specify creation of new groups for the new site created. SharePoint
helps you out with the naming by prefixing the site title to the group type, but you may
change the groups to anything you like.

Click the OK button, and SharePoint creates the new subsite and new default groups.
Navigate back to the Groups page and you should see the three new groups created and
stored at the site collection level.
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Granting Permissions

At this stage of the chapter, I have established how SharePoint handles groups of related permissions within
permission levels, reviewed basic user identity, and discussed security groups and best practices in using them. In this
section I discuss granting of permissions (via permission levels) to groups of users for specific securable objects (sites,
lists, pages, list items, and so on) in a site collection.

Granting Permissions at the Root Site Collection
The following steps detail granting permissions at the root site in the site collection:
1. Click the gear icon from the root site in the site collection.
Click the Site Settings menu item.
Click the link for site permissions, under the Users and Permissions heading.

Click the Grant Permissions icon on the ribbon.

o &~ 0D

SharePoint displays the share dialog (remember, sharing and granting permissions
to users or groups are synonymous in SharePoint 2013).

o

Provide the name, username, or e-mail address of users to assign permission.
7.  Click the link to show options.

8. Select the group or permission level to assign for the specified users—selecting a group
adds the users to that security group; selecting a permission level assigns the users this
permission level for the site collection.

Note SharePoint treats AD groups or ASP.NET role provider identities as users. Thus, you can assign an AD group or
ASP.NET role provider role a particular permission level or add it to a SharePoint security group, and all users of the AD
group or role provider role have access to the site collection based on the permission level assigned or SharePoint group
they belong to.

Permission Inheritance (and Breaking It)

Granting permissions to users or AD groups for a subsite is identical to the procedure shown in the previous section,
“Granting Permissions at the Root Site Collection” —as long as the subsite breaks inheritance. Permission inheritance
is an important topic and worthy of a mention here.

Every subsite belongs to one parent site, and the root site of the site collection is special because it has no parent
site. Every list or document library resides within a site or subsite. You can quickly see that nested subsites chained
together create a tree hierarchy: your site hierarchy. Your site hierarchy is analogous to that of a folder structure in
a file system, where sites are synonymous with folders. Similar to file and folder structures, you can assign default
permissions for users or groups of users to the top-level site (the root site) and all subsites in the tree inherit the
permissions from the parent site. For example, if all subsites inherit from their parent, and I assign my user identity
collaboration access via the collaboration permission level, then I have collaboration permissions across the entire
site collection hierarchy.
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Permission inheritance does not stop at the site level—lists and libraries also inherit permissions from their
container site (by default). Thus, in the previous example, I have collaboration access to all lists and libraries in each

subsite.

If you can simply grant permissions at the top of a site collection, why bother with permissions for subsites, lists,
and libraries? The situation may arise in which the default permissions do not work at a particular level in the hierarchy.
For example, you might grant collaboration access across the site collection, but the accounting subsite requires special
consideration and only members of the accounting SharePoint group have access. In this case, you would “break”
inheritance at the accounting subsite and then assign discrete permissions for the accounting security group.

As a general rule of thumb, it is a good practice to assign permissions at the site collection level that reflect the
general populous, and then break inheritance for specific circumstances. For example, if your site is an intranet
then perhaps you want generalized read-only access for all users across the site collection (except site collection
administrators who have full control) and then will grant specific Write or Collaboration permissions for certain
subsites. Contrary, if your site collection represents a collection of project sites, to which everyone has collaboration
rights, then it makes sense to grant collaboration rights to the site collection and then restrict rights to particular
subsites that do not fit the generalized rule.

The following steps demonstrate how to break inheritance for a subsite:

1.

2
3.
4

Navigate to the subsite where you wish to assign unique permissions (break inheritance).
Click the gear icon and then choose the Site Settings menu item.
Click the link for Site Permissions under the Users and Permissions heading.

SharePoint displays a page like that in Figure 7-13.

e‘ = “E} hitp://sp2013.robdev.local/test/_layouts/15/start.aspx/_layouts/15/user O ~ & ” B Permissions: Test ‘ ‘

Eile Edit View Favorites Tools Help

SharePoint Newsfeed SkyDrive Sites Rob Garrett~ £ 2
BROWSE | PERMIS: € sHARE ¥ FOLLOW O,
Se @ e e
[ "] an o Q
Manage Stop Inheriting  Grant  Create Cneck
Parent ~Permissions  Permissions Group  Permissions
Inheritance Grant Check
Home & Some content on this site has different permissions from what you see here. Show these items.
Documents This Web site inherits permissions from its parent. (Portal)
Site Contents
Name Type Permission Levels
# EDIT LINKS Excel Services Viewers SharePoint  View Only
Group
Portal Members SharePoint  Edit
Group
Portal Owners SharePoint  Full Control
Group
Portal Visitors SharePoint  Read
Group

Figure 7-13. Site permissions
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5. Notice the helpful information panel in yellow—SharePoint 2013 tells you if you have
any lists, libraries, or list items that have unique permissions (i.e., broken permission
inheritance further down the chain).

6. Inmyexample, my subsite inherits permissions from the parent, but I have a micro-feed
list in the site that has its own unique permissions. (Click the link in the yellow information
box to see content with unique permissions.)

7.  Click the icon on the ribbon to stop inheriting permissions.

8. SharePoint now copies all the permissions of the parents and assigns them as copies to the
current subsite.

9. You may now change the existing permissions of the subsite and/or grant new
permissions.

10. To revert back to inheriting permissions, click the icon to Delete Unique Permissions.

Note If you find yourself breaking permission inheritance often, to prevent user access, then this suggests that you
have too many permission rights applied further up the hierarchy. The best practice is to apply restrictive permissions
higher up the chain and less restrictive permissions in specialist sites deeper down the chain.

Granting Permissions to a List or Document Library

For the purpose of this discussion, documents and lists work the same way when it comes to applying unique
permissions. By default, lists inherit permissions from the parent site, just as sites inherit their permissions from their
parent.

The following steps demonstrate how to view permissions applied to a list, and how to break the inheritance so
you can apply unique permissions at the list level:

1. Navigate to the default view of any list.
2.  From the ribbon, click the List (or Library) tab.

3. Inthe Settings section, click the icon for Shared With (remember permissions are
synonymous with sharing in SharePoint 2013).

4. Youshould see a dialog like that in Figure 7-14.
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Shared With x

Rob Garrett

SharePoint Architect, Development

IMVITE PEOPLE  EMAIL EVERYOMNE  ADVANCED

i Close

Figure 7-14. Shared With dialog

5. Click the link to invite people, which shows a dialog similar to that in Figure 7-8.

6. Click the link for advanced settings to see a page with the assigned permissions for the list
(similar to the page for site permissions—Figure 7-13).

Clicking the Advanced link on the Shared With dialog (Figure 7-14) shows the Permissions page for the list.
This Permissions page works exactly like the Permissions page for a site. To grant unique permissions, break the
permission inheritance and assign specific permission levels to new or existing users or groups of users.

Granting Permissions to a List Item or Document

Granting unique permissions to list items or documents in a document library is a process similar to granting
permissions at the site and list levels. The difference is in how you navigate to the Permissions page.

1. From a List View page, select the List item.

2. Click the ellipses and choose the Shared With menu item (Figure 7-15).
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Figure 7-15. Shared With for a list item

3. SharePoint shows a dialog, similar to that shown for list permissions (Figure 7-14).
4. Click the link for advanced options.

5. Asyou did with sites and lists, you must break the permission inheritance to apply unique
permissions to the list item.

Note Try to avoid granting unique permissions to list items and documents in a document library. Doing so is bad
practice and may lead to security management difficulties later.

Anonymous Access

By default, SharePoint requires users to authenticate before gaining access to a site collection. In some cases, the
organization may have a desire to open a site to anonymous users. Anonymous users are those users who visit

a SharePoint site without ever authenticating—as far as SharePoint is concerned, there is no user information or user
context for the user accessing the site collection anonymously. Typically, anonymous user access does not make
awhole lot of sense for team sites and intranet-like site collections, but it makes perfect sense when used in
conjunction with publishing web sites in SharePoint.
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Note A publishing site is a site based on the Publishing Site Collection template, which provides content
management services for owners of an organization’s public web site (see Chapter 10 for more information on publishing
and public-facing web sites in SharePoint 2013).

Anonymous access begins with the web application, which ties configuration to the application in Internet
Information Server (IIS). If an administrator does not enable anonymous access at the creation of the web application,
or later in the web application settings, then SharePoint does not allow anonymous access at the site collection level.
See Chapter 2 for the details of creating a web application and enabling anonymous access. The following steps detail
how to enable anonymous access for an existing web application:

1. Open Central Administration.

2. Click the Manage Web Applications option under the Application Management heading.
3. Select the desired web application from the list.

4.  Click the Authentication Providers icon on the ribbon.

5

SharePoint shows a dialog containing configured zones for the web application (Figure 7-16).

eiej\‘wﬂ}) http://sp2013.robdev.local:2013/_admin/WebApplicationList.aspx L-c HE}Web}\pphcatmnsManagam ‘ ‘
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Figure 7-16. Authentication Providers for a web application
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6. Click the title of the zone to change the authorization and enable anonymous access
(typically Default).

7. Inthe dialog that appears, check the check box in the Anonymous Access section.

8.  Scroll to the bottom of the dialog and click the Save button. (Note: you may notice a slight
delay before the dialog closes.)

You should now have enabled anonymous access for the web application. However, you must now also enable
anonymous access at the site collection. The following steps demonstrate how to achieve this:

1. Open the site collection of the site to enable anonymous access.

2. Click the gear icon and then select the Site Settings menu option.

3. Click the link for site permissions, under the Users and Permissions heading.
4

Click the Anonymous Access icon on the ribbon (this icon grayed out if anonymous access
not enabled at the web application level).

Figure 7-17 shows the options for anonymous access:
e  Entire Web Site—Anonymous users see everything in read mode.

e  Lists and Libraries—Anonymous users can only see lists and list items where the owner has
explicitly granted permissions to anonymous users.

e  Nothing—No anonymous access to the site collection.

ANoONymMous Access

ANOnymous ACCess

ANONYMOUS USErs can access:
O Entire Web site
O Lists and libraries
® Nathing

Client Object Model Permission
Requirement M Require Use Remote Interfaces permission

Ok Cancel

Figure 7-17. Anonymous Access permissions
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collection without the Remote Interfaces permission. This is important—without this option checked, anonymous
users can write script via the Client Object Model to interact with your site collection. This is not to say that secure
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content in the site collection is available to anonymous users—the Client Object Model respects security—but leaving
this option checked provides another layer of protection.

Web Application Policies

Site collection security, discussed in the previous sections of this chapter, provides nice granular control of user access

to the site collection, sites, lists, and even list items. However, sometimes an administrator needs to grant access to
users for an entire web application. SharePoint provides this capability via the Central Administration web site.

Note Granting users access to the entire web application via Web Application policy bypasses all security settings
applied at the site collection, subsite, list, and list item levels. | strongly recommend you use this capability under only

special or rare circumstances, such as troubleshooting or granting access to very important administrators.

1. Open Central Administration.

Click the Security heading from the home page.

2.
3. From the Users section, click Specify Web Application User Policy.
4,

SharePoint shows a page like that in Figure 7-18.
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Figure 7-18. Web application security policies
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The page, shown in Figure 7-18, displays a list of current user policies for the selected web application in the
drop-down on the far right. Notice the strange user names, like 1:0#.w|robdev\sp_admin, which is how SharePoint
stores user identity as part of the Claims-Based-Authentication model (see Chapter 8).

1. Ensure that you select the correct web application (top right).
2. Click Add Users from the sub-menu.

3. From the next page, choose the desired zone or all zones if you want the new policy to
apply to all security zones for the application.

Note SharePoint maintains four zones for each web application: Default, Custom, Intranet, and Internet. The labels are
not important but help administrators assign policy for typical purposes. The drop-down that appears in step 3 shows only
those zones in which the administrator has configured an authentication scheme (Windows, Kerberos, or Claims-Based).

4. Click the Next button.

5. Enter the users or AD groups in the Users box; then click the tick icon to validate the entered
text, or click the book icon to choose users via the people picker dialog (Figure 7-19) .
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Figure 7-19. People picker dialog in the Web Application Policies page
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6. Select the appropriate permissions—this is the only place in the SharePoint security
model where an administrator may deny access rights. This feature comes in handy if an
administrator needs to revoke access for users in the web application, without editing the
permissions in site collections.

7.  You may choose to operate the account policy as System, meaning the account does not
show up in user information lists (it’s effectively hidden).

8. Click the Finish button to enact the policy.

Returning to the web application security policies, shown in Figure 7-18, you see a big bold message at the top
of the page about search crawling. Changing the security policy for a web application instructs SharePoint to execute
a full search crawl (see Chapter 15)—this is to ensure security trimming of content per the policy and permissions
assigned to all users. For example, if you create a new security policy to deny a user access to content in all site
collections hosted by the web application, then that user should not see this content in search results. Making
multiple changes to the web application security policy might add strain on your environment if these changes cause
a search crawl during busy usage periods. The information message recommends applying web application policies
to security groups; thus, adding users to and removing users from the group avoids a full search crawl.

Also on the Web Application Security Policies page are some links (top left) to change policy for anonymous users
and to change the permission levels for policy. Similar to how you grant or deny access to specific users for the entire
web application, you can perform these actions for anonymous users. Thus, if you want to deny access to all anonymous
users without turning off anonymous access, you can add a policy to deny access at the web application level.

The link to manage permission policy levels takes you to a page that lists all permission levels for web application
security policy (Figure 7-20). Similar to permission levels for site and site collections, the available permission levels
for web application security policies reflect typical groupings of permissions for a specific role. You can add your own
permission levels to apply as policy to the web application, and change the existing permission policy levels, but this
is not recommended; it is always best to create your own permission levels.

- clEN
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Figure 7-20. Permission Policy Levels
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Best Practices

When working with clients, I often receive questions about the Microsoft best practices for applying security
permissions to sites, lists, and pages in SharePoint. Although there is no hard-and-fast right or wrong answer to
configuring SharePoint security, there are some good best-practice rules to follow, which involve the use of security
groups.

e Avoid granting permissions (permission levels) to individual users. I am sure we have all
been there—someone calls the help desk and asks that “Bob” have access to a SharePoint
site, list, or document. The quick-and-dirty solution is to find the securable object and grant
contributor permission rights to Bob. The problem is what happens when Bob no longer
works for the organization and someone else needs to follow up on his work. Magnify this
issue across multiple users in the organization and in different areas of the site collection
hierarchy, and you will have a security management nightmare growing. Adding Bob into
a security group and applying permissions to the group is more effective, because you as the
administrator can add more users into the group, and/or remove Bob from the group without
having to go hunting for areas where Bob has specific permissions.

e Avoid too much security group specialization. The default Visitors, Members, and Owners
group should suffice in most scenarios, but on occasion you may need to create a group for
users who have a specific set of permissions in a given security context. This approach is fine
in rare circumstances, but if you find yourself managing more than a handful of specialized
security groups and needing to remember complicated permission assignments, then I
recommend rethinking your security model and clumping your users into more abstract
groups.

e  Employ Active Directory groups as users in SharePoint. SharePoint does not really distinguish
between AD users and AD groups; both have an identity from the user store, and both may
receive permissions for a given secured object (site, list, or page). AD groups are a good thing
in general because they allow IT to manage user access to Windows-based services (for
example, file shares). However, applying direct permissions to AD groups in SharePoint tightly
couples your site collection permissions with IT operations. For example, say you assign
permissions within your site collection to an AD group called Developers. Somewhere along
the line, you want to grant access to your new developer recruit—Bob—to the site collection.
Now you have to call IT to ensure that Bob is in the correct AD group. In theory, if IT is
religious about putting new employees in the correct AD groups and removing ex-employees
from AD groups, then all is peachy, but if not, then you cannot grant Bob access to the site
collection until IT commits. Instead, if you add the Developers AD group to a SharePoint
security group, and then assign permissions to the SP group, you can add Bob temporarily to
the SP group until IT adds him to the AD group. With the introduction of continuous search
crawling in SharePoint 2013, changing user permissions on a site, list, or list item triggers
a crawl. Leveraging groups allows you to add and remove users from groups without triggering
search crawl.

e Apply permission levels to collections only. Anyone who manages file system permissions
will tell you that it is a nightmare managing permissions applied to individual files, simply
because there are too many of them. The same theory applies to SharePoint list/library items.
SharePoint administrators will have a much easier time applying permissions to collections
(lists, sites, and so on) rather than individual list/library items.
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e Break permission inheritance only when necessary. SharePoint leverages inheritance of
security permission levels from the root of the site collection, through sites and subsites, into
lists and list items. When applying permissions to users (via SP groups) at the top of a virgin
SharePoint site collection, the same permissions apply to the user for all subsites, lists, and
list items—that is, until someone breaks the permission inheritance. Breaking the security
inheritance chain in a subsite, list, or list item means that any change to the permissions at
a level above will not affect the permissions configured below the break point. This is often
done deliberately when separating sections of the site collection hierarchy from the main site
trunk access, but when it happens too often, administrators have a hard time applying new
permissions from the top level to all sites and lists below.

Summary

In this chapter, I took you on a brief tour of SharePoint security. SharePoint uses role-based security, which requires
an understanding of the permissions model. I covered the existence of permission levels, how to use them, and the
creation of custom levels. I visited best practices and discussed how to leverage SharePoint security groups to apply
permissions to a particular securable object (sites, lists, pages, list items, and so on). In the next chapter, Chapter 8,
I shall continue discussion about security as it relates to Claims-Based-Authentication and Identity Management.
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CHAPTER 8

Claims-Based and Federated
Authentication

SharePoint 2010 introduced a new Claims-Based-Authentication (CBA) method for authenticating users.
SharePoint 2013 continues use of CBA as the now only mechanism for authenticating users.

CBA addresses the need of the industry to identify users of a system via claims, rather than via username and
password. In this chapter, I shall detail Digital Identity and open standards for identifying users in electronic systems,
such as SharePoint. SharePoint and CBA support federated authentication, meaning abstraction of the authentication
process from the SharePoint platform. I shall cover integration of Active Directory Federated Services for providing
abstraction.

Digital Identity

Have you ever stopped to consider the number of systems you access with a username and password? I have a
wonderful password management system to take the headache out of remembering multiple passwords, and it
tells me that I have accounts on at least 93 different web sites. Imagine if every one of these systems used a different
username and password set . . . many of them do! The OpenID Foundation saw this as an issue in 2005, when it
produced a new standard—the OpenlID standard—for identifying users by more than a username and password.
OpenlD is a standard that describes how users may authenticate with a system in a decentralized manner,
eliminating the need for systems to maintain their own credentials and authentication mechanisms. OpenID
also describes user identities as consisting of sets of attributes, or claims, rather than a username specific to an
authentication scenario.
As OpenlID gained rapid adoption from 2005, Microsoft, and other system implementation vendors, adopted
OpenlD standards in its products and systems. Microsoft first introduced Windows Card Space as the solution
to avoiding usernames and passwords, and instead managing a set of claims about a person with a given card.
SharePoint 2010 includes Claims-Based-Authentication to fully abstract authentication from the SharePoint platform
and identifies authenticated users via a set of augmented claims. The remainder of this section of this chapter
discusses the principles of OpenID and Digital Identity. In the sections that follow, I shall demonstrate how these
principles apply to SharePoint 2013, which also adopts Claims-Based-Authentication.

Identity Management

The principal idea of Identity Management is that identities consist of a set of attributes in a given context space. In
simple terms, an identity for a given individual might consist of several attributes, such as first name, last name, e-mail
address, social security number, etc. On its own, each attribute means very little, but combined with other attributes
constitutes the identity. For example, my name is Rob Garrett; several other people in the world have the same first
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name, and likely the same last name. My first name, last name, or even both together do not uniquely identify me
as a person, so how is a system, like SharePoint, to know I am who I claim to be? Add my e-mail into the mix and we
begin to define my identity, and not that of another Rob Garrett, since my e-mail is unique to me. As we continue to
add more attributes to my identity, there is no doubt that the identity refers to me specifically, and not some other
fortunate person to share the name Rob Garrett.

Although I am one individual with one physical presence, I can have multiple identities in the electronic world.
My bank might require my identity to have a large collection of attributes, to ensure I am really who I claim to be,
whereas a social site might not need so many attributes because security is more relaxed. Of course, when I refer to
the attributes of my identity, what I am really describing are “claims”—I claim my last name is Garrett, I claim my
first name is Robert, and I claim my twitter ID as @RGarrettPro. Figure 8-1shows a graphical view of identities and
attributes (claims) and how they map to entities (people and objects) in the real world.

consist ’T‘;t"ibt‘;]'jes /
entifiers
correspond _ |qentiies +—O' 1 <o -~~~ .
Entities ‘_‘_; ________ -~ f 0

"

Figure 8-1. Relationship of identities to entities

Identity Authentication

With an understanding of how identity works, how does an entity (person) authenticate with a system that supports
digital identifiers? There is lots of information about this subject on the Web, so I shall cover the process at a high
level. To begin, the following are the main components in an abstracted authentication process:

e Identity: a set of attributes describing the user or other form of entity with secured access to
a system.

e Relying Party: the system that requires authentication of an entity—the system itself, in our
case—SharePoint.

e Claim: a piece of information (attribute) of a given identity. A set of claims constitutes an
identity. We use the term “claim” rather than attribute because the delivery of claims is such
that an entity asserts a set of claims about him/her, rather than looking up an attribute in a
directory by the Relying Party.

e Security Token: an encrypted piece of information, consisting of a set of claims and request of
a given Relying Party. An Issuing Authority might encrypt a Security Token and always signs
it. The signature is very important because this ensures that only the Issuing Authority created
the token and not anyone else.
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o  [ssuing Authority: the party responsible for providing a set of claims about an entity. The
Relying Party passes the responsibility of authentication of an entity to one or more Issuing
Authorities, who provide a Security Token for an authenticated entity. The Issuing Authority
makes use of X509 certificates to sign Secure Tokens so that the Relying Party can validate
secured tokens as authentic.

e Secure Token Service (STS): a service that issues Secure Tokens according to WS-Trust and
WS-Federation protocols. Examples of STS include Active Directory Federated Services
(ADFS) and the STS built into SharePoint 2010 and 2013.

e  C(lient: typically a web browser and user looking to authenticate with a web application
(Relying Party).

Figure 8-2 shows a basic authentication scenario, described as follows:

Issuing Authority
Uskr

4b. Lookup User Details

4. Authentication, Request Token

- v >
r-. -
5. Return Token
1. Request >
3. Select Identity Provider (IA)
2. Send Policy
Relying Party Secure Token
Application Service

Client

6. Return Token

Figure 8-2. Basic authentication scenario

1. Client sends a request to the Relying Party (RP) to access secured content.

2. RP sends back policy for authentication—RP may send a selection of identity providers for
user to choose.

3. User selects an identity provider (if multiple providers)—the Secure Token Service (STS) of
an Issuing Authority (IA).

4. Client sends an authentication request to the STS of an IA.

5. Assuming successful authentication with the IA, the STS sends an encrypted and signed
token back to the RP.

6. The STS sends the same token back to the client. The RP and client now have a common
trust via a shared secure token.
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Secure Tokens

Secure Tokens consist of an XML file (typically encrypted) that includes a list of claims about an identity. This XML file
goes by the common name of Security Assertion Markup Language (SAML) token.

The number of claims within a SAML token and provided by a Secure Token Service depends on the policy of
an Issuing Authority and the policy of a Relying Party discovering a set of claims about an entity. The SAML token is
encrypted using the public key of an RP (if encrypted) and signed using the private key of an IA—this ensures that
the RP can check that the token originated from the IA and that only the RP can decrypt the secure token. Should
someone intercept a secure token in transit, the signature and encryption ensure that a third party cannot read or
modify the contents of the token.

SharePoint Authentication

SharePoint 2013 now uses Claims-Based-Authentication (CBA) for all web applications added to the farm. Using
standard protocols and principles, like those described earlier in this chapter, SharePoint abstracts user authentication
from user identity such that SharePoint can maintain his or her identity, regardless of the authentication mechanism.
The impact of abstracted authentication is that a user can now maintain his or her identity in a SharePoint
site regardless of how the user authenticated on a given day. For example, in my SharePoint 2013 installation, my
user presence goes by that of a common claim—my e-mail address—but I can authenticate via NTLM Windows
credentials, SQL credentials (via a membership provider), or some other trusted domain type (via custom claims
provider). As long as each authentication mechanism makes the claim that  have common claim identifier
(dependent on the issuing provider type) my identity remains consistent.
Before I delve deeper into how SharePoint 2013 implements CBA principles, let me first remind you of the legacy
approach—Classic Mode Authentication (CMA), which was available to you as of SharePoint 2010.

Legacy Approach—Classic Mode Authentication

I promise I shall keep this section short and not dwell too much on this legacy implementation of authentication.
However, it is important to have some background knowledge on Classic Mode Authentication so you understand
why CBA is so much better and why SharePoint 2013 no longer supports CMA.

Prior to SharePoint 2010, Classic Mode Authentication was the only mechanism of authenticating users.
SharePoint 2007 at least included support for custom membership credentials such that we could store user
credentials in SQL databases or third-party systems. Even so, authentication was still the job of SharePoint.

Let us consider a common scenario, implemented for many SharePoint 2007 solutions. Users can authenticate
with their Active Directory credentials: when in the office they access the company intranet using their workstation
credentials and when at home they access the intranet via a forms-based login. In both cases, the username and
password is the same, just the authentication mechanism differs. In the office, users authenticate using NTLM—standard
Windows challenge response protocol synonymous with workstation login. When accessing the Internet from home,
users enter their credentials into an SSL-hosted form, and SharePoint authenticates these users against Active
Directory using a Microsoft Membership Provider component.

Everything seems peachy, but there are a couple of major drawbacks with this implementation:

1. SharePoint 2007 allows only one authentication mechanism per web application
(arestriction because SharePoint builds on ASP.NET). Therefore, the implementation
consists of a primary web application, using NTLM, and an extended web application,
configured for forms authentication.

2. The identity of the user ties to the username of the user—if accessing the site from the
office the user has the username DOMAIN\username, whereas accessing the intranet via
forms gives a username of Membership-Provider:username.
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Perhaps we can overcome the first issue, although it does mean accessing the intranet from a URL in the office
different from that outside the office because each SharePoint application requires a unique domain name or port
number. I have seen some clever DNS tricks to redirect users to a different domain based on location in the network.
This aside, bookmarks become a problem with different URLs because the links you saved in the office differ from
those used when accessing the same document or pages at home.

The second issue is more of a deal-breaker—consider how identity mapped to username and authentication
method affects services like User Profile Import. User Profile Import maps users with a given username to records in
a directory, such as Active Directory or an LDAP system. If we have multiple usernames then the profile import has
no way of knowing that each username is that of the same person: we effectively have multiple identities and thus
multiple profiles. The problem also surfaces when tracking version history and changes to a document, since this also
assumes unique username.

Fortunately for us, SharePoint 2010 introduced Claims-Based-Authentication, and made the world a better place.
SharePoint 2010 still supported CMA and we had a choice when provisioning a new web application of which mode
of authentication to use. With the release of SharePoint 2013, Microsoft depreciated CMA, and CBA is now the only
mechanism for authentication.

Claims-Based-Authentication Approach

Claims-Based-Authentication is a new flexible and abstract approach to user authentication. CBA supports a variety
of credential systems, including Active Directory, Live ID, LDAP directories, and any credential store that adopts CBA
and federated authentication standards (via SAML).

CBA is composed of a number of components, akin to those described in the earlier part of this chapter. These
components operate in unison to authenticate users per the following high-level process:

1. A non-authenticated user (anonymous user) attempts to access secured content in
SharePoint.

2. SharePoint determines available identity providers—CBA supports Windows (NTLM),
Membership Provider, and Trusted Claims Provider types. If the application allows for
multiple providers, then SharePoint presents the user with a choice to select the desired
provider, otherwise SharePoint uses the only selected provider.

3. For Windows and Membership authentication, SharePoint forwards the request to the
Secure Token Service, which integrates with SharePoint 2013 on the same server. The
request to STS uses the industry standard web service protocol WS-Trust. Requests
destined to trusted providers route to the STS of each provider.

4. STSlooks up the username in a credential store and verifies the given password with that
in the store. In the case of Windows NTLM or Membership Provider, SharePoint uses the
built-in STS; in the case of Trusted Claims Provider, the STS might exist elsewhere.

5. Ifsuccessfully authenticated, the STS returns a SAML token, containing claims about
the user’s identity. In the case of built-in STS, the claims returned are limited to details
provided by the directory or membership provider.

SharePoint CBA uses the Windows Identity Foundation (WIF), a collection of APIs that provides for creation of
claims-aware applications and federated identity.

With the theory part of CBA covered, I will now run through a series of steps for creating a new CBA web
application and configuring it for multiple authentication types.
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Configuring a Claims Web Application

In Chapter 2, I demonstrated how to create a new web application in SharePoint 2013. Since all user web applications
are CBA applications in SharePoint 2013, I shall summarize the same steps, but provide additional details for the
configuration of different authentication methods (NTLM, Membership Provider, etc.). Further, in this section, I shall
demonstrate how to make changes to the authentication methods for an existing web application.

Creating a New CBA Application

The following set of steps demonstrates how to create a new Claims-Based-Authentication aware web application in
SharePoint 2013. The steps below demonstrate creating our application via Central Administration.

1. Open Central Administration.
Click the Manage web application link.

Click the New button in the ribbon.

Eal A

Under the IIS Web Site section, give the web application a name, port number, host header
(optional), and path (default is fine).

5.  Under the Security Configuration, check Allow Anonymous if you intend to make your
application available to anonymous users.

6. Click User Secure Sockets Layer (SSL) if you have a certificate ready for your application.

7.  Skip the Claims Authentication Types and Sign In Page URL sections (we’ll come back to
these in a moment).

8. Leave the public URL as default, unless you need to change it.

9. Create a new application pool (unless you wish to reuse one of the existing ones). It is
generally good practice to give each web application its own application pool, so you can
recycle it without affecting other applications.

10. Inthe Database Name and Authentication section, provide a name for the database, and
credentials for application to access the content database—I usually leave the credentials
blank and SharePoint uses the farm account.

11. Ifyou have a mirrored failover database server, you may specify it in the Failover Server
section.

12.  Select the associated service applications in the Service Application Connections section.
13.  Finally, choose to opt in or out for the Customer Experience Improvement Program.

14. At this point, we are ready to look closer at the Claims Authentication Types and Sign In
URL sections—scroll back up until you see the dialog like in Figure 8-3.
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Create New

Veb Application

[¢ Enable Windows Authentication

[ Integrated Windows authentication

NTLM |

[ Basic authentication {credentials are sent in clear text)

[~ Enable Forms Based Authentication (FBA)
ASP.NET Membership provider name

ASP.NET Role manager name

Learn about confi
authentication.

Sign In Page URL LI

Figure 8-3. Claims authentication types

Out of the box, SharePoint supports Windows and Membership Provider authentication types.

Windows Authentication comes in two flavors: NTLM and Kerberos, with NTLM being
most typical. Kerberos is a ticket-based authentication system and recommended by
SharePoint. However, using Kerberos requires that you configure the application pool
account as NETWORK SERVICE or a domain account configured for Kerberos. In most all
scenarios I have come across, administrators use NTLM.

You should not allow Basic Windows Authentication unless you have a good reason to do
so—this option passes passwords in plain text and was the only way to allow Netscape and
early non-Microsoft browsers to authenticate with SharePoint. Most modern browsers,
including Firefox, support NTLM.

Forms-Based-Authentication (FBA) uses the traditional Membership and Role Provider
model to incorporate custom, SQL, or AD authentication with a forms login page.
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Note Developers should note that custom Membership and Role Provider code now runs under the STS Web Service
Application Pool, so SPContext and HttpContext objects may return null.

19. Check Enable ASP.NET membership and specify either or both Membership and Role
providers. Membership providers concern themselves with authentication and users,
whereas Role providers expose custom groups.

The last option in the Claims Authentication Types section is for Trusted Identity Providers. SharePoint allows
you to specify an IPSTS as trusted provider. An IPSTS forwards users to separate login pages to authenticate users,
before returning SAML tokens containing claims. I discuss use of Trusted Identity Providers (specifically ADFS) in the
section titled “Federated Authentication.”

20. The Sign In URL section includes a toggle option to use the default SharePoint sign in page
or a custom sign in page you specify.

21. Ifyou have multiple authentication types selected the default sign in page shows a
drop-down option when you attempt to authenticate (see Figure 8-4).

e Sign In

Select the credentials you want to use to logon to this SharePoint site:

=]

|Windows Authentication
ADFS Provider

Figure 8-4. Default Sign In Page, with multiple authentication types

Configuring an Existing CBA Web Application

In this section, we shall configure an existing CBA web application to use claims-aware providers.
1. Open Central Administration.

Click the Manage web application link.

Select an existing web application in the list shown.

E A

Click the Authentication Providers icon in the ribbon, and SharePoint will display a dialog
like that in Figure 8-5.

Authentication Providers

Default Claims Based Authentication

Figure 8-5. Authentication providers for a web application
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5. The dialog in Figure 8-5 shows the authentication type assigned to each web application
zone in use. In my case I only have one—the default zone. In SharePoint 2010, you had the
option of using classic mode or CBA. SharePoint 2013 now insists on CBA, so this is all you
should ever see in this dialog.

6. Click the zone you wish to configure CBA.

7. SharePoint shows a dialog, similar to that which we saw when creating an application
(Figure 8-3), only now with sections to configure the Claims Authentication Types,
Anonymous Access, Sign In Page URL, Client Integration, and an option specific to this
dialog for Client Object Model Permissions Requirement.

Configuring SSL for SharePoint

When dealing in any kind of web-based security, we must rely on the industry standard use of Secure Socket Layer,
which operates via the use of X509 Public/Private key certificates. In-depth discussion on X509 and SSL is outside the
scope of this book, but you can read more about it at the following links:

e http://en.wikipedia.org/wiki/Transport_Layer Security
e http://en.wikipedia.org/wiki/X.509

SharePoint 2013 supports use of SSL, and it is a requirement when integrating federated authentication. To
establish a certificate for SSL, the process typically goes something like this:

1. An administrator exports a Certificate Server Request (CSR) from IIS for a given
application and domain name.

2. The administrator sends the CSR to a trusted authority, such as VeriSign.

3. The trusted authority validates the authenticity of the purchaser via a series of security
protocols.

4. With trust established, the trusted authority generates a new SSL certificate for the
purchaser’s domain name and signs it as trusted.

5. The administrator installs the certificate in IIS.

6. Users who request secure pages from the organization’s application can trust returned
data because the encryption certificate is trusted from a well-known source—VeriSign or
other root certificate provider.

Note For more information on purchasing an SSL certificate, visit http://verisign.com.

For development purposes and demonstration, purchasing of an SSL certificate might seem overkill. Fortunately,
we can generate self-signed certificates, via IIS. These self-signed certificates are untrusted, because a trust source has
not signed them, but they provide a suitable free alternative for demonstration and development. The following steps
detail how to create a self-signed certificate for SharePoint 2013, via IIS:

1. Open Internet Information Service Manager 7.

2.  Click the server name in the left navigation tree and then double-click the Server
Certificates icon on the right, under IIS section (Figure 8-6).
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Figure 8-6. Server certificates in IIS

Click the link to create a self-signed certificate.

Give the certificate a friendly name, and then click the OK button.
Double-click the Self-signed certificate to see the details.

Click the Details tab and then click the button to copy the certificate to a file.
Click the Next button.

Select the option to not export the private key, then click the Next button.

Choose the export format (I chose the default DER format) and then the Next button.

e © o N o g v

ey

Give the certificate a file name and browse to a location on disk.

p—y
—y

Click the Next button, then Finish button to export the certificate to the file.
12.  Open the Microsoft Management Console (MMC.exe).

13. Add the certificates snap-in for the computer account and local machine.
14. Import the certificate into the Trusted Root Certificate Authorities node.
15. Import the certificate into the SharePoint node.

In the preceding steps, we have created a new certificate and allowed the local server to trust the certificate by
adding it to the Trusted Root Certificate Authorities store. This avoids annoying messages in Internet Explorer about
untrusted certificates. Even though we trust the certificate, we have to inform SharePoint it may trust the certificate
also, via the steps that follow:

Note Never use self-signed certificates in production or non-development environments.
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20.

21.
Now, we need to associate our new self-signed certificate with our web application in IIS, as follows:
22.
23.
24,
25.
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Open Central Administration.
Click the Security header.
Click the link to manage trust.

Click the new icon from the ribbon.

Provide a friendly name and browse for the certificate (CER) file in the dialog shown in Figure 8-7.

Establish Trust Relationship

Name:

Root Authority Certificate

[~ Provide Trust Relationship
Token Issuer Description:

Token Issuer Certificate

OK

Figure 8-7. New certificate in Manage Trust

Click OK.

Return to IIS Management.

Click the SharePoint application in the left navigation, under Sites.
Click the Bindings link (on the far right).

Click the Add button.
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26. Choose HTTPS, and select the certificate to use (Figure 8-8).

Type: IP address: Port:
Ihtq:.s j I.ﬁ.ll Unassigned j |443

Host name:

S5L certificate:

Mot selected j = |
Mot selected

WMSwc-5P 2013 _I S |

Figure 8-8. Add an HTTPS binding

27.  Click OK to complete the binding configuration.

Lastly, with the new SSL domain binding in place, we must create a new Alternate Access Mapping for the
application so SharePoint understands requests coming in on the new SSL URL:

28. Open Central Administration.

29. Click the Application Management heading.

30. Click the link to configure alternate access mappings.

31.  Click the button to edit public URLs.

32. Change the Alternate Access Mapping Collection for the correct web application.

33. Choose an empty zone and add the HTTPS URL (this should be the full domain name that
is listed for the self-signed certificate in IIS)—see Figure 8-9.
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Figure 8-9. Configure AAM for HTTPS

34. You can now access your web application on the new HTTPS/SSL URL.

Note If you access your SharePoint Web Application from another machine, the certificate is untrusted, unless you
repeat the preceding steps 12 to 14 for the machine you are using.

Federated Authentication

In the section titled “Configuring a Claims Web Application” I briefly touched on federated authentication within

SharePoint via Trusted Identity Providers. In this section, we shall explore the use of federated authentication, using
Active Directory Federated Services.

Active Directory Federated Services

Active Directory Federated Services is a service provided by Microsoft to provide federated claims authentication.
ADFS uses the WS-Federation standard protocol and returns secure tokens in Security Assertion Markup Language
format. The current version is 2.0, which is the version I refer to in this chapter when I discuss ADES.

Administrators may download ADFS from the following link, install it, and configure it via a Microsoft
Management Console (MMC): www.microsoft.com/en-us/download/details.aspx?id=10909.

Why would you be interested in federated authentication and why ADFS? Although SharePoint is not strictly
federating authentication, since the platform is still authenticating users, it has abstracted authentication via its
own Secure Token Service. ADFS brings true federated authentication because ADFS is a separate service that any
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application can leverage, as long as it supports WS-Federation and SAML. The following is a list of some of the
benefits that ADFS brings to your organization:

e Single-Sign-On (SSO): If ADFS is the central hub for authentication of any application in
the organization then these applications can offer SSO. A user authenticates through one
application and ADEFS generates a SAML token for the user. When the same user attempts to
authenticate via a different application—also using ADFS—ADFS sends back the same token
without prompting the user for credentials because ADFS remembers the user (via cookie or
NTLM token) from the first authentication success.

e WS-*Interoperability: ADFS interoperates with any system that supports WS-Federation and
supports the WS-* standards of other security-based services. Without ADFS, applications
on the Microsoft Windows Server platform must implement claims authentication using
the Windows Identity Framework to support authentication federation. ADFS enables
authentication federation for applications that do not provide their own authentication
federation via WS-Federation protocols.

e Avoids Credential Management: Using ADFS, you can allow users to authenticate with other
claims-aware applications (such as Windows Azure) and provide access for users of these
applications to your applications without having to manage account credentials. Users
maintain their own credentials via these independent account providers, ADFS facilitates
the authentication process, and your applications only have to keep a record of unique user
identity (based on claims in SAML tokens) to identify an authenticated user.

e Claims Mapping: ADFS understands claims provided by federated providers and can map
them into different claim types in use in your organization.

e Extensible Architecture: ADFS supports custom claims augmentation (associating claims with
a user’s identity), via custom extensions implemented by developers and third parties.

ADFS System Requirements
ADFS will install on all of the following Windows Server platforms:
e  Windows Server 2008 Datacenter
e  Windows Server 2008 Enterprise
e  Windows Server 2008 R2
e  Windows Server 2008 R2 Datacenter
e  Windows Server 2008 R2 Enterprise
e  Windows Server 2008 R2 Foundation
e  Windows Server 2008 R2 Standard
e  Windows Server 2008 Service Pack 2
e  Windows Server 2008 Standard
e  Windows Small Business Server 2008 Premium

e  Windows Small Business Server 2008 Standard
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ADFS requires the following software components installed to operate correctly:

Internet Information Server (IIS) 7 or above
.NET Framework 3.5 with Service Pack 1

SQL Server 2005 (Express, Standard, or Enterprise) or SQL Server 2008 (Express, Standard, or
Enterprise)

Install Certificate Authority

ADFS requires certificates to encrypt and sign SAML tokens. In a production deployment, you would install
purchased certificates, signed by a trusted root certificate authority such as VeriSign. However, for development
and demonstration purposes, we shall install Active Directory Certificate Services and create our own Certification
Authority for issuing ADFS certificates.

1.

e o &~ w b

Open the Windows control panel.

Double-click the Program and Features icon.

Click the link to turn Windows features on or off.

Click Roles in the left navigation.

If Active Directory Certificate Services is not installed, click the link to add a new role.

Select the Active Directory Certificate Services role from the list (Figure 8-10), then click
the Next button.

11
=
! * Select Server Roles

Bafore You Segin Select one or more roles to install on this server,

Server Roles Roles: Description:

Confirmation Active Directory Certificate Services
AD C5)is used to create certification
Progress - authorities and related role services
Results |: Active Directory Federation Services that allow you to issue and manage
E Active Directory Lightweight Directory Services certificates used in a variety of

[] Active Directory Rights Management Services applications.

[ application Server
|: DHCP Server

l: Fax Server

[] File services

|: Hyper-V

[] Network Policy and Access Services
["] Print and Document Services

|: Remote Desktop Services

[] windows Deployment Services

[7] windows Server Update Services

-Z:i:' Additional role services can be
added fromthe Roles home page.

More about server roles

< Previous I Mext = | Insta Cancel

Figure 8-10. Select the Active Directory Certificate Services role
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7.  Select Certification Authority and Certification Authority Web Enrollment
services (Figure 8-11).

E 1Y :

!g:%' Select Role Services

Before You Begin Select the role services to install For Active Directory Certificate Services:

Server Roles Role services: Description:

ADCS TJ] Certification Authorit Certification Authority Web Enrollment
Role Services [g’ I§ Certification i\uthunt Web Enrollment :ﬁ::ii;:ﬁ;#;&;?:’::zﬁ:r ;s
Setup Type :._ Online RESPolnder 7 request and renew l:erhfil:a_tes!

|| Network Device Enrollment Service retrieve certificate revocation lists

CA Type ] Certificate Enrollment Web Service (CRLS)‘ and enroll for smart card
Private Key [ Certificate Enrollment Policy Web Service certficates.

Cryptography

CA Name

Validity Period
Certificate Database

Web Server (1IS)

Role Services

Confirmation

Progress

Results

More about role services

<Previ0us| Next > i Insta Cancel

Figure 8-11. Certification services

8.  Specify the CA type as Enterprise, click Next.
9. Select Root CA and click Next.
10. Create a new private key for the CA.
11.  Select the cryptography for the CA—SH1 with the size of 2048 is a good configuration.

12.  Give the CA a distinguished name. I chose the default name provided, which the wizard
determined by using the name of my domain and server name, then click Next.

13.  On the confirmation dialog, click the Install button.

14.  Assuming no errors occurred, you should see an installation status dialog (Figure 8-12).
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Add Roles Wizard

i%i’ Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

ADCS ~ Active Directory Certificate Services @ Installation succeeded

The following role services were installed:
Certification Authority

Role Services

Lz Certification Authority Web Enrollment
CA Type
~ Web Server (IIS) ) Installation succeeded
Private Key
The Following role services were installed:
Cryptography Management Tools
CA Name 1IS Management Scripts and Tools

Management Service

115 6 Management Compatibility
Certificate Database 1IS & Metabase Compatibility
115 6 Management Console

Yalidity Period

Web Server (115)
Role Services
Confirmation

Progress

Print, e-mail, or save the installation report

e e

Figure 8-12. Successful configuration of Certification Authority

Preparing for ADFS Installation

Before we install ADFS, it is important that we complete a series of pre-installation steps, to establish a new DNS
name and certificate with which we shall access ADFS. The following steps assume you completed the steps in the
earlier section “Install Certificate Authority.”

1. Create a new ADFS user account in the domain; do not add the account to any groups.
ADFS will assign privileges (Figure 8-13).
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New Object - User x|

; Create in:  robdev local/Users
&

First name: IADFS Initials: I

Last name: ILlser

Full name: I:’-‘\D FS User

Lser logon name:

IadeSVC I@ml:udev.lu:u:al j
User logon name (pre-Windows 2000):
IHOBDEV\ Iadfs Sve

¢ Back Mext > Cancel

Figure 8-13. Create an account for ADFS

2. Run the Microsoft Management Console (MMC.exe).
3. Add the following snap-ins:
Certificate Templates
b. Certificates (Local Computer)
c. Certification Authority (Local Computer)
d. ADFS2.0
4. Expand the Certificate Templates node.

5. Right-click the Web Server template and select the option to duplicate the template
(Figure 8-14).
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‘G File Acton View Favorites Window Help
I GEE]
| Console Root Template Display Name = | Minimum Supported CAs | Version | Intended Pur,
15 Certificate Templates (ROBDEV-AD.robdev. | & Administrator windows 2000 4.1
GV Certificates (Local Computer) ] Authenticated Session Windows 2000 31
| ADFS 2.0 ) Basic£Fs windows 2000 3.1 More Actic
] ca Exchange Vindons Server 2003Ent... 106.0  Private Key Archival
] cep Enaryption windows 2000 41
5 code Signing vindows 2000 3.1 More Actic
5 computer Windows 2000 5.1
5 Cross Certification Authority vindows Server 2003 Ent...  105.0
3 Directory Email Replication Vindows Server 2003 Ent... 115.0  Directory Service Email Replication
% Domain Controller vindows 2000 41
3 Domain Controller Authenticaton Vindows Server 2003 Ent... 110.0  Client Authentication, Server Authentication, Smart Care
3 EF5 Recovery Agent Vindows 2000 6.1
5 Enroliment Agent Windows 2000 4.1
3 Enrolment Agent (Computer) Vindows 2000 5.1
] Exchange Enrollment Agent (Offine request)  Windows 2000 41
] Exchange Signature Only Windows 2000 6.1
| Exchange User Windaws 2000 7.1
Hpsec Vindows 2000 8.1
Fl1psec (Offline request) Windows 2000 7.1
] Kerberos Authentication Windows Server 2003Ent... 110.0  Client Authentication, Server Authentication, Smart Carc
] Key Recovery Agent Vindons Server 2003Ent... 105.0  Key Recovery Agent
5 0CsP Respanse Signing Vindons Server 2008 Ent... 1010 OCSP Signing
] ras and 148 Server Vindons Server 2003Ent... 1010  Client Authentication, Server Authentication
] Root Certification Authrity windows 2000 5.1
5 Router (Offiine request) Windows 2000 4.1
5 smartcard Lagan Windows 2000 6.1
] smarteard User windows 2000 111
] subordinate Certification Authority windows 2000 5.1
] Trust List Signing vindows 2000 3.1
] user windows 2000 3.1
5 User signature Only Windows 2000 4.1
B works upicat= Template Vindows Server 2003Ent... 1010  Client Authentication
All Tasks 3
Properties
4 | KT = | |
lp —

Figure 8-14. Duplicate the Web Server certificate template

Select the version of template for Windows Server 2008 Enterprise.

Give the template a name and display name of ADFS.

Click the security tab to assign the new ADFS service account, Read and Enroll

permissions (Figure 8-15

).
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Properties of New Template X|

" General I Request Handling I Cryptography I Subject Name I Server I
lssuance Reguirements I Superseded Templates I Bdensions  Securty

(Group or user names:

52 Authenticated Users

;'; rgamett

‘:3, Domain Admins (ROBDEV Domain Admins)

‘:—i_ Enterprise Admins (ROBDEV Entemrse Admins)

Add | Bemove |
Pemissions for ADFS User Allow Derny
Full Cantrol O O
Fead O
Write D D
Enrol O
Autoennoll O O

For special permissions or advanced settings, click Gt |
Advanced. =

Leam about access control and permissions

ok [ cancel | ey | Her |

Figure 8-15. Read and Enroll permissions for the ADFS service account

9. Assign authenticated users the Read and Enroll permissions (I had to do this to allow me to

create a new certificate later).

10.  Click the Request Handling tab and then check the option to allow the private key to be exported.

11.  Click the OK button on the dialog.

12. Expand the Certification Authority node.
13. Expand the Server Name node.

14. Right-click Certificate Templates.

15.  Select Certificate Template to Issue (Figure 8-16).
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ADFS - [Console Root\Certification Authority (Local)\robdev-ROBDEV-AD-CA\Certificate Templates]

Fle Action View Favorites Window Help

e A ol NENEY|
| Console Root
E Certificate Templates (ROBDEV-AD. robdev.|
_ﬂbl Certificates (Local Computer)
= ____5,1 Certification Authority (Local)
= 0‘3 robdev-ROBDEV-AD-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests

Mame | Intended Purpose |
4| Directory Email Replication Directory Service Email Replication

5 Domain Controller Authentication Client Authentication, Server Authenticatio...
EI EFS Recovery Agent File Recovery

E Basic EF5 Encrypting File System

5] Domain Contraller Client Authentication, Server Authentication
Fl web Server Server Authentication

EI Computer Client Authentication, Server Authentication

| Failed Requests . P
= Hl User Encrypting File System, Secure Email, Clien...
AD ng 0 Manage |E Subordinate Certification Authority <All=
n T = Microsoft Trust List Signing, Encrypting File...
EZEY _ c- e Terpbte to sse
View 3

New Window from Here
New Taskpad View...

Refresh
Export List...

Help

Figure 8-16. Create new certificate template for ADFS

Choose the ADFS certificate template (Figure 8-17), then click the OK button.

[N Enable Certificate Templates |

Select one Certificate Template to enable on this Certification Authority.

Note: [ a cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

Far more information, see Cerfficate Template Concepts.

Intended Purpose
J@ ADFS Server Authenticati

E Authenticated Session Cliert Authertication

| CA Exchange Private Key Archival

E CEP Encryption Certificate Request Agent
E Code Signing Code Signing

E Cross Certification Authority <All=

E Enrollment Agent Certificate Request Agent
E Enrollment Agent (Computer) Certificate Request Agent

E Exchange Enrollment Agent (Offline request) Cedificate Request Agent

ﬁl Exchanage Sianature Onby Secure Email _ILI
b

. |

ok | Cancel |

Figure 8-17. ADFS Certificate Template for new ADFS certificate

255

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 8 CLAIMS-BASED AND FEDERATED AUTHENTICATION

17. Create a new CNAME in your DNS, which resolves the IP of the ADFS server—I use the
Windows DNS services on my AD server (Figure 8-18).

Alias (CNAME) | Securty |

Alias name (uses parent domain if left blank):
sts

Fulty qualified domain name (FGDM):

Ists robdev local

Fully qualified domain name (FQDM) for target host:

Imbdev-ad.mbdev.luu:al. Browse... |

QK I Cancel Apply

Figure 8-18. New CNAME in DNS

18. Expand the Certificates node in the MMC.
19. Expand the Personal node, and then expand Certificates.

20. Right-click the Certificates node and then select the option to request a new certificate,
within the All Tasks menu (Figure 8-19. Request a new certificate for ADFS).
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e heal ol NE RRENERT 7 | o]

| Console Root

B 53 Certificates (Local Camputer)
= [ Persanal

| Trusted Roi
Enterprise "
| Intermediai
Trusted Put

View
New Window from Here

Lelel

| Certificate Templates (ROBDEV-AD.robdev.| ‘3 ]ROBDEVY-AD robdev.local

IssuedTo ~ | Issued By

robdev-ROBDEV-AD-CA 8/21/2013
"iﬂlrudeV-RDEDEV-ﬂD-CA robdeyw-ROBDEV-AD-CA 8/21j2017

Advanced Operations ]

Third-Party
* Trustedpec  Refresh

Lelalsl

Smart Card

- Helj
| Trusted Dey Z

Untrusted ( New Taskpad View...

Certificate | Exportlist...

Bl I3 Certification Authority (Local)
E @i robdey-ROBDEV-AD-CA

Revoked Certificates
Issued Certificates
Pending Requests
Failed Requests

| Certificate Templates
| ADFS 2.0

Figure 8-19. Request a new certificate for ADFS

Click the Next button on the certificate enrollment dialog.

Choose the Active Directory Enrollment Policy (Figure 8-20) and click the Next button.

I Certificate Enrollment

;| Certificate Enrollment

| Expiration Date

Intended Purposes
Client Authentication. ..
<all>

=10(x]

Configured by you

Select Certificate Enrollment Policy

Configured by your administrator

Certificate enroliment policy enables enroliment for certificates based on predefined certificate templates. Certificate
enroliment policy may already be configured for you.

Add MNew

Learn more about certificate snroliment policy

Figure 8-20. Active Directory Enrollment Policy
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<MNone>
<None>

=

More
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23. Check the ADFS certificate, shown in Figure 8-21.

B Certificate Enrollment _ ||:I|i|

;| Certificate Enrollment

Reguest Certificates

You can request the following types of certificates. Select the certificates you want to request, and then dick Enrall,

Active Directory Enrollment Policy

[~ ADFS 1) STATUS: Available Details (&)
L\ More information is required to enroll for this certificate. Click here to configure settings.

[ Directory Email Replication jf) STATUS: Available Details (%)
[ Domain Controller 1) STATUS: Available Details (&)
[~ Domain Controller Authentication jf) STATUS: Available Details (%)

[ show all templates

Learn more about certificates

Enirall I Cancel

Figure 8-21. Select ADFS certificate template

24.  Click the link to configure more settings.
25. Change the Type drop-down to Common Name in the Subject name section.
26. Enter the DNS name in the Value field of the Subject name section.

27. Click the Add button; my dialog now looks like that in Figure 8-22.
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Certificate Properties |

B, subject |General I Extensions I Frivate Key | Certification Authority I Signature I

The subject of a certificate is the user or computer to which the certificate is issued., You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type: CM=sts.robdev.local

ICummDn name 'I

Value:
I < Remowve |

Alternative name:
Type:
IDirech:ry name j

Value:

I Add > |
< Remove |

Learn more about subject name

oK | Cancel Apply

Figure 8-22. Configuration settings for ADFS certificate

28. Click OK to close the configuration settings dialog, then the Enroll button on the
enrollment dialog.

29. Click the Finish button once the enrollment process completes.

30. Right-click the new certificate you just created.

31.  Select All Tasks, then click the option to manage private keys.

32. Grant the ADFS service account Full Control and Read permissions.

With the pre-installation configuration steps complete, you are now ready to begin the installation of ADFS.

Installing ADFS

In this section, I shall walk you through the process of installing ADFS. If you do not have the installation downloaded
already, you may download ADFS from the following URL: www.microsoft.com/en-us/download/details.aspx?id=10909.
Please ensure you have completed the pre-installation steps in the section titled “Preparing for ADFS Installation.”
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1. Execute ADFSSETUP.EXE as an elevated administrator.

2.  Click the Next button on the dialog show in Figure 8-23.

1::[ Active Directory Federation Services 2.0 Setup Wizard

Welcome to the AD FS 2.0 Setup Wizard

This wizard will install Active Directory Federation Services (AD F5S) 2.0 on this computer.

To continue, click Mext. To exit this wizard, click Cancel.

< Erevious | Next > Cancel

Figure 8-23. First dialog for installation of ADFS 2.0

3. Accept the license terms on the next dialog and then click the Next button.

4. Inthe dialog show in Figure 8-24, choose the Federation server role.
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"Elnctive Directory Federation Services 2.0 Setup Wizard

Server Role

'ou can configure thiz computer in either the federation zerver role or the federation zerver prosy role. Select
one of the fallowing rales for this computer.

{* Federation server

A federation server is an authentication and trust management provider that izsues security tokens to
enable access to claims-based applications in wour organization or in federated partner organizations.

(" Federation server prowy

A federation server prosy redirects requests from Internet clients to federation servers that are behind a
firewwall on wour corporate network, 1t alzo fonwards security tokens izzued by federation servers to
clients.

< Previous | Meut > | Cancel

Figure 8-24. Choose ADFS server role

ADFS might show a dialog to install prerequisite software; click the Next button to
proceed.

When you see the dialog in Figure 8-25, you have completed the installation. Next we
move on to the configuration—check the check box to start the Management Console, and
then click the Finish button.
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"Egnctive Directory Federation Services 2.0 Setup Wizard

Completed the AD FS 2.0 Setup Wizard

‘rou have successfully completed the AD FS 2.0 Setup Wizard. Ta finish configuring thiz computer for the
federation server rale, start the AD FS 2.0 Management snhap-in, and then run the A0 FS 2.0 Federation Semver
Configuration Wizard.

W Stark the 4D FS 2.0 Management snap-in when this wizard clozes.

To cloze thiz wizard, click Finigh,

Figure 8-25. Completed installation of ADFS

7.  When the Management Console launches, you should see something similar to Figure 8-26.
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- |O) x
% File Action View ‘Window Help |- 2| x|

&= |=H=

O verview AD F5 2.0 Federation Server Configuration Wizard
ADFS 2.0 provides single-sign-on [S50) acocess for clisnt View 4
campLtars. Mevs Window from Here
. Configure This Federation Help
Server

The AD FS 2.0 Federation Server Configuration
‘wizard must first be completed successfully befare
pou can uge this shap-in to manage pour
Federation Service.

= AD FS 2.0 Federation Server
Confiquration Wizard

Learn About:

Configuring Claims Provider or
Relying Party Trusts

Adding Federation Servers to a Farm
and Setting Up L oad-Balancing

Configuring Federation Server
Proxies

Troubleshooting AD FS 2.0

Figure 8-26. ADFS Management Console

Click the link to launch the ADFS Configuration Wizard, shown in Figure 8-26.

On the next dialog, shown in Figure 8-27, select the option to create a new federation
service.
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II'EL.#\.D F% 2.0 Federation Server Configuration Wizard

Welcome

Steps

@ ‘Welcome

@ Select Deployment Type

@ Federation
@ Sumrnary

@ Results

CLAIMS-BASED AND FEDERATED AUTHENTICATION

Welcome to the AD FS 2.0 Federation Server Configuration Wizard

Thig wizard helps you configure Active Directory Federation Services [&0 FS) 2.0 software on this

camputer, which sets up the computer a5 a federation server. An instance of A0 FS iz referred to as a2

) Federation Service.
Service Mame

(*) Create a new Federation Service

Select thiz option to zet up either a stand-alone federation server or the first server in a federation
server fam.

1 Add a federation zerver to an existing Federation Service

Select thiz option to join this computer to an existing federation server fam,

| Mext > | Cancel Help

Figure 8-27. Create a new Federation Service

10.

The next dialog provides you the option to install a federation farm or stand-alone farm.

Creating a new farm requires a SQL Server connection and is suited to production environments, or systems
requiring multiple ADFS instances in a farm. The stand-alone option, much like SharePoint, will configure a local

SQL Server instance and perform the configuration for you but will not allow you to add additional ADFS instances
alongside the present instance of ADFS.

11.

12.

264

Choosing the farm installation type will prompt the installer to require SQL Server
connection settings and credentials.

I chose the stand-alone option, and after clicking the Next button, I see a dialog like that in
Figure 8-28.
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¥ AD FS 2.0 Federation Server Configuration Wizard xl

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the S5L certificate for the

@ Welcome Default Web Site. | the wizard cannot determine the Federation Service name from the S5L settings, you
must select a cerificate.

@ Select Deployment Type
Select the certificate and.for port, and then click Next.

@ Federation Service Name

@ Buisting Database S5L certificate: Port:
@ Summary sts robdev Joca v| Y | 447 -
@ Resutts Federation Service name:

Si5.ropaeyv.loca - |

What kind of cerdificate do | need?

< Previous | Next = Cancel Help

Figure 8-28. ADFS—Choose certificate

13.  Click the Next button.
14. Provide the ADFS service account to use, and when prompted, click the Next button.

15.  On the summary screen, click the Next button to begin the configuration.

Note The certificate used by ADFS, and shown in the wizard, is that of the SSL certificate configured for the ADFS
default web site in Internet Information Services Manager. If you only have one SSL certificate configured, ADFS wizard
fills out the certificate choice for you.

16.  After a few dialogs showing installation progress, you should see a status dialog like that in
Figure 8-29, showing the completed installation.
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"Eij FS 2.0 Federation Server Configuration Wizard

Configuration Results

aioes The following settings are being configured
@ 'Welcome
Component Status
@ Select Deplayrment Type
. . 4| Stop the A0 F5 2.0 Windows Service Configuration finished

@ Federation Service Name - - —
A Install Windows Intemnal Database Configuration finished

@ Surmnmary - - - .
4| Start the Windows Intemnal Database service Configuration finished

Results

“ 4| Create 8D FS configuration databaze Configuration finished
)| Configure service settings Configuration finished
)| Deploy browser sign-n ‘web site Configuration finished
4| Start the AD FS 2.0 Windows Service Configuration finished
)| Create default claim set Configuration finizhed
4| Create default Active Directory claim acceptance ules | Configuration finished

You have successfully completed the AD FS 2.0 Federation Server Configuration Wizard,

Ta cloze this wizard, click Close.

Claze |

Figure 8-29. ADEFS installation status

Configuring a Relying Party in ADFS

We have now installed and configured ADFS, and we are ready to create a Relying Party. We established in the
beginning of this chapter that a Relying Party is a system or application that permits authenticated user access, but
relies on an Issuing Authority (via Secure Token Service) to perform the actual authentication. In this case, SharePoint
is our Relying Party, ADFS is our STS, and Active Directory is our Issuing Authority.

1. Open the ADFS 2.0 Management Console and click the link to create trusted relying party.

2. Awizard starts and shows a welcome message; after reading the dialog, click the Start
button.

3. ADFS next asks for our data source, from which we can import configuration from a
network resource or file, or configure manually (Figure 8-30).
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"% Add Relying Party Trust Wizard

Select Data Source

x|

Steps Select an option that this wizard will use to obtain data about this relying party:
@ WWelcome

" |mport data about the relying party published online or on & local network
@ Select Data Source . i . § . L

LUse this option to import the necessary data and cedificates from a relying party organization that

@ Specify Display Name publishes its federation metadata online or on a local network:.
@ Choose Profile Federation metadata address (host name or URL):
@ Configure Certfficate |
@ Configure URL Example: fs.contoso.com or https://www contoso.com/app
@ Corfigure Identffiers " Import data about the relying party from a file
@ Choose Issuance Lse this option to import the necessary data and certificates from a relying party organization that has

[ 7]

Autharization Rules
Ready to Add Trust
Firish

*' Enter data about the relying party manually

exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizand will
net validate the source of the file.

Federation metadata file location:

LUse this option to manually input the necessary data about this relying party organization.

< Previous | Mext = Cancel Help

Figure 8-30. Configure Relying Party data source

For our SharePoint Relying Party, choose the manual option and click the Next button.

Enter a display name for the Relying Party and description (optional) on the next dialog.

ADFS supports legacy 1.0, 1.1, and the new 2.0 profile formats. We need the 2.0 format,
which supports SAML via STS (Figure 8-31).
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" Add Relying Party Trust Wizard

Choose Profile

Steps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
@ Welcome configuration profile for this relying party trust.
@ Select Data Source i ADFS 2.0 profile
@ Specify Display Name This profile supports relying parties that are interoperable with new AD F5 2.0 features, such as
security token encryption and the SAML 2.0 protocol.
@ Choose Profile
@ Corfigure Cerificate " ADFS 1.0and 1.1 profile
@ Configurs URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.7,
@ Configure |dentifiers
@ Choose lssuance
Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous | Mend = Cancel

Figure 8-31. Profile Type

7. The next dialog gives you the option to encrypt SAML tokens with selected certificate,
which we would normally do, but since SharePoint requires an SSL address to
communicate with the ADFS STS§, this is unnecessary, so click the Next button.

8. ADFSrequires us to configure a URL for WS-Federation at the Relying Party
(Figure 8-32)—this is the URL with which ADFS will return SAML tokens. At this point,
we can also configure Web SSO for SAML Single-Sign-On, but this is outside scope of
these instructions.
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"% Add Relying Party Trust Wizard

Configure URL

Steps

@ Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certfficate
Corfigure URL

Corfigure ldertifiers

® @ 8 & @ © @

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

AD FS 2.0 supports the WS-Trust, WS-Federation and SAML 2.0 WebS50 protocols for relying parties. i
WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify
the URLs to use. Support forthe W S-Trust protocol is always enabled for a relying party.

v Enable support for the WS-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the
W 5-Federation Passive protocal.

Relying party W 5-Federation Passive protocol LURL:

Ihrtps:,-’f'spzm 3 robdev local/_trust/]|
BExample; https://fs . contoso .com/adfs/1s/

I Engble support forthe SAML 2.0 WebS50 protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using
the SAML 2.0 Web550 protocol.

Relying party SAML 2.0 550 service URL:

Bxample: https ./ fwww contoso.com/adfs/ls/

< Previous | Mext = Cancel Help

x|

Figure 8-32. Configure URL

In the dialog shown in Figure 8-32, check the Passive option, and provide an SSL-based
URL for your SharePoint site. SharePoint 2013 includes a special URL end point for
acceptance of SAML tokens: https://domain-name/_trust/.

Note Before configuring SharePoint as a Relying Party, remember to set up SSL for the site—ADFS requires a secure

connection to pass back SAML tokens.

10.

In the next dialog (Figure 8-33), add an additional identifier for the realm—the realm is the
identifier that SharePoint will pass to ADFS to identify itself as the Relying Party. Typically,
the realm is in the format urn:domain:server.
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11.

12.

13.
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"1 Add Relying Party Trust Wizard

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this
@ Welcome relying party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name I Add
@ Choose Profile Example: https /fs .contoso com/adfs/services/trust
@ Corfigure Certificate Relying party trust identifiers:
@ Configure URL |hﬂEs:fﬁsEZD‘l3.robdev.|oc:a|f' trust,’
@ Configure |dentifiers
@ Choose lssuance
Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous Ment = Cancel Help

Figure 8-33. Configure realm as an identifier

Click the Next button, and then check the Radio button to permit all users to access the
Relying Party, followed by the Next button.

Click the Next button on the summary dialog to finish creation of Relying Party
configuration.

The last dialog (Figure 8-34) should show a successful message and include a check box to
add claims rules, which we shall do next, after clicking the Close button.
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¥ Add Relying Party Trust Wizard

Finish

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certficate
Configure URL
Configure Identifiers

@ @ ® & ®@ © © @

Choose |ssuance
Autharization Rules

Ready to Add Trust
Finish

2@ ®©

The relying party trust was successfully added to the AD FS configuration database.

You can modify this relying party trust by using the Properties dialog box inthe AD F5 2.0 Management
snap-n.

Iv Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

x|

Figure 8-34. Successful configuration of the Relying Party

A dialog should appear to add claims rules.

Click the Add Rule button.

In the dialog that appears (Figure 8-35), select the option to send LDAP attributes as
claims. Our Issuing Authority—Active Directory—provides user profile attributes via LDAP.
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"% Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for the claim rule that you wart to create from the following list. The description
@ Choose Rule Type provides details about each claim nule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims j

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple: claims from a single rule using this rule type. For example, you can use this rule template to
create a rule that will extract attibute values for authenticated users from the displayMame and
telephoneMumber Active Directory attributes and then send those values as two different outgoing
claims. This rule may also be used to send all of the user's group memberships. i you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me more about this rule template...

< Brevious | Mewt = Cancel Help

Figure 8-35. Add claim rule

17.  Give the rule name.

18.  Select Active Directory as the attribute store.

19. Map E-Mail-Addresses to the E-Mail Address claim.

20. Map Token Groups (unqualified names) to the Role claim.

21. Map the User-Principal-Name to the UPN claim.

Note Ensure that you populate the e-mail address in Active Directory user properties for the user.

22.  Click the Finish button on the dialog (Figure 8-36).
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Edit Rule - AD LDAP Claims |

You can configure this nule to send the values of LDAR attributes as claims. Select an attribute store from
which to extract LDAF attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

AD LOAF Claims

Rule template: Send LDAP Attibutes as Claims

Attribute store:
Active Directory j

Mapping of LDAP attributes to outgeing claim types:

LDAP Attribute Outgoing Claim Type
b ~ || E-Mail Address |
i Token-Groups - Unqualfied Names j Role j
User-Principal-Mame j UPN j
* [ [

View Rule Language... | QK I Cancel Help

Figure 8-36. Map LDAP attributes to claims

23. Click the Add Rule button.

24, Select the option Pass Through or Filter an Incoming Claim.

25. Click the Next button.

26. Enter the name “Primary SID” and select the type as Primary SID.
27.  Click the OK button on the rules dialog.

We have now successfully configured SharePoint 2013 as our Relying Party in ADFS. Earlier in the chapter you
may have configured your SharePoint 2013 web application for HTTPS requests; if not, you must enable SSL for your
application, since ADFS expects all relying parties to communicate on secure transport channels. Flip back to the
section “Configuring SSL for SharePoint” to find out how to enable SSL for your SharePoint web application.

The final part of our configuration for ADFS Authentication Federation involves configuration of SharePoint
2013 with a trusted provider to use ADFS. First, we need to export the signing certificate from ADFS and add it to
SharePoint as a trusted certificate.

1. Open the ADFS Management Console.
2. Expand the Service node and click Certificates (Figure 8-37).
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3.
4,

l0ix]

G Fle Action View Window Help

JSETE|

e xmEE

T ADFS 2.0

= [ service
| Endpaints
] s
| Claim Descriptions

[ [ TrustRelationships

e

Token-decrypting

Token-signing

[E1CN=ADFS Signing - sts.rob

[ CN=ADFS Encryption -sts.r.

CN=ADFS Encryption -sts... 8/13/2012 8/13/2013

CN=ADFS Signing - sts ro. 871372012 28/13/2013

Subject Issuer Effective Date | Expirstion Date | Primary
‘Service communications
[EICN=sts robdevlocal CN=robdev-ROBDEVAD-.. 8/13/2012 2132014

Primary

Frimary

Add Token-Sigring Certficate...
Add Token-Decrypting Certificate.
Set Service Communications Certificate..
View »
New Window from Here
|G Refresh
Help
View Certificate. ..
Setas Primary

Help

Expand: Completed successfully.

Figure 8-37. Certificates in ADFS

Right-click the Token-signing certificate and click View Certificate in the pop-up menu.

You should see a dialog showing the certificate, like that in Figure 8-38.
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x

General |DE13i|S I Certification Path I

E Certificate Information

This certificate is intended for the following purpose(s):

* Al issuance policies
+ All application polides

Issued to: ADFS Signing - sts.robdev.local

Issuwed by: ADFS Signing - sts.robdev.local

Valid from 5/ 13/ 2012 to 8/ 13/ 2013

Install Certificate

Issuer staterment |

Learn more about certificates

QK |

Figure 8-38. Token-signing certificate

Click the Details tab, then click the Copy to file button.
Click the Next button.

Select the option to not export the private key, then click the Next button.

Choose the export format (I chose the default DER format) and then click the Next button.

Give the certificate a file name and browse to a location on disk.

Click the Next button, then the Finish button to export the certificate to the file.
Open the Microsoft Management Console (MMC.exe) on the SharePoint server.
Add the Certificates snap-in for the computer account and local machine.
Import the certificate into the Trusted Root Certificate Authorities node.

Import the certificate into the SharePoint node.
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After exporting the token-signing certificate, we shall now import the certificate into SharePoint, using a
PowerShell script:

$cert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2("c:\ADFS.cer ")
New-SPTrustedRootAuthority -Name "ADFS Token Signing Cert" -Certificate $cert

Note The above script requires the full path to the certificate file.

The final set of steps consists of running some PowerShell scripts to create a new Trusted Provider entry and
allow SharePoint to federate with ADFS for authentication. First, we map the ADFS claims to those in SharePoint.

$map = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress” -
IncomingClaimTypeDisplayName "EmailAddress" -SameAsIncoming

$map2 = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.microsoft.com/ws/2008/06/identity/claims/role" -IncomingClaimTypeDisplayName
"Role" -SameAsIncoming

Finally, the following script creates the trusted provider. Do not forget to include the same realm as that of the
Relying Party configuration in ADFS.

$realm = "urn:robdev:sp2013"

$signin = "https://sts.robdev.local/adfs/1s"

$ap = New-SPTrustedIdentityTokenIssuer -Name "ADFS SAML Provider" -Description "SharePoint
secured by ADFS SAML" -realm $realm -ImportTrustCertificate $cert -ClaimsMappings $map,$map2 -
SignInUrl $signin -IdentifierClaim
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”

The above commands include the claims mappings; realm; name and description of the provider; and HTTPS of
the ADFS server, which is typically of the format https://domain/adfs/1s. Notice that SharePoint trusted providers
require a designated claim to identify users, in this case the e-mail address claim.

Now that we have configured the trusted provider in SharePoint, it is time to enable it on one of our applications,
as follows:

1. Open Central Administration.
Click the Manage web applications link.

Click the web application to add the trusted provider.

> e n

Scroll down to the Claims Authentication Types section, and you should see the new
provider (Figure 8-39).
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Edit Authentication

Claimz Authentication Types
¥ Enable Windows Authentication

Choose the type of [+ Integrated Windows authentication
authentication you want to use

for this zone. | NTLM LI

Megotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication. If this

option is selected and Kerberos is [ Enable Forms Based Authentication (FBA)

not configured, NTLM will be E .
used. For Kerberos, the ASP.NET Membership provider name

application pool account needs
to be Network Service or an
account that has been configured
by the domain administrator.
NTLM authentication will work
with any application pool account
and with the default domain 2l Trusted Identity pro\.rider
configuration.

™ Basic authentication (credentials are sent in clear text)

ASP.NET Role manager name

Trusted Identity Provider
Basic authentication method
passes users' credentials over a
network in an unencrypted form.
If you select this option, ensure
that Secure Sockets Layer (S5L) is
enabled.

v ADFS SAML Provider

ASP.NET membership and role oo
provider are used to enable

Forms Based Authentication

(FBA) for this Web application,

After you create an FBA Web

application, additional

configuration is required,

Trusted Identity Provider

Authentication enables federated

users in this Web application.

This authentication is Claims

token based and the useris

redirected to a login form for

authentication. LI

Figure 8-39. Claims authentication types with trusted provider

Check the check box to enable Trusted Identity Provider.

Check the check box for the SAML identity provider we just installed.
Click the Save button at the bottom of the dialog.

Open the web application in a new browser window.

If everything works properly, you see a page like that in Figure 8-40.
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=l x|
@ ) @ [aga hitos://s02013 robdev.docal/ o O =1 & [[42] %] 122 sgnm x fr ©r 488
Fle Edt View Favorites Tools Help

Select the credentials you want to use to logon to this SharePaint site:

Windows Authentication
ADFS SAML Provider

Figure 8-40. Sign in page with Windows Authentication and trusted ADFS provider

10.  Select the ADFS SAML provider.

Summary

In this chapter, the concept of Digital Identities was explored. You read about how OpenlID has created standards to
support users with identities, rather than usernames and passwords.

Iintroduced Claims-Based-Authentication in SharePoint 2013. I briefly provided background on the legacy
Classic Mode Authentication, so you could see why CBA is much better.

Finally, I devoted a large part of this chapter to configuring a secure CBA application with Secure Sockets Layer
(SSL), establishing self-signed certificates and certificates via a local Certification Authority, and integrating federated
authentication via Active Directory Federated Service.

I could write much more on the topic of secure federated authentication, and with enough research time,
I'would love to journey with you on integrating some third-party systems, such as Facebook and Google, with ADFS,
for real-world example federation. However, I hope that the steps provided in this chapter, to install and configure
ADFS, give you a sense of federated authentication and a zest to research further.

In Chapter 9, we switch gears to a new topic, and you shall learn about Content Models and Managed Metadata
in SharePoint 2013.
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Content Model and Managed Metadata/

“Metadata” is data about data and is essentially the categorization of the content within a content management
system. A good example of metadata is in the classification of documents in a content management system (CMS) or
document management system (DMS). A proposal document might have some essential attributes associated, aside
from the actual content in the proposal document, such as Proposal Number, Client, Date, and so on. These attributes
are the metadata associated with the document.

Why is metadata important? Simply, metadata allows rapid search of content in a system and grouping of content
when browsing. Sophisticated search engines—such as the one included in SharePoint 2013—allow searching inside
the content of documents, but sometimes a user wants to navigate quickly to a document without dealing with the
search result noise typically associated with keyword searching. Metadata and categorization help users to retrieve
content without a lot of hunting and pecking into document or file content.

Metadata also assists a search engine. Search engine optimization (SEO) algorithms assign more relevance to
data stored in metadata, because content owners typically provide metadata explicitly.

In this chapter I examine metadata in SharePoint 2013, the Content Type Model, and the Managed Metadata
Service—the central hub that manages metadata in SharePoint.

The SharePoint Content Type Model

If metadata is data about data, then a metadata model is a system that allows the creation, editing, and management
of metadata. SharePoint has a metadata model—called the Content Type Model.

The SharePoint Content Type Model consists of metadata types: content types, which themselves consist
of metadata fields; columns; and the management of these types in the core of the SharePoint platform. I cover
SharePoint metadata types in the next section of this chapter, but first I shall present the SharePoint Content Type
Model at a high level.

What are Content Types and Site Columns?

A SharePoint content type is a grouping of fields that describe a data entity in the SharePoint site collection or site,
such as a document, calendar event, task, or any other list item. Each content type consists of one or multiple fields,
better known as columns.

Content types exist at either the root site collection or subsite level. Lower sites in the hierarchy may use content
types from parent sites to define data elements. In both cases, content types reside in the Content Type Gallery of the
site or site collection.

The fields of content types exist as centrally managed site columns, at the same level as the containing content
type or at parent levels to it. For example, a content type defined at a subsite level may contain site columns that reside
in the root site collection or parent site in the hierarchy. Sites may not leverage content types and site columns at
lower subsite levels than the current site—just up the hierarchy chain.
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There is a difference between centrally managed site columns and list columns. When creating a custom list,
the user may define columns specifically for the new list, meaning the columns bind only to that list. By contrast, site
columns reside in the Site Column Gallery, and users may reuse these columns in lists (add an existing column) and
content types.

Content types may inherit from other content types at the same level in the site hierarchy or a parent level. Even
the most basic content types at least inherit from the stock Item content type, which contains the Title site column.
Through inheritance, users may customize content types by defining new types that have the same columns as the parent,
with additional columns to complete the specialization. For example, if you want to customize task list items with new
columns, rather than creating a new content type, you can inherit the existing Task content type and add the new custom
columns. Inheritance provides the added benefit that any changes to a parent content type apply to content subtypes.

Note Never change stock content types and site columns; always inherit from content types, and then specialize.

New Content Type Model Functionality

SharePoint has included lists, libraries, content types, site columns, and list columns since SharePoint 2007. However,
each version of SharePoint has brought change to content types. Following are some of the more noteworthy features,
beyond the basic content type behavior (described previously). Microsoft introduced many of the following features in
SharePoint 2010, which of course also exist in SharePoint 2013.

e  Content types and lists that use lookup site columns may specify additional columns of the
lookup list to include, in addition to the primary lookup column.

e  SharePoint includes referential integrity in lookup columns. For example, when you delete
alist item from a list, referenced by a lookup column, SharePoint will delete the dependent
list item, prevent the deletion of the parent, or do nothing, depending on a referential
integrity setting.

e Document sets (a special content type) allow collection of documents in one list item. They
are ideal for collecting multiple documents that combine to a single finished entity, such as
a proposal.

e A Managed Metadata column type that maps to term sets in the Managed Metadata Service
Term Store exists.

e  An Enterprise Keywords column allows users to add their own tags (folksonomy) as part of the
Managed Metadata Service.

e Since SharePoint 2010, users can now share content types across site collections via
a centralized content type hub.

e  SharePoint includes columns and content types to access external data via the Business
Connectivity Service.

e  SharePoint includes a Rating site column.

e  Since SharePoint 2010, SharePoint includes advanced routing of documents via Content
Organizer and policy rules.
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SharePoint Metadata Types

Microsoft embraced metadata in SharePoint 2007; SharePoint 2003 incorporated “categories” for list data, but this was
very different from deserving the title of metadata. SharePoint 2007 introduced the concept of the content type, which
is a grouping of related attributes that describe a piece of content. Using the example in the preface of this chapter,

a content type for a “proposal” document would typically contain all the attributes that content owners may assign
to a proposal document.

SharePoint 2007 managed content types at the site collection level and enabled site collection administrators to
create new content types in the Content Type Gallery, for use in the site collection hierarchy. Site owners of subsites
in the hierarchy could elect to use content types defined at parent sites or the top-level site collection, or they could
define new ones for their site and subsites. Content types also make inheritance possible, so site owners could inherit
from a site collection content type and add additional attributes for the specific site instance.

The Managed Metadata Service—introduced with SharePoint 2010—provides a central hub in a SharePoint farm
for management of metadata across site collections and web applications in the farm. Centralizing metadata in this
fashion releases content owners from the shackles of the site collection, and it allows for content types shared across
multiple site collections—very useful if the enterprise site consists of multiple site collections, as it should according
to best practices for content distribution.

Before I dig into the specific details of the Managed Metadata Service, I will review the principal metadata
components in SharePoint: site columns and content types.

Site Columns

SharePoint maintains a list of site columns, which represent attributes for metadata. If you have created a custom list,
or looked at an existing list defined in SharePoint, then you will have seen the site columns in action as the “columns
or fields” of the list.

For example, a list of contacts in a site maintains names and addresses of project members. The list retains the
first name, last name, street address, city, state, ZIP code, and DOB of the contact. Each of these attributes exists as site
columns in SharePoint, and when applied to a list definition they constitute the columns or fields of the list.

Site columns have attributes of their own: title, description, and type. Table 9-1 lists the various types of site
columns in SharePoint.

Table 9-1. Column Types in SharePoint

Site Column Type Description

Single line of text String of text up to a maximum of 255 characters.

Multiple lines of text Multiple lines of text; content owners specify how many lines to show in edit forms.
Choice Single choice of fixed values; choices are defined with the site column and displayed

as radio buttons or drop-down list.

Number Floating-point number.
Currency Two-decimal place number with currency symbol.
Date and Time Date, Time, or both.
Lookup Single or multiple-choice lookup of value from another list in the collection (at or
below the location of the site column in the hierarchy).
Yes/No Boolean value, shown as a check box in edit forms.
(continued)
281

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 9 © CONTENT MODEL AND MANAGED METADATA

Table 9-1. (continued)

Site Column Type

Description

Person or Group
Hyperlink or Picture
Calculated

Full HTML (Publishing)

Image (Publishing)
Hyperlink (Publishing)

Summary Links
(Publishing)

Rich Media (Publishing)
External Data

Managed Metadata

Selection of people or groups from user credential store (Active Directory or other
user store, such as LDAP).

Either a link to another location or link to an image to display; the content owner
chooses at site column creation.

Site column value calculated from formula (Excel-like) from other columns in the
list row.

HTML field available with the Publishing feature. Allows rich text or full
HTML markup.

Image-only field available with the Publishing feature.
Hyperlink-only field available with the Publishing feature.

Allows collection of hyperlinks by the end user. When this column is added to a page
layout and publishing page content type, page editors may add links to show as
a collection on the page.

Inclusion of movie, audio, and image media on Publishing pages.
Single or multiple-choice lookup of value from an external list or content type.

These columns surface terms from a term set in the Managed Metadata Service Term
Store and are further discussed later in this chapter.

The following steps show how to access the Site Column Gallery in a site collection, and how to add a new
column for use in the site collection:

1. Click the gear icon.

> wn
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Click the Site Settings menu item.
From the Site Settings page, in the Galleries section, click the Site Columns link.

SharePoint displays the Site Column Gallery, like that in Figure 9-1.
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Figure 9-1. Site Column Gallery

The page in Figure 9-1 shows a list of the site column names, the type, and the location. If you access the Site
Column Gallery from a subsite, the location values show where the site column resides in the hierarchy.

1. Click the Birthday column.

2. SharePoint displays the edit screen as in Figure 9-2.

283

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 9 CONTENT MODEL AND MANAGED METADATA

=
ew\%w\ﬂ) http://sp2013 robdevlocal/_layouts/15/star O ~ & || @ Change Column ‘ | Ak
Fle Edit View Favorites Tooks Help
9 £ Timesheets 5] My Site
SharePoint Newsfeed SkyDrive  Sites Rob Garrett+ {F 2

) sHARE Yy Fouow O

E> Portal Test B\-ag # EDITLINKS ~
Site Columns + Edit Column o

Lists Name Column name:
Employees Type a niame for this column, x
Home

The type of information in this column is:

Documents -
Date and Time
Recent
Test Cal Group
Put this site column into:
Team Calendar Specify a site column group.
i Categarizing columns into groups will - @ Existing group:
Test Slide Library o -
v make it easier for users to find them. Core Contact and Calendar Columns
Tasks
O New group:
Salaries

site Contents

Additionl Column Settings Description:
# EDITLINKS Specify detailed options for the type of

information you selected.

Update Lists

Specify whether all lists using this site i i

column should be updated with the  Update all list columns based on this site column?
settings on this page. This operation @) Yes ) No

can take a long time, and any

customizations made to child list

columns will be lost.

Delete oK Cancel v

®100% ~

Figure 9-2. Edit site column properties

Here you may change the column name, contained group, description, and whether existing list columns
based on this column will update with changes. To change the column type you have no choice but to create a new
column, as follows:

1. Navigate back to the Site Column Gallery, showing the list of site columns.
Click the Create link.

SharePoint shows a new edit form to populate with site column properties.
Change the type to Person or Group.

Wait for the page to post back and then scroll to the bottom.

S T o

See the options to allow selection of people only, people and groups or a SharePoint
Security Group to limit choice of person.

7. Complete all mandatory properties on this page and then click OK to create the new
site column.

Note The page posts back automatically when you select different site column types, because different types
warrant additional properties.
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Content Types

Content types provide content owners with the powerful capability to manage metadata content in SharePoint.
The basic anatomy of a content type is that of a group of site columns (fields) that represents a content object in the
content management system. For example, a content type may include several site columns that constitute a person’s
contact details—name, address, telephone, and so on.

Understanding the use of content types is important when discussing content and metadata management in
SharePoint, because SharePoint uses content types practically everywhere there is categorization or definition of
content schema. The following are some of the areas in which SharePoint employs the use of content types:

¢  Column definitions in lists and list items

¢  Document metadata (document properties) in document libraries
e  Content fields in publishing pages

e  External data definition via Business Connectivity Services

e  Search filtering and scopes

Content types incorporate inheritance in the SharePoint Metadata System, which provides for greater levels of
flexibility in metadata modeling and abstraction of content definition. Content owners may define basic content types
and then subclass these content types to define new content types with greater refinement of metadata.

As an example, Table 9-2 defines a Bio-Page content type for a publishing page, containing biographic
information for staff members on an organization’s public web site.

Table 9-2. Site Columns for a Bio-Page Content Type

Site Column Name Column Type Description

First Name Single line of text First name of staff member

Last Name Single line of text Last name of staff member

Abstract Multiple lines of text Small blurb about the staff member
Biographic Text Full HTML Complete bio of the staff member
Biographic Image Publishing image Headshot image of the staff member

When coupling this content type with a page layout, SharePoint allows content owners to define new page
instances, with the defined site columns, to contain data about a staff member. The page layout defines HTML
markup, which tells SharePoint how to render the page content. The actual content of the page resides in a list item
that is the page instance in a Pages document library.

The organization hosting the web site decides one day to provide a new advanced biographic page type that
not only shows the standard details on a staff member, but also includes education information. To achieve this new
advanced Bio-Page implementation, the site designers provide a new page layout, based on the standard Bio-Page
layout, with placeholders for the new education fields. Rather than create a completely new content type to associate
with the page layout, SharePoint allows the content owners to subclass the standard Bio-Page content type and add
the additional fields.

Using content type inheritance, users may create elaborate metadata models with basic content types at the root
of the model, and more specification of content types throughout the branches of the model. Figure 9-3 illustrates the
concept of content type inheritance. Both the MSA and SOW content types exist as separate document content types,
which inherit from the common Contract content type parent. The Contract content type inherits from the stock
Document content type, which itself inherits from the stock Item content type. All the columns in each content type
of the chain exist in the leaf content type, so the SOW content type includes the following columns: Project, Contact,
Customer, Size, and File name.
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Item Content Type

Title: Single Line of Text

Document Content Type

Filename: File

Contract Content Type
Customer: Lookup
Size: Choice

MSA Content Type
Lawyer: Person
Execute Date: Date

SOW Content Type
Project: Single Line of Text
Contact: Email

Figure 9-3. Content type inheritance

SharePoint defines a basic content type, called Item, which contains the site column Title. Examples of content
types that subclass the Item content type include Document, which adds the Name column for the file name, and
Announcement, which includes columns for the Body of an announcement and a date field for Expiration. SharePoint
ships with many stock content types in Basic and Team site definitions, and even more in Publishing site definitions.

As it does with site columns, SharePoint maintains a list of content types in a site. The following steps
demonstrate how to create a new content type for our Bio-Page (Table 9-2):

Note Even though SharePoint will allow you to create content types and site columns at any subsite level in the site
collection, as a general best practice, define all content types and site columns at the root of the site collection so you
may use them throughout the entire hierarchy.
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1. From the root of the site collection, click the gear icon.
2. Click the Site Settings menu item.
3. On the Site Settings page, under Galleries, click the Site Content Types link.

SharePoint shows all the content types defined in the site collection, as in Figure 9-4. There you can see that each
content type belongs to a group and specifies both a parent and the source location in the site collection hierarchy.

e
& @\E} http://3p2013 robdevlocal/_layouts/15/star 2 = & || B site Content Types ‘ | o 8af 23
File Edit View Favorites Iools Help
S & Timesheets [§] My Site
SharePoint Newsfeed SkyDrive Sites [EEPRCEUISISANE oS4

) sHARE Yy Folow O

- Site Settings + Site Content Types
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o =i Create Show Group: All Groups
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Site Content Type Parent Source
Home
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Documents
Excel based Status Indicator Common Indicator Columns Portal
Recent
Fixed Value based Status Indicator Common Indicator Columns Portal
Test Cal Report Document Portal
Team Calendar SharePoint List based Status Indicator Common Indicator Columns portal
Test Slide Library SOL Server Analysis Services based Status Common Indicator Columns Portal
Tasks Indicator
Web Part Page with Status List Document Portal
Salaries

Community Content Types
Site Contents

Category Item Portal
# EDIT LINKS Community Member Site Membership Portal
Site Membership Item Portal

Digital Asset Content Types

Audio Rich Media Asset Portal
Image Rich Media Asset Portal
Rich Media Asset Document Portal
Video Systam Media Cellection Portal
Video Rendition Rich Media Asset Portal

Display Template Content Types
JavaScript Display Template Document Portal

Document Content Types

w00% v

Figure 9-4. Site Content Types

Note Every content type inherits from a parent, even if it is just the base ltem content type.

1. Click the Create link at the top of the page.
2. Give the new content type a name and a description.

3. Specify the parent content type. SharePoint helps you out here by providing a drop-down
to restrict the choices by group.

4. Provide either an existing group or a new group name to file the new content type.

5. Click the OK button.
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SharePoint should now show you the Settings page (Figure 9-5) for the content type created. SharePoint allows
you to attach workflow and information management policy, change general settings for the content type in the
Settings section of this page, and much more.

- s
&« @‘B) http://sp2013.robdev.local/_layouts/15/star O + & H B Content Type ‘ | ok
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Name File Required Document
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Figure 9-5. Content Type Settings page

1. Scroll to the Columns section.

2.  Youshould see those columns present from the parent content type. In my case,
Iinherited from the Item content type, and so I see the Title column only.

3. SharePoint indicates the parent content type under the Source heading (linked). You may
click this link to visit the settings of the parent content type.

4. Click the Add from existing site columns link to navigate to a page to choose from existing
site columns at the current site and above (if not at the root of the site collection).

5. Click the Add from new site column link to create a new site column for the content
type—any new site column created resides in the Site Columns Gallery of the current site.
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Content types provide for powerful, yet flexible definition of the metadata. Like most things in life, this power and
flexibility comes with caveats, as follows:

e You cannot delete a content type once it is in use by a container, list item, or page, or inherited
by another content type.

e Once you create a content type, you may not change its inheritance relationship with the
parent. You must delete the content type and re-create it to inherit from a different content
type. This restriction, coupled with the first caveat, can make for difficulty in restructuring an
existing metadata model in use by content. Design your model with flexibility at the onset.

e Deleting an inherited column from a content type is ill advised. Instead, make the
column hidden.

¢ Avoid modifying stock content types. Instead, create a new content type and add
customization to your new type—content owners expect standard behavior when using stock
content types.

e  You may not delete any content type deployed via a custom-developed feature.
Content types not only define metadata for documents in libraries and list items in lists, they also provide

additional functionality, outlined in Table 9-3.

Table 9-3. Functionality Associated with Content Types

Content Type Functionality Description

Templates You may associate a document template with a document content type,
such as a Contract content type that associates with a Word document,
containing the skeleton of a contract document. When users create a
new list item, using the content type, SharePoint will open the template
so the user may begin editing the document.
You may also specify an ASPX page in the SharePoint site collection as
the template, so SharePoint opens a web page when a user creates a new
content type.

Document Information Panel (DIP) This panel appears in Office applications to show users the metadata
associated with a document they opened from SharePoint. I cover the
DIP and templates in Chapter 14.

Workflow You may associate a workflow with a content type, so when users
create a new list item based on the content type, SharePoint starts
the workflow.

Management Policy Management policy applies to content types. You may audit events on

list items that use a content type, apply retention rules, and do similar
tasks. I cover records management and auditing in Chapter 11.

Of course, Table 9-3 is not exhaustive. Content types play a major role in SharePoint and provide the central
core for many data-associated functions. Content types provide data portability in that each content type describes
data—the schema—such that you can use these content types anywhere you wish to apply specific functionality to
certain data types.
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Metadata in Lists

Lists and content types marry together nicely—if a content type describes some data, and lists contain instances
of data, then the content type effectively describes the schema of a list. For example, if a list is to contain contact
addresses, you could imagine the list having columns for the person’s name, street address, city, state, ZIP, etc.

If you create a content type, which includes these aforementioned columns, your content type defines the schema
for hosting contact information in the list.

By default, new custom lists do not maintain columns with content types. You simply create a new list instance
and begin adding columns to the list. In this case, SharePoint implies a local list content type from the list definition.
Changing a list to allow the management of content types provides for greater control of content in the list—for one,
a list may associate with multiple content types, and thus have list items with different columns. This is a very powerful
concept, which separates SharePoint lists from tables found in relational databases (which limit rows to a single set
schema). Using the previous example, picture the ability to add different classifications of contacts to the list, some
US contacts and some European, where the US addresses contain City, State, and ZIP, and the European addresses
contain City, Province, and Postcode.

The following steps demonstrate adding content types to a document library or list:

—_

Navigate to a list or document library.
From the ribbon, click the Library tab, or List tab if a list.

From the ribbon, click the Library Settings (or List Settings) icon.

2
3
4. Under General Settings on the Settings page, click the Advanced Settings link.
5. Toggle the option to Allow Management of Content Types to Yes.

6. Scroll to the bottom of the page and click the OK button.

7

The List/Library Settings page should now show a Content Types section, as shown
in Figure 9-6.

Default Content Type

- «

Figure 9-6. Content types section in the List/Library Settings page

In my example (using a document library), you see that my document library has one content type—Document—
and this content type is the default for all new items added to the list. Farther down the page (not shown in the figure),
in the Columns section, is the Title column, sourced from the Document content type. SharePoint adds the special
Modified By, Create By, and Checked Out columns to each list, which are not associated with any content type. Add
an additional content type to your library (assuming you are following at home using a document library; the steps
work similarly for lists).

1. From the List/Library Settings page, click the Add from Existing Site Content Types link.

2. Inthe Content Type Section page, change the drop-down to display Document Content
Types group.

3. Select the content type Picture, and click the Add button.

4. Click the OK button.

5. Inthe Library Settings page, within the Content Types section, you should see the addition
of a Picture content type.
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6. Scroll to the Columns section and notice the presence of new columns, as used in the
Picture content type.

7. Navigate back to the default view of the Shared Documents library (hint: you can use the
breadcrumb at the top of the page).

8. Click the Files tab on the ribbon.

9. From the ribbon, click the New Document (lower part of the icon), as shown in Figure 9-7.
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Figure 9-7. Creating a new document of a specific content type

You may apply the preceding series of steps to regular lists so that content owners and contributors may add list
items to a list with different column data. This practice greatly comes into play when creating multiple content types
for different publishing pages within a single Pages document library of a publishing site.

One area of confusion I have seen with lists and content types is in the inheritance chain. When adding a content
type to a list, SharePoint makes a new content type at the list level, which inherits from the site content type of the

same name. The purpose of this action is to provide a degree of abstraction from changes applied to content types at
the site level that differ from specific changes at the list level.

Note List-level content types inherit from site-level content types. This provides a level of abstraction, and provides
data integrity at the list level if you delete columns from the site content type.
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The following series of steps demonstrates this thinking:

1. Navigate to your Library Settings page.
2. Scroll to the Content Types section.
3. Click the Document content type.

SharePoint shows the Content Type Settings page for the Document content type. At the top of the page, notice
that the parent of this selected content type is Document also. The heading at the top of the page shows as List
Content Type Information.

4. Click the parent Document content type.
SharePoint now shows a page for the site-level Document content type.
The page heading changes to show Site Content Type Information.

Click Add from New Site Column to navigate to the new column page.

e N o o

Scroll to the bottom of the page and notice the setting for Update All Content Types
Inheriting from This Type.

©

Toggle this option to Yes.

10. Navigate back to the List page and notice that the list-level content type has this column
because you propagated the change down.

11.  Repeat the steps to add a new column but toggle the option to update inheriting content
types to No.

12. Navigate back to the List page and notice that the column is absent.

Metadata in Publishing

I cover publishing in SharePoint in greater depth in Chapter 10. However, in this section, I will elaborate further on
how site columns and content types play a part in the publishing infrastructure of the SharePoint platform, to expand
on metadata use in SharePoint.

For most intended purposes, you can consider the core platform of SharePoint as a list management system,
which leverages site columns, content types, and list containers to house data. No matter whether the data under
discussion is documents in a document library, forms data entered through an InfoPath form, a calendar event, or a
publishing page on a public SharePoint-hosted web site, they all rely on the basic premise of lists, content types, and
site columns—metadata.

Publishing pages in SharePoint consist of the ASPX files that live in a document library—called pages. Unlike
regular Web Part pages and wiki pages in non-publishing sites, publishing pages contain no data or markup, just
references to a page layout in the Master Page Gallery, and metadata associated with the page file. Next time you open
the Pages library in SharePoint for a publishing site, try downloading one of the page files to your local computer and
opening the file with Notepad. You should see that the file consists mainly of XML references for the page layout and
other publishing infrastructure data—the page will not contain any layout markup or content.

In Figure 9-8, the content type defines the columns that content owners of the page may edit (either in WYSIWYG
mode or as page instance properties in the list item). The content type is associated with the Pages library—a list—and
the page instance file resides in the library with applied metadata property values. The page layout resides in the
Master Page Gallery, as another ASPX file, and contains HTML markup for the presentation of the page. Embedded
in the markup are field controls that map metadata fields in the content type to the layout. When SharePoint renders
the page instance, the platform replaces these field controls in the layout with the content stored as metadata and
associated with the page instance file in the Pages library.
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Without going too far into the specifics of Web Content Management and the publishing infrastructure in
SharePoint (I shall leave that for the next chapter), the diagram in Figure 9-8 and the previous discussion give a
high-level overview of how metadata works with publishing pages. The purpose of the model is to abstract content
from presentation, so that content owners may influence content without concern for presentation (editing the
metadata properties of a page list item), and page designers may work on one or multiple flavors of page design
without requirement to embed content in their templates. Use of the publishing infrastructure and metadata
model promotes not only content abstraction but also reuse of page design—using the same template for multiple
pages—and the ability to change the visual design of the site without having to change the content.

Content Master
Type Page
ﬂk

Pages Library

Page
Instance
(ASPX)

Page
Layout

Figure 9-8. Components of a publishing page

Before I leave the topic of metadata in the publishing infrastructure, it is worth mentioning that the publishing
feature includes a number of new site column types and content types. The following list describes some of the
available site columns for publishing:

e FullHTML
e Image
e  Hyperlink

¢  Summary Links
¢ Rich Media

These additional site column types provide for richer content on publishing pages, aside from the typical
single/multiple lines of text, image, and hyperlink columns in the core platform. The Full HTML column type is
interesting in that it allows content owners to embed full HTML in content areas on the page. A word of caution: don’t
break best practices here—try not to embed layout or branding elements with content in full HTML fields, as this
tightly couples content with formatting, which is exactly what page layouts and content abstraction try to avoid.

The Managed Metadata Service

In this section, I shall discuss the Managed Metadata Service, which many associate with tagging and taxonomy,
but it is essentially the central hub for managing metadata across site collections and applications in a SharePoint
2010/2013 farm (and potentially across farms, using the service and service proxy components).

The Managed Metadata Service exists as a managed service application in a SharePoint farm and acts as a central
hub for the management of metadata. Content types and site columns (general metadata) are great but very much
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tied to a particular site collection (unless you use shared content types—more on this topic later). The Managed
Metadata Service allows content owners to create sets of terms, forming a taxonomy;, in a central location for use
across any SharePoint web application connected to the service.

Taxonomy and Folksonomy

“Taxonomy” and “folksonomy” are now very prevalent terms in business. Thanks to the invasion of social networking,
people have become more aware of the benefits of tagging and categorization of information, which require
taxonomies and folksonomies. What exactly is taxonomy and folksonomy, and what are the differences?

Taxonomy describes a hierarchy of classification nodes, called terms. Each term in a taxonomy provides a category
or classification of other data. The purpose of the hierarchy is to provide a greater level of specificity as you navigate
down the hierarchy. For example, you could define a hierarchy of cities, grouped by country and then by continent.
You might then tag a person’s contact record with a city term, country term, or continent term—or all three—from the
hierarchy. Taxonomies are typically defined as an organized hierarchy of terms, managed by content owners.

Folksonomy describes a user self-tagging vocabulary, which evolves over the life of the data tagged. As an
example, users may submit articles to a newsfeed and categorize their posts with their own made-up tags. The tags do
not belong to an overarching taxonomy, nor do content owners manage them. The idea is that users will gravitate to
using the same tag names for related content, and the tagging infrastructure will evolve as more related content grows
in the system.

Folksonomy provide a greater level of categorization growth as users tag their content; hence, folksonomy works
best in scenarios where users self-publish content. Taxonomies are better suited to situations of more organized and
restricted publication of content, where content owners restrict the vocabulary of tags available.

Now that you have a basic understanding of taxonomy and folksonomy, I will show you how SharePoint
implements them via the Managed Metadata Service.

Initial Setup

Typically, the Managed Metadata Service already exists in a working SharePoint 2010/2013 farm. Since the majority
of readers of this book are administrators, it would be a disservice on my part not to present the steps for provisioning
the Managed Metadata Service. The following steps demonstrate how to create a new Managed Metadata Service
from Central Administration:

1. Open Central Administration.
2.  Click the Manage Service Application link under the Application Management heading.

3. Inthelist of service applications, if you see the Managed Service Application (or
something like it), leave it alone—for the purpose of this demonstration you will just create
another.

4. Click the New icon from the ribbon and select Managed Metadata Service from the
drop-down list. SharePoint opens a dialog for the service provisioning properties, as
shown in Figure 9-9.
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Create New Managed Metadata Service

Specify the name, databases, application pool and content settings for this Managed Metadata  Help
Service.

|»

Name

Database Server
SPSQL

f Database Name

Database authentication _

# Windows authentication (recommended)
C SQL authentication
Account

Password

Failover Server Failover Database Server

oK Cancel

Figure 9-9. New Managed Metadata Service dialog

Give the application a name.
Provide database details for storing the metadata service configuration and data.

The Managed Metadata Service is an application, hosted in SharePoint via IIS, and
therefore requires an application pool account, so provide the credentials.

The content type hub is an existing site collection that acts as the central store for all
shared content types, so provide the site collection URL for a new hub for this Managed
Metadata Service application; you will use this later.

Check Report Syndication Report Errors if you want the service to report
synchronization errors.

Check Add This Service Application to the Farm'’s Default List if you want all sites to use
this service by default (recommended).

Click the OK button to provision the new Managed Metadata Service.

From the Managed Service Applications list, click the name of the new Managed Metadata

Service application, or select it and then click the Manage icon on the ribbon.

SharePoint displays the Term Store Management Tool, shown in Figure 9-10.
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Figure 9-10. The Term Store Management Tool

What is a term store? Each Managed Metadata Service contains at least one term store, which consists of a
hierarchy of term sets, or groups of term sets. I cover this terminology in more depth shortly, so for now you only need
to know that a new provisioned Managed Metadata Service contains a default term store, which is the beginning of
your tagging taxonomy.

The Term Store Management Tool enables administrators (and users with access rights to the service) to
manipulate settings for the Managed Metadata Service. Table 9-4 identifies the various settings in Figure 9-10.

Table 9-4. Settings on the Landing Page of Term Store Management Tool

Setting Description
Available Service Applications Drop-down list of provisioned Managed Metadata Service Applications in
the farm.
Sample Import Click the sample link to see a sample CSV file so that you may create your own

to import tags into the term store.

Term Store Administrators Users who have full control over the term store.

Default Language The Managed Metadata Service supports multilingual terms; this setting
stipulates the default language.

Working Languages Specifies the languages available for terms in the term store.
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Associating with a Web Application

One of the options when provisioning a new web application is to opt into the default farm list of managed service
applications, or allow the administrator to choose from available services.

Recall from the procedure for provisioning a new Managed Metadata Service the check box option “Add this service
application to the farm’s default list,” which, when checked, adds the new Managed Metadata Service to the default
farm list of available services. This is important to note, because if administrators choose to accept the farm defaults for
service applications, they will include the new Managed Metadata Service you provisioned earlier in this chapter.

Note To remove a managed service from the default farm list, use the Central Administration Farm Association Page
under Application Management.

Worth mentioning is the Managed Metadata Service Properties page, which differs from the settings discussed
in the previous section. From the list of managed service applications, click to the right of the name of the Managed
Metadata Service Proxy and then click the Properties icon on the ribbon. SharePoint displays a dialog like that in
Figure 9-11.

£ Manage Service Applications - Windows Internet Explorer

@ ) % B reepuisp2ot3:20151_scmingserviceagpi 22 [44/] X B Hanege Service Applications X

Fie  Edt Wiew Favorkes Tools Help
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SharePoint . Rob Garrett~ £ 2
X

Edit Managed Metadata Service Connection . e
BROWSE SERVICE APPLICATION € SHARE 0,

= EH.S x =l Managed Metadata Service Connection Help

New

ect  Delete Manage

Select the settings for this Managed Metadata Service Connection.

o v This service application is the default storage location for Keywords. B
o I This service application is the default storage location for column specific term sets. started
Security ™ Consumes content types from the Content Type Gallery Proxy Started
S T W Eie I Push-down Content Type Publishing updates from the Content Type Gallery to sub-sites and lists using Started
?j‘ﬁ‘a‘_4p\> cation the content type. Started
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s
Settings Service (o

s
Settings Service
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Started
oK Cance Started
Started

(K}

Figure 9-11. Managed Metadata Service properties

The first two check boxes tell SharePoint whether this Managed Metadata Service will be the default for
Enterprise Keywords (folksonomy) and for term sets (taxonomy). Only one Managed Metadata Service may act as
default storage location for tags of either type. The other two properties involve the use of content types and a hub,
which I cover later in this chapter.
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Access to the Term Store Management Tool from a Site

You might be wondering how to grant access to the Term Store Management Tool to your content owners, without
providing them access to Central Administration. The good news is that this tool is also available via sites in a site
collection, as follows:

1. Open the site collection.
Click the gear icon.

Select the menu option for Site Settings.

> w0 N

Click the Term Store Management link under the Site Administration heading.

Taxonomy—Managed Metadata

Earlier in this chapter, I discussed the differences between taxonomy and folksonomy. Here is a quick recap, since
both principles apply to tagging in the Managed Metadata Service.

Taxonomy is the hierarchical structure of terms and terms sets, where a term is what SharePoint calls the
definition of “tag” For example, “USA” might be a term identified in a term set called “Countries.” This term set
may likely include other terms. When tagging content for specific country, users in SharePoint may select the term
“USA” to identify the content as belonging to or originating from the USA. The term set “Countries” may exist within
a sub-hierarchy, perhaps under “Regions.” You can quickly see how easily terms and term sets constitute a hierarchy,
which is the taxonomy. In Figure 9-10, the taxonomy hierarchy lives in the left panel of the Term Store Management Tool.

Whereas taxonomy is structured, and typically predetermined by a term store or taxonomy administrator,
folksonomy evolves as users of a content management system invent tag names (terms) for content. Folksonomy
provides for only a flat and ad-hoc tagging model, but it is effective because tags evolve as more users participate in
tagging of a piece of content. Tag clouds are a classic example of folksonomy; they show the proliferation of certain
tags based on popularity. Clicking the Keywords node under System in Figure 9-10 displays Enterprise Keywords
entered by users for folksonomy.

When working with managed metadata, administrators and taxonomy administrators need to understand
the following components: term store, groups, term sets, and terms. The following sections cover each of these
components individually.

Term Store

The term store is the entry home of the taxonomy and structured tags. Looking back at Figure 9-10, you can see that in
our Managed Metadata Service, the term store (shown with the house icon) has the same name, “Managed Metadata
Service” You may create a term store with any name you choose; by default, SharePoint has named the term store.

At the term store level, administrators of the farm may define term store administrators. These users have full
control of the term store to manipulate the taxonomy.

Term store administrators differ from Managed Metadata Service administrators. The first control changes to a
term store; the second have access to the entire managed service. Figure 9-12 shows the location for adding Managed
Metadata Service administrators (in Central Administration), and Figure 9-13 shows the location for term store
administrators (in the Term Store Management Tool).
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Figure 9-12. The location for adding administrators for the Managed Metadata Service
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Figure 9-13. The location for adding term store administrators
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Groups

Groups provide an important role in maintaining a collection of term sets. Groups provide security for the term sets
they contain, as both group managers and contributors to the group. The following steps demonstrate how to create
anew term set group:

1. Open the Term Store Management Tool.

Click the drop-down arrow on the Term Store node in the taxonomy tree.

2
3. Click New Group to create a new group.
4. Provide a name for the group.

5

SharePoint displays the Group Properties page, as shown in Figure 9-14.

m—
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Figure 9-14. Group properties in the Term Store Management Tool

From within the group properties pane, you can change the name of the group, give it a Description, and add
users to Group Managers and Contributors. Group Managers may add other users as contributors, as well as remove
and add new term sets. Contributors may add new terms to term sets and configure group hierarchies.
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Term Sets

A term set provides the container for terms. Later in this chapter, you will see how term sets bind to managed
metadata columns in content types and lists so that users may choose from a set of term values in a given term set for
the data of a column.

1. Create a new term group, per the previous section, if you have not already done so.

2. Click the drop-down arrow on the Group node to contain a new Term Set.
3. Click the New Term Set menu item.
4. SharePoint displays the term set properties pane, like that of Figure 9-15.
- =
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Figure 9-15. Term Store Management Tool—term set properties

Notice, when you clicked the arrow on the group to create a term set, you had the option to import term set data
from a Comma-Separated Values (CSV) file. The Term Store Management Tool also allows you to import a whole set of
groups, term sets, and terms at the top level of the term store. Importing data for your term store is very powerful and
a must-have feature when deploying SharePoint—it makes for happier content owners if they do not have to type in
lots of term store data whenever you deploy a new SharePoint farm.

On the properties pane of the term set, you may change the name of the term set and the description. The owner
(typically the person who created the term set) is the person with full control of the life cycle of the term set. The term
set owner and term store administrators may make significant structural changes to the terms in the term set.
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Stakeholders are those users who receive e-mail notification when the term set owner or term store administrator
makes changes to the term set. Imagine you have a body of people who want to monitor the evolution of terms for
a given term set—these people would be the stakeholders.

The submission policy governs whether the term set allows users to add new terms to the set from managed
metadata site columns. By default, SharePoint creates the term set as closed and assumes the term set owner and
stakeholders wish tight management of the terms in the taxonomy term set. Toggling the policy to open allows users’
and programmatic addition of terms in the set—edging more toward folksonomy than taxonomy behavior.

The property to set the term set as “Available for Tagging” tells SharePoint whether to show the term values in the
managed metadata site column UI when a user starts typing a term value. The “Custom Sort” property allows the term
set owner to custom sort the order of the terms contained in the set—alphabetical order may not always make sense
to users for certain term sets.

Terms

Terms are the actual values used in managed metadata site columns for the value chosen from a defined set—the
term set. For example, the term set might include terms for food such as fruits. In the site, a user would see the list of
fruits to choose from, and the SharePoint user interface will limit the list of available terms as the user types the first
few letters of a known term.

SharePoint supports nesting of term values, enabling the creation of a complete taxonomy of terms. For most,
the grouping and term sets, constituting the first two levels of the taxonomy, followed by a list of terms in each
term set, is enough for a rudimentary taxonomy. However, with additional nested terms you can create some quite
elaborate taxonomies.

Figure 9-16 shows some term values I created by clicking the arrow on the right of a term set and selecting the
option to create a new term.
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Figure 9-16. Creating a new term
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A term has an expected name and description property, designated language, option for tagging, and other labels
or properties. The language property is important—term set owners may designate certain term values for specific
languages. For example, when viewing the site in French, users would see a different set of term values from users
viewing the site in English.

The option to make a term available for tagging allows the owner to determine whether a particular term value
shows up in the UI of choices for managed metadata site columns.

The Other Labels property provides synonym capability for the term. For example, SPS is a synonym for
SharePoint Server. If a user selects the term value as SPS in a managed metadata site column, SharePoint understands
that the value SPS corresponds to the SharePoint Server term.

Managed Metadata in SharePoint Sites

Terms within a Managed Metadata Service Term Store surface in a site collection via special site column types.
Assuming the administrator has associated a SharePoint site with the term store contained in the Managed Metadata
Service, content owners may add the new metadata columns to lists, content types, and the Site Column Gallery.
Table 9-5 details the different Managed Metadata site column types.

Note New to SharePoint 2013 is the ability to drive site navigation from term store metadata within a publishing site
collection. | cover this topic in Chapter 10.

Table 9-5. Managed Metadata Column Types

Managed Metadata Column Type Description

Managed Metadata Provides a column mapping to a term set in the site-associated term store;
depending on the configuration of the term set, this type will depict whether
users see all available term sets when selecting a term, have the ability to
submit feedback to the term set owner, or are able to add new terms.

Use the Managed Metadata column type when you wish to provide users
with a choice of tags from a given term set in the term store.

Enterprise Keywords A special column type added to a list when users enable Enterprise
Keywords in the Enterprise Keywords and Metadata Settings section of the
List Settings page. Terms entered by users in Enterprise Keywords columns
appear under the System/Keywords node in the term store.
Use the Enterprise Keywords column type when you want to allow users to
tag with their own tag values.

Earlier in this chapter, I demonstrated how to create a new site column. Follow the same steps to create a new site
column in your site collection, except choose the Managed Metadata column type this time as the column type. After
your browser posts back to display available properties for the selected column type, scroll to the section on Term Set
Settings, as shown in Figure 9-17.
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Figure 9-17. Term Set Settings in the Create New Site Column page

The Term Set Settings section includes the option to bind the new Managed Metadata column to a particular
term set in the term store. In Figure 9-17, I created a simple group called Food and a term set called Fruits. In the next
section of this chapter, I will show how SharePoint presents the available terms under this term set to the user via the
user interface.

If the term set has an open policy, users can add new terms to the set from the column user interface. If the
administrator specified the feedback e-mail address, then users also have the option to suggest terms via a feedback
e-mail, which appears at the top of term selection dialogs.

Owners of a site column can choose to create a customized term set rather than use an existing term set in the
term store, which then creates a term set in the Managed Metadata Service Term Store.

Note If SharePoint displays an error message that there is no default term store associated with the site, ensure that
you check the check box for default term store, as in Figure 9-11 earlier.

The Enterprise Keywords column type is a special SharePoint column type. The following steps demonstrate how
to enable Enterprise Keywords on a list:

1. From alist page, click the List/Library tab on the ribbon.
2. Click the List/Library Settings icon.
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3. Click the Enterprise Keywords and Metadata Settings link.
4. Enable the Enterprise Keywords option.

5. Return to the List/Library Settings page; you should see a new Enterprise Keywords
column added to the list columns definition (Figure 9-18).
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Figure 9-18. Enterprise Keywords enabled on a list or document library

Note You cannot create a new site column of Enterprise Keyword type. They apply only at the list/library level.

In the next section, you will see how both Enterprise Keywords and Managed Metadata columns appear to end
users in the SharePoint site user interface.

Tagging User Interface

To demonstrate the user interface for Managed Metadata columns and Enterprise Keywords, I performed the
following steps as a precursor, using the Term Store Management Tool:

1. Created two term sets—Fruits and Veggies (Figure 9-19).
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Figure 9-19. Example term store to demonstrate Managed Metadata User Interface

2. Set the policy for Fruits as open and for Veggies as closed.

3. Created a custom list with two Managed Metadata columns, one bound to the Fruit term
set and the other to the Veggies term set.

4. Enabled Enterprise Keywords on the custom list.

Creating the new custom list and then adding a new list item to my custom list produces a page as shown
in Figure 9-20.
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Figure 9-20. New list item dialog with metadata columns
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With the page displayed, as in Figure 9-20, start typing the name of a fruit in the Fruit field. Start with the letter B
(hint, hint), and SharePoint will show suggestions of all fruits beginning with the letter B. You can try the same test on
the Veggies field, although, if you use the letter B you should notice that SharePoint has no suggestions because I did
not create any vegetable terms starting with the letter B.

Switch to the Enterprise Keywords field and begin typing the name of a fruit that exists in the Fruit term set. Even
though the term is part of another term set, SharePoint allows the Enterprise Keywords column to query terms in term
sets of the same term store. Before leaving this field, type the name of another food that is neither a fruit nor a vegetable,
save the list item, and then come back to this dialog to enter another item. Back in the Enterprise Keywords field, you
can now start typing the name of the new food item (I chose donut) and see that SharePoint saved the new term.

Note To prevent Enterprise Keyword fields from offering suggestions from a term set, uncheck the setting Available
for Tagging in the term set settings.

Before leaving the New Item dialog, click the small tag icon to the right of the Fruit field. This icon links the
user to the dialog for browsing terms, as shown in Figure 9-21. From this dialog, users may visualize all terms in a
term set and select the appropriate term. Notice in the top of the dialog a link to Add New Item (term). Remember
that I configured the Fruit term set as open, meaning that users can add new terms. Compare this dialog to that of
the browse term dialog for the Vegetable field—the Add New Item link is missing in the Veggies dialog because the
Veggies term set has a closed policy.

2013 robdev local Lists/ Tagging%: 2 = & H B Tegging Demo - Test 1 ‘ ‘
e Took  Help
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Select : Fruit * L . .
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B ',
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# EDATLINKS

Setact >> Banana

oK Cance!

00 -

Figure 9-21. Browsing for a term

The Send Feedback link is a standard mail-to link that will open your mail application with the e-mail address
configured in the Feedback setting for the term set.
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Filtering

SharePoint allows you to filter data in lists using Managed Metadata values (similar to using facets in Search). In the
previous section in this chapter, I set up a new demo list and add a couple of Managed Metadata site columns to the list.
In this section, I will demonstrate how to add taxonomy browsing and keyword filtering to a list or document library.

1. Navigate to the list you created in the previous section.

> w0 N

SharePoint shows a page like that in Figure 9-22.

From the List Settings page, click the Metadata Navigation Settings link.

Click the List tab on the ribbon and then click the List Settings icon on the ribbon.
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Figure 9-22. Metadata Navigation Settings

Note
and Filtering feature at the site level.

If you do not see the link to manage navigation settings, then ensure that you activate the Metadata Navigation
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Choose one or multiple Managed Metadata fields from the list for the navigation hierarchy.
Choose one or multiple Managed Metadata fields from the list for the key filters.

Scroll to the bottom of the page and click the OK button.

Navigate back to the List page and add some list items.

From any of the List View pages, glance to the left under the quick navigation links, and
you should see a tag browser and keyword filter (Figure 9-23).

SharePoint
BROWSE | ITEMS  LIST

Lists (® new item or edit this list
Employees All Items === Find an item L2
Home
v Title Fruit Vegetable
Documents
Recent Test 1 3¢ «« Banana Leek

Tagging Demo
Salaries

Site Contents

# EDIT LINKS
4 [N Tagging Demo
423 Fruit
=] Apple
=] Banana
=] Blackberry
=] Blueberry

Key Filters

Apply Clear

Fruit

Figure 9-23. Navigation hierarchy and keyword filters
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Here you can see that SharePoint has added a hierarchy tree for the Fruit field (I only added the Fruit column
in my example, but you could just as easily add Vegetables or both) in my list. Selecting one of the terms in the tree
filters the list of items, similar to filtering lists the traditional way from the list column in the view. The Key Filters
feature also provides filtering, but it does so via typed keyword, with a UT similar to that of adding values to Managed
Metadata fields.

Tagging in Office Applications

Office applications understand managed metadata (2010 and upwards) when applied to documents opened from

a SharePoint source that have Managed Metadata columns. With the introduction of Managed Metadata site column
types and the Managed Metadata Service in SharePoint, Office can now access term sets and term data from the
Document Information Panel.

Note Only Office 2010 applications and later recognize Managed Metadata site column types. Older Office
applications cannot update these columns but continue to show standard site columns present in SharePoint 2007.

To demonstrate Managed Metadata types in Office, bind some Managed Metadata type columns to a document
library, then open a Word document (or Excel or PowerPoint document) from the document library and view the
Document Information Panel in the Office application. See the result like in Figure 9-24.

Robert Garrett = xj
Info

Test Document

gl fapdi Saobdevilucal » Shared Documents

Protect Document

Cartred wht types 4

. Properties -
Select: Fruit TEN .. .

FPratect

Ducument « Double-click 1o select an item.
To add a new item, Pighiight an existing item under which the new 2
item will be grouped, and dlick te Add Hew fem button. 1 Mimuate
Inspect DOCUL i the mem you need 1s not avallabie and you would like to make &
request or send Teedback to the Teim Sel manager, click the Send
et Before publishing thi [eauest or send I
Decument prap:
Tnoum authadé nars send Feedback
Cstom Lol [ 2= e
S hpple Categures
| sanana Suyeel
Account A Wersions and ] Blackbeny Hypeslink Base
B 2 = oluenerny :
Campany
Optians Marage 3 Eril h ]
Versions - ruik Enter a che .l
i Related Dates
Last Medified

Figure 9-24.
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Content Type Hubs

Content types provide a powerful classification of content in SharePoint, whether it is a document, list item,
publishing page, or external data. Most SharePoint content involves content types somewhere. SharePoint 2007
introduced content types, and users of SharePoint have never looked back since. However, in SharePoint 2007,
content types had a major limitation—the scope of a content type went no higher than a site collection. SharePoint
best practice is to use multiple site collections in large content systems to distribute content across content databases.
This made for a major headache in managing content types in a large enterprise content management system.
SharePoint 2010 and 2013 solve this issue with content type hubs.

Earlier in this chapter, I described the steps for creating a new Managed Metadata Service application. During the
creation process, SharePoint allows the administrator to specify the site collection as a content type hub. As long as
the Managed Metadata Service administrator has Site Collection Administration rights to a site collection, he or she
can specify this site collection as the hub for all new content types. The content type hub is effectively the authoritative
site collection for the management of content types, and all other content types that subscribe to the same Managed
Metadata Service may share content types from the hub.

Note When delegating a site collection as a new content type hub, | recommend leaving the option to Report
Syndication Errors so that the log contains important errors if content types fail to synchronize across site collections.

The following steps confirm the existence of a content type hub for an existing Managed Metadata Service
Application, or the option to delegate a site collection as a content type hub:

1. Open Central Administration.
Click the Manage Service Applications link.
Scroll down to the Managed Metadata Service (or name you gave it).

Select the service (do not click it) and then click the Properties icon from the ribbon.

o~ N

Scroll to the bottom of the dialog that appears in the content type hub section (Figure 9-25).
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Create New Managed Metadata Service

Specify the name, databases, application pool and content settings for this Managed Metadata  Help 1

Service. |
i " t
aonlicati =} O — Fp—
| ‘ pp! hatlor“. OQ o ® Use existing application pool t
Choose the Application Pool to use SharePoint Hosted Services j
Application. This

€ Create new application pool
Application pool name |

You can choose an existing Select a security account for this application pool
application pool or create a new € predefined H
one.

Network Service j

& Configurable
ROBDEV\SP_app_pool |7
Register new managed account

Content Type hub

Enter the URL of the site collection http://sp2013/
(Cor Type hub) frem which this
s e application will consume ' Report syndication import errors from Site Collections using this
content types service application. |
d H
| H
QK Cancel

Figure 9-25. Configure the content type hub in the Managed Metadata Service

6. Ensure that a URL of a site collection exists in the field.

7. Ensure that the check box for Report Syndication Errors is checked.

Note Ensure that you enable the Content Type Hub Syndication feature for the site collection that is to act as
a content type hub.

With the hub established, head over to the site collection content type hub and see the introduction of new site
collection settings.

1. Navigate to the Content Type Hub Site Collection URL in your browser.
2. Access the Site Settings page and scroll to the Site Collection Administration section.

3. You should notice two links: Content Type Publishing and Content Type Service
Application Error Log.

SharePoint manages publication of content types from the hub and subscription to published content types
from consumers of the hub via two timer jobs. The content type hub job publishes all new content types from the
hub where the site collection administrator has marked a content type for publishing. This job also manages the
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syndication error log. The content type subscriber job exists for all applications where a contained site collection
subscribes to the hub for a published content type. In the next subsection of this chapter, I discuss publishing
a content type from the hub and consuming the content type in another site collection—the consumer.

Publishing, Un-publishing, and Republishing

The creation of a content type for publication in the content type hub is identical to that of creating a content type in
a non-hub site collection. However, when a site collection administrator creates a content type in the hub, SharePoint
displays additional configuration options in the Content Type Settings page. Once you have completed the steps in
the previous section to designate a content type hub, the following steps demonstrate creating a new content type for
publication to another subscriber site collection.

1. Open the Content Type Hub Site Collection.

Navigate to the Content Type Gallery from the Site Collections Settings page.
Click the Create link at the top of the page to create a new content type.

Give the new content type a name, description, and parent and save it.

I created a simple content type and inherited from the standard Item content type.

o o~ w Db

Navigate to the Content Type Settings page, like that in Figure 9-26.

- oM

o pg os

i'f‘ﬁ) http://sp2013.robdev.local/_layouts/15/star 0 = & H B Content Type ‘ |
File Edit View Favorites Tools Help
95 £ Timesheets [5] My Site

SharePoint Newsfeed SkyDrive Sites [EEWISRCEUSISNE o S

Site Content Types » Site Content Type

Lists

) SHARE Yy Follow o,

Site Content Type Information

Employees Name: Published €T
Home Deseription: Demo publishing content types
Parent:  ltem
Documents Group: Custom Content Types

Recent
Settings
Tagging Demo
Salaries a Mame, description, and group

4 Advanced settings
Site Contents
= Workflow settings

# EDITLINKS Bl anage publishing for this content type]
o Information management policy settings,

o Delete this site content type
Columns

Name Type Status Source

Title Single line of text Required Item

a Add from existing site columns
a Add from new site column

@ Column order

®100% v

Figure 9-26. Content Type Settings page with publishing options
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7.  Click the link to Manage publishing for this content type.
8. The next page shows three options: Publish, Un-publish, and Re-publish (update).
9. Choose Publish and click the OK button.

Note If you receive an error about an incorrect proxy at this stage, then either your site collection hub in the
Managed Metadata Service is incorrect (if it is a root site collection, use the / on the end of the URL), or you need to
change the URL using the following PowerShell command:

Set-SPMetadataServiceApplication "Managed Metadata Service" -HubUri http://site collection_hub

10. From the consumer site collection, navigate to the Site Settings page.
11.  Inthe Site Collection Administration section, click the Content Type Publishing link.

12. Ifyou do not see your published content type in the Hubs section, check the error log by
clicking the link shown.

Note By default, the consumer timer job runs every hour and the hub timer job every 15 minutes. The consumer
timer job looks after creating and updating shared content types in consumer site collections; the hub timer job notifies
consumers of changes to existing shared content types or the existence of new shared content types.

To stop publishing the content type at the hub, continue with the following steps:
1. Navigate to the Content Type Gallery from the Site Settings page of the hub site collection.
Select the published content type to view the settings for the content type.

Click the Manage Publishing for This Content Type link.

Eal N

Click the Un-publish option and then the OK button.

Note You cannot delete a published content type. In addition, changes to a content type in the hub do not update the
consumers until you republish the content type.

Once a site collection administrator publishes a content type, the timer jobs complete and the content
type is available to consumers, who may use the content type as if defined locally. Site collection administrators of
the consumer site collection may inherit from the content type or use the content type in the sites and lists of the
site collection.

1. Navigate to the Content Type Gallery in the consumer site collection.
Scroll to find the Consumed content type in the gallery.
Click the name of the Consumed content type to view the Settings page.

Click the Advanced Settings link.

LA

By default, the Consumed content type is read-only; to allow changes to the Consumed
content type, change the read-only setting.

314

www.it-ebooks.info


http://site_collection_hub/
http://www.it-ebooks.info/

CHAPTER 9 © CONTENT MODEL AND MANAGED METADATA

The Error Log

When either the content type syndication consumer or publisher timer job encounters an error, it reports an error in

the syndication error log—a list available under the Site Administration section of the Site Collection Site Settings page.

Administrators may also access the error log from the link on the Manage Publishing for This Content Type page.
Assuming the administrator did not disable the setting to report syndication errors in the Managed Metadata

Service, SharePoint tries to be as verbose as possible in the syndication log. Table 9-6 depicts the columns in the

error log.

Table 9-6. Columns in the Content Type Syndication Error Log

Column Name Description

Title Error title

Taxonomy Service Store ID GUID of the term store in the Managed Metadata Service
Taxonomy Service Name Name of the Managed Metadata Service

Content Type Subscriber Site Link to the consumer site with syndication error
Syndication Item Content type that failed to synchronize

Syndication Failure Stage Stage at which the syndication failed

Syndication Failure Message Specific details about the error

Syndication Failure Time Timestamp that the error occurred

Sometimes the error log may report no errors and after successful execution of syndication timer jobs, the
consumer site collection has no content types from the hub. The following list identifies a few reasons for this that
I have encountered during my research:

e  The document ID feature is enabled on either hub or consumer but not on the other—this
feature must be enabled or disabled on both.

e The Managed Metadata Service proxy is not configured to consume content type
publications—enable it from the properties of the Managed Metadata Service.

e Icame across one instance in which the consumer failed with an error in the log about
unknown site ID. This occurred when I checked the option to consume content types in
the properties of the Managed Metadata Service proxy, post creation of the consumer site
collection. I remedied the issue by re-creating the site collection, once the Consumer Web
Application MMS proxy allowed the content type consuming option.

Summary

In this chapter, I introduced the reader to basic metadata—site columns and content types. This chapter included
details on how site columns and content types operate in sites and lists, and how content owners can build a metadata
model via content type inheritance.

With the basics understood, you dove into the specifics of the Managed Metadata Service, which handles
taxonomy, folksonomy, and use of both for content tagging. The Managed Metadata Service provides content type
synchronization capabilities across site collections in the farm (and across farms), using the service and service proxy
model of the Managed Service Architecture. I demonstrated how to designate a site collection as the content type
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hub, for published content types. I then demonstrated how other consuming site collections (within a consumer
web application) consume published content types from the hub. I briefly covered the syndication error log that
SharePoint utilizes when a failure occurs in synchronizing published content types.

Metadata and the Managed Metadata Service are important topics in the land of SharePoint. Of all the chapters
in this book, this chapter is one I recommend revisiting, especially if you are deploying a content management system
in SharePoint across the enterprise.

In Chapter 10, I cover publishing and Web Content Management, which requires a good understanding of
metadata, described in this chapter.
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Publishing and Web Content
Management

Web Content Management (WCM) is the management of web content. In the days of old, we used to place some static
HTML pages on a web server and call it a day for the development of web sites. Although this served a purpose at the
time, the sort of information we could display on the World Wide Web was really limited. Then, we matured some and
added dynamic rendering with technologies like PHP, ASP, VBS, Java, etc. and could render content from databases
and other data sources. The problem was that we still relied on IT to put anything on the web server and required
developers to design and implement web sites, often a very costly endeavor. Meanwhile, content management
systems were springing up to address the need for document management and centralized content management in
the organization. What we needed was this same CMS technology for the Web—a Web Content Management system.

To put it succinctly, Web Content Management is about the tools and processes for managing web-based content,
without the need for complex development and IT control. By web content, I refer to text content, streaming video
and audio, interactive applications built in Silverlight, Flash applications, and now HTML5 content. No matter the
technology, content is content—it is data someone wants to share with someone else, and a WCM system empowers
content owners to manage and render their information for an audience without requiring the complex knowledge of
the underlying technology.

This book is all about SharePoint 2013, so I shall focus on Web Content Management functionality in SharePoint.
Microsoft builds diverse products, and most of its software solutions provide middle-of-the-road capability. This is not
to say that SharePoint is an inferior product—far from it—just that SharePoint is everything to some, in comparison
to some very expensive high-end dedicated CMS and WCM systems. In the following sections of this chapter, I will
describe the WCM and publishing functionality that SharePoint 2013 has to offer.

SharePoint Publishing Infrastructure

If Web Content Management is the management of web site content, the SharePoint publishing infrastructure is the
implementation of such WCM functionality. At the very basic level, the publishing infrastructure consists of a series of
features and site templates. In this section of the chapter, I take a closer look at the main site collection and site-level
features, master page, and page layouts that provide the core of WCM capabilities.

A Publishing Site

Before delving into the specific publishing features of SharePoint 2013, you will create a new publishing site collection,
so that you may see the various features and functionality available as part of this site definition. Whether you plan to
host a public-facing web site, an extranet, intranet (with WCM capabilities), or some other WCM-based site, you will
likely want to start with the Publishing Site template (there are others, but the Publishing Site is most common).
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1. Open Central Administration.
2. Click the link to create site collections.
3. Choose the hosting web application.
4. Provide a title, description, and URL.
5. Under the template selection section, click the Publishing tab.
6. Choose the Publishing Portal.
7. Provide the primary and secondary administrators.
8. Choose the quota profile.
9. Click the OK button to create.
10.

which should look something like that in Figure 10-1.

5 Pages - Home - Windows Internet Explorer

G\_\: = 22 htp://sp2013/pud/ O] 42][ %] 32 pages -Home

x|

Once SharePoint completes creation of the new site collection, navigate to the new site,

Ele Edt View Favorites Tools Help

SharePoint
Test  # EDITLINKS
Home o
Test L B
Welcome to Your Publishing Site
4 EDIT LINKS These links will help you get started.

Site Contents I'm the Information Architect

Set up site permissions
Manage users' permission levels.

Make your site multilingual
Use the variations feature to manage sites and
navigation across languages.

Define content types
Create content types for the page, document, and
item types in this site.

Configure navigation
Choose and configure the navigation model for
this site.

Create and configure site content
Create libraries, lists, apps, and subsites to store

content, and configure them to use content types.

Customize your search center
Configure the search settings for this site.

_(o] x|
) 2 22
Newsfeed SkyDrive Sites [EUETIESENNE o SN SN - - ]
) sHARE ¥t FoLOow
Search This Site... ye

I'm the Visual Designer

Import a design package
Import a design package to apply to your site.

Configure image renditions

Define the dimensions that will be used and
available for uploaded images that appear
throughout this site.

Design your site

Create the brand of your site through device
channels, master pages, page layouts, and display
templates.

Choose availability of site templates
Specify which page layouts and site templates will
be available for use on this site or any subsites,

Figure 10-1. Home page of a SharePoint 2013 publishing site
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The home page shown in Figure 10-1 provides some helpful links to get you started with the configuration of your
new publishing site. All of these links point to admin pages, which you may also access through the site collection
settings page. However, having a series of links in one place is helpful to more quickly configure the publishing site.

I will now examine them in more detail.

Table 10-1 lists the jump links on the publishing home page, as shown in Figure 10-1. Configuring a publishing
site is typically a two-team operation, consisting of the administration team and the designer team. Administrators
follow the links on the left side of the page, and designers the links on the right side. The great thing about SharePoint
is that each team may work in parallel, without relying on the other to complete its work. This is an important
capability of SharePoint publishing sites: content owners and site administrators need not concern themselves with
the visual design of the publishing site, and the designers need not concern themselves with the content of the site.
This principle is one of the major pillars of a Web Content Management system: content people manage content, and
design people manage look and feel.

Table 10-1. Jump Links on the Publishing Site Home Page

Link Role Description

Set up site permissions Administration Link to the site permissions page; assign site permissions to groups;
SharePoint has a default set of permissions configured for the root
site and any subsites inheriting the permissions; administrators may
enable anonymous access for public-facing web sites

Make your site Administration Create variation labels for set up of site structure variants for each
multilingual content language supported
Define content types Administration Link to the site content type gallery; define content types, which

inherit from publishing content types (such as Page) to facilitate
granular content storage

Configure navigation Administration Link to the navigation settings for the site; configure strategy
for top navigation bar and quick launch navigation, as well as
taxonomy-based navigation

Create and configure site  Administration Link to the view site content page; look to the pages document

content library to host publishing pages for the site
Customize your search Administration Link to configure search settings; define a search center (either as a
center subsite or a separate site collection)—it is good practice to centralize

search results with a search center

Import a design package  Designer New capability in SharePoint 2013: import a design package for look
and feel of the site

Configure image Designer Link to the image renditions settings page; configure different image

renditions renditions for renditions (display) of image sizes

Design your site New in SharePoint 2013: link to the new Design Manager pages

Choose availability of site Link to the site templates and page layout settings; configure

templates availability of page layouts and site templates for users creating

subsites in the publishing site hierarchy

Table 10-1 includes a description of each link and the capability provided at each link destination; I shall cover
more on each capability throughout this chapter.
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Publishing Features

The publishing infrastructure consists of a number of features. Each feature is a unit of discrete functionality
and exists within SharePoint as a collection of files in the hive and (most often) assembly files in the Global
Assembly Cache.

The SharePoint User Interface exposes two publishing-based features—one at the site collection scope and
another at each publishing subsite scope in the site collection. Of course, if you created a site collection using the
Publishing Portal template, then SharePoint has already activated these features for you.

1. Navigate to the publishing site (or any other site collection if activating publishing).
Click the gear icon.
Select the Site settings menu item.

Click the link for site collection features, under the Site Collection Administration heading.

LA

Scroll down the list of the features and ensure that the SharePoint Server Publishing
Infrastructure feature is activated (Figure 10-2).

SharePoint Server Publishing Infrastructure

Provides centralized libraries, content types, master pages and page layouts and enables page Deafiaie Active
scheduling and other publishing functionality for a site collection.

Figure 10-2. SharePoint Server Publishing Infrastructure site collection feature

Navigate to any subsite in the publishing site collection (you can also use the root site).
Navigate to the site settings (as previously).

Click the link to manage site features, under the Site Actions heading.

© ° N o

Ensure that the SharePoint Server Publishing feature is activated (Figure 10-3).

SharePoint Server Publishing

Create a Web page library as well as supporting libraries to create and publish pages based on page Deafiaie
layouts.

Figure 10-3. SharePoint Server publishing site feature

The SharePoint User Interface shows two features for publishing, but these two features rely on a number of other
feature dependencies. When you activate the SharePoint Server Publishing Infrastructure feature and the SharePoint
Server Publishing features, SharePoint requires activation of the dependent features. Ordinarily, you need not concern
yourself about the details of the features, shown in Table 10-2, unless you are interested or one of these features
failed to activate. You will not find any of the features listed in Table 10-2 via the SharePoint UI; instead, you must use
PowerShell or STSADM to activate and deactivate these features. I provide the Global Unique Identifier (GUID) for
each feature for this purpose.

320

www.it-ebooks.info


http://www.it-ebooks.info/

Table 10-2. Publishing Feature Dependencies

CHAPTER 10 PUBLISHING AND WEB CONTENT MANAGEMENT

GUID

Name

Description

A392DA98-270B-4e85-9769-04COFDE267AA

AEBC918D-B20F-4al11-A1DB-9ED84D79C87E
89E0306D-453B-4ec5-8D68-42067CDBF98E

D3F51BE2-38A8-4e44-BA84-940D35BE1566

EAF6A128-0482-4F71-9A2F-B1C650680E77
8B2C6BCB-C47F-4F17-8127-F8EAE47A44DD

A4C654E4-A8DA-4db3-897C-A386048F7157
4BCCCD62-DCAF-46dc-A7D4-E38277EF33F4
068BC832-4951-11DC-8314-0800200C9A66
A942A218-FA43-4d11-9D85-C01E3E3A37CB

57CC6207-AEBF-426E-9ECE-45946EA82E4A
915c240e-a6ce-49b8-8b2c-0bff8b553ed3
0C8A9A47-22A9-4798-82F1-00E62A96006E

5BCCBY9A4-B903-4fd1-8620-B795FA33C9BA
5B79B49A-2DA6-4161-95BD-7375C1995EF9
4E7276BC-E7AB-4951-9C4B-A74D44205C32

67AE7D04-6731-42dd-ABE1-BA2A5EAA3B48

8C34F59F-8DFB-4a39-9A08-7497237E3DC4

94C94CA6-B32F-4da9-A9E3-1F3D343D7ECB

F6924D36-2FA8-4f0b-B16D-06B7250180FA

22A9EF51-737B-4ff2-9346-694633FE4416

DFFAAE84-60EE-413A-9600-1CF431CF0560

Publishing Prerequisites

Publishing Resources

Navigation

Publishing Layouts

Search Server Web Parts

Search Templates and
Resources

HTML Design

Asset Library
Enhanced Theming
Enterprise Wiki Layouts

Mobile Publishing
Ratings

Document Routing
Resources

Record Resources
Media Web Parts

Translation

Search Taxonomy
Refinement Web Parts

Search Taxonomy
Refinement HTML Web
Parts

Publishing Web
Publishing Site

Publishing

Rollup pages

Calls an event handler to install
prerequisites

Installs Web Parts, XSL, Silverlight

Installs custom actions and handlers for
navigation

Installs master pages, page layouts, and
styles

Installs search Web Parts

Installs search templates and resources

Enables HTML Design
Installs asset libraries
Installs theming controls

Installs content types, page layouts, and
handlers for wikis

Installs support for mobile browsing
Installs rating controls

Installs content types, fields, and
handler for document routing

Installs policy fields and custom actions
Installs media Web Parts

Installs handlers for language
translation

Installs search refinement Web Parts,
using taxonomy

Installs search refinement Web Parts,
using taxonomy for HTML content

Main publishing feature for the web
scope—visible in the UI

Main publishing feature for the site
scope—visible in the UI

Installs handlers and prerequisites for
publishing

Installs rollup capability
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Content Management

A primary reason for using SharePoint publishing is to make use of content management. The whole point of content
management—Web Content Management to be precise—is to allow content owners to create and edit content
without needing IT, or worrying about how their content impacts site design.

SharePoint publishing abstracts content management from user interface design and web site development by
providing rich features for content orchestration, allowing content owners to do what they do best—worry about just
content. Even though the end result is a web page consisting of content merged with HTML, JavaScript, and perhaps
Silverlight, the content owners should never have to worry about these UI concepts. SharePoint performs the heavy
lifting in providing content abstraction from presentation. At the core, SharePoint consists of lists, libraries, content
types, and site columns (fields), and it is these core elements that provide the base content management capabilities.
Of course, the assertions made in the preceding paragraph predicate good content model design. A page that consists
of one page body field of HTML type is not good design, because content owners have only one place to insert their
page content, and this model assumes the content marked up with HTML. A better model consists of pages and page
templates with a variety of fields for more granular control of the content.

Site Columns

In Chapter 9, I covered the basics of content models and managed metadata, and I introduced site columns and
discussed how they apply to lists and content types. The publishing infrastructure introduces some additional site
column types, specifically for the purpose of publishing content.

SharePoint includes all site column types as part of the installation of the product. Although there is nothing
stopping site owners from using them in any situation, Table 10-3 lists those site column types specific for use in
publishing situations. Worth noting is that the site column types in Table 10-3 appear when creating new site column
instances, but not all types listed appear when creating list columns.

Note SharePoint defines the publishing site column types in C:\Program Files\Common Files\Microsoft
Shared\Web Server Extensions\15\TEMPLATE\XML\FLDTYPES Publishing.xml. This file includes some non—user
creatable site column types, not listed in Table 10-3, but required for publishing.

Table 10-3. Site Columns for Publishing

Site Column Type Description

Full HTML content with This column type provides a richer text editing experience by using the Rich
formatting and constraints for =~ Text Editor. You use this column type to enable users to apply styles, apply table
publishing formatting, and work with reusable content. The column type stores HTML, and

the editor provides these authoring and styling capabilities. This column type also
helps you control or limit the options users have when creating new content by
placing content field controls within SharePoint page layouts. Users may apply
content and formatting constraints to the column to ensure that new content
appears according to pre-established styles and themes.

Image with formatting and This column type stores links to images defined in the item properties. Each

constraints for publishing column displays a thumbnail preview in list views, and users may apply optional
formatting. Use this column type to provide users with an easier way to add images
rather than having to manually input the URL of the image or web reference.
Control over images can be set when placing content field controls within
SharePoint page layouts.

(continued)
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Table 10-3. (continued)

Site Column Type Description

Hyperlink with formattingand This column type stores hyperlinks and displays the hyperlink names defined
constraints for publishing in the item properties. Use the column type to provide a browsing interface
that allows users to browse to an object to link to instead of typing a URL. Link
formatting and other options can be set when placing content field controls within
SharePoint page layouts.

Summary links data This column type enables users to create bulleted content without the need for a
dedicated list to populate the data. Use this column type on publishing pages to
present grouped links that use a set of shared styles. Summary links include a title,
description, image, and URL. Summary links control and behavior can be set when
placing a Summary Links field in SharePoint page layouts.

Rich media data for publishing This column type enables users to add video to a publishing page. Using this
column type, you may link to a media file (audio or video) the same way you link
to an image. You can insert this column type in a page layout to show the specified
videos on pages using that layout.

Enabling the site and web publishing features, SharePoint creates a number of new site column instances. These
site columns facilitate content management as suggested columns for typical content. However, content owners may
create their own site columns, based on the site column types listed in Table 10-3 and in Chapter 9.

Content Types

Similar to how I covered site columns, I also covered content types in Chapter 9, so I shall not burden you with details
about them, except to detail those content types available when activating the publishing features. Content types
represent an entity in a SharePoint site collection or subsite and consist of a number of site columns. Content types
are the schema of list items, where each contained field defines the columns of a list item row in a list or document
library. In similar vein, page content types define the schema of a publishing page, where each field represents a
content placeholder for a page instance, where each page instance is in fact a list item in a special document
library—called Pages.

Having either activated the publishing features in your site collection or created a publishing site, follow these
steps to access the publishing site content types:

1. Click the gear icon.
Select the Site settings menu item.

Click the link for site content types under the Web Designer Galleries heading.

Eal N

Scroll down to Page Layout Content Types and Publishing Content Types (Figure 10-4).
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Page Layout Content Types

Article Page Page
Catalog-Item Reuse Page
Enterprise Wiki Page Page
Error Page Page
Froject Page Enterprize Wiki Page
Redirect Page Page
Welcome Page Page
Publishing Content Types
ASP MET Master Page System Master Page
Html Master Page ASP MET Master Page
Himl Page Layout Page Layout
Page System Page
Page Layout System Page Layout

Figure 10-4. Publishing and page layout content types

The publishing content types include content types that represent base publishing objects, such as master pages,
page layouts, and HTML page types. The page layout content types define specific page metadata types from which
page instances are created. To illustrate these two sets of content types, I shall provide an example.

Imagine you have created a publishing site for a product company. The web site contains various page instances,
each with details about a product that is part of the company’s product line. On each product page, the company
wishes to include a high-res image of the product, a brief description, and date the product went into production. One
approach to representing products in the publishing site is to create a new content type, called Product, which inherits
from the page content type because products display as pages. The page content type includes site columns for the
image, production date, and description. You would then associate this product content type with the pages libraries
in the publishing site to allow content owners to create page instances based on this new product content type. As you
read further in this section, I shall explain how page layouts and master pages control the presentation of content by
mapping content types. To continue my example, each page layout infers how SharePoint should render page content
with HTML markup. Master pages define the general look and feel of the site, also including HTML markup, and
define the common areas included on all pages in the site. Just like the page instances, page layouts and master pages
also consist of properties, which SharePoint defines with the publishing content types.

If the page layout content types represent the metadata types for our page instances, why does SharePoint
provide content types for the base publishing types? Master pages and page layouts live in the Master Page Gallery in
your publishing site collection. The Master Page Gallery is a special document library that contains the master page
and page layout files. Similar to other document libraries, and the documents contained in them, master pages and
page layouts in the Master Page Gallery may have metadata associated with them. For example, the base page content
type includes site columns to define start and end publishing date/time values for time-restricted content.
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Master Pages

Typical modern day User Interface design of web sites calls for a consistent look and feel throughout all pages in

the web site. Before SharePoint and WCM, creation and management of Ul consistency across multiple pages was

a painful experience—each page included the same cut and pasted markup for the design, and the only difference
between one page and another was the main body content of each page. As the number of pages in the site grew, the
tasks to maintain a consistent look and feel across them became increasingly more difficult. Then came the frightful
day on which management requested a new UI design for the site; this involved editing every single page on the site
and making the same design changes—a nontrivial task. Fortunately, ASP.NET 2.0, and SharePoint 2007 provided us
with master pages.

Think of a master page as the skeleton of any page in a web site, containing HTML markup for common areas of
all pages and placeholders for the areas that change from page to page. Common areas of a master page might include
the page header and footer, top navigation, and left navigation, because these areas do not change (not much anyway)
from one page instance to another. Using a master page, a site UI designer has to define the HTML and CSS markup
for common page areas in only one place. Should the UI design change, then only the master page requires change.

To use a real-world example, a master page is like the framework of your house—the framework defines the
structure of your house, where the rooms reside and the window and door locations, and includes fixed structure
elements defined by the builder. The framework for every house in your neighborhood might be identical, but the
interior decor, color, and style of doors and windows may differ with each property.

SharePoint 2013 includes several Master Page files, each serving a different purpose. SharePoint stores all Master
Page files in the Master Page Gallery, a special document library that resides at the root of every site collection. Master
Page files consist of HTML markup, with embedded ASP.NET controls, CSS styling, and placeholders for what will be
actual content markup later—provided by page layouts (more on these in a moment). The main master page for user
pages of a SharePoint site is the v5.master Master Page. All SharePoint master pages have the .master extension, and
if you edit one, either by using SharePoint Designer or by downloading the file and opening it in Notepad, you will see
familiar markup like that of a typical ASP.NET (ASPX) page.

By default, the out-of-the-box SharePoint 2013 Publishing Site uses two master pages (for most pages):
v5.master and Application.master. The former defines the common elements for viewable publishing pages and
the latter defines the common elements for administration pages. Typically, when designing a brand for a SharePoint
publishing site, you would create a custom master page for publishing pages, with the v5.master file as a starting
template.

Note It is generally not a good idea to edit the vb.master and other stock master pages directly—always make a
copy with a different name and assign your site the new custom master page.

With the theory on master pages covered, I shall now walk you through the steps involved in customizing a
publishing site, using a renamed copy of the v5.master page file.

To illustrate the common areas typically defined in a SharePoint master page, Figure 10-5 shows the header and
left navigation areas in color and the page content—provided by a page layout—in black and white and blurred.
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Figure 10-5. Master page colored elements

Page Layouts

Page layouts are template files, which map page instance content into HTML markup for rendered pages. ASP.NET 2.0
provided pages (ASPX files) and master pages (master files), and combined they rendered a complete HTML page,
including content. SharePoint publishing, in addition to the same model as ASP.NET, abstracts the content from the
ASPX page and stores this information as metadata in a pages library list item.

So, if the master page is the presentation of common page elements, and SharePoint abstracts page content data
into list metadata columns, then what is the page layout? Simply put, a page layout is an ASPX file that lives in the
Master Page Gallery and maps content column data to HTML markup.

Similar to how I illustrated master page elements in Figure 10-5, Figure 10-6 shows the page layout presentation
areas in color and the common master page elements blurred out and in black and white.
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Figure 10-6. Page layout colored elements

Page layouts contain HTML markup, CSS, JavaScript, etc., similar to master pages, but in addition a SharePoint
page layout associates with a publishing page content type and includes mapping of site columns in the markup.
For example, a press release page might be represented with a content type, which consists of publication data,
abstract text, header image, and main press release article text. To render press release pages in a SharePoint
publishing site, you would create a page layout for all press releases and associate the press release content type with
the page layout. The page layout will contain ASP.NET control references for each site column (field) in the associated
content type that you wish to display as part of the rendered page.

Like master pages, page layouts reside in the Master Page Gallery at the root of the publishing site collection.
Figure 10-7 shows some example HTML/ASP.NET markup from a page layout. Notice the presence of field value
controls, which map specific site columns from the associated content type to the presentation within the page layout.
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<SharePeintWeblontrols:UIVersicnedContent UIVersion="3" runat="server">
<ContentTemplate>

<SharePointiebControls:CssRegistration name="<% 35PUrl:~sitecollection/Style Library/~language/Core Styles/pagelayouts.cs
<PublishingWebControls:editmodepanel runat="server” id="editmodestyles":
<!-- Styles for edit mode only-->
<SharePointieblontrols:CssRegistration name="<% 35PUrl:~sitecollection/Style Library/~language/Core Styles/zz2 editMo
</PublishingWeblontrols:editmodepanel>
</ContentTemplate>
</SharePointWebControls:UIVersicnedContent>
<SharePointWeblontrols:UIVersionedContent UIVersion="4" runat="server">
<ContentTemplate>
<SharePointWebControls:CssRegistration name="<¥ $5PUrl:~siteccllection/Style Library/~language/Core Styles/page-layouts-2
<PublishingWebControls:EditModePanel runat="server">
¢1-- styles for edit mode only--»>
<SharePointWebControls:CssRegistration name="<¥ $SPUrl:~siteccllection/Style Library/~language/Core Styles/edit-mode-|
After="<% $5PUrl:~sitecollection/Style Library/~language/Core Styles/page-layouts-21.css %" runat="server"/>
</PublishingWebControls:EditModePanel>
</ContentTemplate>
</SharePointWebControls:UTVersionedContent:
<SharePointheblontrols:CssRegistration name="<¥ $SPUrl:~sitecollection/Style Library/~language/Core Styles/rca.css ¥%" runat="ser|
¢<SharePointiWebControls:Fieldvalue id="PageStylesField" FieldName="HeaderStyleDefinitions™ runat="server™/>
Jasp:Content>
asp:Content ContentPlaceholderID="PlaceHolderPageTitle" runat="server">
<SharePointWebControls:Fieldvalue id="PageTitle” FieldName="Title™ runat="server™/>
Jasp:Content>
asp:Content ContentPlaceholderID="PlaceHolderPageTitleInTitleArea” runat="server">
<sharePeintWebControls:UIVersicnedContent UIVersion="3" runat="server">
<ContentTemplate>
<SharePointWebControls:TextField runat="server” id="TitleField" FieldName="Title"/>
</ContentTemplate>
</SharePointWebControls:UIVersicnedContent>
<SharePointWebControls:UTVersionedContent UTVersion="4" runat="server">
<ContentTemplates
<SharePointWebControls:FieldValue FieldName="Title" runat="server"/>
</ContentTemplater

Figure 10-7. Page layout markup

Putting It All Together

Now that you have a general idea of how publishing content types, master pages, and page layouts work. I will
demonstrate how they all work together. For the sake of my demonstration I shall use out-of-the-box content types,
page layouts, and master pages.

In Chapter 16, I cover SharePoint Designer and branding. SharePoint Designer is a tool for editing page layouts
within SharePoint sites. The alternative method of downloading page layouts, making edits, and uploading the file
again is less palatable. Feel free to flip ahead and read Chapter 16 (I wrote this book with the intention that readers
can choose chapters of interest) if you feel inclined to implement your own page layouts and master pages.

1. Open the SharePoint publishing site (created earlier in this chapter).
Click the gear icon.

Select the menu item to view all site content.

Click the Pages document library ellipses.

Navigate to the Pages document library settings.

S T o

Scroll to the section for content types.

Figure 10-8 shows the content types listed in my publishing site pages library, which tells me I can create
Welcome Pages, Article Pages, Error Pages, and base Publishing Pages.
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Figure 10-8. Pages library settings

Note Error Pages are new to SharePoint 2013.

7. Return to the Site contents page.
8. Click the Pages document library to access the pages in the current site.

9. Youshould see a page similar to that in Figure 10-9.
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Figure 10-9. Pages library

Asyou can see by looking at Figure 10-9, the pages library is similar to any other document library, in that it

contains a file and associated metadata—page instances. Each page instance is a list item with attached ASPX file
You might assume that the attached ASPX file is the page layout, but it is not. If you download the ASPX file and

open the file in Notepad, the file contains references to the page layout in the Master Page Gallery and other
publishing-related data.
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10. Click the ellipses for the page instance.
11.  From the settings popup ellipses, click the menu item to view properties.
12.

Figure 10-10 shows a list of site columns and associated values.
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Figure 10-10. Page instance view properties

The page shown in Figure 10-10 is the “list view” of a publishing page. Just like any other list or document library,
a content owner may edit the values (properties) for each column of the list item. Next, I shall show you how the

property data renders on publishing pages, using a page layout.
13. Click the gearicon.
14.  Select the menu item for creating a new page.
15. Inthe dialog that appears, give the page a name.
16.  Click the OK button.
17.  You should see a page like that in Figure 10-11.
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Figure 10-11. New page instance created

What just happened? In response to you requesting a new page, SharePoint created a new page instance in the
Pages document library, using the default content type for the library and default page layout. You might be wondering
how SharePoint decided which content type and page layout it chose. I shall enlighten you in the following steps:

18.  Click the gearicon.

19.  Select the Site settings menu item.
20. On the site settings page, click the link for page layouts and site templates.
21.

Scroll to the section New Page Default Settings (Figure 10-12).
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Figure 10-12. New page default settings

You remember from my description of page layouts, in an earlier section of this chapter, that page layouts
associate with a content type; read Chapter 16 for details on creating new page layouts and associating them with
content types. Page layouts must associate with a content type because they map the site columns of a content type to
HTML markup.

As shown in Figure 10-12, SharePoint has provided a list of all available page layouts from the Master Page Gallery
and their associated content types (in parentheses). You might have noticed that different page layouts associate with
the same content type as others. Content owners create page instances using the content type, and the site designer
can choose from a number of presentation formats, based on the chosen page layout. For example, the Article content
type associates with the page layouts “Image on left” and “Image on right” The content owner does not care where
the page image appears—this is the job of the site designer, and the reason for multiple layouts. The site designer can
change the page layout of any given page as long as the content type of the page associates with the chosen page layout.

Getting back to the example, you created a new page instance, which defaulted to the Article content type and
Body only page layout. I will show you how to change these for the page you just created if you did not want this
content type or page layout.

22. Navigate back to the page view of the page you just created (Figure 10-11).
23. Ifyou are not already in edit mode, click the gear icon and select the edit page menu item.
24.  Click the Page tab on the ribbon.

25. Click the page layout icon, and SharePoint shows you a list of available of page layouts,
grouped by content type.

26. Choose one by clicking on it (I chose one with a different content type).

27. SharePoint now shows you the page in the new layout.
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What is nice about changing page layouts is that SharePoint will also change the associated content type of the page
instance. The new effect is that your page instance may now have additional site columns and may have lost some you
had before. Do not worry about content loss—if you populated with data a site column field that is not present in the
new content type, SharePoint will retain the data, should you decide to switch back the content type and page layout.

Note The process for creating page instances with default content type and page layout, and then changing page
layout later, is simpler than the method required by SharePoint 2007 and 2010.

Check In/Out, Versioning, and Content Approval

If you followed the steps in the previous sections, you should have a publishing site and a new page instance—
currently checked out and unpublished. Do not worry if you do not; I will walk you through content approval and
versioning via one of the default published pages in the publishing site collection.

SharePoint publishing enables check-in and checkout on document libraries and lists. While you have a page
checked out, no other content owner can edit the page. I will review the check-in and checkout process.

1. Navigate to the root site of your publishing site.

2. Ensure that you are signed in, if you have anonymous access enabled.

3.  Click the Page tab in the ribbon.

4. Click the editicon in the ribbon.

5. SharePoint shows you the previous page open in WYSIWYG edit mode (Figure 10-13).
RIE
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Figure 10-13. Publishing page edit mode
334

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 10 " PUBLISHING AND WEB CONTENT MANAGEMENT

Make an edit to the page, such as adding content to one of the page areas.
Click the Page tab on the ribbon.

Click the save icon to save your changes.

© o N @

SharePoint shows you the rendered page, but with a yellow banner, indicating you have
the page checked out.

10.  Either click the check-in link on the yellow bar or,

11.  Click the Page tab in the ribbon.

12.  Click the Check-in button.

13. Provide a comment in the dialog and then click the Continue button.

14. The page is now checked in.

Versioning

By default, document libraries in publishing sites have major and minor versioning enabled. SharePoint includes
three options for tracking the versions of documents and list items in document libraries and lists, as follows:

e Noversioning
e  Major only
e  Major and minor

No versioning is self-explanatory. Major version only tells SharePoint to keep a running count of integer value for
the version number—each time you change and check in a document or list item, SharePoint increments the version
number by one. Major and minor version works a little differently: this type of versioning consists of a numbering
scheme as X, where X is the major version number and Y is the minor version number. With each check-in,
SharePoint increments the minor version number. Major version number increments have significance over minor
version number increments in that major versions represent published content and minor versions represent
draft-unpublished content.

Before I delve into an example of versioning, this is how to change the versioning method for any document
library or list.

1. Navigate to a document library or list.

2. Click the Library or List tab in the ribbon.

3. Clicktheicon for Library or List settings.

4. Click the link for Versioning Settings.

5. Figure 10-14 shows a screenshot of the versioning settings.
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Figure 10-14. Versioning settings for a list or library

6. Ensure that major and minor versions are enabled.

7. For now, turn off content approval.

Note Notice in Figure 10-14 there is the option to toggle content approval, which | shall demonstrate shortly.

If you followed all the steps in this section of the chapter, you should have checked out the default page, made
a content change, and then checked in the file again. Since you have major and minor versions enabled (by default),

SharePoint has incremented the version of the page from 1.0 to 1.1. Complete the following steps to view the version
history of the site home page:

8. Navigate to the site home page (navigate to the site with no page specified).
9. Click the Page tab on the ribbon.

10. Click the icon for Page History.

11.  SharePoint displays a page like that in Figure 10-15.
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,é Publishing - default - Windows Internet Explorer
@: ) ® [iia neto:/ssp2013/00b/_Jayouts/is O 40 X | e pubishing - defat % I

Fle Edit View Favorites Tools Help

9 & Suggested Sites * zfs Portal -Home gja Pages - Home
Newsfeed SkyDrive Sites [ETIRCETSISE o S SN -

SharePoint

) SHARE +r Fouow [

MyPage . EDIT LINKS Search... 0
default » Page History o

Wersions E};T—_dil Ttem | 3 Delete Item | 88 Manage Permissions | [ Check Out | B3 Version History | &% Workflows | % Alert Me | Approve/reject Item

1.19/21/2012 5:51 PM
Compare with version
o]

1.09/17/2012 1:24 PM

s not show changes in Web Parts, images, or HTML formatting.

21/2012 5:51 PM by [] Rob Garrett Deleted Added
MyPage

# EDIT LINKS

Site Contents

Figure 10-15. Page version history
12. Depending on what you changed in the page, the version history page shows the content
changes from each version (not Web Part change).

Since you are currently using major and minor versions and you last checked in the page as a minor version, the
status of the page is unpublished. The following steps demonstrate how to publish the page to the next major version
number—anonymous users and non-content owners see changes once you publish the page.

13. Navigate back to the page.
14. Click the Publish tab in the ribbon.
15.  Click the Publish icon.
16. Navigate back to the version history page.
17.  You should see that the version now shows version 2.0.
What happens if you use major versioning only? You shall find out in the following steps:
18. Navigate to the list/library settings page.
19. Click the link for Versioning Settings.
20. Change versioning to Major Only.
21. Return to the content page.

22. Click the Page tab.
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23. Click the icon to edit the page.
24. Make a change and then check in the page.
25. Navigate to the version history page.

26. Youshould see the next version as 3.0, meaning the page is visible to non-content owners
and anonymous users.

Content Approval

Without content approval enabled, minor version indicates a draft version of a document, page, or list item, and
major version indicates a published status. Content approval adds workflow to ensure that content approvers in the
organization approve content before publication. Figure 10-16 depicts the content approval flow.

Create new

| £
Author Approver Administrator
Modify existing Hevien vy
w Submit for L BE Approve e Submit for !
t‘l Approval publishing
Dedine

Further modifications

Further modifications
Figure 10-16. Content approval process

The flow in Figure 10-16 is straightforward and includes three actors: the Author, Approver, and Administrator.
You are probably already familiar with the author and administrator roles by now. I have not previously mentioned
approvers—these are users with a specific set of permissions to approve content in the content approval workflow.
SharePoint classifies a user as a content approver by the assignment of approval permissions or by membership in the
site approvers group. The approvers group is a default SharePoint group with approval permissions assigned.

When you created the publishing site, earlier in this chapter, SharePoint had already created the approvers
group and assigned the group approval permissions. Out of the box, publishing content approval workflow uses
the approvers group to determine which users may approve a document. I will now return to the example and
demonstrate content approval in action.

1. Navigate to the home page of your publishing site.

Click the Library tab in the ribbon.

Click the icon for Library Settings.

Click the link for Versioning Settings.

Enable content approval for the Pages document library.
Make sure to enable major/minor versioning.

Return to the home page.

Click the Page tab in the ribbon.

© e N o g~ w N

Click the edit icon in the ribbon and make an edit to the page.
338

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 10 " PUBLISHING AND WEB CONTENT MANAGEMENT

10. Checkin the page.
11.  Click the Publish tab in the ribbon.
12.  You should see an icon to submit the changes for approval; click it.

13. Login as a user with approval permissions (site owner, administrator, member of the
approvers group).

14. Click the Publish tab in the ribbon.
15.  You should see options to approve or reject changes.
16. Click the Approve icon to approve the content and complete the publish step.

Content approval requires major and minor versioning enabled to work correctly. If you enable major versioning
only, then pages, documents, or list items are either checked out for edit or published—there is no concept of checked
in and draft.

Note The content approval process, illustrated in Figure 10-16, requires both content approval and major/minor
versioning enabled.

Sometimes the content owner has approval rights—perhaps he or she is an administrator or the site owner—in
which case he or she can skip the step to submit changes for approval and jump directly to published by clicking the
Approve button in the Publish tab of the ribbon.

New in SharePoint 2013

Microsoft dazzled us with the introduction of publishing features in SharePoint 2007—organizations could now

use SharePoint to host their public web sites, brand them, and manage content with WCM. SharePoint 2010 added
robustness with better content deployment, richer UI (with AJAX), and managed metadata integration (tagging) and
continued to offer the same functionality we grew to appreciate in the 2007 publishing offering. SharePoint 2013
continues to provide enhancements to the WCM and publishing features of SharePoint.

Content Authoring Improvements

SharePoint 2013 provides a better experience for content authors. The emphasis is on facilitating content upload and
editing with greater ease. For example, content owners may cut and copy text from Microsoft Word, and SharePoint
ensures that the content respects the style and markup, as intended by the site designer. This capability may seem
trivial to techie types, but it is a big deal for content owners because they can lift content directly from company
documents and host the same information on the organization’s web site, without including irregular HTML
formatting, which Word likes to include for preserving formatting.

Inclusion of video and media is now much simpler, with the help of Silverlight rendering and video content types
for management of metadata. Furthermore, SharePoint will create thumbnail images for any uploaded video, which
was often a task left to the marketing team or some third-party/custom component.

Note Video thumbnail creation requires Desktop Experience installed on the server—see
http://technet.microsoft.com/en-us/library/cc772567.aspx.
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Content owners can now insert [IFRAME content into HTML fields to allow rich content from other existing web
sites. SharePoint allows control of the sites sourced from IFRAME via the HTML Field Security option under Site
Collection Administration in site settings.

Figure 10-17 shows a screenshot for default HTML Field Security, which includes references from a collection of
well-known media sites.

/6 HTML Field Security - Windows Internet Explorer P [ |
@:  [ega hi:/7sp2013/pub/ Layouts/ 154 O[] [#2]| X | a0 1 Field security x |_| {7 .7 Ged
fle Edt Vew Favorites Took Help
X Find: Ihtml Previous Mext ”7 aptions + |
SharePoint Newsfeed SkyDrive  Sites INSEWESEtINE o LSRN -]
) SHARE ¥y FOLLOW O,
Test  # EDITLINKS
Site Settings » HTML Field Security o
Test Allow external iframes

¢ Do not permit contributors to insert iframes from external domains into pages on this

# EDITLINKS site.

€ Permit contributors to insert iframes from any external domain into pages on this site.

Site Contents ‘JI nar

directions from a mapping site, or a video from a (& Permit contributors to insert iframes from the following list of external domains into
video site. pages on this site:

Allow iframes from this domain:

tent placed in youtube.com
sers wha can add or edit youtube-nocookie.com
Veb Parts will be able to insert iframes playervimeo.com
o any domain, regardless of the settings bing.com
office.microsoft.com
skydrive.live.com

Remove

oK Cancel

Figure 10-17. HTML Field Security

Image Rendition

Image Rendition controls the rendering of images, across a site collection, in different sizes. Previously, content
owners had to upload different versions of image files—full size, low bandwidth sizes, thumbnails, etc.—for different
views of a single image. SharePoint 2013 now provides content owners control over rendition of a single image file in
different sizes.

Image Rendition is extremely important for minimizing space on the server and the amount of data downloaded
to the client browser. For example, a content owner might upload several high-resolution images for display on a web
site but want to provide a page of thumbnails for user selection. In previous versions of SharePoint, content owners
accomplished this in one of three ways:

1. Upload the high-res images and thumbnail versions.

2. Upload the high-res image only and scale the image at the client.

3. Integrate third-party software to dynamically resize the high-res image.
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Of the options above, the optimal solution is option three. Storing alternate versions (option one) quickly
becomes unmanageable when images require multiple different size versions and content owners need to update
a particular image. Option one is not especially optimal for storage space—it is fine for small numbers of images
but quickly eats storage space as the number of images in the site grows. Option two is simply bad practice! Scaling
images at the client requires the browser to download the full-size image and then reduce the size. Rendering a page
of thumbnails with client scaling increases the payload of the page data downloaded.

Image Rendition is effectively option three, provided by SharePoint 2013.

Note Image Rendition requires configuration of Blob Cache.

Image Rendition requires configuration of Blob Cache. Blob Cache is a disk cache for storing rendered versions of
images. With Blob Cache, the server does not have the overhead of converting images (often an expensive operation)

when the image rendition is requested multiple times by client browsers. The following steps demonstrate configuring
Blob Cache:

1. Ensure that you are a member of the administrators group on each SharePoint
web-front-end server.

2. Open Internet Information Services (IIS) Management Console (see Figure 10-18).

!Elnternet Information Services (IIS) Manager - |EI il
@Q! Iegbspzma» ]m @ -
File  View Help
@) SP2013 Home
‘ Manage Server
< Restart
- Filter: - flico ~ G show Al |Groupby: -
, P Start
=} Application Pools ASP.NET -
= =
(8] Sies & stop
@ Default Web Site 55% & u Wiew Application Pools
Q SharePoint - 80 s e View Sites
€9 SharePaint Central Admi MET NET JMET Error NET .
- Aothorizat Compilation Pages Globalization i
L) Sharefigharepoint Central Administration va] P . Chane
‘a o 1 g‘? 'ﬁ Help
= = Y ,
=V L] F Online Help
MET Trust Application Connection  Machine Key
Levels Settings Strings
- r &
g ‘};? b &5 =
Pages and Providers ~ Session State  SMTP E-mail
Controls
s .
2 A 3
= K i
ASP Authentication  Authorization CGL
Rules
4 o
Compression Default Directory Error Pages
Document Browsing
=] =] i
Y =4 q
Lﬁ; < %e]
Failed Request  FastCGL Handler HTTF Redirect
Tracing Rules Settings Mappings ;I
1 | . EFeamras View |\ Content View
Ready ej_:g

Figure 10-18. Internet Information Server Management Console
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Expand the Local Server and Sites node in the left panel.
Right-click the web application to configure Blob Caching.
Click Explore from the menu to open the location of the web application on disk.

Edit the web.config file.

N o a > w0

Look for the following line in the web.config file:

<BlobCache location="" path="\.(gif|jpg|jpeg|jpe|jfif|bmp|dib|tif|tiff|ico]|png|
wdp|hdp|css|js|asf|avi|flv|m4v|mov|mp3 |mp4|mpeg|mpg|rm|rmvb|wma|wmv)$" maxSize="10"
enabled="false" />

8. Provide a full path to a folder on disk, in the location attribute.

Note |recommend a Blob Cache location that is on a separate drive from system swap files.

9. Toggle the enabled attribute to True.
10.  Save and close the web.config file.

Now that you have configured Blob Cache, I shall illustrate using image renditions. For the following exercise, you
may use any image of your choice, but I recommend finding a high-resolution image or large size, since scaling these
sized images is the purpose of the Image Rendition feature.

1. Navigate to your publishing site in SharePoint 2013.

Click the gear settings icon.

Click the View Site Contents menu item.

Navigate to the Site Collection Images library (or any image/media asset library).
Click the Files tab on the ribbon and then the upload document icon.

Browse your disk and upload the high-res image.

Feel free to complete field values for the image content type.

Click the OK button to complete the upload.

© e N o g » w0 N

Click the gear settings icon.

—_
54

Select the Site settings menu item.

—
j—ry

Click the link for Image Renditions, under the Look and Feel heading.

—_
N

Figure 10-19 shows the out-of-the-box image rendition templates.
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5 Image Renditions - Windows Internet Explorer

=] 3]
5\—\: @[3 ntto/fsp2013/p/ syouts/ 151 2 ] \EHEl 22 Image Renditions. x |_| 0 s €52
File Edit Wew Favorites Tools Help
X Find: |ranm Previous  Next \’7 options ~ |
SharePoint Newsfeed SkyDrive Sites [ESPIPSISUENNEc I JNN -}
) sHARE ¥y FoLlOw O,
Test " EDITLNKS Search This Site... 0o
Image Renditions o
Test i} Name Width Height Edit Delete
Add new it
# EDIT LINKS 1 Display Template Picture 3 Lines 100px 100px =] b
Site Contents 2 Display Template Picture On Top 304px 100px =3 x
3 Display Template Large Picture 468px 220px =] X
4 Display Template Video 120px 68px =3 x
Figure 10-19. Image Renditions
Create the link to add a new item.
Give the new rendition a name, width, and height for image.
I created a rendition of 200 x 200px.
Navigate to a publishing page.
Edit the page and insert an image from the ribbon.
Click the ribbon icon to pick a rendition (Figure 10-20).
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Edit Renditions
Fage Cantent

Figure 10-20. Choose Image Rendition

19. After choosing my rendition I see a newly rendered image of 200 x 200px.

Note To maintain aspect ratios, you may create image rendition templates with either width or height only.

SharePoint provides dynamic image renditions by providing a rendition ID in the URL of a SharePoint image. Using
the image rendition in the previous steps, right-click the image when in page browse mode and check out the URL of
the image. SharePoint will render any image in any rendition by providing the rendition ID parameter, as follows:

http://sp2013/pub/SiteCollectionImages/zen. jpg?RenditionID=5

To determine the ID of a specific rendition, follow these steps.
1. Click the gear icon.
Select Site settings from the menu.

Click the link for Image Renditions, under the Look and Feel heading.

> e n

The item ID in the list (Figure 10-19) is the rendition ID.
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Cross-Site Publishing and Catalog Enabled Lists and Libraries

Cross-site publishing is a new feature in SharePoint 2013 that enables content owners to create content in one site
collection and publish the same content in another site collection. If a content owner updates the content in the
source collection then the update shows in the dependent collections. Cross-site publishing requires catalog enabled
lists and libraries, as well as search configuration to work.

Figure 10-21 shows the infrastructure for cross-site publishing. Lists and libraries within the source site collection
must enable cross-site publication and a search must crawl over these lists and libraries before the content is available

in destination site collections.

Content Publishing
Site Collection Site Collection A
—_— N Pages with Contemnt
Document libraries and lists Search Parts

oY T 0
B Qe

- Publishing
'\.D Site Collection B
Pages with Content

i

Document libraries and lists have
been enabled for cross-site
publishing. The content is
crawlad and added to the search

index. @ E E

Queries are specifi
the Web Paj

g
g
:
&

!

Publishing
Site Collection C

@ Pages with Cantent
Search Web Parts

When a user views a
page, the querias from

the Content Search
Web Parts are sent to E E @
the search index.

Gueries are speci
the Web Pa

i

®

Search index Query results are returned from
T, the search index and displayed in
- - the Content Search Web Parts.

Figure 10-21. Cross-site publishing infrastructure

Destination site collections use cross-site published content via Content Search Web Parts. These Content Search
Web Parts use the search index to retrieve the content from the source collection.
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Catalog Enable List/Library

I shall now demonstrate this configuration, as follows:

1. Navigate to your publishing site collection.

2. Click the gear icon.
3. Select Site settings from the menu.
4. Click the link to access the site collection features, under Site Collection Administration.
5. Enable the Cross-Site Publishing feature.
6. Click the gear icon.
7.  Click the link to view site contents.
8. Choose alist or library to catalog content for cross-site publishing.
9. View the list or library settings page.
10. Click the Catalog settings link.
11.  SharePoint shows a page like that in Figure 10-22.

5 Catalog Settings - Windows Internet Explorer

-1ol x|
@:: = [aiz hitp://sp2013pu5/ layouts/1sit O =] [ #2[%| | soe catalog Settings x o357 ol
fBle Edit View Favorites Tools Help
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SharePoint Newsfeed SkyDrive Sites JGEUE SN c TN J -]
Q) SHARE ¥y FOLLOW O,
Test  # EDITLINKS Search This Site... 0o
Settings » Catalog Settings o
Test Search Crawler Information
# EDIT LINKS Timestamp of last crawl: The content source that this list belongs to has not been crawled the last 24 hours.
Site Contents Full crawl schedule: Full crawl schedule is not configured for the content source that this list belongs to.
Incremental crawl schedule: Incremental crawl schedule is not configured for the content source that this list belongs to.
Continuous crawl schedule: The content source that this list belongs to has not been crawled the last 24 hours.
Taxonomy Timer Information
Update timer job schedule: Hourly
Reindex list |
Advanced settings page
Go t vanced settings page to
to have all list content re-indexed at
the next scheduled crawl.
Catalog Sharing
I™ Share this list as a catalog for other sites and collections
his option is enabled Enable ananymous access
search and view Anonymous access off
results from this catalog. [

Figure 10-22. List/Library catalog settings
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Check the check box under the Catalog Sharing section—this enables the list as a catalog.

If the content of this list/library is to show on anonymous-accessible pages, click the
button to enable anonymous access.

Choose fields that represent the primary key for items (I used ID and Title).

If you wish to allow catalog navigation, select the tagging field from your list to bind to a
term set.

Click the OK button.

Configure Search

In the previous subsections, I demonstrated how to enable cross-site publishing and how to enable cataloging in a
list/library. Feel free to catalog several lists and libraries before completing the following steps to configure search
crawling of these libraries.

Note See Chapter 15 for more in-depth details on search configuration. The steps in this section assume that you
have a provisioned Search Service Application—if not, use the farm wizard to create one for the purpose of this exercise.

N o o &~ w0 D

o

10.
11.

Open Central Administration.

Click the General Application Settings header.

Click the Farm Search Administration link.

Choose a Search Service Application from the list.
Click the Content Sources link in the left navigation.
Edit the Local SharePoint Sites content source.

Ensure that this source includes the site collection (or root site collection if under a
managed path) for your publishing site.

Return to the content sources page.
Start a full crawl of the content source.
Click the link for the Crawl log.

Monitor for errors and ensure that the crawler indexes content from your publishing site
collection.

Using the Content Search Web Part

All being well, you have designated one or several lists/libraries as catalog enabled, and run a successful full search
crawl over these lists. It is now time to demonstrate exposing the cross-published content in other site collections
using the Content Search Web Part.

1.

2.

Navigate to a different site collection in your farm. For simplicity I created another site
collection under a managed path of the same web application.

Navigate to a page on your site where you wish to include cross-published content.
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3. Edit the page, and insert a Web Part from the ribbon.
4. Choose the Content Search Web Part, under Content Rollup (Figure 10-23).
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Site Contents
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Figure 10-23. Inserting a Content Search Web Part

5. Edit the Web Part properties.

6. Click the Change Query button to edit the search query (using a query builder) and set
result sources to refine the content shown in the Web Part.

Note See Chapter 15 for more information on query builder and result sources.
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7. Choose a desired list template. If you want to see all available content exposed by the
search results, select the diagnostic template.

8. You may change the presentation of search results by creating custom search templates
from within site settings.

Managed Navigation

SharePoint 2013 now offers much-awaited custom navigation of sites via the Managed Metadata Term Store. I covered
use of the Managed Metadata Service (MMS) in Chapter 9. SharePoint 2010 introduced managed metadata for tagging
purposes, with hierarchical terms. This same hierarchical infrastructure bodes well for site navigation, which is also
hierarchical. I often hear the word “taxonomy,” pertaining to both tagging taxonomy and site structure, which just
speaks to the fact that the Managed Metadata Term Store is great for managing custom navigation.

Prior to SharePoint 2013, custom navigation typically involved some custom component, to read navigation
structure from a list, XML file, or some other hierarchical node store. The out-of-the-box offering provided very little
in the way of custom navigation—just the ability to include headers and links at each site level. The main issue with
the out-of-the-box offering is that it was limited in the number of nested navigation nodes, without adhering to the
actual structure of sites and subsites in the collection. Despite typical site navigation following site structure, content
owners should have the ability to store their content (sites and pages) in any structure and have the navigation look
completely different. Content storage and structure suits how content owners maintain content, and navigation is
about how end users access content, and the two may look very different. Managed metadata navigation finally allows
content owners to create a navigation structure independent of that of their content model.

To demonstrate managed navigation, I shall first create a hierarchy in the default term store for our application:

1. Open Central Administration.
Click the link for manage service applications.

Scroll down the list and click Managed Metadata Service.

> w N

Click the Manage icon in the ribbon to open the term store editor (Figure 10-24).
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Figure 10-24. Managed Metadata Term Store editor
5. Ensure that you have permissions to edit the term store—add your username to the term
store administrators field.

6. Managed navigation binds to term sets, so I created a new group for navigation and then a
term set for site navigation.

Note SharePoint creates a default term set in the Managed Metadata Term Store for your site collection; | created my
own for demonstration purposes.

Figure 10-25 shows a sample managed navigation term set, which I defined for demonstrating custom managed
navigation in my publishing site. Before you proceed to configuring your publishing site to use this structure, I must
point out the steps to ensure that term sets behave as navigation nodes.
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TAXONOMY TERM STORE

English j

4 {5 Managed Metadata Service
4 H/J Navigation
4 :-; Site Mavigation
4 (3 About Us

Board of Directors

o/ Committees

4 3 Our Team
7 Boston Office

7 Rockville Office

=

Careers

[
&

Departments

~/ Accounting

/ Business Development
7 HR

9T
Figure 10-25. Sample managed navigation term set

Create a term set structure, similar to that in Figure 10-25.
Click the Site Navigation term set.
In the right panel, click the Intended Use tab.

Check the check box to enable the term set for navigation—you can also use the term set
for tagging if you wish by toggling the other check box option.

Click the Save button to save the changes.

Click the tab for term driven pages—this page shows the settings for friendly URLs for the
term set (more on friendly URLs shortly).

Now you are ready to configure your publishing site to use the managed navigation.

Open your publishing site (assuming the hosting web application uses the Managed
Metadata Service you just configured).

Click the gear icon, then select the menu item for site settings.
Click the link for Navigation, under the Look and Feel header.

SharePoint displays the navigation settings page like that in Figure 10-26.
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Figure 10-26. Managed navigation in SharePoint site

12.  Choose the radio button option for Managed Navigation for either or both the left and
global (top) navigation.

13.  Scroll to the bottom of the page to the Managed Navigation Term Set section.
14.  Select the term set to use for managed navigation.

15. The check boxes below the term set browser tell SharePoint whether to populate your term
set with nodes when you create new pages in the site and whether to generate friendly
URLs for new pages.

16.  Click the OK button at the bottom of the page to save your changes.

Figure 10-27 shows the managed navigation nodes in the working site. If you compare the left navigation with
the global (top) navigation, you should see that they show the same structure, except the global navigation renders
navigation pop-out menus for levels greater than the two deep of the current node. This is typical behavior: left
navigation usually shows two levels below the current site node and global navigation all, depending on the
site design.
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Figure 10-27. Managed navigation in operation

Friendly URLs

Try clicking one of the navigation nodes in the managed navigation structure you just created in the last section. You
might see an unexpected Page Not Found error page. Firstly, the page is a nice 404-error page and rendered via the
PageNotFoundError.aspx page in the pages library at the root of the site collection. Why could SharePoint not find the
page? In my case, I created a managed navigation structure but did not back the structure with real content.

Notice that the URLs for the managed navigation nodes point to friendly URLs. You should understand friendly
URLs as virtual URLs that do not point to a specific location. Instead, SharePoint maps these friendly virtual URLSs to
real pages. Friendly URLs are part of the managed navigation capabilities of SharePoint 2013.

1. Navigate to the Managed Metadata Term Store editor.

2. Find one of your navigation terms in the hierarchy and click it.

3.  Click the Term Driven Pages tab in the right pane.

4. Scroll to the target page settings section.

5. Assign the actual URL for the friendly URL in the Managed Navigation node.
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You do not need to map the friendly URL to a real page location for every node in the managed navigation
structure. SharePoint will imfer real URLs from the parent node settings.

SEO Page Optimization

Search engine optimization (SEO) is big business for business owners of public web sites. Top ranking in Google,
Bing, and other major search engines can mean the difference between thriving business and business going to

the competition. It is no wonder that organizations want to improve their visibility on search engine results for
popular search terms. Google, Bing, and others publish search engine optimization configuration to enhance search
result ranking. Unfortunately, previous versions of SharePoint were a little thin in offering good SEO configuration
capabilities—that has changed with SharePoint 2013.

Page-Level SEO

All pages in SharePoint 2013 publishing sites now include configuration options for SEO. Figure 10-28 shows a
typical SEO configuration page, in this case, for my home page. You can access SEO optimization settings by the
following steps:

/& SEO Properties - Windows Internet Explorer

6‘: ® [ai2 nttp:/jsp2013/pub/_ayouts/1s) PE]|[##]] x¢ 244 Web Appiications Management | 242 SEO Properties

Fle Edit View Favorites Toos Help

xl_l {nj v g%

9% 2] Suagest=d Sites + ggs Portal -Home gjs Pages - Home

Newsfeed SkyDrive Sites

SharePoint Rob Garreti - %X 2 @

) sHARE ¥y Fouow O

-

m AboutUs ~  Careers  Departments *  # EDIT LINKS Search... ol
About Us Name
default aspx
Board of Directors This page’s name may appear in P
the URL
Committees
QOur Team Title
Careers Search Engin Home
to pair this page
Departments results for similar keywords.
Accounting

Business Development

Browser Title

You can customize the text that

HR appears in the title bar of the
T web browsers viewing this page
Please anter 53nd 25
# EDIT LINKS characters in thi

Site Contents

Meta Description

Please enter nd 150

characters in

Keywords

wvords that describe

Please enter bet 25 and
1024 characters in this field.

Figure 10-28. Search engine optimizations for a publishing page
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1. Navigate to a publishing page.
Click the Page tab in the ribbon.

Click the down arrow at the bottom of the edit properties icon.

> w0 N

Select the menu item to edit SEO properties.

The SEO properties, shown in Figure 10-28, exist as site columns for pages derived from the publishing page
content type. This means you can query SEO property values in code, use them as refiners in search, and query as part
of cross-site query.

Table 10-4 lists the various properties for SEO optimization.

Table 10-4. SEO Settings for Publishing Pages

SEO Property Description

Title Page title and in navigation

Browser Title Title shown in the browser title bar and also used in search engine
search results

Meta Description Description sometimes shown in search engine search results

Keywords Keywords to categorize the page contents, rarely used by search engines

Sitemap Priority Priority when generating a sitemap XML—special jump links in search
results

Sitemap Change Frequency Frequency with which the XML sitemap changes

Exclude from Internet Search Engines Renders a NOINDEX field in the robots.txt file for the page

Site Collection SEO

Of course, editing SEO properties for every page on the site is somewhat tedious. Fortunately, SharePoint allows
content owners to modify SEO properties at the site collection level, as follows:

1. Navigate to the root of the site collection.
Click the gear icon.

Click the menu item for the site settings page.

Eal N

Click the link for Search Engine Optimization Settings, under Site Collection
Administration header.

5. SharePoint shows a page like that in Figure 10-29.
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Figure 10-29. SEO settings for a site collection

XML Site Map

Have you ever seen search results from Google or Bing that include a series of jump links, like that in Figure 10-30?
Search engines determine these useful jump links from sitemap XML. SharePoint 2010 had very little support for
sitemap XML for SEO. SharePoint 2013 provides greater support, with the addition of a site collection feature.
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Wikipedia
www.wikipedia.org/
Wikipedia, the free encyclopedia that anyone can edit.

Wikipedia One Direction

A free encyclopedia built One Direction are a British-Irish boy
collaboratively using wiki ... band consisting of ...

Simple English Wikipedia The Legend of Korra

Search the 87 457 articles in the The Legend of Korra is an American
Simple English Wikipedia - How ... animated television ...

Wiki Mad Men

For example, on the English Mad Men is an American dramatic
Wikipedia, registered users can ... television series created and ...

Figure 10-30. Search engine search results with jump links

Navigate to the root of your publishing site collection.

Click the gear icon.

Select the menu item for site settings.

Click the link for site collection features, under Site Collection Administration header.

Scroll down the page and activate the Search Engine Sitemap feature.

After activating the feature in the preceding steps, SharePoint adds a link into the robots.txt file to the sitemap
XML file. SharePoint generates the sitemap XML from the site structure file using a timer job.

Note You must enable anonymous access on your site collection to use the search engine sitemap.

Site Design Manager

SharePoint 2013 introduces the Design Manager (DM) to assist site designers in branding publishing sites. The Design
Manager incorporates uploading and application of design packages, editing of page layouts and master pages, and
managing device channels—specific rendering for different devices. In this section, I shall provide just an overview of
the Design Manager capabilities and leave the specifics to Chapter 16.

1.

Eal

Open your publishing site.
Click the gear icon.
Select the Design Manager menu item.

SharePoint displays the Design Manager welcome page (Figure 10-31).
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1. Welcome
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Figure 10-31. Design Manager in SharePoint 2013

From the DM home page, you should see two links: one to import a design package and another to pick a
predefined look. Both of these options essentially deal with themes. Changing the look with a predefined look is pretty
much like changing themes in Windows—SharePoint will provide you a series of themes to choose, and then you can
try out the look on your site before committing to it.

Device Channels

Device channels allow SharePoint to render different content design for different devices. Each device channel uses
criteria in the user agent string as part of every HTTP web request to SharePoint.

Imagine you can define different content based on the functionality of the device accessing SharePoint. For
example, Apple iPad will not render Flash content. Using device channels, you can define a channel for Apple devices
where SharePoint renders different content in place of any Flash content.

Defining a device channel is as easy as following these steps.

1. Open your publishing site.
2. Click the gearicon.
3. Select the Design Manager menu item.
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Click the left navigation link to manage device channels.

On the next page, click the link to create a device channel.
Provide name, description, alias, etc.

Provide substrings of a user agent string to identify the device.

Click the Save button.

Leveraging device channels in publishing pages requires the mobile browsing support feature activated.
The publishing features in SharePoint enable mobile support automatically.

SharePoint associates different master pages with different device channels. After you have created a device
channel, follow these steps to associate a master page with the channel.

1.

o o &~ w Db

Open your publishing site.

Click the gear icon.

Select the Design Manager menu item.

Click the link for Master Page under the Look and Feel heading.
Select the device channel and associated master page.

Click the OK button to save your changes.

Upload Design Files

Clicking the link to upload design files from the Design Manager provides you with a page to configure a mapped
drive to the Master Page Gallery. SharePoint has essentially exposed the Master Page Gallery via WEBDAV. Mapping a
drive to the Master Page Gallery makes life easier for designers looking to upload files, without needing the SharePoint
UI or SharePoint Designer.

1.

o N

Open your publishing site.

Click the gear icon.

Select the Design Manager menu item.
Click the link to upload design files.

SharePoint shows a page like that in Figure 10-32.
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Search... o

Map the following location as a network drive so you can work easily with your design files: hitp://sp2013/pub/_catalogs/masterpage/

1. Welcome

2. Manage Device Channels Use this drive to:

3. Upload Design Files

4. Edit Master Pages + Upload the HTML version of your Master Page

5. Edit Display Templates - Upload CSS and js files and any other design assets
6. Edit Page Layouts + Access design files for editing

7. Publish and Apply Design

8. Create Design Package Need help mapping a network drive? Learn more...

Figure 10-32. Upload design files in the Design Manager

Copy the location specified in the top left of the page.

Open file explorer on your Windows client.

Find and click the option to map a network drive.

© © N o

. In the dialog that appears (Figure 10-33), choose a drive letter.
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& Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: ¥: V]

Folder | | W Browse...

Example: \\serverishare
[+] Reconnect at sign-in
[ Connect using different credentials

Connect to 3 Web site that you can use to store your documents and pictures,

Einish Cancel

Figure 10-33. Map a network drive

10.  Paste the WEBDAV location, specified in the Design Manager (Figure 10-32).
11.  Click the Finish button.

12.  You can now upload files to the Master Page Gallery using the new mapped drive letter.

Note You must enable the Desktop Experience feature in Windows Server if you wish to use WEBDAV on the server.

Edit Master Pages

SharePoint 2013 now makes the task of creating new master pages and uploading custom branding for master pages
easier. The Design Manager contains capability to convert HTML into master pages for your site and to create new
starter master pages, without the need for SharePoint Designer.

1. Open your publishing site.

2. Click the gear icon.
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Select the Design Manager menu item.
Click the link to edit master pages.
Click the link to create a minimal master page.

Provide a name and then click the OK button.

N o a > w0

SharePoint creates a new minimal master page, with the name you provided, in the Master
Page Gallery.

The following steps demonstrate how to create a new master page from an existing HTML template:
8. Navigate back to the Design Manager.

9. Upload an HTML template (and associated files) to the Master Page Gallery—I used a
mapped drive to the Master Page Gallery, created earlier.

10. From the Design Manager page, click the link to edit master pages.
11.  Click the link to convert an HTML to a SharePoint master page.

12.  Navigate to the HTML file in the Master Page Gallery.

13.  Click the Insert button.

14. Wait for SharePoint to convert the HTML file, which will appear in the list of converted
master pages.

15.  Click the name of the converted master page.

16.  You should now see a preview of the converted master page—mine looks like that in
Figure 10-34.
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Figure 10-34. Converted master page from HTML

17.  Click the Snippets link at the top of the page.

18.  You should now see the snippets manager (Figure 10-35).
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Copy and paste this snippet at the desired location in your HTML design
file. Note that many HTML preview regions are read-only but will render
properly on your site.

<div data-name="TopNavigationNoFlyoutWithStartNode" > «!--CS: =
Start Top Navigation Snippet--> <I--5PM:<%@Reqgister
Tagprefix="SharePaint"
Namespace="Microsoft.SharePoint.webControls"
Assembly="Microsoft.SharePoint, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e9bce111e9429¢" %> --> <!--
MS:<SharePoint:AjaxDelta ID="DeltaTopNavigation"

"true" CssClass="1 ine ms-core-navigation
ms-dialogHidden” runat="server">--> <I--PS: Start of READ-ONLY
PREVIEW (do not modify)--> <!--PE: End of READ-ONLY PREVIEW-- hd

Copy to Clipboard

Customization - Top Navigation ( AjaxDelta )

H - " igation ms-dialogHidden |

| of”

Figure 10-35. Snippets manager

The snippets manager, shown in Figure 10-35, allows you to insert common SharePoint markup into your
converted master page file. Typical snippets include those for navigation, breadcrumbs, site logo, etc. We shall revisit

the snippet manager in Chapter 16.

Edit Display Templates

Display templates provide markup for search results and search-related Web Parts in SharePoint 2013. Previous
versions of SharePoint rendered all search results the same, unless you customized the output with XSL and custom
code. Design templates are small pieces of HTML that search components use to render specific output by injecting
content into the specified templates before rendering the output.

Consider the page of search results in Figure 10-36; the search results use three different display templates:

e  Template for the person result

e  Template for documents by the person

e  Template for the standard search results
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Figure 10-36. Search results using display templates

The easiest way to create display templates is to copy an existing template, by navigating to the display templates
page in the Design Manager and then copying a display template list item and attachment. Each display template
list item has an attached HTML file, which contains the markup of the template. You may use display templates by
configuring their use via search settings and search-related Web Parts (such as the site search box).

Edit Page Layouts

I covered the premise of page layouts earlier in this chapter. Like master pages, SharePoint 2013 supports creation of
new page layouts via the Design Manager. The following steps demonstrate creating a new page layout that has an

associated content type and uses an existing master page:

1. Open your publishing site.

2. Click the gearicon.

3. Select the Design Manager menu item.

4.  Click the link to edit page layouts.

5. Click the link to create a new page layout.

6. Youshould see a dialog, like that in Figure 10-37.
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Figure 10-37. Create a page layout from Design Manager

7. Give the page layout a name.
8. Associate the page layout with a content type and existing master page.

9. Once created, you can access the page layout by clicking the name of the page layout in
the list.

Similar to master page conversion, you can preview your new page layout and access the snippets manager.
Snippets for page layouts differ from those in master page creation in that you may apply page fields, media content,
zones, dynamic content, etc.

Note | shall cover end-to-end creation of branding, via the Design Manager, in Chapter 16.

Publish and Apply Design

The link to publish and apply a design, from the Design Manager, essentially provides links to the master page settings
page for the current site collection. From this page, you can apply the master page and assign a specific design
channel.
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Create Design Package

The last link on the left side of the Design Manager enables you to complete the last task and package the branding
design for reuse, as described below:

1. Open your publishing site.

Click the gear icon.

Select the Design Manager menu item.
Click the link to create a design package.
Provide the name for your package.

Check whether you wish to include search configuration (display templates, etc.).

N o o &~ w0 D

SharePoint will provide a link to a WSP file.

Once you have completed the generation of the design package, SharePoint will provide a link to the WSP. The
WSP file is also available in the user solutions gallery for the site collection.

Content Deployment

In most organizations, the public web site is of significant importance. The web site presents an organization’s public
image, along with the products and services it offers, to a public audience and is susceptible to criticism if the site
breaks or is offline for any duration. Therefore, when it comes to the infrastructure that hosts a web site, typically the
organization will maintain a production, staging, and perhaps a development copy of the site. Open any good book on
best practice web site deployment, and you will most likely find reference to staging and production environments.

Microsoft developed the web publishing aspects of SharePoint with content integrity in mind. Content owners
may edit and add new content to the web site, free from worry that the public audience will see their changes
before new and changed content undergoes an approval and publish process. The content approval process and
versioning/publish features in SharePoint allow complete confidence that the public may view an approved version of
content and design while editors and designers work on the same infrastructure without jeopardizing the public view.
Even so, management and the IT group often balk at the idea of making changes to the production web site. This is
where content deployment comes in.

Content deployment allows content owners to work on one SharePoint farm—completely independent from the
production farm—and then deploy published changes to the production environment on a schedule. The instructions
in the following section provide high-level configuration of content deployment from Farm A to Farm B.

Note Content deployment deploys only user content from one SharePoint farm to another—sites, list, list items,
documents, metadata, and so on. It will not deploy customizations (such as code deployed via features and package
solutions).

Configuring the Destination Farm
Take the following steps to configure a destination farm for content deployment:
1. Open Central Administration on the destination farm.

2. Click the General Application Settings link in the left navigation.
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Scroll to the section for Content Deployment.

Click the Configure Content Deployment link to allow the destination farm to accept
incoming content deployment.

Set the import server in the destination farm to accept the import content (Figure 10-38).
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Figure 10-38. The Content Deployment Settings page

Configuring the Source Farm

Take the following steps to configure a source farm for content deployment:
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Open Central Administration on the source farm.

Click the General Application Settings link in the left navigation.
Scroll to the section for Content Deployment.

Click the Configure Content Deployment link.

Configure the export server for this farm, by providing a path for the export files and
specifying whether you want to use encryption (in case you are deploying across network
security boundaries).
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Navigate back to the General Application Settings page.
Click the Configure Content Deployment Paths and Jobs link.

Click the icon to create a new path (Figure 10-39).
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Figure 10-39. Configuring a content deployment path

Give the path a name and description, and specify the source web application and source
site collection.

Provide the URL of the destination Central Administration site.

Provide the authentication (I recommend using the Farm account on the destination
farm), click the Connect button, and make sure you see the “Connection succeeded”
message.

Select the destination web application and site collection.

Check the check box to deploy user names (typically a good idea if you want the users to
persist in the site collection, unless your production farm allows new user login).

Set the security information for the content deployment and click OK.
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With the path defined, you now need to configure a job to deploy on a schedule.
1. Click the icon to create a new content deployment job.

Provide a name for the job.

Provide a schedule and scope for the deployment job.

You can use a SQL snapshot.

Provide e-mail addresses for notification.

S S o

Select the deployment type—Deploy All Content is a full deployment, New or Changed
Content is an incremental deployment.

~N

Click OK.

8. From the same page where you created the deployment path—Manage Content
Deployment Path and Jobs page—you can view the status of current jobs and paths.

9. Click the Status column of running and completed jobs to see the status of content
deployment jobs.

Common Issues with Content Deployment

Content deployment is complicated to get working right. Microsoft addressed a number of the bugs, since introducing
content deployment in SharePoint 2007, that frustrated administrators. However, there are some known points to note
when configuring content deployment:

e  The first time you configure content deployment to your production environment, provide a
new blank site collection as the destination. Then run a full content deployment job.

e Once you complete a successful full content deployment job, run only incremental jobs from
then on.

e Tryto avoid deleting metadata elements from the destination farm—content deployment
balks when it cannot find a content type on the destination farm that it finds on the source.
This issue often comes about when deploying content types via features, and deployment of
the feature on the destination farm may differ from that of the source farm.

e  Ensure that the destination farm has all the same features deployed as the source farm.

Summary

Publishing is an important part of SharePoint functionality, and in this chapter, you read about the fundamentals of
publishing. I covered the basics of creating a new publishing site collection in SharePoint 2013 and the features that
the publishing infrastructure brings to content owners and site designers.

In the first half of the chapter, you read about Web Content Management, which includes the use of site columns,
content types, lists, and workflow to provide WCM capability. You also read about master pages and page layouts,
from the designer’s perspective, and how content maps to presentation for SharePoint publishing pages.

SharePoint 2013 brings about some exciting new features, such as friendly URLs, managed navigation (via the
Managed Metadata Service), SEO optimization, image renditions, cross-site publishing, and better branding with the
Design Manager. I wrote about each of the aforementioned new features in turn and provided examples to wet your
publishing taste buds.

Finally, at the end of this chapter, I covered content deployment—often underused and a very powerful capability
of SharePoint to publish content across SharePoint farms—development to staging to production.
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Documents and Records Managemery

Walk into any enterprise organization and ask someone in a department to describe his or her document storage
and processing operations, and the person will likely give you a story about how management of documents and
data is far from ideal.

In the time that I have been working with SharePoint and various clients looking to implement an information
management system in SharePoint, the situation has been typical —documents and files scattered on a shared drive
or file share, no categorization, multiple copies of the same document floating around in e-mails. Even the more
organized groups have issues with multiple document and information silos.

Documents Management Systems and Records Management Systems are about the “management” of
documents and data at an enterprise level. This chapter focuses on documents and records management features
in SharePoint.

Before diving into the topics of document management and records management, I should mention that both
of these fall under the umbrella of Enterprise Content Management (ECM) in SharePoint.

What Is a Documents Management System?

Even though the name implies management of documents in an organization, document management is really about
empowering users who create and collaborate around documents to do so with more structure and control. Consider
asking users of your organization the following questions:

e  How many documents does your organization produce in a year?
e  Arethese documents stored on a central file-share with any form of structure?
e  Howdo users search and browse for particular documents?

¢ Does your organization suffer from multiple versions of the same document in your
document store?

e Areusers’ e-mail copies of documents, or links to documents, stored in a central location?

e  Are any documents in your organization security-sensitive? If so, how does your organization
secure them?

e Does your organization have a business policy or practices for the location of documents,
movement of documents, and archiving?

e How does your IT department back up the organization document silo?
e Does your organization use non-Microsoft Office type documents?

e Do you know of any approval or manual workflow for documents, such as proposal
management?
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The preceding questions are a small subset of those that I send new clients who are looking to move from
a file-share document silo to a Documents Management System. A Documents Management System aims to provide
a secure, central location for storage of all documents in an organization. Typical features of a Documents Management
System include the following capabilities:

¢ Apply metadata to categorize documents

e  Promote browsing and searching of documents based on document content or metadata
e  Manage versions and change control of documents

e  Secure sensitive documents to groups of users without intervention of the IT department

e Provide a consistent reference link to a document, so that despite the location of the
document in the Documents Management System, users can still access the document from
a shared link

e  Scale to handle growth of document and metadata content

Any good Documents Management System provides features/functionality to address some or all of the
questions raised previously. The next section introduces the features of SharePoint 2013 document management.

Document Management in SharePoint 2013

At the core platform, SharePoint provides document libraries for storage of documents. This feature addresses an
immediate need to prevent e-mailing of multiple copies of a document under construction. Instead, users can e-mail
a link to the most recent document in a SharePoint site. This is collaboration in basic form.

SharePoint offers many more features in the document management suite. The best way to get started exploring
these features is to create a new site collection with the Document Center features installed, as in the following steps:

1. Open Central Administration.

If you need to create a new IIS web application, see Chapter 2 for instructions.

Click the Application Management heading on the Central Administration home page.
Under Site Collections, click the Create Site Collection link.

SharePoint displays the Create Site Collection page.

Change the web application to the application you want to host the new site collection.

Give the site a name, and a URL suffix if it is not a root site collection.

® N o @ B DN

In the Site Templates section, click the Enterprise tab and then select Document Center as
the template type.

©

Provide the primary and secondary (optional) site administrators.

10. Click the OK button and wait for SharePoint to finish creating the Document Center, which
is our Documents Management System.

Note You may install/activate all the features available in the Document Center in another site template, but for the
purpose of this chapter, it is easier to create a Document Center site collection. The Document Center site template is an easy
way to create a new site collection with all the document management features included. Some document management
features default to document libraries, so users may make use of these features in any site that uses document libraries.
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11.  Navigate to the new Document Center site, and you should see a page like that in Figure 11-1.
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e Find by Document ID

Figure 11-1. Document Management Site

The home page of the SharePoint 2013 Document Center consists of various content Web Parts, some content
query Web Parts, to display recent documents, and the Find by Document ID Web Part. You may arrange these
Web Parts differently by editing the page, and you may place these Web Parts on any other page in the site collection
that includes Web Part zones.

Overview of Documents Management System Features

With the Document Center, created in the previous section, you are now ready to explore the document management
features in SharePoint. The first place I would like you to look is in the Site Collection Features page:

1. Click the settings gear icon.
Select Site Settings from the menu.

In the Site Collection Administration section, click the Site Collection Features link.

Eal A

Notice the activated Document ID Service and Document Sets features.

373

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 11 © DOCUMENTS AND RECORDS MANAGEMENT

Table 11-1 describes the Documents Management System capabilities in SharePoint 2013 at a high level, and
I will discuss each capability in greater depth in the following sections in this chapter. Some of the capabilities listed
are not specific to Documents Management System but part of the core functionality and list behavior in SharePoint.

Table 11-1. Documents Management Features in SharePoint 2013

Capability/Function

Description

Document Libraries

Document Content Types

Document Sets

Document IDs and Barcodes

Workflows

Document Versions

Document Workspaces

Available in the core, document libraries derive from a basic list and allow users to
upload, edit, and manage documents (files) to a library. Document libraries provide
all the niceties of lists—workflow, versioning, custom content types, and so on.

All document libraries contain the document content type, by default. This
content type inherits the item content type and includes the site column to
contain the file name of the document.

Document sets provide a special content type and function that allows users

to encapsulate multiple document files in a single document library item.
Document sets apply nicely to those documents that constitute multiple parts,
such as proposal documents, where users need to work on the component parts
as documents in their own right. Document sets allow users to assign document
components their own content type.

The Document ID Service assigns newly uploaded documents a unique ID
(included in the document URL on the site). If a document moves location within
the site collection then SharePoint keeps track of the location and the Document
ID still allows users to access the document. This feature allows users to e-mail
links to documents without worrying about the links breaking because another
user moved a document or changed the document library structure. This feature
gives users of the Documents Management System peace of mind in uniquely
identifying a document link.

SharePoint Server includes a number of out-of-the-box workflows, which users
may apply to lists, libraries, and sites. Notable is the Approval workflow, which
routes tasks to users for document approval, either serially or in parallel. Other
workflows, including Collect Signatures, Collect Feedback, and Disposition
Approval, execute on document library items.

Document libraries and lists maintain versions and change (when enabled) so
users may roll back to prior versions of a list item in time. SharePoint supports
Major Version numbers, in which each major version constitutes publication of
the list item for non-approver users, and Major/Minor Versions, in which

a minor version denotes draft version, and users need to publish the item as

a major version to make the changes available to non-approvers. In addition

to versioning, SharePoint lists and libraries also support check in/out, so any
one user may ensure another does not change a document while he or she has
it checked out for edit.

Document workspaces provide user collaboration for a document. At any time, a
user with collaboration rights to a document, and site creation rights, may elect
to create a new document workspace site, which contains lists and libraries to
collaborate on the document. For example, a proposal document may require

a team of people to complete, who meet regularly and keep detailed notes and
managed tasks for their work on the document.
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Capability/Function

Description

Drop off Libraries

Search within Documents

Document Conversion Service

Rather than leaving users the arduous task of deciding or knowing where to
upload/save documents to a library in a site collection hierarchy, a drop off
library provides a single upload point for all documents. Based on metadata and
document content, administrators of the drop off libraries may then apply rules
to uploaded documents to move them to correct locations automatically.

SharePoint indexes the content of typical Microsoft Office documents (Word, Excel,
PowerPoint, Access, Visio, and so on). SharePoint 2013 can access other non-

MS document types as long as an IFILTER exists. New in SharePoint 2013 is the
ability to search within PDF documents out-of-the-box. When users search for
documents by keyword, SharePoint will use the data found in documents, as well
as the metadata applied to each document list item, to provide search results.

The Document Conversion Service is a SharePoint Managed Service Application,
which handles the load balancing and conversion of documents converted from
one format to another.

Note The capabilities/functions listed in Table 11-1 may belong to specific SharePoint site or site collection features

or be part of the core platform.

Document Library Settings Page

The typical approach to navigating to the Document Library Settings page is to click the Library tab on the ribbon and
then click the Library Settings button in the settings section. However, you may also access the same library settings
as follows. Throughout this chapter, when I reference navigating to the Library Settings page, I assume that you will
either follow the steps below or click the Library Settings icon on the ribbon within the Library tab.

1. Click the settings gear icon.

2. Click the View Site Contents menu item.

3. SharePoint shows you a page that looks like Figure 11-2.
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Figure 11-2. Site Contents

4. Hover over the document library.
5. Click the ellipses.

6. Click the settings link on the details box that appears.

Document Content Types and Document Sets

In Chapter 9, I discussed content types at length. I showed you how to create new custom content types and how to
use them in lists and libraries. If you are new to content types, I recommend taking a quick look back at this chapter
to familiarize yourself with creation of content types.

Document Content Types

Why are content types important in a Documents Management System? Any good Documents Management System
must allow users to distinguish one document type from another, without expecting users to open documents.
Metadata, and thus content types, provide the baseline functionality to allow content owners to categorize their
content with properties—the fields of content types.
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The action of creating a content type and applying a content type to a document constitutes basic
categorization—without even adding fields/properties to the aforementioned content type. For example, in my
project management system I may need documents for Project Plans, Statement of Work, Client Presentation, Invoice,
and so on. Creating custom content types, which derive from the stock document content type, and then adding these
content types to a document library allows users to upload Office documents of the designated aforementioned types.

Note A good practice is to remove the stock Document and Item content types from the document library, which
forces users to choose a content type that classifies the document.

The following lists some best practices to consider when creating new content types for documents in your
Documents Management System:

e Avoid ambiguous content type names. Ironically, “Document” itself is a bad example of a
content type name because it is too generic, but it suffices as a base type.

e Try not to create content types too specific to context. For example, “Customer Name Weekly
Meeting Notes” restricts the content type to a particular client and meeting context. A better
example (in this case) is “Meeting Notes.”

e Create content types at the root site collection., This way you may repurpose them throughout
the Documents Management System site collection.

e Avoid adding too many properties/fields to any one content type. This suggests that the content
type is too specific to context. Abstracting properties to a base content type is more effective
and manageable.

e  Use Choice, Lookup, and Manage Metadata fields when possible. This will ease the population
of metadata for the end user. If you insist on too many string or text fields, users will likely skip
filling them in when uploading or saving a document, thus defeating the point of metadata.
Best practice with SharePoint is to use the Managed Metadata fields because the Managed
Metadata Service gives the greatest flexibility to manage taxonomy and tagging.

e Usejust the right blend of required and optional fields in your content types. SharePoint will
insist that users provide values for all required fields before allowing them to upload/save
a document. If you specify too many required fields, users will become frustrated; if there are
no required fields, some users might not populate any metadata.

e Limit the choice of content types for your document library to a finite amount. A good rule of
thumb is ten or fewer. Too many content types, especially when they are similar, will cause
your users confusion.

Once a user adds a document to a document library in SharePoint, and then applies metadata via content type,
subsequent editing of the document from SharePoint integrates the field/properties in Microsoft Office applications
(I cover this in Chapter 14). Say I create a content type for a Statement of Work (SOW) document, including properties
for client, contract type, and cost estimate, and then upload an SOW document to a library and then classify the
document as an SOW. When I open the same document from SharePoint, I can see and edit the properties directly
from the Office application. The following series of steps demonstrates this example:

1. Navigate to the Document Center site we created earlier.
2. Click the settings gear icon.

3. Click the Site Settings menu item.
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4. From the Site Settings page, click the Site Content Types link under Web Designer
Galleries.
Click the Create link.
Give the new content type the name Statement of Work.

Inherit from the parent Document content type in Document Content Types.

o N o o

Choose an existing or custom group in which to place your content type.

Note It is usually a good idea to put all custom content types in a separate group from the stock content types.

9. Click OKto create the content type.
10. Click the Add from New Site Column link.

11.  Add a new Choice column to the content type, called Estimate Range. Assign the Choice
column the values: Less than $50k, $50k to $100k, More than $100k.

12. Choose an existing group or custom group in which to place the site column.
13. Leave all other options as default and click the OK button.

14. Add a Single Line of Text column, called Client Name, using similar steps to that of the
Choice column you created.

15.  This concludes the creation of your content type.
16. Navigate to the Documents Library Settings page.

17.  Scroll to the Content Types section, notice the presence of the link to Document and
Document Set content types—I will discuss these later.

18.  Click the Add from Existing Site Content Types link.
19. Add the Statement of Work content type (this is where groups come in handy).
20. Navigate back to the All Documents view of the document library.

21.  Click the Files tab on the ribbon; then click the lower portion of the New Document icon;
see Figure 11-3.
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Figure 11-3. Create a new document with content type

22. You might be tempted to click the Add Document link. However, this assumes the default
content type and does not demonstrate use of our Statement of Work content type.

23.  Click the Statement of Work menu item.
24. TIfyou have Microsoft Word installed, it will open with a new document.

25. Notice the Document Information Panel in Word, as shown Figure 11-4 (Office 2007, 2010,
and 2013 versions only).
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Figure 11-4. Microsoft Word with Document Information Panel

How did SharePoint know how to open a Word document? Navigate back to the Statement of Work content type
in the Content Types Gallery to see.

1. Inthe settings page of the content type, click the Advanced Settings link.

SharePoint displays a page like Figure 11-5. The Document Template section governs the document template to
use when creating a new list item of this content type. Figure 11-5 shows the template as the default template.dotx;
thus, SharePoint defaults to opening Microsoft Word.
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Figure 11-5. Advanced Settings page for our custom content type

2. Compare this setting with that of other stock content types to see how this setting
influences the default document.

3. Before leaving the content type settings page, click the Document Information Panel
settings link.

4. In this settings page, SharePoint allows you to specify the XSN of a custom InfoPath form,
or the URL location of a custom page to render from the Office application.

Note Document Information Panel requires at least Office 2007, 2010, or 2013.

Uploading a Document

Perhaps you have a document on disk and want to upload it to a SharePoint document library. How does SharePoint
know which content type to assign? It asks you.
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1. Navigate back to the All Documents view of the document library.
2. Click the Files tab on the ribbon.

3. Click the Upload Document icon (if your browser supports it and your SharePoint site is in
the Intranet or Trusted Sites zone, you can upload multiple documents).

4. Navigate to a document on disk.

5. You can upload the document as a new version, if the file already exists, by checking the
check box.

6. Click the OK button.

7. After a brief moment during the document upload, SharePoint displays a dialog like that in
Figure 11-6.

Documents - Test.txt

o m o K Cut x
LI ] Efz Copy

Check  Cance Paste Delete
an b

Commit Clipboard Actions
The document was uploaded successfully and is checked out to you. Check that the fields
© below are correct and that all required fields are filled out. The file will not be accessible to
other users until you check in.

Content Type Statement of Work j
MName * [ Test Bt
Title

Estimate Range :]

Client Name

=R, Save Cancel
Rob Garrett

Rob Garrett

Figure 11-6. Select document content type after upload

8. Change the drop-down to the desired content type and fill in the fields.

9. Click the Save button to commit the metadata to the document and complete the
upload process.

Using the Save As feature in an Office application and then specifying the location as a SharePoint document
library renders a similar dialog to choose the content type (Figure 11-7).
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The Web server requires you to pick the type of document
before it can be saved. Select a type below.

Content Type:

Document j

Document
Link to a Document
Statement of Work

| oK I Cancel

Figure 11-7. Choose Content Type from Microsoft Word

Note SharePoint will assume the library default content type and field values when uploading multiple documents.

Saving a Document to SharePoint from Office

Office 2007, 2010, and 2013 applications allow you to save directly to a SharePoint location from within the
application. The following steps demonstrate how to save an open Word 2013 document to an existing document
library in SharePoint 2013:

1. From inside Microsoft Word 2013, click the File tab in the top left corner.

Click the Save As link from the left navigation.

Click the Browse button.

In the Save As dialog, provide the URL of the document library in the file name field.
Click the OK button to save the file.

Choose the content type in the dialog that appears (Figure 11-7).

N o o &~ w0 Db

Click the OK button to complete the save.

Note The easiest way to get the URL of a document library is to navigate to the library page in your browser and then
strip off the /Forms/AllItems.aspx part from the URL. For example, http://server/site/DocumentLibName/.
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Linking to Other Documents

SharePoint allows users to add links in a document library to another document in a different document library.
SharePoint achieves this with a simple content type that contains a URL field and an ASPX page that allows a user to
enter the name and URL of the linked document.

1. Navigate back to the All Documents view of the document library in SharePoint.
Click the Files tab on the ribbon.

Click the lower portion of the New Document icon.

Choose the Link to a Document menu item.

SharePoint shows a page, asking for the name and URL of the remote document.
Provide any name you desire for the name of the document link.

Provide the full URL to the linked document.

You can test the URL by clicking the link to test.

Click the OK button to create the link.

© © o N o a > 0N

e

When you click the link in the document library, SharePoint will open the document at the
end of the link.

Document Sets

A document set consists of several documents in a single list item of a document library. The purpose of document
sets is to group related documents and manage the set as a single item, just like a regular document list item.

A good example of the use of a document sets is for a proposal document. Typically, in business, a proposal is
a large document and requires contributions from many authors to complete. One way to accomplish the creation
of the proposal is to have authors write independent documents for the various sections and then combine these
documents into a finished proposal document at the end. I have seen this approach in action on earlier versions of
SharePoint (pre-2010), and the authors maintained the document pieces in a folder of a larger project document
library. Document sets now allow users to continue to work on document pieces but manage them together in a
document set of a document library. Since a document set is a special content type, each document set has its own
metadata, in addition to the metadata specified by the content types of the documents contained inside the
document set.

The following steps demonstrate how document sets operate using Document Center and default document
library:

1. Navigate back to the All Documents view of the document library in SharePoint.
Click the Files tab on the ribbon.

Click the lower portion of the New Document icon.

> w0 N

Choose the Document Set menu item.

Note If you do not see the Document Set menu item, follow the steps at the bottom of this section for adding
document sets to existing document libraries.
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5. SharePoint asks for the name and description of the document set.
6. Give the document set the name Proposal and click the OK button.

7. SharePoint displays a Document Set page, like that in Figure 11-8.

/& Proposal - Windows Internet Exphorer = =

D P — o <[

Ele Edt Yew Favorites Jools Help

SharePoint Newsfeed  SkyDrive  Sites [EETSTCERSTSENE - JUN T -1
BROWSE PAGE | FLES  LIBRARY || manace Qoare % Fouow T
Home Search This Site.. 2
Documents » Proposal
Libraries
Proposal
=3
Recent ll'l View All Properties
Edit Properties
Tasks
Site Contents
® new document or drag files here
Find a file o
v Name Rating (0-5

There are no files in the view "All Documents”.

Figure 11-8. Document Set page

The Document Set page provides a similar interface to that of a regular document library. Click the Manage tab
on the ribbon (Document Set). The ribbon shows various options for the document set (Figure 11-9), such as

e  [Edit Properties: Populate the fields, defined in the Document Set content type
e  Permissions: Permissions for the document set

e  Delete: Delete the document set

e  E-mail a Link: Send a link of this document set to a colleague

e  Capture Version: Create a version label of documents in the set

e Version History: See the history of changes

o Workflows: Apply workflow to the document set
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SharePoint
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Properties Link To Version History
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Figure 11-9. Manage tab for a document set

Adding Document Sets to an Existing Document Library

You are not required to use the Document Center site template to use document sets. Document sets exist as a feature
at the site collection level, and as a content type, which you must add to your document library as follows:

1. Open asite that is not a Document Center.

Click the settings gear icon and select the Site Settings menu.

Click the Site Collection Features link, under the Site Collection Administration heading.
Activate the Document Sets feature.

Navigate to the Documents Library Settings page.

& @ P~ w Db

If you do not see the Content Types section on the Documents Library Settings page, then
follow steps 7-11; otherwise, skip to step 12.

~

Click the Advanced settings link.
8. Toggle the Allow Management of Content Types setting to Yes.
9. Scroll to the bottom of the page and click OK.
10. Click the Add from Existing Site Content Types link.
11.  On the next page, add the Document Set content type, and then click OK.

12. Navigate back to the default view of the document library, and you can now add document
sets, per the information preceding this subsection.

Document Workflows

Like many of the topics in SharePoint, workflow is the subject of whole books. A workflow is a process, either
automated by computer or manual with human intervention. Workflow may consist of both human and automated
elements, but the premise is the same—a workflow management system keeps track of the steps in a process (the
activities) and alerts different actors in the process of tasks to complete an activity/step in the process chain. Microsoft
workflows come in two flavors: sequential, meaning that each step succeeds the next; and state machine, in which the
workflow system tracks overall state at any time and transition from state to state via activities.

SharePoint uses Microsoft Workflow Foundation (WF) to provide business process on documents, web pages,
forms, and list items. SharePoint allows attachment of workflow to sites, lists, libraries, and content types. Since
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workflow in SharePoint uses WE, developers may create custom workflows to automate the process of documents
and list items, or process data in a site. SharePoint Designer allows developers to create sequential workflows,
with drag-and-drop ease, and Visual Studio provides for creating more elaborate coded workflow. Even though
SharePoint allows for the adoption of custom workflow, the platform provides out-of-the-box workflow for use of
document approval, signature collection, disposition approval, and so on. Table 11-2 describes the out-of-the-box
workflows available.

Table 11-2. SharePoint 2013 Workflows

Workflow Name Description Available in SharePoint Foundation

Three-State Tracks the business state of a Yes
document through three defined phases

Publishing Approval Sends a document for approval, No
typically before publishing

Disposition Handles document expiration and disposition No

Note SharePoint 2010 included the Collect Feedback, Collect Signatures, and Approval workflows. These workflows
are still available by activating the site collection workflows feature.

In the days of SharePoint 2007, users could only apply workflow activation to lists. Since SharePoint 2010, users
are able to apply workflows to sites and content types. Because content types provide portability of metadatain a
site collection, applying workflow to content types now means that users can provide business process with reusable
workflows. If a content type exists for a proposal document in an organization site collection, the organization can
attach the workflow process whenever someone creates a new proposal document—anywhere in the site collection,
notjustin a particular list instance.

Adding a Workflow to a Library or List

Take the following steps to add a workflow to a library or list:
1.  Browse to the list or library.

Click the List or Library tab on the ribbon.

Click the Workflow Settings icon on the ribbon.

> oo

On the Workflow Settings page (Figure 11-10), click the Add a Workflow link.
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/B Add a Worktlow - Windows Internet Explorer

SharePoint

Libranes
Run on items of this type:
Thas List

‘Workflow

Site Contents

Select a workflow template:

Description:

Newsfeed  SkyDrive  Sites EETSRCENSTSNE o SN T - -]

Qo 4 ouow O

)

E

{Selecting a different type will navigate you to the Add a Workflow page for that content type.)

Manages document expiration and retention by allowing participants to decide whether to

retain or delete expired documents.

Name

Type a name for t

Task List
Select a task list:

Workflow Tasks

Select a history list
Workflow History (new)

Type a unique name far this workflow:

Descripticn:
:J This system library was created by the
Publishing feature to store workflow tasks
that are created in this site
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Figure 11-10. Add a workflow to a list

5. Select the workflow.
6. Assign the tasks and history lists.

7. Apply the appropriate options.

Adding a Workflow to a Library or List Content Type

Take the following steps to add a workflow to a library or list content type:

1. Navigate to the List or Libraries Settings page.

2. Scroll to the Content Types section (if it is missing, enable Content Types under

Advanced Settings).

Click the Workflow Settings link.

o o

Select the workflow.
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Click the name of the content type to associate with the workflow.

On the Workflow Settings page, click the Add a Workflow link.
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7. Assign the tasks and history lists.

8. Apply the appropriate options.

Adding a Workflow to a Site Content Type

Adding a workflow to a site content type is a similar process to that of adding to a list content type, only you access
the content type via the Content Type Gallery instead of the list.
Take the following steps to add a workflow to a site content type:

1. Click the settings gear icon.

Choose the Site Settings menu item.

Click the Site Content Types link under Galleries.

Click the name of the content type to associate the workflow.
Click the Workflow Settings link.

On the Workflow Settings page, click the Add a Workflow link.
Select the workflow.

Assign the tasks and history lists.

© e N o g » w0 N

Apply the appropriate options.

Editing and Developing Custom Workflow

With a whole workflow platform and plenty of ideas to automate business process, it is natural that users will want to
create their own custom workflows. Creation of custom workflow falls under development and is out of the scope of
this administration book. However, I do wish to mention some of the new enhancements that SharePoint brings to
workflow in the platform.

e  SharePoint Designer 2013 allows editing of out-of-the-box workflow.

e  SharePoint Designer 2013 deploys custom workflow as WSP (SharePoint Package) files, which
developers may then open and edit in Visual Studio.

e  SharePoint 2013 brings many more SharePoint-based activities, for inclusion as
workflow steps.

e  SharePoint 2013 provides more events to subscribe workflow.

Document Tracking

Any good Documents Management System allows users to reference documents from the system, without concern
about other users changing the location of such documents in the Documents Management System. The blog sphere
addressed this very topic with permalinks—links that do not directly link to blog articles but provide virtual links,
which the blog engine translates into the physical link. SharePoint 2007 pretty much ignored the issue of document
link tracking, but fortunately, SharePoint 2010 and now SharePoint 2013 provide this functionality. I shall describe the
various methods for document tracking in the following sections.
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The Document ID Service

SharePoint incorporates a Document ID Service feature for keeping track of the location of documents and providing
users with virtual URLs for documents with unique ID. The platform does not enable the Document ID Service feature
by default, although the Document Center template does enable it. To confirm the existence of Document ID tracking,
follow these steps:

1. From the root of the site collection, click the settings gear icon.

Click the Site Settings menu item.

Click the Site Collection Features link in the Site Collection Administration section.
Scroll down the list and see if the Document ID Service feature is activated.
Navigate back to the Site Settings page for the site collection.

Click the Document ID Settings link in the Site Collection Administration section.

N o o &~ 0Dbh

SharePoint displays a page like that in Figure 11-11.

/& Document ID Settings - Windows Internet Explorer R =101 x|

m'lﬁ; o jsp2013/dms/_ayouts/15/Doclc SO ¥ {49l | gu oc ment 0 Settings x‘_l ()57 e

- SEAEE Yiew 8 Feachey  Tooks - e

SharePoint Newsfeed SkyDrive  Sites

Home Search This Site... 2
m Document ID Settings

ibraries Assign Docus Ds

Configuration of the Document ID feature is scheduled to be completed by an automated process.
= aAssign Document IDs

Recent
Begin IDs with the following characters:
MDAUWFT375PW

I™ Reset all Document IDs in this Site Collection to begin with these characters.

Use this search scope for ID lookup:

All Su:esj

oK Cance!

Figure 11-11. Document ID Settings for the site collection
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8.  Ensure that the box for Assign Document IDs is checked.

9. You may optionally change the prefix for all document IDs and change the search scope
for lookup search.

10. Upload a new document to one of the document libraries in the site.
11.  From the All Documents view, select the name of the document you just uploaded.
12.  Click the ellipses to show the document summary.

13.  Click the ellipses on the summary popup (Figure 11-12).

/E Documents - All Documents - Windows Internet Explorer

@‘“vh;. t:/j8p2013/dms Documents;Forms, SO T {4 | e oo reente *All Docments x‘_l
SharePoint Newsfeed S RN fobGarett- X ? @
BROWSE m QsHare y rouow QGame O
A
Fhoma Search This Site... 2
Documents
x

ibraries Test.txt
(@ new document or ¢

files here

Changed by you on 9/8/2012 7:11 PM

Recent All Documents I
Not shared with anyone
Documents o .
Task 2 == hittp://sp2013/dms,/Documents,Test.bit
asks
! Ehy Test ¥
Key Filters
Apply Clear EDIT FOLLOW
i i
Modified J | view Properties
On - L SRS ]
E Edit Properties
Site Contents Check In
Discard Check Out
Version History
Compliance Details
Workflows
Download a Copy
Shared With
Delets
cee .

Figure 11-12. View properties of a document

14.  Click the View Properties link in the menu.
15. Look for the Document ID field and assigned Document ID on the displayed page.

16. Hover over the Document ID and get the properties of the hyperlink from your browser.
It should look something like this:
http://site-collection/_layouts/15/DocIdRedir.aspx?ID=MDAUWFT375PW-1-3.
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Note The document ID link does not reference any particular document library, just a common redirection page, and
the document ID.

17. Move the document to another document library and repeat the steps to get the
Document ID—notice that the link remains the same. Users may e-mail this link around
the organization without fear of the link breaking because the document has moved.

18. Try deleting the document and then accessing the Document ID link from the earlier step.
Notice that the user receives a nice message about no document, not a 404 or convoluted
error message.

Barcodes

Barcodes have become an accepted method for providing unique identification to objects. Next time you visit the
grocery store, peek at the back of every packaged product and you will find a barcode. A barcode consists of a unique
pattern of lines, of varying thickness, that combine to provide a unique stamp for the object.

Note Although SharePoint 2013 still supports barcodes, there is talk that Microsoft may depreciate this feature in
later versions of SharePoint and Office: http://office.microsoft.com/en-us/sharepoint-help/discontinued-
features-and-modified-functionality-in-microsoft-sharepoint-2013-preview-HA102892827.aspx#_
Toc330374495.

SharePoint includes functionality for adding unique barcodes to documents, so users may track documents
when printed or part of a manual processing workflow. The following steps detail how to enable barcodes at the site
collection level and then for a particular document library:

1. From the root of the site collection, click the settings gear icon.

Choose the Site Settings menu item.

Click the Site Collection Policies link under the Site Collection Administration heading.
Click the Create link to create a new policy.

Give the policy a name and policy statement.

Check the option to enable barcodes.

Click OK.

Navigate to the list to apply the new policy.

© ° N o g~ w N

Navigate to the Library Settings page.

—
o

Click the content type to apply the policy (ensure that content types are applied to the
library under Advanced Settings).

[y
—ry

Click the Information Management Policy Settings link.

—
N

Change the radio button option to Use a Site Collection Policy, and select the new policy
you created.

392

www.it-ebooks.info


http://office.microsoft.com/en-us/sharepoint-help/discontinued-features-and-modified-functionality-in-microsoft-sharepoint-2013-preview-HA102892827.aspx
http://office.microsoft.com/en-us/sharepoint-help/discontinued-features-and-modified-functionality-in-microsoft-sharepoint-2013-preview-HA102892827.aspx
http://office.microsoft.com/en-us/sharepoint-help/discontinued-features-and-modified-functionality-in-microsoft-sharepoint-2013-preview-HA102892827.aspx
http://www.it-ebooks.info/

CHAPTER 11 © DOCUMENTS AND RECORDS MANAGEMENT

13. Click OK.

14. From the desired view for the document library, add the Barcode and Barcode Value
columns (modify this view from the ellipses).

15. Upload a document and select the correct content type, and see that SharePoint assigns
barcodes (Figure 11-13).

SharePoint Newsfeed  SkyDrive  Sites [EERINCPSTINENE - SN N

New Upicad  MNew £t
Document » Documert Foider  Document Discard Check Out | Properties Properties

)

E- o o | | ‘||||| ||||| ”Hl |||||| | | | ||| |‘||| ‘|||| ||||| |||‘ ‘||| -
Clear

8695916917
H

Figure 11-13. Barcodes added to a document library

Document Conversion

SharePoint includes a Document Conversion Service for converting documents of one type to another, such as Word
document to PDE Document conversion is important in any Documents Management System because it allows users
to upload documents of a type and allow other users to read and edit these documents in another type, typically a
common type that most users can access. Office 2010 and upward uses an XML format for document data, and the
Document Conversion Service converts documents of these types to viewable web pages for those users who do not
have Microsoft Office 2010 or 2013 installed on their desktop.

The Document Conversion Service consists of two parts: a Load Balancer Service and a Launcher Service.
SharePoint requires both services configured and running to enable the Documents Conversion Service.
The following steps detail how to configure document conversion in your SharePoint farm.

Note You must start the Load Balancer Service before the Launcher Service for document conversion to work.
The Launcher Service stops if the Load Balancer Service is not started or is stopped.

1. Open Central Administration.

2. Click the Manage Services on Server link, under System Settings (Figure 11-14).
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Figure 11-14. Services on Server, showing the Document Conversion Services
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Click the Start link for the Document Conversions Load Balancer Service.

Click the Start link for the Document Conversions Launcher Service.

Select the server for the launcher, load balance server, and port number.

Click OK.
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You may change the settings of either service by clicking the name of the service; options
include choosing the server on which the service is running and port numbers.

The next set of steps demonstrates how to enable document conversion in a web application.
1. Open Central Administration.

. Click the General Application Settings section title.

Click the Configure Document Conversions link under External Service Connections.

Select the web application in the drop-down control.

Flip the setting to enable document conversion.

Specify the load balancer server.
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Configure schedule for blocks of conversion.
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8. SharePoint lists the current installed converters at the bottom of the page as a series of
links (Figure 11-15). Click the link to configure the converter.

/€ Configure Document Conversions - Windows Intemet Explorer i =10l
@-ﬂ'la: it [ #013:2013]_admin DocTrarsadne SO ] | 2 X ﬁ;mmomnm..,xl | ' gited
Ee Edt Wew Favortes Tooks Hep
SharePoint Newsfeed SkyDrive Sites [EETeLTsIINERETEIVININE o O - -]
QsHare O
Web Application: | hitp://sp2013/ ~
Enable document conversions for this site?
®Yes C No
Load Balancer server:
Process blocks of conversions:
& Minutes Every| 1 minutes)
€ Hourly
 Daily
Converter Settings
b Page” (docm into htmi) —
Appiy o ance =

Figure 11-15. Configure Document Conversions

9. Click the OK button when done configuring.

With the conversion services started, and the web application configured for document conversion, navigate to
any document library in a site/site collection hosted by the web application. Upload a Word DOCX document,
and then follow these steps to convert the document:

1. Click the ellipses for the document in the list.
2. Inthe popup properties box, click the ellipses.

3. Select the Convert Document menu item (Figure 11-16).
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Figure 11-16. Convert Document menu item

4. Choose the conversion.

5. SharePoint will display a page for obtaining settings for the conversion process
(e.g., Figure 11-17).
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Figure 11-17. Create Page from Document

If you are not seeing the menu option to convert a document, ensure the following:
e  The document is in an Office XML (DOCX, XLSX, PPTX) format
e  The Document Conversions Load Balancer Service is started
e  The Document Conversions Launcher Service is started (after the load balancer)
e  The web application has document conversion enabled

e The site content type (as opposed to the list content type) allows document conversion

Document Workspaces

SharePoint has always been great at providing space for users to collaborate. At the core of the platform, Foundation
offers basic and team sites, which include task lists, calendars, document libraries, and so on for users of the space to
share and collaborate on a topic of interest.

SharePoint 2007 and 2010 included document workspace site templates for users to collaborate on a specific
document. Microsoft depreciated the document workspace in SharePoint 2013, and users should now utilize team
sites for document collaboration.
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Note Microsoft depreciated document workspaces in SharePoint 2013—use SharePoint 2013 team sites to collaborate
on document life cycle. You can re-enable them by editing the WEBTEMP.XML file in the templates folder on the hive.

Records Management in SharePoint 2013

A record is an object in a Records Management System that adheres to set of policy rules. A Records Management
System is a system responsible for storing many records and asserting information policy. Information policies are
rules, adopted by an organization, to impose restriction on the use of content and the life cycle of content in the
organization. Just like document management, the industry provides a number of sophisticated Records Management
Systems. Microsoft has included records management in with SharePoint.

SharePoint includes the Records Center site template, which includes functionality for centralized collection
and management of records, adhering to policy. One of the many jobs of the Records Center is to manage the
long-term archive of documents—converting them to records. The Records Center is just another site template with
a set of features pre-activated, but owners of other site collections can also enable records management features.
Since version 2010, SharePoint allows in-place records management, meaning that any site owner may convert
documents of a document library to records, with assigned policy.

Table 11-3 lists some of the features included in the Records Center, which I shall discuss further in this section.

Table 11-3. Features Included in the Records Center

Feature Description

Document ID See the earlier section of this chapter about document management, which discusses the
Document ID feature.

Content Organizer Routes documents and records in the Records Center based on defined policy.

Drop Off Libraries Let the user drop documents in the drop off library and have the Content Organizer route
dropped documents, based on policy.

Records Retention Determines when documents and records expire and how SharePoint handles deposition.

Hold and e-Discovery Provides auditing and tracking of external actions that might interrupt normal document
life cycle (for example, because of litigation).

To start, the following steps demonstrate how to create a new instance of a Records Center. I created a managed
path (see Chapter 2) to host my Records Center in my default web application.

1. Open Central Administration.

Ensure that you have a web application provisioned to host your Records Center (see Chapter 2).
Click the Create Site Collections link (under Application Management).

Select the web application to host the new Records Center site collection.

Give the site collection a name (such as Records Center).

Select the desired URL to host the site collection.

In the Template Selection, click the Enterprise tab, and then select Records Center.

© N o g s~ N

Provide user names for the administrators.
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9. Click OK.

10. Once it is complete, navigate to the new Records Center site collection (Figure 11-18).
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+ A site about organizational
retention policies

+ Alist of records management
contacts for each department

Figure 11-18. Records Center in SharePoint 2013

The Records Center home page includes a handful of helpful Web Parts to assist you with management of records in
the Records Center. Remember, a record is an object (typically a document) in Records Management System with policy
applied. The SharePoint Records Center deals primarily in list item and document records. Click the Submit a Record button
and SharePoint will prompt you for a file to upload (Figure 11-19) and convert to a record. SharePoint leverages the Content
Organizer to route the file to a correct location, based on policy rules. I shall discuss the Content Organizer in the next section.

Submit Document

Content Organizer: Documents uploaded here are automaticalbemoved to the correct library
and folder after document properties are collected.

Choose a file | Browse...

the document you intend to

Upload files using Windows Explorer instead

OK Cance

Figure 11-19. Submit a document as a record
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Setting Up the Content Organizer

The Content Organizer feature is responsible for routing documents to other areas in SharePoint. In the next section,
I take a closer look at the Content Organizer in the context of the Records Center, which you created in the previous
section. First, look at the Content Organizer settings in the Records Center site settings, as follows:

1. Navigate to the Records Center.
Click the settings gear icon.

2

3. Click the Site Settings menu item.

4. Click the Content Organizer Settings link, under the Site Administration heading.
5

SharePoint shows a page like that in Figure 11-20.

Settings - Windows Internet Explorer i =101 x|

@'d-'.'_“"lai: t0: 893013 s/ _layouts/15/Document 1O B |l ¢ N e oo et Settings xu o g foh
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Q) ware r rouow T
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m Site Settings » Content Organizer: Settings o

Libraries Redirect U

the Drop Off Library
F Require users to use the organizer when submitting new content to libraries with cne of more organizer rules
painting to them

sending to Ancthy

™ Alow rules to specify another site as a target location

Folder Partitioning
1 [ Create subfolders after a target location has too many items

Number of items in a single folder: | 2500
Format of folder name: | Submitted after %1
%1 is replaced by the date and time the folder is created.

Duplicate Submis:
: € Use SharePaint versioning

® Append unigue characters to the end of duplicate filenames

¥ save the original audit log and properties of submitted content

FRule Managers

I £-mail rule managers when submissions do not match a rule =

pecify the users who manage the rules and can respond

Figure 11-20. The Settings page for the Content Organizer
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The Content Organizer Settings page provides the following settings:

Redirect Users to the Drop Off Library: Ensures that users cannot upload documents to
document libraries that have content organizer rules assigned. This forces the user to comply
with using the drop off library to route content to final location in SharePoint, rather than
decide manually.

Sending to Another Site: Check this option if you would like to submit documents to another
location. Check it for this exercise so you can try this capability later.

Folder Partitioning: Ensures that target document libraries do not become too large by
partitioning them into several folders of a maximum number of documents per folder.

Duplicate Submissions: Tells the Content Organizer how to handle repeat submissions of the
same document.

Preserving Context: When checked, SharePoint will preserve audit and document properties
with the submitted document.

Rule Managers: Specifies the users who can execute rules for incoming content and who
receive notification for rules mismatch.

Submission Points: URLSs for other sites to submit documents to this site collection
Content Organizer.

Note Content Organizer settings and rules apply to sites and subsites. Each discrete subsite may have Content
Organizer rules different from another subsite.

Ordinarily, when configuring Content Organizer rules in a Records Center, you would likely want documents
routed to a document or record library. For the purpose of demonstration, I am going to show you how to specify the
Documents Center site collection as a destination location. Once configured, users can submit a record (document)
and have the document routed to the Document Center.

1.

> e n

Open Central Administration.
Click the General Application Settings link from the left navigation.
Click the Configure Send To Connections link, under External Service Connections.

Add a new connection to a documents library in the Document Center, such as
http://server/sites/dms/_vti_bin/officialfile.asmx.

You may need to enable the Content Organizer feature for the destination site. I did,
because it was not enabled in my Documents Center.

You may configure the connection properties with action to copy, move, or move and leave
a link to the new destination.

To establish the destination URL for the connection, visit the Content Organizer settings
for a site in the destination site collection—in my case, my Documents Center.

See Figure 11-21 for how I configured a Send To link for my Documents Center.

401

www.it-ebooks.info


http://server/sites/dms/_vti_bin/officialfile.asmx
http://server/sites/dms/_vti_bin/officialfile.asmx
http://www.it-ebooks.info/

CHAPTER 11 © DOCUMENTS AND RECORDS MANAGEMENT

/€ Configure Send To Connections - Windows Internet Explorer ) =0l =l

ROBDEVVgamett- & 2 @

Quiare T
ce Web Application &
2 Web Application:  https//sg -
" Allow sites to send to connections outside their tenancy
Securt Send To Connections
send To Connecticns
New Connection
Connection Settings
Drsplay name:
Documents Center
Send To URL:
hitpy//sp2013/dms/_vti_bin/OfficialFile.asmy | [Click here to test)
Example: “hitp://server/site Url/_wii_bin/officialfile.asma
' Allow manual submission from the Send To menu
Send To action:
Copy :J
Explanation (to be shown on links and recorded in the audit log):
Copy document to Documents Center
Update Connection Remove Cornectian

Figure 11-21. New Send To location for my Documents Center

Note The URL http://server/sites/dms/_vti_bin/officialfile.asmx is Specific to the structure of the target site.

9. Navigate to the Document Center site collection.

10. Navigate to the site that has the target location to route documents, in my case the root of
the site collection.

11.  Click the settings gear icon, and then click the Site Settings menu item.
12.  Click the Manage Site Features link.

13.  Activate the Content Organizer feature (if not already activated).
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Setting Up the Records Center

Assuming you followed the steps in the earlier section, you now have a new Records Center site collection.
The following steps detail setting up the Records Center to accept documents as records.

1.

Eal A

Navigate to the Records Center.

Click the settings gear icon.

CHAPTER 11 © DOCUMENTS AND RECORDS MANAGEMENT

Notice the new menu item Manage Records Center; click it.

The Manage Records Center page provides high-level steps for establishing tasks and file
plans so the new Records Center may accept documents as records (Figure 11-22).

=
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Figure 11-22. Records Center Management

5.

Click the Step1: Create content types link, and SharePoint navigates you to the site

collection Content Type Gallery.

Create content types for all documents you wish to store as records in the Records Center.
Please review Chapter 9, on metadata, for steps for creating content types.
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7. Navigate back to the management page.

8. Click the Step2: Create records libraries link. SharePoint navigates you to a page to create
new libraries.

9. Under Libraries, click Record Library.

10. Intheresulting page, give the new library a name and click the Create button.

Note The Records Center has a default record library and drop off library.

11. Navigate back to the management page.
12.  Click the Step3: Create content organizer rules link.

13. SharePoint navigates you to a list of rules. Each contains a list item based on the rule
content type. Take this opportunity to create a new rule.

14. Click the new item link.
15.  Give the rule a name, and make sure the rule is active.

16. Choose the content type; rules apply to documents added to the records list with
designated content type. In this case, choose the default Document content type.

17. Add any conditions, based on the properties of the content type, name, or title.

18.  Specify the target location for the document. I chose the documents library in my
Document Center site—shown in the drop-down, if you completed the steps in the
previous section.

19. Click OK.

20. At this stage, you have a Content Organizer rule to route all documents submitted to the
drop off library in the Records Center to the Document Center drop off library. You now
need a similar Content Organizer rule to route documents in the Document Center.

21. Navigate to the Document Center.
22. Click the settings gear icon and click the Site Settings menu item.
23.  Click the Content Organizer Rules link, under Site Administration.

24. Repeat the previous steps to create a new rule to route documents, only this time from the
Document Center drop off library to a library in the Documents Center.

This procedure is a lot to digest, so allow me to recap.
e  You provisioned a new Documents Center (earlier in the chapter).
e  You provisioned a new Records Center site collection.
¢ You created Send To rules for the Documents Center in Central Administration.

¢  You set up the Content Organizer to route documents from the Records Center drop off library
to the Documents Center drop off library.

¢  You set up the Content Organizer to route documents from the Documents Center drop off
library to a document library in the Documents Center.
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Assuming all is well, you can now click the Submit a Record button, on the home page of the Records Center,
specify a document, and see the document route to the Document Center.

1. Click the Submit a Record button on the home page of the Records Center. This effectively
is the same process as dropping a document in the drop off library in the Records Center.

Choose a document from your computer.
Click OK.
SharePoint shows a dialog to provide a title and confirm the file name.

Click the Submit button.

o o > w0 b

SharePoint pauses to think and then shows a dialog with status. If all worked, then the
status indicates that the Content Organizer routed your document to the drop off library in
the Document Center.

7. Head over to the Document Center drop off library, and notice that it is empty; this is
because the Content Organizer rule in the Document Center routed the document to the
documents library. The net effect here is that the document passed from Record Center
drop off library, to Document Center drop off library, and then to a final document library
in the Document Center.

Hold and e-Discovery

Any organization that maintains a large enough collection of documents, and defines policy that warrants the use of
Records Management, may need to locate documents and put policy on hold. One common example in US business
is that of litigation—when a court wants to review an organization’s documents, the organization may want to isolate
documents from typical routing and retention polices. This is where the Hold and e-Discovery feature of SharePoint
comes in handy.

SharePoint 2013 includes a new site template for e-Discovery, called the e-Discovery Center. The e-Discovery
Center allows management of discovery cases and holds placed on content, such that an organization may analyze
and collaborate around the content for a given case. Each new e-Discovery subsite represents a case and consists of
a document library to store documents relating to the case, lists of queries and exports for the case, and various
sources of content (Exchange mailboxes, SharePoint sites, and file shares).

Follow these steps to create a new e-Discovery site collection for an already provisioned web application or
managed path.

1. Open Central Administration.

2. Ensure that you have a web application provisioned to host your e-Discovery Center
(see Chapter 2).

Click the Create Site Collections link (under Application Management).

Select the web application to host the new e-Discovery Center site collection.

Give the site collection a name (such as Discovery Center).

Select the desired URL to host the site collection.

In the Template Selection, click the Enterprise tab, and then select Discovery Center.
Provide usernames for the administrators.

Click OK.

© ©® © N o g W
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Once it is complete, navigate to the new e-Discovery Center site collection (see Figure 11-23).
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Figure 11-23. e-Discovery Center

The home page of the e-Discovery Center provides helpful information to set up security and permissions for
your legal team, working on discovery cases. A good practice is to create a new group for all members of your legal
team (in Active Directory) and then grant rights to this group to review content in SharePoint sites, file shares, and

Exchange mailboxes (specific steps outside the scope of this chapter).

Creating a Case

Imagine that the legal team has taken on a big case to audit all content across the organization. I will now demonstrate
the functionality of the e-Discovery Center, using a fictitious case. Exchange and file share discovery is outside the
scope of this book, so I shall concentrate on discovery of SharePoint sites. Start by creating a new case.

1.
2.
3.
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Open the e-Discovery Center.

On the home page, click the button to create a new case.

SharePoint displays a page to create a new e-Discovery subsite for the new case (Figure 11-24).
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Figure 11-24. Create a new e-Discovery subsite for a case
4. The page to create a new e-Discovery subsite is not too different from that of creating any
other subsite.
5. Give the case site a name, description, and URL.
6. Decide if the site should inherit permissions from the parent e-Discovery Center.
7. Decide on navigation options for left and top bar.
8. Click the OK button to create the case subsite.
9. SharePoint displays the home page of the new case subsite (Figure 11-25).
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Figure 11-25. Home page of an e-Discovery case subsite

Note The look and feel of the e-Discovery Center and case subsites is subject to change once SharePoint 2013
releases to market.

Now that you have a new case collaboration site, the next task is to start collecting content to review, which is
where Discovery Sets come in.

1. Click the new item link, next to the tile for Discovery Sets.

2. Icreated a new Discovery Set for the Documents Center and Records Center sites, created
earlier in this chapter.

3. Provide a name for the Discovery Set.
4. Click the link to add and manage sources.

5. SharePoint displays a dialog to add new sources and manage existing sources (Figure 11-26).
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Figure 11-26. Add and manage Discovery Set sources

Note Discovery of SharePoint content requires the content to be indexed by search and permissions to view the
content. | cover search in Chapter 15.

6. Make sure that you have crawled the SharePoint sites with search.

7. Add the sources and click the icon on the right to validate each source.

8. Click the OK button.

9. Apply any filters, such as content by a particular author or for a date range.
10. Select to enable/disable in-place holds.

Note Enabling in-place hold means the content stays in the source location until someone modifies or deletes it,
in which case the held content moves to a secured location.
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11.  Click the Preview Results button.
12.  Click the SharePoint tab on the dialog.

13.  SharePoint shows a summary of sites, lists, libraries, list/document items (Figure 11-27).
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Figure 11-27. Summary of the discovered content

14.  Click the Close button on the dialog.

15.  Click the Save button on the Discovery Set page.

16.  SharePoint is now busy discovering content, using the sources you provided.

17.  Click the In-place Holds link (top-right tile) to see a summary of the holds status.
18.  While the status shows “processing” SharePoint is applying holds to the content.

19. Once the discovery and holds process completes, the status of the in-place holds shows
like that in Figure 11-28 (at least for my configuration).
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In-Place Hold Status
0 Cannot Hold

0 Not On Hold

0 Processing

0 On hold with filter

2 On Hold

0 Failed

Figure 11-28. In-place holds summary

Note A timer job, called Discovery In-Place Hold Processing, runs hourly to process holds.

In my example, I have created discovery of two SharePoint site collections and applied holds to them. I enabled
in-place hold so that any changes to content do not affect the original discovered content. If I were to change content
in either of the site collections, defined in Discovery Sets, SharePoint would move the original content to a secured
location in the site collection. Now that there is some held content, I shall demonstrate how to query this content,
which is typically the role of the legal team, as part of their content reviewing tasks.

Querying Held Content

In the previous section, you created a new Discovery Case, defined a Discovery Set within the case, and successfully
held SharePoint sources (defined within the Discovery Set). As part of their job, the legal team must present reports

of discovered content and export the content for review. The following steps demonstrate how to accomplish these
tasks:

1. Navigate to the e-Discovery Center Case subsite.
2. Click the new item link next to the Queries tile.

3. SharePoint displays a page to create a query (Figure 11-29).
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I e-Discovery Test - Windows Internet Explorer

DOCUMENTS AND RECORDS MANAGEMENT
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m Query: New Item

MName *

Query

Sources modify Que
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Exchange | SharePaint

File Extension
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Start Date: ind Date:

AuthorSender:

rganett
rgaett

System Account

rgarrett

Figure 11-29. Create a new query of held content
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12.
13.
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Provide a name for the query.

Enter the search query syntax in the query box.

Provide optional filters for date range and author.

Click the Search button, and SharePoint will indicate found data.

Click the SharePoint tab.

You may restrict results by file extension and additional properties.
When done, click the Save button to save the query.

At this point you may close the Query page, or begin the export process.
Click the Export button to create an export job.

SharePoint displays a page for the creation of a new export (Figure 11-30).
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G Export: New Item - Windows Internet Explorer N g .-lﬂ.lll
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Home

Export: New Item

Search This Site.. o

Discaovery Sets

Options
Quernes
=xport. Exports include an Name® | pages
Sources le.
Exports
[T Remove duplicate Exchange content
Documents g

Site Contents ights Management Services (RMS) protection and

»m Exchange data

documents

I” Include items that are encrypted or have an unrecognized

format

Estimated Total

le versions or

tal export size 92.54 KB

Queries

Name Query

Pages

oK Cancel

Figure 11-30. Export held content

14. Decide on any of the options to include version information, remove rights management
protection, include encrypted content, and remove duplicates, etc.

15.  Click the OK button.

16. SharePoint displays a page, where you may download the content (Results) and a report of
the queried content (Report). (Figure 11-31).
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.G Export: Download - Windows Internet Explorer ‘Jﬂlﬂ
ey I,. hittp: [/sp2013/edc/myTest/ pﬂ 43l % S e
R B B - a#a Job Definitions Zis Export: Download X it S8 58

Ele Edt \lew Favorites Jooks Help

X Find: | Indexing Errors - Items” Previous MNext | 7 Optons - |

SharePoint Mewsfeed SkyDrive Sites JEIVETITIVESENE o SR N - - ]

Q SHARE ff FOuOw O

m Home Search This Site... o
Export: Download

Discovery Sets Export Download
Queries Would you like download all of the search results now, a report with a list of the search results, or close and download later?
Sources
Download Results Download Report Close
Exports
Documents

Site Contents

Figure 11-31. Download results and reports for held content

17.  Click the button to Download Results.

18.  Specify a folder on disk to save the exported content.

19. Click the button to Download Report.

20. Specify a folder on disk to save Excel reports of the exportable content.
21.  When finished, click the Close button.

22. The discovered, held, and exported content is now on your disk—in a folder you
designated.

23. You also have a report of discovered, held, and exported content.
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Closing a Case

When the legal team has completed their work, it is time to close the case. Case closure releases any holds on content
and marks the case subsite as closed. The following steps allow you to close the case:

1. Navigate to the e-Discovery Center Case subsite.
Click the gear icon for the site.
Click the Case Closure menu item.

SharePoint will display a brief message about undoing holds.

LA

Click the Close This Case button.

Records Retention

Records retention and deposition is the process of managing the life cycle of a document, from inception to
depreciation. Records retention is vitally important in some organizations that deal with sensitive information, which
they must ensure is current and that older versions are depreciated over a finite time.

The good news is that SharePoint provides records retention and deposition functionality at the very core of its
records management features. SharePoint considers every list item or document a record, once it has undergone
adoption of policy—policy that defines retention and deposition. In this section, my aim is to show you the core
functionality inherent in SharePoint for records management.

In an earlier section, we created a Records Center site collection. For the purpose of this section, I shall continue
use of this Records Center in my demonstration steps. To begin, I will review records retention for SharePoint sites,
which is new in SharePoint 2013.

Sites Records Retention

New in SharePoint 2013 is records retention for site. SharePoint 2010 supported records retention at the list/library
and content type level. Now, site owners may apply similar policies to the life cycle of their sites within SharePoint.
I shall demonstrate this functionality with a new subsite within the Records Center, which you can create now by
following these steps.

1. Navigate to the Records Center site collection.
Click the Site Contents link in the left navigation.
Scroll to the bottom of the page.

Click the New Subsite link.

Give the subsite a name, description, and URL.

o o &~ w b

Choose a site template; for demonstration, I chose the blank site template.
7. Click the Create button to create the subsite.

With your new subsite created, you can now define a retention policy, which you configure at the site collection
level. You may define multiple different retention policies for different sites, but they all reside at the site collection level.

1. Navigate to the Records Center top level site (root of the site collection).
Click the gear icons.

Select the Site Settings menu item.

Eal A

Click the link for Site Policies, under the Site Collection Administration heading.
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5. Click the Create button to create a new site policy.

6. SharePoint shows a page like that in Figure 11-32.

JE New Site Pobicy - Windows Internet

G &I % Lz hto:/jsp2013/ms/ |

fle Edt \Vew Favorites Jools Help

SharePoint i Sl garett- £ 2?7 @

I sHARE 7y Fouow O

Home  Test search This Site... P

Site Policies » New Site Policy o

Libraries Name and Description
. Name:
Recent The name and desc when users
classify sites under te o .
rd Li
Record tvay Description:

Drop Off Library

Site Contents

Site Closure and Deletion
s under this policy are Do not close or delete site automatically,

automatically,

You can configure hov

C Delete sites automatically.
When a site is closed, it is trimmed from places that

aggregate open sity e members such as € Close and delete sites automatically.

C Run a workflow automatically to manage site closure, then delete them automatically.

Site Collection Closure
When a site collect ™ The site collection will be read only when it is closed.
t to become read only. Visitors w CeTvVe 3

ion that the site collection is closed and in

read only maode.

O Cance’

Figure 11-32. New Site Policy

7.  Give the policy a name and description.

8. Choose the site closure policy type (see Table 11-4).
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Policy

Description

Do not close or
delete site automatically

Delete site automatically

Close and delete
sites automatically

Run a workflow automatically
to manage site closure

Default option—the policy ensures that a site is never deleted automatically and
only site owners and administrators may delete the site manually.

Provide a time after site created or closed that SharePoint deletes a site, define
times when site owners receive notifications and how many times they may
postpone deletion.

Provide a time when SharePoint should close a site, and when SharePoint should
delete a site, define times when site owners receive notifications and how many
times they may postpone deletion.

Run a workflow at a time after site creation and optionally repeat the workflow
until the site closes. Provide a time after closure that SharePoint deletes the site,
and define times when site owners receive notifications and how many times they
may postpone deletion.

Note You may optionally make a site collection read-only when closed via site policy, by checking the check box on

the Site Policy creation page.

9. Once you have defined site policies for sites, navigate to the subsite you created earlier.

10. Click the gear icon, then select site settings from the menu.

11.  Click the link for site closure and deletion, under the Site Administration heading.

12.  Choose the site policy for this subsite (Figure 11-33).
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/£ site Cosure and Deletion - Windows Internet Explorer ) =10 x|
g:'hi; tto jsp2013)me/ layeuts/ 157+ O T 42| X | 52 ste Closure and Deletion xl I ) 2.7 3
Ble Edt View Favorites Jooks Help _
SharePoint Newsfeed SkyDrive Sites EEEUPTISSEEE o ST -}
Qsare 7 Fouow O
Home  Test Search This Site... £
Site Settings » Site Closure and Deletion o
branies Site Closure
ecent
Site Deletion
This site will be deleted on: Never
Site Policy
N site Policy =]
This site will not be automatically closed or deleted.
oK Cance:
4] |

Figure 11-33. Apply site policy to a site

13.  You may use this page to close the site now, assuming you assign a policy.

Note Users may continue to access closed sites in read-only mode.

Content Type Retention Policy

Content types provide good portability in a site collection. A site content type defines an entity—list item or
document—in a site collection to which the content type belongs. Applying retention policy to a content type instructs
SharePoint to apply the policy to all list items or documents that use the content type. In the same way that content
types provide abstraction of metadata (site columns), they also provide abstraction and portability of policy. This is
because the policy is not restricted to one specific list item, document, or containing list.

In this section, I shall demonstrate the steps involved in creating a new retention policy and applying it to
a document content type. As previously, start by using the Records Center.

1. Navigate to the Records Center site collection.

2. Click the settings gear icon.
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Select the Site Settings menu item.
Click the Site Content Types link under Galleries.
Click the content type name to add a retention schedule; I chose the Document content type.

Click the Information Management Policy Settings link.

3.
4,
5.
6.
7.

/5 Edit Policy - Windows Internet Explorer

Check the Enable Retention check box (wait for the page to post back). (See Figure 11-34.)

Mewsfeed SkyDrive Sites

Name and Administ
¥ MName:

Administrative Description:

Policy Statement
1 ol 5 Policy Statement:

Retention
: ¥ Enable Retention

MNon-Records
Specify how to manage retention on items that have not been declared records:
Items will not expire until a stage is added.
Add a retention stage...
» Note: You can specify a different policy that applies once an item has been declared a —

= record.

Records

Specify how to manage retention on records:

@& Use the same retention policy as non-records
€ Define different retention stages for records:

Auditing
™ Enable Auditing

Figure 11-34. Add retention policy to a content type

I am sure that you have already gathered that content type retention policies apply to records and non-records.
Non-records are essentially list items or documents that a user has not converted to a record. Why allow different
retention policies for non-records and records? Content owners may wish to treat non-records differently from
records. For example, a content owner may decide that records undergo more stringent retention policy than that
of non-records, and content owners define documents as records when they require special consideration. In my
example, I shall define different retention policies for records and non-records, as follows:

8. Click the link to add a retention stage for non-records.
9. SharePoint displays a dialog, like that in Figure 11-35.
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'g Stage properties -- Webpage Dialog ‘EI

o Specify the event that activates this stage and an action that
should occur once the stage is activated.

Event

Specify what causes the stage to activate:
€ This stage is based off a date property on the item

Time Period: [ =] + | |years |

An expiration schedule set on the Document or Item content type
cannot be based off of a system generated property such as Date
Created or Date Modified. To use a system generated property,
create a new content type that is derived from the Document or
Item content types

€ Set by a custom retention formula installed on this server:

Action

When this stage is triggered, perform the following action:
|Move to Recycle Bin ﬂ
This action will move the item to the site collection recycle bin.

Recurrence

This stage will execute once according to the event defined above.
Use recurrence to force the stage to repeat its action.
[T Repeat this stage's action until the next stage is activated

After the stage is first triggered, the stage’s action will

recur forever until the next stage is triggered.

Recurrence period: | |>‘Eaf5 ;]

nsel A o ||

Figure 11-35. Add a retention stage for a system content type

10. SharePoint has indicated that you should use a derived content type for stage based on

date time, so do that.

11. Icreated a new content type, called Statement of Work, which derives from the Document

content type.

12. Following the previous steps to add retention policy to the new Statement of Work content

type, I now see the dialog in Figure 11-35, without the warning.
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13. Choose a time after the non-record is created, to execute the policy.

14. Choose an action, as shown in Figure 11-36.

g Stage properties -- Webpage Dialog _)g

o) Specify the event that activates this stage and an action that
' should occur once the stage is activated.

Event

Specify what causes the stage to activate:
@ This stage is based off a date property on the item

Time Period: | Created =+ |years x|
€ Set by a custom retention formula installed on this server:

Action

When this stage is triggered, perform the following action:
IMove to Recycle Bin >

i Move to Recycle Bin
Permanently Delete

ReTransfer to another location
Start a workflow

_|Skip to next stage , : .
THDeclare record rccording to the event defined above.

U4 Delete previous drafts tage to repeat its action.
Delete all previous versions __luntil the next stage is activated
After the stage is first triggered, the stage's action will
recur forever until the next stage is triggered. —
Recurrence period: | lvears ¥l =

I to the site collection recycle bin.

ﬂh’l LA | l

Figure 11-36. Add a retention stage for non-system content type

15.  Click the OK button to save the retention stage.

Note You may only set a custom retention formula from custom code.

16.  You should be back at the Information Policy Settings page (Figure 11-34).

17.  Choose the radio button to define a different retention stage for a record.
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Repeat the earlier steps, listed previously, to create a new retention stage, only this time
for records.

Click OK.

I think a quick recap is in order. . . You created a new content type, derived from a document and applied
retention policy to the content type as a non-record and also applied retention policy to the content type as a record.
Now, let us see the policy in action. Follow the next steps to add the content type to an existing document library and
to see the different retention policies when a document converts to a record.

1.

© ®© ©® N 9 g &~ w0 N

—_

422

Navigate to any documents library in the site collection (I created a new documents library
in the root of the Records Center).

Navigate to the Library Settings page.

Make sure the library allows management of content types (advanced settings).
Click the link to add new content types from existing.

Add the Statement of Work content type you created earlier.

Upload a new file to the document library and classify it as a Statement of Work.
Click the ellipses for the newly uploaded document.

Click the ellipses on the popup list item settings.

Select the Compliance Details menu item.

You should see a dialog like that in Figure 11-37.

4] comphiance Details - Test -- Webpage Dialog i x|
| Use this dialog to determine what retention stage an item is in. You can also take action to
~  keep this item in compliance with organizational policy.

Retention Stages (acquired from content type)

Event Action Recurrence Scheduled occurrence date
Created + 1 years Declare record No 9/10/2013

Name Test.tut

Content Type Statement of Work

Folder Path Documents

Exemption Status Not Exempt

Exempt from pnliry:

Hold Status Not on hold

Add/Remove from hold

Record Status Mot a record
You cannot declarefundeclare item as a record.

Audit Log Generate audit log report

Close

Figure 11-37. Compliance details for a document
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11.  Notice the policy details at the top of the dialog.
12. Next convert the document to a record.

13. Close the dialog, shown in Figure 11-37.

14. Navigate to the Document Library Settings page.
15.  Click the link for records declaration settings.

16. By default, my Records Center does not allow manual declaration of records, so I set this
option for the document library.

17. Navigate back to the All Documents view of the library.
18.  Select the earlier uploaded document.

19. Click the Files tab on the ribbon.

20. Click the icon to declare the document as a record.

21.  Accept the warning message.

22. Follow the earlier steps to view the compliance details of what is now a record.

List Item Retention Policies

List retention policies follow closely those of content type retention policies. Because list retention policies bind to
a specific list instance, they are not portable, like content type policies. However, list policies can override content
type policies, which you may desire in cases where the overarching policy defined by a site collection is not what you
intend for a given list.

The following steps detail how to apply retention policies to items within a list. I will not provide too many steps,
as many of the steps are similar to those taken when creating content type retention policies.

1. Navigate to any document library or list in the site (I chose a document library for this
example).

Navigate to the List/Library Settings page.
Click the link for information management policy settings.

Click the link to change the source from adhering to content type policy.

LA

Add retention stages for all items in the list (see the steps in the section “Content Type
Retention Policy”).

In-Place Records Management

SharePoint includes the ability to define documents as records in regular document libraries. Prior to SharePoint
2010, you had to move documents to a Records Center with a records library to use records retention and policies
(different from those defined for documents). SharePoint now allows for “in-place records management” for
document libraries and lists, with configuration starting at the site collection level.

1. Navigate to the root of any site collection.
Click the gear icon and select the Site Settings menu item.

Click the Site Collection Features link, under the Site Collection Administration heading.

> L n

Ensure that the In-Place Records Management feature is activated.
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5. Navigate back to the Site Settings page.
6. Click the Record Declaration Settings link, under the Site Collection Administration heading.

7. SharePoint presents a page to configure in-place records management (Figure 11-38).

=10f x|
i 0. €23

(He Edt Vew Favorites Jook Help
SharePoint Newsfeed SkyDrive Sites EEEUPTISSEEE o ST -}
Qsare 7 Fouow 1o

KTl Reocord Declaration Settings o s

Libraries Record Restrictions
. € No Additional Restrictions
Recent Records are no more restricted than non-records,
Documents & Block Delete

Records can be edited but not deleted.
© Block Edit and Delete

Records cannot be edited or deleted. Any changes will require the record declaration to
Site Contents be revoked.

Record Library

Drop Off Library

Manual record declaration in lists and libraries should be:

C available in all locations by default
& Mot available in all locations by default

Declaration Roles
The declaration of records can be performed by:

& all list contributors and administrators
C Only list administrators

€ Only policy actions

Undeclaring a record can be performed by:
© Al list contributors and administrators

& Only list administrators
c Only policy actions

oK Carwe

Figure 11-38. Records Declarations Settings

8. The page, shown in Figure 11-38, defines settings for the edit/delete restrictions once a
document becomes a record, whether in-place records management is available
globally in the site collection, and which user roles may turn a document into a record
and back again.

9. Navigate to any document library in the site collection.
10. Navigate to the Library Settings page.
11.  Click the Record Declaration Settings link.

12. Inthe next page, you may override the setting at that site collection level to enable/disable
in-place records management. You may also check the setting so that all documents added
to the library become records.
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13. Enable manual declaration of records for the document library.
14. Navigate to the default view page of the document library.
15.  Select one or many documents in the view, and then click the Files tab on the ribbon.

16. Check out the document, and then click the Declare Record icon on the ribbon.

Auditing

SharePoint provides basic auditing for events in a list or document library. Similar to the way you configured barcodes
in a document library, a list owner may configure auditing at the content type level, as follows:

1. Navigate to the root of the site collection.

Click the gear icon, and select the Site Settings menu.

Select the link for site content types, under Web Designer Galleries.
Choose a non-system content type (Document, Item, etc.).

Click the Information Management Policy Settings link.

Scroll to the auditing section.

Check the check box to allow auditing.

Select your choice from the available events to audit.

Click OK to save the audit settings.

© ®© © N 9 g w0 N

—_

To view audit reports, navigate to the site collection Site Settings page.

—_
—ry

Click the Audit Log Reports link.

—
N

In addition to auditing at the content type level (or list), you can track auditing events
across the site collection.

13.  From the Site Collection Settings page, click the link for site collection audit settings.

Summary

In this chapter, I described the various features for document management within SharePoint. I demonstrated
how some of these features allow your users to organize their document content better—often the lifeblood of any
organization that processes information.

Among the interesting areas of records management I covered were information management policy, the
Records Center, holds and e-Discovery, and auditing. Records management is all about maintaining the life cycle of
documents and data in SharePoint in adherence with organization or business policies.

New to SharePoint 2013 is the e-Discovery Center site template and features for better management of holds and
discovery, allowing legal teams to place holds on content for review. Also new to SharePoint 2013 are site retention
policies, which you spent some time exploring.

In Chapter 12, I shall introduce business intelligence features within SharePoint 2013—stay tuned.
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Business Intelligence

Business intelligence (BI) is big news for business. Thanks to information storage systems, like SharePoint,
information storage and sharing is ubiquitous across many business verticals. What use is this data if we cannot make
sense of it in meaningful and useful ways to grow business?

Business intelligence is all about allowing organizations to make intelligent business decisions based on collected
data. The subject of business intelligence is vast, and you probably will not be surprised to hear that whole books
exist on it. SharePoint contains many new business intelligence offerings, including integrated PerformancePoint
Services, which used to exist as a stand-alone Microsoft product (until SharePoint 2010). Although you will not find
much information about the implementation of business intelligence concepts or the use of OLAP cubes and data
warehouses in this book, you can expect to read about configuration of SharePoint 2013 to support implementation
of business intelligence practice. Microsoft introduced a number of great business intelligence features in SharePoint
2010, and SharePoint 2013 improves on the business intelligence feature set with new capabilities, which I will
describe in this chapter.

In this chapter, you will take a journey of discovery, installing PerformancePoint Services, Visio Services, and
Excel Services. I will also touch on Business Connectivity Services (the successor to the Business Data Catalog in
SharePoint 2007), which I cover in detail in Chapter 13.

Before diving in to business intelligence, I want to point out that most if not all the business intelligence features
in SharePoint 2013 require an Enterprise license, although in some cases, you can get away with Standard. If you are
using a Foundation version of SharePoint 2013, many of the steps and examples in this chapter will not work.

Business Intelligence Features in SharePoint

A large part of business intelligence is about rendering dashboards from existing data. Data may exist in SharePoint,
or not; it really should not matter to the end business users. Microsoft has ensured that the business intelligence
features of SharePoint are salable, modular—in that you can choose which features to use—and able to integrate with
other features of the platform, such as search.

At the core, SharePoint includes the following business intelligence features, each of which I shall review in detail
in this chapter.

e PerformancePoint Services and the Dashboard Designer: PerformancePoint Services is
about providing data analysts and business experts with dashboards of real-time data, hosted
within pages of SharePoint. With PerformancePoint Services and Business Connectivity
Services, users can hook up their Online Analytical Processing (OLAP) cube and Online
Transaction Processing (OLTP) table data to dashboards that allow users to drill down into
data and explore axes. The Dashboard Designer is a stand-alone application that installs into
Windows and provides the mechanism of implementing rich dashboard technology, which
SharePoint can then host for data reviewers.
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e Business Connectivity Services: Business Connectivity Services replaces the Business Data
Catalog of SharePoint Server 2007 and provides sophisticated integration of external data.
Business Data Catalog integrated external data via Web Parts, which provided limited control
of the view of the data. By contrast, Business Connectivity Services integrates external data via
external content types and presents external data to users just as if they were looking at regular
list data. Business Connectivity Services provides bidirectional data exchange and can update
the external source data as well as aggregate. This is a large improvement over Business Data
Catalog, which did not provide updating and could only aggregate external data.

e  Visio Services: Visio diagrams need no longer remain static and can show real-time data live.
The power of Visio Services provides this capability, and the best part is you do not need to
install Visio on client machines for your users to take advantage of the rich diagrams Visio may
provide.

e  Excel Services: SharePoint provides hosted Excel data, complete with graphing capabilities,
without requiring users to deploy the Excel Office application. SharePoint includes
PowerPivot, so you may take advantage of the Excel web application in SharePoint to render
multiple-axis data contained in OLAP cubes.

¢  Reporting Services: SharePoint makes the inclusion of SQL Server Reporting Services in the
platform simpler. Reporting Web Parts allow users to surface report data on SharePoint pages,
and the Report Builder facilitates creation of complex reports with data stored in SQL Server.

e Secure Store Services: Although Secure Store Services is not directly about business
intelligence, the replacement of the Single-Sign-On Service (SSO) in SharePoint 2007 allows
integration of multiple channels of data, handling multiple authentication methods. The
Secure Store Service is claims authentication-aware. It is a critical element of the business
intelligence offering in SharePoint and is required in most cases.

New to SharePoint 2013

As with many other areas in SharePoint, Microsoft did not leave out business intelligence when applying
enhancement to the platform.

Excel Services

Microsoft introduced Excel Services to SharePoint 2007 and gave site owners the capability to host Excel data within
their SharePoint sites, without users needing Excel installed. SharePoint 2010 enhanced Excel Services with the
introduction of PowerPivot and the ability to create engaging views of data in Excel that ported to Excel Services in
SharePoint. SharePoint 2013 includes the following Excel Services enhancements:

e  Better data analysis with PowerPivot and SQL Analysis; drill down navigation enhancements
e  Use of timeline controls, similar to Excel Client

e  Ability to designate SQL Analysis Servers for analytics in Excel Services

e  Streamlined look to the Business Intelligence Center

e  Support for calculated measures and members
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PerformancePoint Services

PerformancePoint Services is the heart of business intelligence in SharePoint. PerformancePoint Services provides
interactive dashboard and Key Performance Indicator presentation from live data. Prior to SharePoint 2010,
PerformancePoint existed as a separate server product. SharePoint 2013 now includes the following enhancements:

e Dashboards have a level A portability—administrators can copy whole dashboards to other
users, sites, or site collections. Administrators may also copy dashboards using PowerShell
scripts.

e  PerformancePoint Services Ul is cleaner and allows easier searching of data filters; the BI
Center is cleaner and crisper, making the process of dashboard creation easier.

e No need for complicated Kerberos delegation between PerformancePoint Services and SQL
Server Analysis services with the support of Analysis Services Effective User.

e PerformancePoint Services now renders on iPad and Safari browsers.

Visio Services

Also introduced in SharePoint 2010, Visio Services provides the ability to view live Visio data in the browser, and users
no longer require Visio installed to view diagrams. Visio Services integrates with Workflow to provide a graphical view
of workflow design. SharePoint 2013 introduces the following enhancements to Visio Services:

e  Administrators can now change the maximum cache size in Central Administration.

The Health Analyzer reflects usage and adherence to the maximum cache size.
e  Provides updated PowerShell Cmdlets.
e  Users can annotate hosted Visio diagrams with comments.

In reviewing the preceding enhancements to business intelligence components in SharePoint 2013, you can
see that the improvements are less significant than those Microsoft introduced with SharePoint 2010. Therefore,
this chapter will provide details about business intelligence that are common to both SharePoint 2010 and
SharePoint 2013. However, all of my examples are those tested under SharePoint 2013.

The Secure Store Service

The Secure Store Service is not specifically a business intelligence component but is integral to the operation of other
BI services in the SharePoint farm. The Secure Store retains credentials of external systems, such that other services
can call out to these external systems for data. Since business intelligence is all about the aggregation and analysis of
data, it makes sense that you need the Secure Store Service to maintain credentials to these services.

The Secure Store Service replaces the Single-Sign-On Service from SharePoint 2007 and, of course, includes
many enhancements since the early SSO offering. The Secure Store is not just about providing Single-Sign-On, as
intended by the previous service, which suggests the name change to Secure Store. All data in the Secure Store is, well,
secure and maintained by an encryption key. In the series of steps that follow, I shall demonstrate how to create a new
instance of the Secure Store Service in SharePoint 2013, and how to configure it, before I cover the first of the business
intelligence components—PerformancePoint Services.

1. Open Central Administration.
2. Click the link to manage service applications, under the Application Management heading.

3. Checkto see if the Secure Store Service is already installed.
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4,
5.

Click the New button on the ribbon and select the Secure Store Service from the menu.

SharePoint displays a dialog, like that in Figure 12-1.

: : - x
Create New Secure Store Service Application
Name =
Service Application Name
Enter the name of the Secure |
Store Service Application.
The name entered here will
be used in the list of Service
Applications displayed in the
Manage Service Applications
page.
Database
Use of the default database Database Server
server and database name is SP2013
|'ec:3'n|:15|1ded for most Database Name
cases. Refer to the
administrator's guide for Secure_Store_Service_DB_ec7a8e29-0059-464b
advanced ari vhere o
specifying database Database authentication
information is required . o
& windows authentication (recommended)
Use: of Windows € 5QL authentication
tion is strongly |
= Account
recommended. To use SQL
autheni n, specify the
credentials which will be Password
Failover Server
" ) Failover Database Server
You can choose to associate
a database with a specific
failover server that is used in
conjuction with SQL Server
database mirroring
Application Pool
I . N
the Application Paol Use existing application pool | j

Figure 12-1. Create a new Secure Store Service

Give the service a name, such as Secure Store Service.

Ilike to give the database a more meaningful name.

Create a new application pool for the service application.

Decide if you want audit enabled (recommended) and the duration for each purge cycle.
Click the OK button.

Wait a few minutes for SharePoint to provision a new Secure Store Service Application.
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Now that you have created a new Secure Store Service, it is time to configure it. SharePoint should have returned
you to the list of service applications, and the Secure Store Service should now be in the list. If not, navigate to this
page and find the Secure Store Service.

1. Click the Secure Store Service and then click the Manage button on the ribbon.

2.  Youshould see a message about creating a new key before creating a Secure Store Target
Application.

3. Click the icon on the ribbon to generate a new key.
4. Provide a passphrase and verification—keep this passphrase safe.

5. Click the OK button to generate the key.

Note Keep arecord of the Secure Store Service passphrase in a secure place, as you may need it later to reconfigure
the service.

This is the only configuration of the Secure Store Service you need for the moment. In the next section of this
chapter, I will review the configuration of PerformancePoint Services, which will create a new target application in the
Secure Store. Target applications are references in the Secure Store that allow said applications to use credentials in
the Secure Store.

PerformancePoint Services

PerformancePoint Services replaces PerformancePoint Server, which used to exist as a stand-alone server application.
PerformancePoint Services integrates within SharePoint as a shared service application. PerformancePoint Services
works with the Dashboard Designer (more on this later) to execute business intelligence dashboards within
SharePoint sites. Before getting into the specific uses of PerformancePoint Services, I shall demonstrate installation

in the following steps:

1. Open Central Administration.

2. Click the link to manage service applications.

@

Scroll down the list and make sure that you do not already have PerformancePoint
Services installed.

Make sure the Secure Store Service is configured and operational (see previous section).
Click the New icon from the ribbon.

Select PerformancePoint Service Application.

N o o &

Give the new service application a name, such as PerformancePoint Services, and choose
whether to include the proxy in the farm default list (meaning the PerformancePoint
Services application is available to all new web applications).

8. Ilike to give the database a meaningful name.
9. Create an new application pool for the PerformancePoint Services application.

10. Click the OK button and wait for SharePoint to create the application.

431

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 12 © BUSINESS INTELLIGENCE
Assuming you ran into no issues with creating a new PerformancePoint Services application, you will now
configure the service application to work with the Secure Store Service.

11.  Select the PerformancePoint Services application in the list of managed service
applications.

12.  Click the Manage icon on the ribbon to enter configuration.

13. SharePoint displays a page like that in Figure 12-2.

/£ Manage PerformancePoint Services: PerformancePoint Service Application - Windows Internet Explorer I [=[3]

@—\:' Jeiz nito:/jsp013:2013/_acmin O] 42| %] | 122 Manage Performancepoints.. % {0 %g te

Fle Edit View Favorites Took Help

SharePoint Newsfeed  skyDri RobGarrett - £ 2 @

{YsHARE 1O

Manage PerformancePoint Services: PerformancePoint

PerformancePaint Service Application Settings
Configure settings such as cache durations, filter behavior, and guery time-out.

Central Administration

Application

N Truste o
Management L Trusted Data Source Locations

U Define SharePoint locations to store data sources.

System Settings ™5 Trusted Content Locations
itoring <l Define SharePoint locations to store content such as dashboards and scorecards.
Monitoring

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps

Configuration Wizards

4 | |

Figure 12-2. Configure PerformancePoint Services

14.  Click the link for PerformancePoint Services application settings.

15. Provide the credentials of the Unattended Service Account—PerformancePoint Services
will use this account when collecting data from external services.

16. The settings page has a number of configuration options for PerformancePoint Services;
for now, leave them all as default.

17. Click the OK button.
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18. Navigate back to the managed service applications list.
19. Select the Secure Store Service application, followed by a click of the Manage button.

20. Youshould see a new target application ID for the PerformancePoint Services application.

Creating a New Business Intelligence Center

So far, we have installed and configured a new Secure Store Service and PerformancePoint Service application.
Similar to the other enterprise features of SharePoint, SharePoint 2013 includes a dedicated Business Intelligence
Center site collection template. This template includes all of the necessary features for business intelligence work.
There is nothing stopping you from enabling the business intelligence features in other site collection types, but the
Business Intelligence Center provides a one-stop shop for all business intelligence work in a single site collection.

The following steps demonstrate how to create a new business intelligence site collection, using Central
Administration:

1. Open Central Administration.
2. Click the link to create a new site collection, under the Application Management heading.

3. Select the web application to host the new site collection (see Chapter 2 for creating new
web applications).

4.  Give the new site collection a name (such as Business Intelligence Center), a description,
and a URL.

5. Ichose to host my Business Intelligence Center under an explicit managed path.

6. Inthe template section, click the Enterprise tab and select the Business Intelligence
Center.

Note If you do not see the Enterprise tab, ensure that you have the Enterprise license version of SharePoint 2013.

7. Provide usernames for the primary and secondary administrators.
8. Select the desired quota, then click the OK button.

9.  After SharePoint thinks for a moment, you should see a page with a link to the new
Business Intelligence Center.

10. Click the link to see the new Business Intelligence Center, which looks something like that
in Figure 12-3.
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/£ Home - Business Intelligence Center - Windows Internet Explorer o [
@S“ = Iﬁi http://sp2013/bic pj 2| % =44 Web Applications Management | =44 Home -Business Inteligence... X {n 57 3

Flle Edit WView Favorites Tools Help

SharePoint Newsfeed SkyDrive Sites [EETISNCETSSNE o SN T - -]

) SHARE 1y FoLOw O

m e

Business Intelligence Center

# EDIT LINKS Empower the people in your organization to gain insights with ease using familiar tools. Leam More
Site Contents )

® Explore and Analyze Data
Create powerful data mash-ups of millions of rows of data from various sources using PowerPivot.

il
® Design Interactive Reports
Create presentation-ready reports that tell a compelling story using Excel and Power View.
il
®  Share Dashboards
Publish dashboards that users can interact with using Excel Services.
4 | |

Figure 12-3. Business Intelligence Center

The new Business Intelligence Center in SharePoint 2013 has a cleaner look to it. The home page has very little
going for it, except for brief information about exploratory analysis of data, designing of interactive reports, and
sharing dashboards, but the site is the central hub for hosting PerformancePoint dashboards, Key Performance
Indicator lists, maintaining data connectors, etc. To get a hint about what the Business Intelligence Center is all about,
click the gear icon and select the menu option to view all site content.

Installing the Dashboard Designer

The Dashboard Designer is a Windows application that enables users to create sophisticated dashboards, which they
may then deploy to SharePoint. The Dashboard Designer and PerformancePoint Services work together to provide
real-time user interaction with data via the SharePoint web interface. Users who view dashboards, reports, scorecards,
and so on do not need the Dashboard Designer, just PerformancePoint Services installed to render first-class objects
(FCOs)(more on these shortly) in SharePoint. Only authors of these first-class objects need the Dashboard Designer.
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The Dashboard Designer is a click-once application, meaning you can click an icon in SharePoint to download,
install, and launch the application. The icon for launching the Dashboard Designer exists anywhere within SharePoint
2013 where a list includes the Web Part Page content type. This is an improvement over SharePoint 2010 in that you
can now launch the designer to add dashboard content in more than one location of a site collection, depending on
the use of the content type. The following steps demonstrate launching the Dashboard Designer for the Dashboards

list in the Business Intelligence Center:

1. Navigate to the Business Intelligence Center.
Click the gear icon, and then click the menu item to view site contents.
Click the new Dashboards library.

Click the PerformancePoint tab on the ribbon.

LA

Your page should resemble something like Figure 12-4.

,é Dashboards - All Items - Windows Internet Explorer -0 5[
{d g o3

@‘—j e Im hittp: //sp2013/bic/Dashboard: ﬁj S| i Web Applications Management | sfa Dashboards - All Ttems x -

Fle Edt Vew Favorites Tools Help

SharePoint Newsfeed SkyDrive Sites JGReENSISSNE o B 2NN -]
a

’_‘ ~

BROWSE = PERFORMANCEPOINT | FILES  LIBRARY {Jstare Jf Fouow D
T

[=1%) =

Dashboard Export Import
Designer Content Content

Create and Edit Export/Import Content

# EDIT LINKS @ new item or drag files here
Site Contents Alltems === Find a file 0
¥ Title Name Modified Madified By Keywords

There are no files in the view "All Items".

Figure 12-4. Dashboards library with the PerformancePoint tab

6. Click the Dashboard Designer icon to launch.
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Note If you have issues launching the Dashboard Designer, you can launch from the following URL:
http://site-collection/_layouts/PPSWebParts/DesignerRedirect.aspx

Once the Dashboard Designer installs and launches, you should see the application as in Figure 12-5. Now that
the Dashboard Designer is installed, I shall walk you through some real examples for creating dashboards and hosting
them in the Business Intelligence Center.

ﬂ =] ED Untitled - Dashboard Designer = x
' | Home | it Create 7]
# Cut 1 ‘m]Add Lists =T Properties X Delete | Compare Item ! I
y . o v =]
=5 Copy (i Remove 55 Permissians 2 Validate Item
Paste A Import
Ttems (£ Refresh Ti Rename {8 Mark Differences | Items
Clipboard Workspace Ttem Changes Import

Workspace Browser «“ SharePoint Workspace |

[# untitledworkspace )
B Data Connections

[ PerformancePoint Content Name

| Type | Description | Person Respons... | Modified | Modified By

MNo items found.

User: Rob Garrett Connected to: http:/fsp2013/bic

Figure 12-5. PerformancePoint Dashboard Designer

First-Class Objects

PerformancePoint Services (PPS) and SharePoint 2013 use first-class objects to render business intelligence
information. You will see FCOs in action shortly, when you create a dashboard for PerformancePoint Services.
Table 12-1 lists the available first-class objects and their purpose.
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Table 12-1. First-Class Objects

FCO Description

Reports PerformancePoint Services provides various charts to summarize data visually. These are known
as reports and include Excel Services, SQL Server Reporting Reports, Analytic Chart and Grid, and
Strategy Map, among others.

KPI Key Performance Indicator: Provides a status against a known metric and typically displays
value based on certain thresholds. Red/Amber/Green indicators are one example of the visual
representation of a KPI.

Scorecard Collection of KPIs on a dashboard, used for tracking status and comparing multiple performance
indicators.
Filter Provides a limited view of a dashboard, as the display is filtered, similar to the way you filter data in

Excel by column filters.

Indicator The visual representation of a KPI, such as the Red/Amber/Green light—the indicator is what
displays based on the value of the KPI.

Dashboard  The actual display of reports, scorecards, and KPIs in SharePoint to provide a business intelligence
view of data.

Data Source The source that PPS uses to pull in data for dashboards, reports, KPIs.
Examples of data sources include SharePoint lists, Excel Services, SQL Server tables, and OLAP cubes.

Creating a SSAS Database

The business intelligence examples in the following sections of this chapter use a sample OLAP database, hosted by
SQL Server Analysis Services (SSAS). I use the Adventure Works sample data warehouse on Codeplex to create my
OLAP cubes. To proceed through this section, ensure that you have both SQL Server Analysis Services installed for
your version of SQL Server (2008R2 or 2012) and Visual Studio Business Intelligence Studio.

Note Download the Adventure Works DW database for your version of SQL Server at the following location:
http://msftdbprodsamples.codeplex.com/.

1. Attach the Adventure Works DW database, using SQL Server Management Studio.

2.  Download the Adventure Works sample SSAS project from
http://msftdbprodsamples.codeplex.com/releases/view/88252.

3. Open the sample SSAS project in Visual Studio Business Intelligence Studio.

4. From the solution explorer, double-click the Adventure Works DS and point the data
source to the data warehouse (DW) database you attached to your SQL Server.

5. Edit the project settings and change the SQL Server and SSAS database under
deployment—this is the new SSAS database created when you build and deploy the project.

6. Build the project and deploy it.

7. Inthe solution explorer, right-click one of the cubes and select the menu item to browse
the cube.

8. An example of cube browsing is shown in Figure 12-6.
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Figure 12-6. Browse OLAP Cube in VS BI Studio

Creating a Simple Business Intelligence Dashboard

Although the primary focus of this book is administration, I would be doing you a disservice if I did not demonstrate
how easy it is to create a simple dashboard in SharePoint, using PerformancePoint Services and the Dashboard
Designer. Dashboards can often get quite complicated, and since there is no end to the shapes and forms that data
may take, the same applies to that of data reporting and dashboards.

Ishould clarify that my goal in this section and those following is not to turn you into a professional data
analyst by diving deep into the topic of OLAP and OLTP but simply to show you the power of SharePoint and
PerformancePoint Services. The details that follow will show you how to demonstrate dashboard capabilities to
business users in your organization and how to manage the administration of PerformancePoint Services.

Creating the Data Source

PerformancePoint Services maintains data connections to data used for dashboards. You can see a list of these
data connections in the data connections library in the Business Intelligence Center. Begin by creating a new data
connection to the Adventure Works OLAP database you created previously.

1. Open the Dashboard Designer, following the steps in the previous section.
. Right-click the Data Connections node in the left pane.

Select the menu option to create a new data connection.

> W

The Dashboard Designer shows a dialog of data connection types (Figure 12-7).
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Select a Data Source Template x|

— Category: — Template:

Em Muttidimensional [ﬁ L-.E L-if? L-fﬁ

- Tabular List Analysis  Ewcel Services Import From  SharePoint List
Services Excel Wo. .

8

SQL Server
Table

=
Analysis Services Data Source
Create a data source that connects to cube data in
Microsoft SQL Server Analysis Services.

=

Figure 12-7. New data source in the Dashboard Designer

My example uses Analysis Services, so select this in the template section.
Click the OK button.

Give the new connection a name.

o N o o

Provide the name of your SQL Server Analysis Service (typically the same as your SQL
Database Server).

©

Select the new OLAP database in the drop-down.

10. Select the cube; I chose the Adventure Works cube.

Note If you do not see your OLAP database in the drop-down, the unattended service account for PerformancePoint
has no access, or you have not created a SSAS database correctly.

11.  Click the Test Data Source button to make sure the connection is good.

12. Now isa good time to save the designer workspace project. Click the Save icon from the
top bar to save the workspace to disk.
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Creating a Scorecard

Now that you have a data connection established, I shall demonstrate how to create a scorecard from the cube data,
using this connection. Your scorecard will indicate Internet sales orders and sales quantity, using the data from the
cube. The scorecard in SharePoint will render Key Performance Indicators (KPIs), such that you can see how well you
are doing with your Internet sales.

1. Return to the Dashboard Designer, having created the connection in the previous section.
Right-click the PerformancePoint content node in the left pane.
Select the option to create a new scorecard from the menus.

Choose the Analysis Services template, and leave the check box checked to use the wizard.

A

The wizard launches, like that in Figure 12-8.

Create an Analysis Services Scorecard x|

Select a data source
+-i;-\_,
j Select a data source to use for the scorecard.

B TR P—

Select a KPI source

E:;; Toggle View | E Expand Al $= Collapse All |£] Refresh
Select KPIs to import b

Modified ‘

Modified
By

Person

Description Responsibl

Add measure filters MName | Type
Add member columns = B8 Data Connec... Library

Select KPI Location [_J SP2013 Analysis... 9/30/20... Rob Gar...

Create scorecard

< Previous

Next = I Finish Cancel

Figure 12-8. Create scorecard wizard

6. Select the relevant data source from those listed in the SharePoint tab, and click the
Next button.

7. Leave the radio button selection to create KPIs from SSAS measures, and click Next.
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You are now ready to choose your KPI measures; click the button to add a KPI.

Add the Internet Sales Amount with the band method as Increasing Is Better.

Repeat adding KP1I for Internet Order Quantity.

Click the Next button.

Skip the filters page, unless you wish to filter some values, by clicking Next.

Skip adding column members (did I say this was a simple example?) by clicking Next.

Leave the drop-down option to create KPIs in PerformancePoint content, then click the
Finish button.

The wizard completes, and you should now see the scoreboard created in the Dashboard
Designer.

My scorecard is a little boring! Rather than display the Internet sales for the company as a whole, it would be great
to see a breakdown by country offices. This is where dimensions comein. ..

16.
17.
18.

19.
20.

Expand the Dimensions node in the details pane of the Dashboard Designer.
Expand Sales Territories and then select Countries.

Hold the Shift key (this is important), and then left-click-drag the Country dimension to
the scorecard so that all the KPI names in the far left column highlight; then let go of the
mouse and Shift key.

Choose all sales territories and click OK.

Your Dashboard Designer should look like Figure 12-9.
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Figure 12-9. Scorecard with territories dimensions

You now have a scorecard within your dashboard. Business users might want a nice pie chart to show the
percentage of Internet sales per country. Therefore, in the next section I will show you how to create a report.

Creating a Report

In the previous sections, you created a data connection to an OLAP cube, hosted by SQL Server Analysis Services, and
used this data connection to create a scorecard of Key Performance Indicators so you could see company Internet
sales by country. Your next task is to create a report, so you can visualize the same data in a pie chart report. This is the
essence of business intelligence: providing multiple views of the same data to promote business intelligent decisions.

1. Return to the Dashboard Designer.
Right-click the PerformancePoint Content node.
Select a new report, and choose the Analysis Chart template.

Choose the relevant data connection in the wizard.

A

Click the Finish button to generate a default report.
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Drag the Sales Territory Country dimension to the Series Axis.

Right-click the chart and change the report type to a pie chart.
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From the details pane, drag the Average Sales Amount metric to the Bottom Axis.

. Your Dashboard Designer view should now look like that in Figure 12-10.
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Figure 12-10. Pie chart report for average Internet sales

Creating a Filter

No fancy business intelligence dashboard is complete without a way for users to filter their data. Filters enable users to
manipulate reports and scorecards and see the results in real time. Filters provide users with a “what if?” mechanism
to play with data and home in on the parts of their data that matter most for business decisions.

1.  Return to the Dashboard Designer.

2. Right-click the PerformancePoint Content node in the left pane.

3. Select anew members selection filter from the available filter templates.
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In the wizard, select the appropriate data source connection and click the Next button.

Click the Dimensions button and select a dimension for the filter; I chose the Country
Territory.

Click the Members button and choose some countries for the filter.
Leave the default measure as is.

Click the Next button.

Choose the multi-select tree type for the filter.

Click the Finish button to close the wizard.

Creating the Dashboard

Itis now time to bring the scorecard, report, and filter—created in the previous sections—together into a completed
dashboard, which you can view in SharePoint. To recap, you created a data source to the Adventure Works cube and
then created a scorecard of Internet sales by country, followed by a pie chart report of the average sales and, finally,
a filter by country. The following steps demonstrate pulling all these pieces together and deploying the complete

dashboard to PerformancePoint Services in SharePoint:

1.

o o &~ w Db
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Return to the Dashboard Designer.

Right-click the PerformancePoint Content node in the left panel.
Select a new dashboard.

Choose the layout type and then click the Finish button.

I chose the two-column layout.

Drag the BI components from the Details panel on the right onto the Zones of your
dashboard.

To link the scorecard and report to the filter, hover over the filter you dragged to a zone,
and then click and drag the Member Unique Name field to the zone containing the
scorecard. Repeat for the report.

Click the Save-All icon on the top of the Dashboard Designer.

Right-click the dashboard you just created and select the Deploy to SharePoint menu
option (Figure 12-11).
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Figure 12-11. Dashboard in SharePoint

What is cool about the preceding demo is that you have managed to create an impressive-looking dashboard,
containing a filter and two reports, without writing a single line of code. Using PerformancePoint Services and the
Dashboard Designer, business intelligence experts can construct some really neat and exciting reports—the best part
is that these dashboards run off live data in the OLAP cube. Before leaving the demo, I want to demonstrate all the
PerformancePoint content stored in the SharePoint Business Intelligence Center site collection.

1. Open the Business Intelligence Center in SharePoint.
Click the gear icon and then view site content menu item.

Click to view the PerformancePoint Content library.

> e n

Figure 12-12 shows the various components you created in the Dashboard Designer, now
in the PerformancePoint library.
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Figure 12-12. PerformancePoint Content in the Business Intelligence Center

5. Each business intelligence component has a different content type.

Security Permissions for PerformancePoint Services

PerformancePoint ties in with the security and permissions system of SharePoint 2013. Some users in your

organization will have permissions to create business intelligence dashboards, and others only permission to view
dashboards, created by others. For example, data collection experts might collect data in SharePoint, SQL Server,
or some other store, and then create data sources to these stores; a business intelligence expert might create the
dashboards; and managers consume the data within dashboards to make business decisions.

Certain tasks of PerformancePoint Services map to permission sets within SharePoint, as shown in Table 12-2.

Table 12-2. Permissions for PerformancePoint Services

PerformancePoint Task Permission Set
View dashboards Read

Create dashboard items and save them in SharePoint Contribute
Publish new dashboards from the Dashboard Designer = Design

Manage user permissions Full Control
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PerformancePoint Dashboards in Production

In previous sections of this chapter, I demonstrated how to create PerformancePoint first-class objects and arrange
them in dashboards within SharePoint. This process is fine for development, but what happens if you wish to package
dashboards and FCOs and deploy to a production environment?

One obvious approach to deploying business intelligence dashboards is to leverage site collection backup and
restore, because this approach collects everything in the Business Intelligence Center. However, this approach is less
desirable when deploying updates to just dashboard components in an integrated SharePoint site composed of other
content, such as an intranet. Fortunately, the Dashboard Designer has a solution for packaging business intelligence
dashboards and FCOs.

Before reviewing the steps for a production deployment, I should point out a few caveats for a production
deployment to work.

e  Both source and destination SharePoint 2013 farms must have exactly the same version
number; if one farm differs from the other, the import will likely have issues with
compatibility.

e  Make sure you deploy all dependencies with the FCOs (such as Data Connections); failure to
do so will result in your dashboards failing in the destination environment.

e Ifthe Dashboard Designer encounters an FCO or Data Connection in the destination farm
with the same name as that of the source, prior to import, the import process will overwrite
the version in the destination. This is sometimes desirable for updating an older version of
FCOs, but not always the case if the destination contains a completely different FCO of the
same name.

Now that you understand the preceding messages, I shall demonstrate the steps for packaging business
intelligence dashboards and first-class objects for production deployment.

1. Open the Dashboard Designer (see earlier section of this chapter) in your production
environment.

2. From the Home tab, click the Import Items icon.

3. Navigate to the Dashboard Designer project (DDWX file) that you created in your
development environment containing your dashboards and first-class objects.

4. The file contains references to the development Business Intelligence Center site
collection, so the Dashboard Designer will know how to import the items.

5. When the wizard opens, configure the mapping of importing items to destination locations
in the production farm.

6. Decide if you wish to import data sources that already exist in the destination, in which
case the Dashboard Designer will replace them, and decide on importing dependencies
(usually a good idea).

7. Click the Next button and SharePoint will provide an import summary once the import
completes.

8. Check the check box if you want the imported items added to the current open
workspace in the Dashboard Designer; otherwise, they just import to the new SharePoint
environment only, once you click the Finish button.

9. Click the Finish button to complete the import process.
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You should now have the same working business intelligence dashboard and first-class objects in production
as you have in development. The preceding steps are not perfect—the person deploying the BI components to
production must have knowledge of the Dashboard Designer and complete the preceding series of steps. At the
time of writing, there are no SharePoint deployment package options for deploying SharePoint business intelligence
dashboards. BI dashboards fall into the category of content, and like most other content in SharePoint, the choices
available for deployment to production consist of backup/restore, manual push of content (essentially the preceding
steps), or content deployment.

Note Content deployment caters to publishing content, so | am unsure that this mechanism will work for business
intelligence dashboards and FCOs.

Visio Services

Visio Services is a wonderful addition to the suite of business intelligence tools in SharePoint. Visio Services brings
visual design to workflows and provides real-time views of Visio diagrams. Prior to this change, users could upload
Visio diagrams to document libraries, but other users required Visio or a Visio viewer application installed on their
computer to view these documents. Visio Services now allows users to view and interact with Visio diagrams without
needing to install Visio on their computer.

Microsoft introduced Visio Services in SharePoint 2010. The core of Visio Services has not changed greatly in
SharePoint 2013, except for added cache support and ability to annotate Visio drawings with comments. All the same,
Visio Services is a large part of the business intelligence offerings in SharePoint 2013, so I shall discuss it at length in
this part of the chapter.

Like the other BI components, Visio Services exists as a service application in SharePoint, and you provision a
new instance via Managed Service Applications in Central Administration, via the farm configuration wizard
(see Chapter 2). I shall now demonstrate the steps to install Visio Services from Central Administration.

1. Open Central Administration.
Click the link to manage services on server.
Ensure that the Visio Graphics Services is started on your application server.

Navigate back to the home page of Central Administration.

A

Click the link to manage service applications, under the Application Management
heading.

6. Scroll down and look for a Visio Services Application; if not already installed, continue
the steps.

7.  Click the New icon from the ribbon.
8. Select the Visio Graphics Service from the menu.

9. Give the service a name and configure the application pool to use your application pool
managed account (see Chapter 2 for more details on managed accounts).

10. Include the proxy in the farm default group.

11.  Click the OK button to provision the Visio Service application.
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Save from Visio to SharePoint

If you followed the steps in the previous section, or you ran the farm wizard and checked Visio Services, then you
should have a working Visio Service application in your farm. In this section, I shall demonstrate saving a Visio
diagram from within Visio (Visio 2013 in my case) directly to SharePoint.

You may save a Visio diagram to SharePoint using the latest version of Visio (Visio 2013) or Visio 2010
Professional or Premium.

Note Office 2010 included an option to save to SharePoint from the Save & Send tab in the back office section. Office
2013 appears to support Office 365 but does not include a “Save to SharePoint” option. However, you can provide a URL
to your document library in the Save As dialog.

1. Open Visio with a diagram you wish to publish to SharePoint (Figure 12-13).
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Figure 12-13. Diagram in Visio
2.  Click the File tab.

3. Click the Save As tab.
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4. Ifyou opened afile, or saved a file to SharePoint recently, click the Other Web Locations
option, followed by a click of the Browse button.

5. If Other Web Locations is not shown, click Computer and then the Browse button to
display the Save As dialog.

6. Paste the URL of your SharePoint document library into the file name field.

7. Press Enter.
8. Provide the file name to save, and then click the Save button to save the file to SharePoint.

A new feature in SharePoint 2013, worth mentioning, is the ability to drag and drop files onto your document
library, via the browser. Open the document library in IE, Firefox, or Chrome, and then drag the file from Windows
Explorer to the browser.

Now that you have the Visio file in SharePoint, click the file name in the document library from within
SharePoint. Assuming you have Visio Services configured (see earlier section of this chapter), SharePoint should
render your Visio diagram in the browser without having to launch the Visio application on your desktop (Figure 12-14).

Test out this last part by accessing the same Visio file from another computer that does not have Visio installed on the
client machine.

é http://sp2013/bic/_layouts/15/VisioWebAccess/VisioWebAccess.aspx?id=[bic/Documents/Drawing.vsdx - Windows Internet Ex| - |E| 5[
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Figure 12-14. Visio diagram shown in SharePoint via Visio Services

Figure 12-14 depicts another new feature of SharePoint 2013: the ability to add comments to your Visio diagram.

Clicking the Comments button at the top of the page shows the comments pane on the right, where you can add
comments.
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Create Workflows from Visio

Anyone who has developed his or her own workflow, in Visual Studio or SharePoint Designer, will likely tell you that
it can be a difficult process. Microsoft provides a very extensive workflow engine, and this engine operates within
the SharePoint platform to provide business-automated process around list items, documents, and sites. However,
creation of custom workflows still requires some talent to get working right—usually in the hands of SharePoint
developers.

Extensibility of workflows has spawned a number of Consumer Off-The-Shelf (COTS) products—Nintex and
K2, to name a couple. These products enhance the out-of-the-box workflow functionality with visual designers and
activities that are more sophisticated. Of course, these products typically come with a hefty price tag, on top of the cost
for SharePoint and Windows licenses.

Using Visio 2013, SharePoint Designer 2013, and SharePoint 2013, business owners and analysts can now create
workflow to automate their business processes with the same visual capabilities offered by third-party products.
In this section, I shall demonstrate creating a new workflow inside Visio 2013 and then importing this workflow into
SharePoint. You will start by creating a simple workflow in Visio.

1. Open Visio 2013 Professional or Premium.

2.  Within the featured categories, create a new Microsoft SharePoint 2013 Workflow.
3. Choose your metrics (US is fine) and click the Create button.
4.

Visio now shows an empty workflow, ready to add activities (Figure 12-15).
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Figure 12-15. New workflow template in Visio 2013
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5. On the left are the shape stencils for dragging into your workflow.
6. Each stencil represents an activity for your workflow process.

You are now ready to begin construction of your workflow. To make life simpler, I have chosen an easy-to-implement
workflow, which fires with the addition of list items in a list. The list is a list of new employees of the company to
onboard. Each onboarding employee in the list is represented as a list item and assigned a status. As members of
various departments complete successive onboarding tasks, the status of the employee changes, until the employee
completes the onboarding process.

Note Because of the underlying differences between the Microsoft SharePoint 2010 Workflow template and the
SharePoint 2013 Preview Workflow template, you cannot use shapes from one template within a diagram created by the
other. You can only use shapes from the SharePoint 2013 Preview Workflow Actions, SharePoint 2013 Preview Workflow
Conditions, and SharePoint 2013 Preview Workflow Terminators stencils to build a SharePoint 2013 Preview Workflow.

1. Make sure you have Visio 2013 open, as shown in Figure 12-15).

2. From within the SharePoint 2013 Workflow Actions category, drag the Set Field in Current
Item activity to the workflow timeline.

3. Rename the activity (double-click it) as Set Status to Onboarding.

>

Notice that you do not have to bind this activity to a list item field—SharePoint Designer
takes care of this later.

Drag the Send an E-mail activity to the timeline.
Rename this activity as Inform HR.
Drag the Assign Task activity and rename it as User to complete paperwork.

Drag another Assign Task activity and rename it as Create computer accounts.

© e N o O

Drag the Send E-mail activity and rename it as Welcome employee.

10. Finally, drag the Set Field in Current Item activity to the workflow timeline.

11.  Click the Process tab on the ribbon.

12.  Click the Check Diagram button.

13. Ifallis good, you should see a message that the workflow validation completed.

14. At this point, your workflow diagram should look something like Figure 12-16.
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Figure 12-16. Workflow diagram in Visio 2013

15.

Save the workflow as a Visio VSDX file.

INSTALLING WINDOWS AZURE WORKFLOW

SharePoint 2013 now abstracts workflow processing to the cloud—using Windows Azure Workflow (WAW).
SharePoint still maintains the legacy workflow engine, as part of the .NET Framework 3.5.1, to enable execution
of SharePoint 2010 workflows. However, SharePoint 2013 does not install WAW by default. The following steps
detail additional configuration:

1.

10.
11.

12.

Ensure that you are not installing on a domain controller—WAW integration does not work
with SharePoint 2013 running on a single server domain controller.

Create an account in your domain for WAW.

Add this account to the local administrators group on the SharePoint server and grant
log on locally permissions.

Ensure that the SQL Server accepts connections via TCP/IP—use the SQL Server
Configuration Manager tool.

Provide the WAW account access to SQL Server and include create database permissions
(or you could grant administrative permissions if you are brave).

Log on to the SharePoint server as that account.

Install Workflow Beta 1.0 (http://technet.microsoft.com/en-us/1library/jj193478),
using the Web Platform Installer.

After installation, you should see the WAW Configuration Wizard.
Click to create a new farm, using Custom settings.
Configure databases and click the Test Connection button for each.

Make sure the WAW service account is correct—use the fully qualified domain name (FQDN);
by default it prepopulates the text box with a non-FQDN.

Provide certificate generation keys.
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13.
14.
15.
16.

17.
18.
19.
20.

21.

Leave the ports as default.
Check the check box to allow management over HTTP.
Click the Next button to move on to configuring the service bus.

Complete similar steps for database, service account, and certificates settings as you
did previously.

Again, leave the ports as default.

Review the summary page, then click the tick button to complete the configuration.
Wait for the configuration to complete—this might take a little time.

After WAW configuration completes, run the following PowerShell command:

Register-SPWorkflowService -SPSite "http://{sitecollectionurl}"
-WorkflowHostUri "http://{workflowserve}:12291" -AllowOAuthHttp

Assuming no errors, you have now configured WAW in SharePoint 2013 for your site
collection.

More information on installing and configuring WAW is available at the following URL:
http://technet.microsoft.com/en-us/library/jj658588%28v=office.15%29.

With the visual aspects of your workflow complete, now it is time to import the Visio file into SharePoint, using
SharePoint Designer 2013.

Before starting this part of the process, create a custom list in your SharePoint site, with string fields for employee
name and onboarding status.

Note Do not use the export function in Visio to create a WSP file; SharePoint Designer 2013 reads the VSDX

file directly.

o o & b
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Open SharePoint Designer 2013.

Click the Open Site button.

Provide the URL to your SharePoint site.

Click Workflows, in the left navigation pane.

Click the down arrow on the icon on the ribbon to import from Visio.

You should see the option to import from Visio 2013; if not, ensure that Windows Azure
Workflow is installed.

SharePoint Designer displays a dialog for creating a new workflow from the imported Visio
diagram (Figure 12-17).
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C*-)If”fl Create a new workflow based off your Visio Diagram

Enter a name and description for your new workflow

Mame:

Description:

Select the type of workflow you would like to create

Workflow Type: IList Workflow j

Select the SharePoint List you'd like your workflow associated with

SharePoint List: ICategDries LI

0K I Cancel

Figure 12-17. Create a new workflow from a Visio Diagram

Provide a name and description, and type of workflow.
I created a List Workflow and so bound the workflow to an existing New Employees list.

SharePoint Designer shows the imported Visio Workflow diagram, similar to the look
in Visio.

For each workflow activity, hover in the bottom left corner and then click on the Properties
icon that appears.

Set the properties for each activity with fields in the list (Figure 12-18).
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Figure 12-18. Edit properties of a workflow activity

13.  Click the icon on the ribbon to check for errors and fix any errors reported.
14. 'When SharePoint Designer reports no more errors, click the Publish icon on the ribbon.

15.  You can now open your list in your SharePoint 2013 site and test out the workflow you
created.

The Visio Web Part

SharePoint includes a Visio Access Web Part. This Web Part will render a Visio diagram within SharePoint and display
any live data in the diagram in real time. Earlier in this chapter, I demonstrated Visio Services rendering a hosted
diagram and a screenshot in Figure 12-14. The Visio Access Web Part is essentially the same functionality within

a Web Part, so content owners can place Visio-rendered diagrams within their pages.

1. Upload a Visio diagram file to a document library in your site.
Edit a Wiki or publishing page (if a publishing site).

Insert a Web Part from the ribbon.

Choose the Visio Access Web Part from the Business Data folder.

Click the link to open the Web Part settings tool pane.

o o~ w DN

Change the Visio Web Drawing URL to the location of your Visio drawing in the document
library.

~N

Save the Web Part settings and the page.

8. Youshould now see your Visio diagram on the page (Figure 12-19).
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Figure 12-19. Visio diagram on a page using the Visio Access Web Part

Excel Services

Excel Services is an enterprise application that allows you to load, calculate, and display Excel workbooks within
SharePoint. Microsoft introduced Excel Services in SharePoint 2007, enhanced it in SharePoint 2010, and further
enhanced this service in SharePoint 2013.

In the initial version, Excel Services offered considerably less functionality than that of the full Excel application,
but when SharePoint 2010 released to market it supported a lot more in the way of data manipulation with pivot
tables, better graphs, and ability to connect to external data via Business Connectivity Services. I mentioned some
of the new features in Excel Services for SharePoint 2013 at the beginning of this chapter. Like most services in
SharePoint, SharePoint 2013 implements Excel Services as a service application. By now, you are probably very
knowledgeable at creating new service applications, or perhaps you ran the farm wizard to configure Excel Services.
Either way, for the benefit of those readers who may have jumped to this section of the chapter, the following is
a series of steps to configure Excel Services in your SharePoint farm:

1. Open Central Administration.
Click the link to manage services on server.

Ensure that the Excel Calculation Service has started.

E i A

From the home page in Central Administration, click the link for managing service
applications.

Scroll down the list and check to see if an Excel Services Application already exists.
If not, click the New icon from the ribbon.
Select Excel Services Application from the menu.

In the page that appears, give the service a name.

© o N o o

Configure the application pool using your application pool managed account (see Chapter 2).
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10. You may choose to include the Excel Services Application proxy in the default farm group
for new web applications.

11.  Click the OK button to provision the service application.

With Excel Services configured in the farm, it is now time to demonstrate creating a simple Excel Services
dashboard. Of course, when it comes to dashboards, PerformancePoint Services provides a greater level of
sophistication, but if you are looking for simple hosting of Excel sheets and pivot tables, Excel Services may suffice.

Creating a Simple Dashboard in Excel Services

The following steps detail creating a simple dashboard, hosted in SharePoint 2013, originating from data stored in an
Excel sheet. Excel Services, like Visio Services, allows users to host sheets and workbooks in SharePoint 2013, without
requiring the client to have the full-blown Excel application on his or her desktop.

Excel Services is much more than a lightweight Excel sheet-rendering application. Administrators can couple
Excel Services to external data, using Business Connectivity Services and the Secure Store Service to render live data.
I shall demonstrate a simple dashboard by creating an Excel sheet in the Office application, importing live data from
SQL Server, and then promoting it to SharePoint 2013.

Note The following demonstration requires the Adventure Works sample databases, available for download at
http://msftdbprodsamples.codeplex.com/.

1.  Open Excel 2013.

2. Click the Data tab, and then click the From Other Sources icon on the ribbon to import
data into Excel.

3. Ichose to import SQL Server data from the Employee View in my Adventure Works Data
Warehouse database.

4. Follow the instructions in the wizard—most of the steps are straightforward. Other than
providing the name of my SQL Server, database choice, and table name, I left all
options default.

5. When finished, ask the wizard to import the data into an empty Excel sheet as a table
at position $A$1 (Figure 12-20).
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6. Open another sheet in the Excel workbook.
7.
connection you created a moment ago.
8. Insert a pivot chart, which also creates you a pivot table.
9.

Your Excel page should look something like that in Figure 12-21.
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Within the Data tab, click the icon on the ribbon to get external data, and use the existing
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Figure 12-21. Insertion of a pivot chart and table

10.

11.
12.
13.

460

Drag the CountryRegionName field to the Report Filter section, and the City to the Row
Axis (Categories) and Sum Values.

Change the filter value to United States.
Right-click the pivot chart and change the chart type to a line graph.

Your pivot chart and table should look something like that in Figure 12-22.
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Figure 12-22. Pivot chart and table after defining axis and totals

14.

in the Save As dialog).

15.
16.

open in the browser.

17.

Save the workbook to a SharePoint document library (provide the document library URL

Open the Excel workbook inside SharePoint by clicking on the file in the document library.

Assuming you have Excel Services configured and running, you should see your workbook

Close the pivot data fields, and your page should look like that in Figure 12-23.
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Figure 12-23. Excel workbook running in Excel Services

Summary

In this chapter, I covered a variety of business intelligence topics. Understanding the importance of business
intelligence in any modern data-centric organization, and the vast capabilities of business intelligence that SharePoint
2013 provides, I aimed to cover the major topics at a high level.

PerformancePoint Services and the Dashboard Designer are still relatively new topics in SharePoint, even though
Microsoft introduced them in SharePoint 2010. I demonstrated how to couple PerformancePoint Services to an OLAP
cube in SQL Server Analysis to create an appealing data dashboard in SharePoint, with no code whatsoever.

In the latter part of this chapter, you visited Visio Services and Excel Services to render interactive data (dynamic,
not static) in Visio diagrams and Excel workbooks. I tried to ensure that you grasped a strong hold on the major
components of business intelligence in SharePoint 2013, and the administration that SharePoint requires to install
and configure these components.

In the next chapter, Chapter 13, I shall introduce you to Business Connectivity Services and aggregation
line-of-business data from third-party data sources.
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Business Connectivity Services

SharePoint 2013 is a great productivity hub for storing data and creating collaborative solutions so users in your
organization can share files and information. However, organizations infrequently store all their data in one
platform or application. Despite the wonderful functionality available in SharePoint 2013, other applications might
suit an organization’s needs better for a specific task, such as an accounting system. Fortunately, the collaborative
features and search capabilities of SharePoint are not lost to you because you have data in other systems. Business
Connectivity Services (BCS) is a set of components within the SharePoint platform that enables SharePoint to extend
its reach to other line of business systems.

Using Business Connectivity Services, you can aggregate data stored in another application, database, web service,
or third-party accessible system, using standard protocols. SharePoint exposes external data within SharePoint using
the same content type and list model as native SharePoint data. Business solutions within SharePoint may interact with
external data, via Business Connectivity Services, just as they would native list content in SharePoint. In Chapter 12,

I discussed business intelligence, which provides reports and dashboards from analytical and tabular data. When pairing
business intelligence with Business Connectivity Services, business owners can produce some appealing dashboards
and reports that include data from external systems. Imagine a dashboard in your organization’s team site that marries
accounting data from purchasing with project data hosted in SharePoint, and infused with customer information from
your association management system (AMS) or customer management system (CMS).

In this chapter, I will describe installing and configuring Business Connectivity Services as part of SharePoint 2013
and integrating some third-party data from web services and SQL sources.

Overview of Business Connectivity Services

Business Connectivity Services replaces the legacy Business Data Catalog (BDC) from SharePoint 2007. Business
Connectivity Services allows administrators to configure external data sources or line of business data connectors
from almost any source outside SharePoint 2010/2013. Business Connectivity Services then allows users of SharePoint
to interact with external data via external content types and lists, which for all intents and purposes, look and behave
just like their internal counterparts.

Business Connectivity Services components package with SharePoint 2013 Foundation and allow administrators
to configure external content types (ECTs) when referencing external data types. These external content types then
shape the data exposed to users via external data lists. Administrators and developers define external content types via
SharePoint Designer or Visual Studio 2010/2012. By writing them in code, developers have almost limitless capability
in exposing external data in SharePoint as long as they can query the external data source via some form of code API.

Business Connectivity Services exists as a service application in your SharePoint 2013 farm. However, the core
functionality of Business Connectivity Services consists of a number of services and components. Figure 13-1 shows
avisual of the various components. It is worth mentioning that while Business Connectivity Services is available
to Foundation users, certain components, such as user profile extensions, Business Data Web Parts, and search
integration, are still available only to Enterprise license users. The majority of Business Connectivity Services
components, however, reside in the core offering—available to all SharePoint license types—and include connectors
to standard data sources via OData, WCF, SQL, and .NET code.
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Figure 13-1. Components of Business Connectivity Services

Figure 13-1 shows that Business Connectivity Services consists of a number of component areas. Probably the
most interesting to administrators are the connector framework components, which control connectivity to external
data sources. Developers will most likely take an interest in the extensibility components, which consist of several
APIs to develop custom entities and connectors for nonstandard data sources.

You may recognize some of the components in the SharePoint 2013 Enterprise group, which includes Web Parts
to surface external data, extensions, search, and use of the Secure Store Service to facilitate management of third-party
service credentials.

The grouping of Outlook 2013 components illustrates those components that enable the reuse of Business
Connectivity Services components in Outlook. Outlook works closely with SharePoint to provide user access to lists,
libraries, and feeds. Now, Outlook 2013 can aggregate certain third-party external data.

Because this section is an overview of Business Connectivity Services, I shall mention some of the following
benefits that Business Connectivity Services provides:

e Trueintegration: Users view all external data like SharePoint data. SharePoint abstracts the
end user from the external data.

e Read/Write: Whereas legacy BDC (SharePoint 2007) only allowed read-only view of data,
Business Connectivity Services allows write-back. Users can make changes to data in external
data lists, and Business Connectivity Services will update the external data source.

e Office application integration: Since external data surfaces via SharePoint external lists, any
Office application that understands SharePoint list technology may query the external data.
Developers may access external data via the same API they would use to open any standard
list in SharePoint.

e  Support for BLOBs: Business Connectivity Services supports source content in the form of
Binary Objects (BLOBs).
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e  Extensive security control: Business Connectivity Services provides greater security over data
aggregated into SharePoint, as well as the various authentication methods required to access

external data sources.

e Search Integration: Business Connectivity Services integrates in with SharePoint search,
meaning users can search across external data stores, like any source internal to SharePoint.

e  Support for OData: Business Connectivity Services now supports Open Data protocols (HTTP,

JSON, and Atom).

What Is New in SharePoint 2013?

Microsoft introduced Business Connectivity Services in SharePoint 2010, which replaced the Business Data Catalog
functionality in SharePoint 2007. Business Connectivity Services also opened up external data integration to
Foundation users because Business Connectivity Services is no longer solely an Enterprise license feature (some parts
still require an Enterprise license). Now, SharePoint 2013 brings additional enhancements to Business Connectivity

Services, as described in Table 13-1.

Table 13-1. New Business Connectivity Services Functionality in SharePoint 2013

New Feature

Description

SharePoint can now connect to OData sources

SharePoint can receive events from
external systems

OData is a protocol that uses either HTTP, Atom, or JSON and
provides a single URL to access a data source. OData protocols are
a growing standard, and their use in Business Connectivity Services
allows SharePoint to access a wealth of external data. Business
Connectivity Services supports connection to any OData producer
to aggregate data. Some examples of OData producers are:

e  SharePoint 2010

e  SQL Azure

e  Microsoft Dynamics CRM
e  Windows Live

SharePoint handles events via event receivers, attached to lists and
sites. An event receiver is a piece of code that traps a particular
event and then performs an action based on this event, for
example, an action performed when a user updates a list item.
Business Connectivity Services previously lacked the ability to
integrate event receivers with external lists and content types. New
to SharePoint 2013 is the ability to respond to events in external
sources, just as you do with internal lists. Thus, if a user updates
content in an external data source, you can execute tasks and kick
off workflow tasks in response to the event.

(continued)
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Table 13-1. (continued)

New Feature Description

You can now scope external types to apps SharePoint 2010 allowed you to create external content types for
a farm. SharePoint 2013 introduces the app model, where an app
is an isolated piece of functionality that can execute outside the
context of the SharePoint farm. Business Connectivity Services
supports apps, such that the apps may use external content via
external content types.

Enhancements to the REST Client The Client Object Model is an API set that uses the REST protocol

Object Model to provide SharePoint object model capabilities client-side (within
the browser). SharePoint 2013 adds enhancement to the API
classes and methods for Business Connectivity Services.

Configuring Business Connectivity Services

Like most architecture components in SharePoint, Business Connectivity Services operates as a service application.
In the full server version of SharePoint 2013, Business Connectivity Services makes use of the Secure Store Service.

I explained how to install this service application in Chapter 12. The following steps demonstrate how to create a new
Business Connectivity Services application:

1. Open Central Administration.
Click the link to manage services on the server.
Ensure the Business Data Connectivity Service is started.

Navigate back to the home page in Central Administration.

LA

Click the link to manage service applications, under the Application Management
heading.

6. Scroll down the list and see if a Business Connectivity Services application already exists;
if not, continue with these steps.

7.  Click the New icon on the ribbon.

8. Choose the Business Data Connectivity application in the menu.

9. SharePoint displays a dialog for Business Connectivity Services configuration options.
10. Provide a name and description for the service application.
11.  Provide the SQL Server name and database name for Business Connectivity Services.

12.  Create a new application pool using your application pool managed account (see Chapter 2
for details on Managed Accounts).

13. Click the OK button to create the Business Connectivity Services application.

14. Once SharePoint finishes provisioning the service application, return to the list and click
the newly created Business Connectivity Services application.

15.  You should see a page like that in Figure 13-2.
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Figure 13-2. Business Connectivity Services Application page

Once you have completed the preceding steps, Business Connectivity Services is ready to start hosting external
content types. Additionally, you can host profile pages, which provide details about external systems and content
types. Click the Configure icon on the ribbon and then provide the URL to the site collection to store external content
type profiles on the page shown (Figure 13-3).
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Figure 13-3. Configure external content type profile host

Note To provide users with the ability to create external content type profile pages, they should have design
permissions, or belong to a group that has design permissions. The web application hosting the External Content Type
Profile Host site must also associate with this instance of the Business Connectivity Service application.

Configure the Secure Store

Most external data systems require credentials for accessing the contained data. This can pose a problem when
you try to access these systems from Business Connectivity Services. Fortunately, Business Connectivity Services
can leverage the Secure Store Service to maintain and access account information for external systems. The Secure
Store Service ensures that you do not leave credentials for these important line of business systems lying around in
configuration files or database rows.

I covered installation of the Secure Store Service in Chapter 12, as part of the PerformancePoint configuration,
so I shall not burden you with the installation process here. However, I will cover the steps involved to create a new
target application ID, which you can later use for data source connections when creating new external content types.
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Open Central Administration.
Click the link to manage service applications, under the Application Management heading.

Scroll down to the Secure Store Service (read the section on configuring the Secure Store
Service in Chapter 12 if you do not have an instance already established).

Select the Secure Store Service and then click the Manage icon on the ribbon.

Click the New icon on the ribbon to create a new target application ID—this is a unique
identifier, which your external content types will use.

Provide the target application ID—this can be any text value, as long as it is unique across
the Secure Store.

Provide a display name and contact e-mail for the target application.

Change the application type to Group because you use one account for all users to access
your SQL Server database.

Note There are several types of target applications. They fall into two broad categories: individual target applications and
group target applications. The type of target applications corresponds to the type of account used to map user credentials.
If each user has an account in the target application, choose the individual type. If the target application uses one account for
all users, choose the group type. The remaining target application types are based on these two main types.

10.

Click the Next button.

On the next page (Figure 13-4), leave the field name and type in the Windows User Name
and Windows Password because you are using Windows account types to authenticate
with SQL Server.
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Figure 13-4. Fields for credentials in the Secure Store Service

11.  Click the Next button.

12.  Provide the target application administrators.

13.  Specify the users and groups that map to the credentials in the store. I recommend
that you create a designated group in your domain, or a specific user in your domain,
that all credentials map and you can use in external systems (for simplicity, I used the

Authenticated Users group).
14.  Click the OK button to return to the Secure Store landing page.
15.  Check the check box of the target application you just created.

16. Click the Seticon in the Credentials section of the ribbon.

17.  On the next page, provide the Windows username (DOMAIN\username) and password—this

is the account that has access to your SQL store.

18. Click OK to set the credential.
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You have created a target application ID and specified a domain account that has access to your SQL Server
database; you then mapped that account to a group of users (all authenticated users in my case) that can use this
credential to access the database. Now, you are ready to create your external content type.

External Content Types

External content types (ECTs) are the linchpin for bridging connectivity between external data sources and
SharePoint. Similar to regular content types in SharePoint (see Chapter 9), external content types represent an entity
or classification of an object in your solution. An external content type contains fields, which are the attributes of the
entity. If you have a background in software development, you may consider external content types analogous to code
classes—classes describe objects, which are the concrete instances of a class.

Most content in SharePoint centralizes in content types because they represent a discrete portable entity in
the SharePoint farm, which content owners may apply in different situations. Publishing, records management,
document management, business intelligence, collaboration lists and libraries—they all leverage content types at
the core to describe data schema in SharePoint. External content types integrate and operate in a similar fashion to
that of internal content types, except that they describe entities of external data. For example, if you are aggregating
personnel records from an external HR system, you might define an external content type that represents an
employee, with fields for names, office location, and any other attribute of the employee.

The Business Connectivity Services Application page, shown in Figure 13-2, will display external content types
after you define them. To define a new external content type, you must use SharePoint Designer. The following
steps demonstrate creation of an external content type, which represents an employee from an Adventure Works
SQL database:

Note Download the Adventure Works DW database for your version of SQL Server at the following location:
http://msftdbprodsamples.codeplex.com/.

1. Open SharePoint Designer 2013 (SharePoint Designer 2013 is a free download:
http://www.microsoft.com/en-us/download/details.aspx?id=30346).

2.  Open your SharePoint 2013 site. I used a simple business intelligence site collection from
Chapter 12, but any SharePoint 2013 site collection will do.

3. From the left navigation, click the External Content Types link, under the Site Objects left
pane (see Figure 13-5).
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=] _: TF http://sp2013/bic - Microsoft SharePoint Designer Preview 7T - O %
EXTERNAL CONTENT TYPES Rob Garrett ~ o

External  External = Edit External Delete | Export BDC
Content Type  List Content Type Model

MNew Edit Manage

MNavigation < / [ External Content Types ¥\ x

Site Objects A (1) 1 - {SBusinessIntelligence Center » External Content Types (<]

ﬁ Business Intelligence Center Name 'l External System vI Type '| MNamespace < '|
Lists and Libraries
Workflows

Site Pages
Site Assets
Content Types

5ite Columns

External Content Types

Data Sources

Master Pages

Page Layouts There are no items to show in this view,
Site Groups

Subsites

All Files

o @ [ 20 @ |m|= [E] 51 51 & B

Figure 13-5. External Content Types in SharePoint Designer 2013

4. SharePoint Designer will show you any external content types you have in the site
collection. In my case, I have none because I have not yet defined any.

5.  Click the button for external content type in the new group within the ribbon.

6. On the new External Content Type page, give it a name and display name; I called mine
Employee.

7. Set the Office Item type to the List type within SharePoint. I went with a generic list.

8. Decide if you want offline sync, meaning that SharePoint will allow you to read and update
external data via cache when the external system is offline.

9. Click the link for the external system to discover your external system connection.

10. You should see a page like that in Figure 13-6.
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Summary 0

Switch Connected Edit Connection dit Remove = Setas | Createlists Goto Create

View  Design ystem Properties peration Operation | Title &Form  List  ProfilePage
Views Connection Properties Operation Field Lists & Forms Profile Page ~

MNavigation < / [ New external content type * [\, x
Site Objects - (D ~ (2} Business Intelligence Center p External Content Types » New external content type b Operation Designer

Business Intelligence Center
o Use this page to manage connections to external data sources and the operations for this external content type. Add a connection and right-click on tables, views, stored
MM Lists and Libraries Peg J I P 9

4% procedures or methads in the data source explorer to add new operations.
& Workflows
o Site Pages i ) ;
[D site assets . Add Connection | < Remove Connection | [74 Refresh All | External Content Type Operations -
=) ;
Content Types Search External Data Sources el K% 0 Use this part to manage the operations of this external content type.
§ site Columns You cannot save this external content type without defining at least one operation. Start with
Data Source Explorer I Search Results | ! creating a ‘Read Item’ operation from the Operations Design View. The external content type

[E] Exdteral Content Types must have a ‘Read ltem' and a ‘Read List' operation to create an external list,
@ DataSources Hame | Type | Data Source Object
[Eh Master Pages

Page Layouts
€ Site Groups
L. subsites

Al Files
External Content Types -

There are no items ta show in this
view,

Property [ value |

Figure 13-6. Connect to an external system

11.  Click the Add Connection button.

12.  Select the connection type. I chose SQL Server because I am demonstrating connection to
the Adventure Works database.

13. Provide the connection details in the dialog box, as shown in Figure 13-7.
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14.

15.

16.

17.
18.

Connection Properties

Database Server: |

Dratabase Name:

Mame [optional):

% Connect with User's Identity
" Connect with Impersonated Windows Identity
™ Connect with Impersonated Custom Identity

Secure Stare Application ID: I,-;-._,j-._.-ent|_||-e'-'--'.:||-|r_5
Ok I Cancel

Figure 13-7. SQL Server connection dialog for ECT creation

The dialog box for SQL Server database is not too helpful in that it will not enumerate the
available databases for you.

Choose the security method for the connection—here you can use a Secure Store connection
(see Chapter 12), or identity of the logged in user, or the impersonated user identity.

Choose Connect with Impersonated Windows Identity and provide the application ID
from the Secure Store (default is to use the User’s Identity, as shown).

Click OK and provide the credentials you entered in the Secure Store.

You should see the connection to the data source created (Figure 13-8).
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Navigation < / |:| MNew external content type * g"- x
Site Objects A - {2} Business Intelligence Center b External Content Types b New external content type b Operation Designer
3} Business Intelligence Center
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Ji site Columns You cannot save this external content type without defining at least one operation, Start with
Data Source Explorer | Search Results I creating a ‘Read Ttem’ aperation from the Operatians Design View. The external content type
EI External Content Types must have a ‘Read ltem’ and a 'Read List' operation to create an external list,
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[E5) Master Pages Tables
(=3 Page Layouts Bl Views
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Property [value |

Figure 13-8. SQL Server data source created

19.
20.

Expand the views node and right-click on the view for Employee.

You should see a list of operations to create—these are the Create, Read, Update, and

Delete (CRUD) operations, used by SharePoint to access your data entity via the external
content type—I chose all operations, to make life simple.

21.
22.

SharePoint Designer shows a wizard to configure the operations.

Click the Next button to configure the parameters for the entity (Figure 13-9). Here you get

to choose the columns from the view and how they map to the external content type entity.
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All operations x|
Operation Properties Parameters Configuration
Parameters Define input parameters for this operation.
v Data Source Elements Properties
'_
Filter Parameters v [T BusinessEntitylD Data Source Element:  BusinessEntityID
v Title
E g Firsth MET Type: System.Int32
irstName
[V [T MiddleName Map to Identifier: -
[ 7] LastName
W [ Suffix I LI
V! 0 JobTitle Field: [BusinessEntitylD =1
¥ [T PhoneNumber
[¥ E7] PhoneNumberType Display Name: IBusinessEntityID
[¥ F7] EmailAddress Foreign Identifier:  (Click to Add]
[ [ EmailPromotion
[V [7] AddressLinel Required: W~
:; g 2_::'955““?2 Read-Only: -
r
[ [ StateProvinceName Office Property: |Unmapped LI
[¥ [T PostalCode
Show In Picker:
[ 7] CountryRegionName r
I~ [ AdditionalContactinfo Timestamp Field: [l

Errors and Warnings

0 At least one identifier should be specified. The set of identifiers must uniquely identify an item in the external system to ensure
proper runtime behavior,

_i\ Mo fields have been selected to be shown in the external item picker control. By default, all fields will be displayed in the external
item picker dialog, which may not be the user experience you want. Select a small subset of elements that best describes an item and
then select the "Show in Picker’ check box for each one.

To configure Filter Parameters, click Next.

< Back | Mext > I Finish Cancel

Figure 13-9. Parameters Configuration in the ECT SQL Server Data Source Wizard

23.  Click the E-mail Address column and then check the check box to map this field as
an identifier.

24, Check the check box to show this column in the picker; this allows you to show values of
this column in picker dialogs for choosing a specific entity.

25. Check the check box to show the value in picker dialogs for job title, last name, and first
name columns.

26. The last page of the wizard shows the filter options that SharePoint Designer recommends
for the data source (Figure 13-10).
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All operations x|
Operation Properties Filter Parameters Configuration
Parameters Configure filter parameters and default values to define the default behavior of the query and enable user customizations.

Filter Parameters

Filter Parameters Properties

Operator |Element |Fi|ter I

| 1

Add Filter Parameter Remove Filter Parameter

Errors and Warnings

_i\ Itis strongly recommended to add a filter of type ‘Limit’ for this operation type. Without a limit filter, this operation may result in
large result sets,

< Back | MNext > Finish | Cancel I

rd

Figure 13-10. Filter page of the ECT SQL Server Data Source Wizard

27.
28.
29.
30.
31.
32.

Click the button to add a new filter.

Change the Data Source Element to the E-mail Address column.

Click the link to add the filter.

In the filter dialog, change the type to Limit and then click the OK button.
Enter the value 1000 in the Default Value.

Click the Finish button.

Note The wizard shows verbose warning and error messages for correct configuration of your external content
type—SharePoint Designer disables the Finish button until you remedy all errors.

33.
34.

On the External Content Type details page, click the E-mail Address column in the Fields box.

Click the Set as Title icon on the ribbon.
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Mapping the title to a field in the external content type is important for search. Later in this chapter, I shall show
you how to crawl your external data source and render search results in SharePoint; mapping the title ensures you see
a nice set of search results with appropriate titles.

At this point, you should have an external content type—I named mine Employee—some CRUD operations,
and a limit of 1000 items returned. If you switch back to Central Administration and view the Business Connectivity
Services Management page (Figure 13-11), you should see your external content type in the list.

/& View External Content Types - Windows Internet Explorer

@_:‘, @ [zt htto:/sp2013:

el L= |4 [[ % #a View External Content Types X | 24 Site Settings | |

fle Edit View Favorites Tools Help

SharePoint Newsfeed  SkyDrive Sites [ERIRCENSIIENE o NN N -}

o

BROWSE | EDIT Q) sHaRe O

{ ] [ ] 5] 21| External Content Types -
=y . [ ) x
5 & 3h 4 &
Import SetObject Set Metadata Store  Delete  Create/ Configure

Permissions Permissions Upgrade
BDC Models Permissions Manage Profile Pages View
Central Administration Search FiE ] Service Application Information Name: Business Data Connectivity Service
Application - Name*t Display Name Namespace Version External System Default Action

Management .
[ Employee Employee http://sp2013/bic 1.0.0.0 AdventureWorks
System Settings

Monitering

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps

Configuration Wizards

H100% v g

Figure 13-11. External Content Type listed in the BCS Management page

External Content Type Profile Pages

In the previous section of this chapter, you created a new external content type, called Employee, which references

the Employee view in the Adventure Works SQL database. Before you create an external list and interact with your
external data via SharePoint, I would like to demonstrate creating a profile page for your external content type.
External content type profile pages display the data for an item of an external content type, and they play an important
role when showing details in search results for matches against external lists.

1. Open Central Administration.

2. Click the link to manage service applications.
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Click the Manage icon on the ribbon.

Select the Business Connectivity Services application in the list.

CHAPTER 13

Check the check box next to the Employee External Content Type, then click the Configure
icon on the ribbon.

Provide a site to host external content type profile pages (Figure 13-12). I chose the root
site collection, but I recommend you create a site specifically for the purpose.

Configure External Content Type Profile Page Host

Configure External Content Type

Profile Page Host

Specify a SharePoint site where
profile pages of External Content
Types will be created. You can
update this site at any time, But
we strongly recommend you use
a single, dedicated SharePoint
site to host the profile pages of
all your External Content Types.

Make sure you set up the
permission of the SharePoint site
comrectly. For those who need to
create profile pages, give them at
minimum the "Design

permission, which allows "Add
and Customize Pages™ at the host
sites You can also assign them to
a SharePoint Group that has the
"Design” permission. For end
users, give read-only permission
If you need to create a new web
application, please make sure you
associate the web application
with this Business Data
Connectivity Shared Services
Application.

[+ Enable Profile Page Creation

Host SharePoint site URL (e.g.

http://www.contoso.com/sitename)

hitp://sp2013

Figure 13-12. Configure location of ECT profile pages
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Now you will create the profile page for your external content type, using
SharePoint Designer.

Open SharePoint Designer 2013.
Click the External Content Types node in the left navigation pane.
Double-click the Employee External Content Type in the list to open.

In the External Content Type Detail page, click the Create Profile Page icon on the ribbon.

Note An External Content Type Profile page is simply a page containing a Web Part to display the contents of some
BCS entity data. You can see the link to this page as a custom action in the external content type within SharePoint
Designer. You can create a custom profile page by creating a new default custom action, if you feel inclined.

External Lists

An external list is a list in SharePoint that connects to a third-party external system, using a predefined external
content type. In the previous section of this chapter, I demonstrated creating an external content type with a SQL
Server database source. In this section, I shall show you how to create an external list from an external content type
and how the list operates within your SharePoint site.

Assuming you followed the steps in the previous section, or you have a working predefined external content type,
creating an external list within SharePoint Designer 2013 is easy.

1.
2.

e N o a & »

480

Open SharePoint Designer 2013.

Open your SharePoint 2013 site containing your external content type and where you will
create the external list.

Click the External Content Types node in the left navigation pane.

Right-click the External Content Type in the right pane; I chose my Employee ECT.
SharePoint shows a dialog; enter the list name and description.

Click the OK button to complete the creation of the external list.

In the left navigation, click the node for Lists and Libraries.

Scroll down the page to see the external list (Figure 13-13).
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T Lists and Libraries Lists =
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site Columns [ 1ssues Lists 0 10/3/2012 5:33 PM

[ External Content Types [M Hew Employees Lists 2 10/7/2012 3:52 PM

= Data Sources [T PerformancePoint Content Lists & 9/30/20127:52PM  Contains PerformancePoint items, including scorecards, KPIs, reports, filters, indicators, and dash...
u Master P [M Phone Call Memo Lists 0 10/3/20125:090 PM Use this list to share the incoming phone call information.

@ asterPages [ Resources Lists 0 10/3/2012509 PM Use the Resources list to document shared assets, such as cameras and vehicles, Users can reserve...
= Page Layouts [M Reusable Content Lists 3 9/29/2002504 M Items in this list contain HTML or text content which can be inserted into web pages. If an item ha..
& site Groups [ rasks Lists 3 10/7/20123:46 PM

5, subsites [M whereabouts Lists 0 10/3/2012 5:09 PM Use this list to quickly and easily track the location of individuals throughout the day.

All Files [ workflow Tasks Lists 0 9/29/2012503 PM  This system library was created by the Publishing feature to store workflow tasks that are created i...
Document Libraries =]
mDashboards Document ... 2 9/30/20127:52 FM Contains web part pages and deployed dashboards
[4Data Connections Document ... 1 9/30/2012219PM  The Data Connection Library makes it easy to share files that enable users to connect to external d...
[ Documents Document ... 3 10/7/20128:39 PM  This system library was created by the Publishing feature to store documents that are used on pag...
3 Form Templates Dowwment .., 0 9/29/2012506 PM  This library contains administrator-approved form templates that were activated to this site collect...
[Images Dowwment .., 0 9/29/2012508 PM  This system library was created by the Publishing feature to store images that are used on pages i..

Pages Document .., 4 9/29/20125:08 PM  This system library was created by the Publishing feature to store pages that are created in this site.
=]
[ 5ite Assets Document ... 0 10/3/2012 5:08 PM Use this library to store files which are included on pages within this site, such as images on Wiki ...
™ Site Collection Documents Document ... 0 9/29/2012 503 PM This system library was created by the Publishing Resources feature to store documents that are u...
mSite Collection Images Document ... 0 9/29/20125.08 PM This system library was created by the Publishing Resources feature to store images that are used ...
mSite Pages Document ... 6 10/3/20125.08 PM

Style Library Document ... 28 9/29/2012 5:06 PM Use the style library to store style sheets, such as C55 or XSL files. The style sheets in this gallery ca...
(k]
External Lists =]

Employees External Lists External 10/12/20121:05 PM

Figure 13-13. Lists and libraries showing the external list

This is all there is to do to create an external list in SharePoint Designer. If you click the External List instance in
Designer, you will see a page that has all the details about the list (just like regular internal lists). From this page, you
can edit the list permissions, create views, create custom actions, etc. Now, view this list in your SharePoint site.

1. Open the SharePoint 2013 site, to which you deployed the external list.
2. Click the gear icon and then select the menu item to view site contents.

3. Scroll down the page until you find the external list—notice how it does not look much
different from the regular list, except for the tile icon.

4. Click the tile to open the external list.

If you are lucky, after clicking the tile to view your external list you might see data. The majority of readers
(myself included) might see an access denied error. This is because the current logged in user does not have access
rights to use the external content type entity to access the external data. I shall demonstrate how to remedy this issue
as follows:

1. Open Central Administration.

2. Click the link to manage service applications, under the Application Management
heading.
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3. Scroll to the Business Connectivity Services application.

4. Select the Business Connectivity Services application and click the Manage icon on

the ribbon.

5. Click the drop-down arrow next to the External Content Type and select the menu option

to set permissions.

6. SharePoint displays a dialog like that in Figure 13-14.

/5 View External Content Types - Windows Internet Explorer

@; @ [z htto://sp2013:20

3/_acmin/sl O[] |2 [ x ta View External Content Types X | iia Employees -Employee Read ... X | |

=101 %]

e

Fle Edit View Favorites Tools Help

Set Object Permissions

BROWSE | EDIT ) sHaRe O
o ° To add an account, or group, type or select it below and click ‘Add".
<@ [ v [2rY
» b S
Import  SetObject SetMetadats St
Permissions Permissions
BDC Models Permissions Gl
8 m
Central Administration All Users (windows) fty Service
Application Rob Garrett Default Action
Management
drks
System Settings -
Monitoring )
To remove an account, or group, select it above and Remove
Backup and Restore click 'Remove’.
Security -
Permissions for All Users (windows):
Upgrade and Migration Edit = =
General Application Execute 2
Settings Selectable In Clients 12
e Set Permissions ~
Configuration Wizards H
[ Propagate permissions 1o all metheds of this external content type. Doing so will overwrite existing
permissions.
oK Cance
H100% v g

mployees - Employee Read List
hﬂn:ﬂsplﬂ1Elhltﬂls(stmp\uyEEszEad%ZDL\st‘aspx|

RobGarreti- £ 2?2 @

Figure 13-14. Set permissions for an external content type

7.  Add user to the top-most box and then click the Add button (or you could assign access to

the group Authenticated User to allow everyone access to the ECT).

8. For each added user or group, assign permission from those listed (Figure 13-14).

9. Click the OK button to save.
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10. Return to the external list in your SharePoint site.

11.  Refresh the page and you should see data (Figure 13-15).

2 Employees - Employee Read List - Windows Internet Explorer N =[5}
@T"\,' Jags iisispz0tsiciss o 2 =] 42| X || e View External Content Types |m Employees - Employes Read ... X i o7 58
File Edit View Favorites Tools Help
SharePoint Newsfeed SkyDrive Sites [ETTANCETSSTSE o S S -]
BROWSE | MEms ST ) SHARE vy FoLlOw O
m mplc o ’
# EDIT LINKS @ new item
Site Contents Employee Read List
¥ BusinessEntitylD  Tite  FirstName MiddleName LastName Suffix  JobTitle PhonsNumber  PhoneNumbe,
1 Ken J Sanchez Chief 697-555-0142  Cell
v Executive
Officer
2 Terri Lee Duffy Vice 819-555-0175 Work
President of
Engineering
3 Roberto Tamburello Engineering  212-555-0187  Cell
Manager
a Rob ‘Walters Senior Tool 612-555-0100  Cell
Designer
5 Ms. Gail A Erickson Design 849-555-0139  Cell
Engineer
6 M. Jossef H Goldberg Design 122-555-0189  Work
Engineer
7 Dylan A Miller Research and 181-555-0156 Work
Development
Manager
] Diane L Margheim Research and 815-555-0138  Cell
Development =
al f T _bl_I
*100%  ~ v

Figure 13-15. External data shown in SharePoint via BCS

In the example demonstrated in the preceding steps, you created a new Employee external content type. This
ECT connected to the Employees view in an Adventure Works database, within SQL Server. You configured the external
content type to implement all CRUD operations, allowing Create, Read, Update, and Delete on the data. From the
external content type, you created an external list.

Try viewing the external list in your SharePoint site and then editing one of the rows of data. After saving your
changes in SharePoint, switch over to your SQL Server and execute a select of the Employees view—notice how the
data reflects the change you made in SharePoint.

External Data Columns

If you have been playing along at home, you should now have an external content type defined for employees in the
Adventure Works SQL database, and an external list that uses the Employee external content type to provide user
access to the employees via SharePoint.
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SharePoint allows content owners to define their data in SharePoint by using an array of site column types and
list templates. Since the introduction of Business Connectivity Services in SharePoint 2010, content owners can
now include site columns that link to external sources, just as they would use lookup columns to access columns of
another internal list.

Continuing with the example, imagine that Human Resources wishes to store a list of employee salaries in SharePoint.
A plain list of employee names and salaries with the employee name as string column is a little dull; besides, HR would like
to map salaries to employees contained in their Adventure Works employee table—your makeshift HR database, for all
intents and purposes. Using external data columns, you can provide exactly what I just described. Here’s how.

1. Open the SharePoint site where you created your external list of employees.
2. Create a new run-of-the-mill SharePoint custom list, called Salaries (look back to Chapter 9
ifyou need a reminder).
3. Add a currency site column to the list, called Salary.
4. Add a new site column for the employee name, using the external data site column type
(Figure 13-16).
lolxi
6: ¥ [ai hew:/js2013) ayouts/isjstart P[]||#2]| %] | aa External Content Type Picker % e
File Edit View Favorites Tools Help
SharePoint Newsfeed SkyDrive  Sites INSEWESEtINE o LSRN -]
) SHARE % FOLOW O, of
Lists Name and Type ;I
Column name:
Employees name for this column, and select the type
mation you want to store in the | Emplnyeel
Home The type of information in this column is:
Newsfeed € single line of text
Documents C Multiple lines of text
€ Choice (menu to choose from)
Recent
€ Number (1, 1.0, 100)
Salaries C Currency (5, %, €
NetflixApp  Date and Time
Site Content € Lookup (information already on this site)
e ontents € Yes/No (check box)
) € Person or Group
# EDITLINKS € Hyperlink or Picture
€ Calculated (calculation based on other columns)
@ External Data
€ Task Outcome
€ Managed Metadata
Additional Column Settings X
Description:
Specify detailed options for the type of
informa ou selected.
Require that this column contains information:
C Yes @ No
External Content Type:
BE -~
Select the Field to be shown on this column:
|
¥ Display the actions menu
¥ Link this column to the Default Action of the External Content Type LI

Figure 13-16. Add an external data column

5.
6.
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Click the farthest right icon next to the external content type field.

SharePoint displays the External Content Type Picker (Figure 13-17).
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External Content Type Picker

Find 0
External Data Source External Content Type
AdventureWorks Employee
1
(6].4 Cancel

Figure 13-17. External Content Type Picker

7. Select the external content type containing the column to map your external data column.

8. After SharePoint refreshes the page, you should see a drop-down list of the fields to choose
for the external data column.

9. Select the column to map. I chose last name.

10. Check the check boxes for any additional columns you would like to create additional
linked external data columns.

11.  Click OK at the bottom of the page to finish creating the column.

In the previous steps, you configured a new list for employee salaries, added a salary column, and created an
external data column, which maps to the employee last name column in the previous defined Employee external
content type. Now, you get to see the new list with external data column in action.
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1. Navigate to the Salaries list.

B owoN

Click the link to add a new list item.

. SharePoint presents a dialog to select an employee (Figure 13-18).

In the list entry form, choose the icon farthest from the Employee column.

i
@: ® Iﬁ) https//sp2013Lists/Saleries/NewForm aspx2sc 7] |+ % B vView External Content Types | > choose Employee x |_| fal s S
Fie Edt View Favorites Toos Help
o5 ) Suggested Sites = & Web Sice Gallery = 39 Manage Profile Service User...
X Find: [calendar Previous  Next \’7 Options ~
SharePoint Newsfeed SkyDrive Sites [NEGISRCERTSTETNE o B S

BROWSE EDIT

H B

ey O Cut 1} ABC
N v

ER copy
Save Cancel  Paste Ap_‘am Speling
e =
Commit Clipboard Actions  Spelling
Lists
Title =
Employees
Salary
Home v
Documents Employee
Recent
Salaries

Site Contents

# EDIT LINKS

Employee-1234

100000

Choose Employee

LU < Select Filier> ;|

Warning: Too many results have been returned. This result set may be incomplete or truncated.

EmailAddress =
ken0@adventure-work:

FirstName LastName

Ken Sdnchez
Terri Duffy
Roberto  Tamburello
Rob Walters
Gail Erickson
Jossef Goldberg
Dylan Miller
Diane Margheim
Gigi Matthew
Michael  Raheem
ovidiu Cracium
Thierry D'Hers
Janice Galvin
Michael  sullivan

4

JobTitle
Chief Executive Officer

Vice President of Engineering
Engineering Manager

Senior Tool Designer

Design Engineer

Design Engineer

terri0@adventure-work
roberto0@adventure-w
rob0@adventure-works
gail0@adventure-work:

jossefo@adventure-wo

Research and Development Manager
Research and Development Engineer

Research and Development Engineer

dylan e-wor
diane1@adventure-wor

d orke

Research and Development Manager
Senior Tool Designer
Tool Designer

Tool Designer

Senior Design Engineer

micl
ovidiud@adventure-wo.
thierry0@adventure-we

janice0@adventure-wo

) SHARE ¥y FOULOW [,

mwchaela@adventurs_—»iﬂ
| >

oK

Cancel

Figure 13-18. Select an employee

Hold on a second! Why is the dialog in Figure 13-18 showing e-mail addresses? Cast back a few sections to when
you created the external content type for the employee—you selected the e-mail address column to appear in picker
dialogs. You essentially told SharePoint that you want to identify users via the e-mail address when selecting from a

choice of employees.

5. Select one of the employees in the list.

6. Click the OK button.

7. Since you chose Last Name as your mapped external data column, the last name of the
selected employee shows in the Employee column in the form.

8. Addasalary and a title, then click the Save button to save the list item.
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Connecting to an OData Source

OData, short for Open Data protocol, is a web protocol to consume Create, Read, Update, and Delete operations using
standard web protocols, such as HTTP, Atom, and JSON. OData is a new emerging standard that allows producers to
expose their data via a Uniform Resource Locator (URL) and allows consumers to access this data over the web using
the aforementioned protocol standards.

Business Connectivity Services in SharePoint 2013 can consume OData feeds. SharePoint 2010 required
middleware code to integrate OData, whereas users can now create a simple app connector for SharePoint 2013 and
integrate external data.

In this section, I shall provide a short demonstration to integrate a Netflix OData feed into SharePoint. Of course,
Netflix is not about to let me make changes to the company’ video catalog data, so the feed is read-only, but this
service suffices to demonstrate OData integration with SharePoint.

My example makes use of Visual Studio 2012. Although this book is an administrative book, I want to show you
how simple OData integration is with a simple connector, built-in Visual Studio.

Note Prerequisites for the steps in this section include Visual Studio 20712 and Microsoft Office Developer Tools for
Visual Studio 2012: http://msdn.microsoft.com/en-us/office/apps/fp123627.aspx.

1. Launch Visual Studio 2012.
2. Start a new project.

3. Select the template App for SharePoint 2013 (Figure 13-19).

New Project 2lxl
P Recent NET Framewaork 4.5 - Sorthy: Default g = Search Installed Templates (Ctrl+E) P~
4 Installed cr -

EJ App for Office 2013 Visual C# o e
4 Templates = A project to create an App for SharePoint
4 Visual C# [ . 2013.
Windows App for SharePoint 2013 Visual C#
Web (53
b Office/SharePoint J Excel 2013 Add-n Visual C#
Cloud o
Reporting :I Excel 2013 Template Visual C#
Silverlight
s
= ] Excel 2013 Workbook Visual C#
WCF
Workfiow =1
oreien FJ InfoPath 2013 Add-in Visual C#
b Other Languages ]
I Other Project Types (%3
Samples 5_" Outlook 2013 Add-in Visual C#
c#
> erE Egl PowerPoint 2013 Add-n Visual C#
cr
Eﬂ Project 2013 Add-in Visual C#
| T .
J Visio 2013 Add-in Visual C#
cx
ﬁ_‘l Word 2013 Add-n Visual C#
c*
IIEI-:I Word 2013 Document. Visual C=
& -
Mame: SharePointApp 1
Location: ci\usersirgarrett\documentsvisual studio 2012\Projects M Browse...
Solution name: SharePointApp 1 Create directory for solution
[] Add to source control
Concl

Figure 13-19. App for SharePoint 2013 template in Visual Studio 2012
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Give the app a name and location to store the project on disk.

Click the OK button.

In the next dialog, confirm the name and URL of the SharePoint site.
Change the drop-down option to host the app in SharePoint.

Click the Finish button.

© e N o g

Right-click the project name in the Solution Explorer.

10. Choose the Add menu item and then select the Content Types for External Data Source

sub-menu item.

11.  Provide the OData service URL for Netflix and a friendly name—see Figure 13-20.

SharePoint Customization Wizard

S specify OData Source

What OData service URL do you want to use to create the external data source?

|:'|1:I:p:,.’ﬁ:uclata.netﬁix.cu:umeatang,r

Data Source MName: |Ne1:ﬁix

= Previous Mext > | Einish I

Cancel

Figure 13-20. Netflix OData URL and friendly name

12.  Click the Next button.

13.  On the last dialog, check the check box for Title entity.
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14. Leave the check box for Create list instances for the selected data entries (except Service
Operations) to create list instances.

15.  Click the Finish button.

Visual Studio has created a new external content type for the OData Netflix Title entity, and created an external
list instance for the new external content type. Open the elements . xml file for the Titles list, and you should see the
XML for the list definition (Figure 13-21). Be sure to make a note of the list URL.

<?uml version="1.8" encoding="utf-8"?>
-l<Elements xmlns="http://schemas.microseft.com/sharepoint/">
=] <ListInstance Url="Lists/Title" Description="Title" OnQuickLaunch="TRUE" Title="Title">
= <Data5ource>
<Property Name="LocbhSystemInstance” Value="Netflix" />
<Property Name="EntityNamespace” Value="NetflixCatalogw2" />
<Property Name="Entity" Value="Title" />
<Property Name="SpecificFinder” Value="ReadSpecificTitle™ />
<Property Name="MetadataCatalogFileName" Value="BDCMetadata.bdcm™ />
</DataSource>
</ListInstance>
</Elements>

Figure 13-21. List instance XML for the OData external feed

16.  Right-click the AppManifest.xml file and view the code.

17. Change the start page of the app to load the list you created, using the URL you noted
earlier—in my case: ~apphebUrl/Lists/Title.

Deploy the project app to SharePoint (right-click the project name in the solution explorer and then select the
deploy menu option).

Note The deploy steps assume that you have a working on-premise app domain configured; see
http://msdn.microsoft.com/en-us/library/office/apps/fp179923(v=office.15).

18.  Open your SharePoint site, where you just deployed the app.
19. Click the gear icon.

20. Select the menu item to view site contents.

21.  Scroll and find the Netflix Titles list.

22. Click on the tile to open the external list.

23.  Youshould see Netflix aggregated data in SharePoint (Figure 13-22).
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/5 Title - ReadAllTitle - Windows Internet Explorer - ol x|
@‘: = [ais hitp:/jzops 7acasaseratios. .. O] [ #4] | | gy it - encaimie x | 42 How to: Create an external st .. | | {nr 2.7 83
Fle Edit View Favorites Tooks Help
X Find: [app Previous Mext ”7 aptions + |
SharePoint Newsfeed SkyDrive Sites -]
{PORTAL BROWSE | ITEMS o
NetflixApp
Title o
@ new item
ReadAllTitle
v o Name ShortName Synopsis ShortSynopsis AverageRating ReleaseYear  Ur
13aly Red Hot Chili  Red Hot Chili  Lead singer Anthony Lead singer Anthony 33 1991 http://www.netflix.com/Movie/Red_Hot_t
Peppers: Peppers: Kiedis, bassist Flea, Kiedis, bassist Flea,
Funky Monks  Funky Monks  drummer Chad Smith drummer Chad Smith
and young guitarist and young guitarist
John Frusciante make John Frusciante make
one of the best albums  one of the best
of the 1990s with albums of the 1990s
superpreducer Rick with superproducer
Rubin. Get a behind- Rick Rubin. Get a
the-scenes look at behind-the-scenes
them in action, making  look at them in action,
“BloodSugarSexMagik.”  making
Gavin Bowden (Lit: All “BloodSugarSexiMagik.
Access) directs this non
-narrated
documentary, which
catches the Chili
Peppers' crazy, naked
ways and shows that
they're serious
musicians as well.
13bLK == Rod Stewart:  Rod Stewart:  Beginning with songs Beginning with songs 3 1991 http://www.netflix.com/Movie/Rod_Stew.
Staryteller Storyteller from the mid-'80s, this  from the mid-'80s, this
1984-1991 1984-1991 video highlights Rod video highlights Rod

Stewart's soulful

4 |

Stewart's soulful

il

Figure 13-22. External content using OData

User Profile Properties

Earlier in this chapter, I demonstrated how to include external data columns in your lists to surface Business
Connectivity Services data along with natural SharePoint list data. In Chapter 6, you read about user profiles and how
the User Profile Service Application provides synchronization with external directory sources to populate user profile
properties. Leveraging Business Connectivity Services, you can integrate line of business data in with user profile data,
imported from AD or LDAP.

When it comes to user profiles in SharePoint, I frequently hear the same request: “I'd like to include fields from
my HR database in user profiles.” In this section, I shall demonstrate how to set up this process. The steps that follow
make the following assumptions:

e  You have a working User Profile Service Application.
e  You have a working User Profile Synchronization with AD or LDAP.
¢ You have My Sites configured.

¢  You have created an external content type for Employees in the Adventure Works database, as
shown earlier in this chapter.
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With the prerequisite assumptions out of the way, it’s time to get started with configuring user profile fields that
link to Business Connectivity Service sources. For the scenario to work, you need a common attribute that links user
profiles in SharePoint and records in your external line of business system. I have chosen the e-mail address attribute,
since the e-mail address is present in Active Directory and my Employee external content type.

For simplicity, you will create a new managed user property that links the e-mail address in Active Directory with
that in your external line of business system.

1.
2.

© e N o g w

10.

Open Central Administration.

Click the link to manage service applications, under the Application Management
heading.

Scroll and select the User Profile Service application.
Click the Manage icon on the ribbon.

Click the link to manage user properties.

Click the link to create a new property.

Give the property a unique name and display name.
Leave the property type as String.

Scroll to the Mappings section.

Map the AD “mail” attribute using an import mapping.

Note

If the Source Data Connection drop-down control is empty, then you must configure a sync connection with

Active Directory—see Chapter 6 for User Profile Synchronization with Active Directory.

11.

My mapping looks like that in Figure 13-23.
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5 Add User Profile Property - Windows Internet Explorer (ol x|
@3 - Iﬁ) http: //sp2013:20 13/ layouts/15/Editeroperty. 07| ||| % B Add User Profie Property x | B Portal - Home | | {0 %g el

Fle Edt View Favorits Tools Help

75 &) sugested Sites = | Web Siice Gallery ~

® Find: |E.ma\ Previous Next || 7 options - |
SharePoint Newsfeed SkyDrive Sites [EETSISRCEUS RaNNE o S
) sHaRe O
i e ey with Shareboint 2010 newsieeds) ;I
Mote: These display settings will obey the user's privacy settings.
Search Settings I~ Alias
Aliased properties are treated as equivalent to the user name and account name when searching for items authored by s 17 Indexed
user, targeting items to a user, or displaying items in the Documents tof nal site for a user. Alias
properties must be public.
Indexed properties are  the search engine and become part of the People search scope schema. Only index a
property if it will contain relevant information for peaple finding or if you want the data yed in people search results
Property Mapping for Synchronization Source Attribute Direction Action
Click remove to delete or modify an existing mapping. AD Sync mail Import —
Add New Mapping Source Data Connection:
Specify the field to map to this property when synchronizing user profile data AD sync =]
Whe nizing with a Business Data Connectivity source you can of ta from associsted entity AttrDUte
fields by selecting the association. Mapping a mul ed, imparting wil 2CSPolicyName j
attempt to get only the first value. Mapped pr Attribute
Security Note: If you are using a high privilege a will be able to read, import and
export directory attributes that are not normally viewable by all us: appropriate d privacy settingis o
selected. J
disabled if the User Profile Service Application is in an
ured. Add
Multivalue property is tagged with "(M)".
oK Cancel

Figure 13-23. User property mapping to AD attribute

12.  Set the policy for the property as optional and visible to everyone—this is not a
requirement, but it makes life easier for dealing with users who do not have the e-mail
address populated in AD.

13.  Click the OK button to save the property.

14. Return to the main User Profile Service Application home page.
15.  Click the link to start a profile synchronization.

16.  Start a full synchronization.

17. Wait for the synchronization to complete.

18.  Click the link to manage user profiles.

19. Search for a user who is present both in SharePoint and AD.

20. Checkto see if the e-mail address populated into the custom-created profile property
(assuming you populated the e-mail address in AD!).

You now have a custom user profile property, mapped to an attribute in Active Directory; you have completed
a full import and confirmed that user profiles contain this field with populated data. Next, you will configure a
synchronization connection in the User Profile Service (UPS) Application that maps records in the Adventure Works
ECT with user profiles.
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21.  Return to the main User Profile Service Application home page.

BUSINESS CONNECTIVITY SERVICES

22. Click the link to create a new synchronization connection.
23.  On the next page, click the link to create new connection.
24.  Change the type to Business Data Connectivity and wait for the page to refresh (Figure 13-24).
=lalx]
@: < B itoi/jsp2013:2013 layouts/15/Edinsserver O[] 4[| BB s«aad-Senicemtim:Mm...l B Edit synchronization cormect... X | ) search: rob garrett | | i o e
File Edit View Favorites Toolks Help
95 £ Sucgested Sites = 2 web Slice Gallery = [§ Manage Profile Service User... [ Manage Service Applications
SharePoint Newsfeed SkyDrive  Sites Rob Garrett~ ¥ 2

) sHaRe O

Central Administration Use this page to configure a connection to a directory service server to synchronize users. A
Application * Indicates a required field
Management Connection Name Adventure Works
System Settings
Monitoring Type Business Data Connectivity
Backup and Restore
Security Connection Settings Business Data Connectivity Entity:
Upgrade and Migration . . Select a Business Em| Io. ee (Adventure Works DB EI m
odeled. Connection;
General Application MNote: When creating a Business Data Connectivity connection to import data inte a multivalue property & Connect User Profile Store to Business Data Connectivity Entity as a 1:1
Settings from an entity that does not have assodiations you should connect to the entity as 3 Limany mapping. mapping
Apps —
Configuration Wizards @
Site Contents Return items identified by this profile property:
UnigueEmail j
€ Connect User Profile Store to Business Data Connectivity Entity as a 'many
mapping
Filter items by
H
Use this profile property as the filter value:
H
oK Cancel
H
Figure 13-24. UPS synchronization connection to Business Connectivity Services
25. Give the connection a name.
26. Choose the external content type using the entity picker.
27. Choose the 1:1 mapping and select the Unique Email property you created earlier for the
e-mail mapped to the AD user profile.
28. Click the OK button.

The last set of steps in this demonstration involves surfacing columns from the external content type within
user profiles. Profiles in Active Directory map to records in the external Adventure Works database using the e-mail
address property you configured earlier.

29. Return to the main User Profile Service Application home page.
30. Click the link to manage user properties.
31.  Click the Job Title property and then select Edit in the drop-down control.
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32.

33.

34.
35.
36.
37.

38.

39.
40.
41.
42.
43.
44,

The Job Title property currently maps to an attribute in AD; scroll to the Mappings section
and click the Remove button.

Change the Source Data Connection to the external data connection for the Adventure
Works database.

Select the Job Title column in the attribute drop-down control.
Click the Add button.
Click the OK button to save the property.

Feel free to add new properties, or use existing properties, and then map them to other
columns in the Adventure Works Employee external content type.

Ensure that a user profile exists in Active Directory with an e-mail (mail attribute) value
that matches a record with e-mail address in the Adventure Works database.

Return to the main User Profile Service Application home page.

Click the link to start a profile synchronization.

Run a full synchronization.

Once the profile sync completes, click the link to manage user profiles.

Search for a profile that exists in AD and Adventure Works with the same e-mail.

Edit the profile and confirm that the job title is that from the Adventure Works source.

Export and Import Models

You can spend an immense amount of time creating Business Connectivity models in development, get them just
right, and then want to deploy the model to staging and production. Fortunately, you do not have to repeat the
configuration steps again for each deployment—this is where export and import models come in.

In the previous sections of this chapter, you created an external content type for Employees in the Adventure
Works database and an external list to surface the employees in SharePoint. At this point, I shall assume that you
followed my examples and were able to render the Employees list, and are therefore ready to export your model for
use in another environment.

1.

LA

494

Open Central Administration.

Click the link to manage service applications.

Select the Business Connectivity Services application in the list.
Click the Manage icon on the ribbon.

In the view section of the ribbon, change the drop-down control to show BDC models
(Figure 13-25).
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& Business Data Connectivity Models - Windows Internet Explorer =13l =]
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Apps
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Figure 13-25. BDC models

A BDC model is an XML file that contains all of the Business Connectivity Services information for a given data

source. In Figure 13-25, see that SharePoint created a model when you created a new data source to the Adventure
Works SQL database from SharePoint Designer. You can save this file to disk and open it in a text editor to see the

XML. BDC model files are inherent from the legacy Business Data Catalog in SharePoint 2007. Back in those days, you
had to create the XML file yourself, or use a third-party tool, such as BDC Meta-man. Although Business Connectivity

Services still uses the BDC model file, the capabilities of the service greatly enhance that of BDC.
6. Check the check box next to the BDC model.
7. Click the Export icon on the ribbon.

8. Choose the file type to export and the various advanced attributes to include or exclude
from the export (Figure 13-26).
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/& Export BDC Model - Windows Internet Explorer o ] 5

@;\/' B e i/jsp2013:2013/_admin/: O [7] |#2/ X | B Export BDC Model x o e

File Edit View Favorites Tools Help

i::3 a Suggested Sites + @ Web Slice Gallery + E) Manage Service Applications

SharePoint Newsfeed SkyDrive Sites [EEIINCEUEI IS o S 4

) sHARE O

Central Administration File Type
X @ Model
Application Choose the type of BDC Mode file to export © Resource
Management
. = contains the base
System Settings
Monitoring A resource definition file enables you to import
Backup and Restore or export only the localized names, properties
and permissions, in any combination.
Security
Upgrade and Migration
i Advanced Settings
General Application I% Localized names
Settings Choose resources to export. I¥ Properties
Apps Specify the name for the custom environment I permissions
settings. I” Proxies

Configuration Wizards
Use Custom Environment Settings:

Export Back

Figure 13-26. Export BDC Model

9. Click the Export button to save the file locally to disk.

With a BDC model exported to disk, you can now import the model into another environment, using the Import
icon in the Business Connectivity Services application.

Note After importing a BDC model, you may need to re-create external lists from the imported external content types.

Search

One of the powerful features of Business Connectivity Services is the ability to integrate it with search. Microsoft
designed the service to expose external line of business data sources inside SharePoint as external lists, which operate
identically to internal native SharePoint lists. Ensuring that users can search for data in external sources, just as they
would for internal data, completes the integration experience.

Business Connectivity Services data sources surface in search as a specific content source type, similar to the
SharePoint, Web Site, and File Share content sources. In this section, I shall briefly cover the configuration steps. These
steps assume that you followed the previous steps in this chapter and have a working external employees list, sourced
from the Adventure Works SQL database. I shall also assume that you have a working Search Service Application.
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Note | cover provisioning of the Search Service Application in Chapter 15. For now you can create a new SSA using
the farm wizard (unless you have one configured already).

1. Open Central Administration.

2. Click the link to manage service application, under the Application Management heading.
3. Scroll down the list of service applications and select your Search Service Application.
4. Click the Manage icon on the ribbon.
5. Youshould see the Search Administration page, like that in Figure 13-27.
/& Search Service Application: Search Administration - Windows Internet Explorer =10l x|
O = [B oo mais 2150 O] [49][ X | B Searc sevie it | B Emlovees -Enployee read .. | B rob carest B &
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) sHaRe O,
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Figure 13-27. Search Service Application Administration
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11.

12.
13.

S © ® N o

Click the link for content sources, under the Crawling heading in the left navigation.
Click the link to add a new content source.

On the next page, give the content source a name.

Change the Content Source Type to Line of Business Data.

Wait for the page to refresh, then select the Business Connectivity Services
Application—I have only the one.

You have the option to crawl all data sources associated with the application or particular
sources. I have found that it is best to select the desired data sources.

Configure crawl schedules and priorities.

Click OK.

Congratulations! You have now created a content source for your Business Connectivity Services data source and
can now index your external data. Start a full crawl of the new content source, wait for the process to complete, and
then open up a Search Center window.

Note As a best practice, | recommend creating a Search Center site collection for your SharePoint
application—see Chapter 2 for details on creating new site collections. | created a managed path called “Search”
where | hosted my Search Center.

After opening your Search Center and searching for a term (it helps if you search for a term you know is present
in your external data), you should see a series of results like that in Figure 13-28. Click on the title of any one-search
result, and you should then see a profile page for the external data entity.
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Figure 13-28. Search results for external data

Do you remember how to create the External Content Type Profile page? Not to worry if not, just skip back to the
section called External Content Type Profile Pages. Profile pages enable users to view external data surfaced in search
results.

Summary

In this chapter, you explored all the major aspects of external data aggregation in SharePoint via Business Connectivity
Services. I kicked off this chapter with some details about the enhancements to BCS in SharePoint 2013. You then
jumped in with configuration of the Secure Store Service and Business Connectivity Services application.

I'walked you through the process of creating a new external content type, which represents each employee from
the Adventure Works SQL database, a sample SQL Server database. Having created your external content type, you
learned how to create an external list, so that you could interact with the external data via the SharePoint user interface.

You got a glimpse of Visual Studio 2012 when you created an external connector to an OData source. Toward the
end of this chapter, you read how to integrate Business Connectivity Services in with user profiles and search, in order
to provide an experience of complete external data integration within SharePoint 2013.

In Chapter 14, I will continue the theme of integration, this time integrating SharePoint 2013 with
Microsoft Office applications.
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CHAPTER 14

Microsoft Office Integration and Office
Web Applications

SharePoint 2013 is a sophisticated web-based information platform that stands tall alongside many of Microsoft’s
accomplishments. The SharePoint platform succeeds in being the central storage hub for enterprise and organization
data, engages users in collaboration, and integrates external data to facilitate business intelligence in a modern-day
organization. However, SharePoint is not an island, and Microsoft designed the platform to work alongside and
integrate with Microsoft Office—one of the most widely used pieces of software installed on office computers today.
In this chapter I will take the reader on a tour of the main Microsoft Office applications and show how they
integrate with SharePoint 2013. As with previous versions of SharePoint, Microsoft designed many of the new
integration features to work with the latest version of Office—in this case Office 2013. This is not to say that users
of Office 2003, 2010, and even Office XP cannot integrate with SharePoint 2013, but the feature set and end-user
experience are better when working with Office 2010 or 2013.

Office 2013 and an Overview of Integration

Pay a visit to any typical corporate or government office today and you are certain to see a number of people in front
of computers. Statistically, most of these computers will be running Microsoft Windows, and I would bet you they also
have a copy of Microsoft Office installed.

With the exception of software developers, most organization workers use Office applications several times a
day. Take Outlook, as an example; despite several rather appealing alternatives, Microsoft Outlook is one of the most
popular business applications in use in organizations each day. As another example, Word is the most widely used
word processing application and is the application I chose to write this book.

What are all those users doing with the files that they create from Microsoft Office applications? Sadly, many
documents, spreadsheets, presentation decks, diagrams, etc. end up on shared drives (on the network) or embedded
in e-mail messages. A typical Microsoft Word document ranges in size from a few kilobytes to megabytes. Now
imagine a large Word document floating around the e-mail system—several copies in every recipient’s e-mail box,
different versions in multiple e-mail messages. Aside from the confusion in ascertaining the most recent version, the
IT department has a hard time dealing with Exchange e-mail boxes that continue to grow over the life of an employee
at an organization.

In Chapter 11, I wrote about the document management features of SharePoint. I demonstrated how SharePoint
provides a central location for all documents, to meet the needs of users. This is all good, but how tedious is it if a user
working on a masterpiece in Microsoft Word has to exit the application and then remember to upload the document
to SharePoint, and what about the nice metadata and categorization of documents in SharePoint? Users would
love to access this same metadata in the Office application. Fortunately, Microsoft designed SharePoint and Office
applications to communicate with each other.
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Users can access SharePoint features from the comfort of their Office application, and may access their Office
application from the web interface of SharePoint. Earlier versions of SharePoint (2003/2007) and Office (2003/2007)
made similar claims but, honestly, the integration was somewhat half-baked. Since SharePoint 2010, SharePoint and
Office have gone a step further and truly provide seamless integration.

By now, I assume you are familiar with the Windows 8 look and feel of SharePoint 2013. Users of Office 2013 also
experience a similar look and feel as part of the user interface. Figure 14-1 shows a screenshot from PowerPoint 2013,
which has a clean crisp look to it, similar to that of SharePoint 2013.
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Figure 14-1. Windows 8 look and feel in PowerPoint 2013

The Backstage Area

All Office 2010 and 2013 applications have a File tab in the main menu of their main screen; clicking this tab navigates
you to the backstage area. Clicking the File tab in Microsoft Word shows a page like that in Figure 14-2.
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Test Document.docx - Word 7 -8 X
Robert Garrett ~ Ej
Test Document
http://sp2013 robdev.local » Shared Documents
Protect Document Properties *
» Control what types of changes people can make to this document. Size 17.0K8
Protect
Document = Paga; 1
Words 2
Total Editing Time 1 Minute
Title Add  title
A Inspect Document A
\2 Tags Add a tag
Before publishing this file, be aware that it contains: . . i .
Check for Document properties, document server properties, content type information and ormments fed cemments
Issues - author's name
Custam XML data Related Dates
Last Modified Today
i Created Today
Account — Versions and Check Out ’
Last Printed
Options Manage
Versions - Related People

Author
Robert Garrett

Add an author
Last Modified By

Robert Garrett
Related Documents
8] Open File Location

Show All Propertics

Figure 14-2. The backstage area in Microsoft Word 2013

On the left of the page shown in Figure 14-2, you can see the familiar Save, Save As, Open, and Close
options—similar to what you came to expect of the File menu in pre-2010 versions of Office applications.

The middle area of the Backstage page typically displays operation and action buttons and links for the tab
selected on the left. To give you a sense of capabilities of the backstage area, Table 14-1 lists the various actions
available in Word 2013, depending on the tab selected in the left navigation. Table 14-1 is not exhaustive, and the
actions available will likely differ between the Office applications in the suite. The far right panel, shown in Figure 14-2,
also changes depending on the selected left tab; it currently shows properties of the document, since I have the Info
tab selected.
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Table 14-1. Action Buttons in the Backstage Area of Word 2013

Tab Button Action

Info Protect Document Allows author to add restrictions to the document to prevent further
editing, mark the document as a final version, encrypt the document
contents, and digitally sign the document.

Info Inspect Document Allows author to review hidden properties, check for accessibility issues,
and check for compatibility with earlier versions of Office.

Info Versions and Check Out Allows author to check in and check out the document via the source
document library in SharePoint, and to manage version history.

New - Selects a new document template to create a new document.

Open Recent Documents Lists recent documents edited.

Open SkyDrive Opens an existing document from SkyDrive (more on SkyDrive later in
this chapter).

Open Other Web Locations Browses HTTP/HTTPS locations, such as SharePoint, for existing
documents to open.

Open Computer Browses the local computer for existing documents to open.

Open Add a Place Adds locations for easier opening of existing documents and saving,
locations such as Office 365 and SkyDrive.

Save - Saves the current document to the last known location (otherwise same
as the Save As tab).

Save As SkyDrive Saves the current document to a SkyDrive location.

Save As Other Web Locations Saves the current document to an HTTP/HTTPS web location, such as
SharePoint.

Save As Computer Saves the current document to a folder on the local computer.

Save As Add a Place Adds locations for easier opening of existing documents and saving,
locations such as Office 365 and SkyDrive.

Print - Allows author to choose a printer associated with the local computer,
change print options, and print the current document.

Share Invite People Changes permissions of the current document in the SharePoint
document library, such that other users can read or edit the document
from SharePoint.

Share E-mail Allows author to convert the current document to different formats
(such as PDF) and add as an attachment to e-mail, using the default
e-mail application.

Share Present Online Uploads document to a temporary cloud location on Live.com and
provides author a unique URL—author can then send link to other users
for presentation purposes. After closing the presentation, Live.com
deletes the document from the cloud.

Share Post to Blog Allows the author to post a blog, hosted on SharePoint, Wordpress.com,
Blogger, etc.

(continued)
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Table 14-1. (continued)

Tab Button Action
Export Create PDF/XPS Document  Creates a PDF or XPS document version of the current document.
Export Change File Type Allows the author to change the file type of the current open document,

such as DOC to DOCX format.

Close - Closes the current document; the Office application will ask you if you
wish to save any unsaved changes.

Account - Accesses connected account information, such as Facebook, Flickr,
SkyDrive, Twitter, etc.

Options - Accesses preferences of the Office application.

Note If you have opened an Office document from SharePoint, the details in the Info tab change to those when
opening a document from disk.

Opening and Saving to SharePoint

Office and SharePoint are like husband and wife, especially in enterprise environments (although perhaps not for the
real husband and wife relationship in the workplace). After opening an Office document on your local PC, you surely
want to upload it to SharePoint for version management and collaboration.

As a general practice, I upload any document in process to SharePoint immediately, because this gives me peace
of mind that my document is in a safe place and available, should my local PC crash. You will see later that uploading
unfinished documents to SharePoint also allows for co-authoring and editing, which is possible only when your
document resides in a shared location.

I assume that by now you are familiar with SharePoint document libraries and how you upload documents to
these libraries via your web browser. However, there must be a better way—can you open and save documents from
and to SharePoint directly from the Office application?

Saving to SharePoint

I shall start with a scenario in which you might have opened a new instance of PowerPoint—or any other Office
application—have made some edits to a new document, and now wish to save the document to SharePoint. As
described earlier, you start from the backstage area by clicking the File tab on the ribbon.

1. Click the File tab in the Office application (my example uses PowerPoint 2013).
2. Click the Save As left navigation tab.

3. Youshould see some saving options, like those in Figure 14-3.
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Presentation] - PowerPoint ? -

2 [m 4
Robert Garrett - xj
Save As

& Rober Garetts SkyDiive && Robert Garrett's SkyDrive

Recent Folders

F:l Computer ® Robert Garrett's SkyDrive
o= AddaPlace &
Browse

& Get SkyDrive for Windows and take your files with you x
anywhere.
Learn More.

Account

Options

Figure 14-3. Save As tab in PowerPoint 2013

Looking at the Save As tab in Figure 14-3, you can see three options: save to SkyDrive, save to the local
computer, or add another place. I shall cover saving to SkyDrive further on in this chapter. Saving to the computer is
self-explanatory: clicking this option and the Browse button on the right will bring up a familiar Save As dialog with
locations on disk to save the open document.

Saving to SharePoint from Office 2013 is different from that of Office 2010. Forget looking for the Send to
SharePoint operation under the Save and Send heading—Microsoft has changed the save operations to: Saving to the
cloud via SkyDrive and Office 365, Saving to on-premise SharePoint via SkyDrive Pro, and publishing for a specific
purpose, such as publishing to a blog from Word, or publishing to a slide library from PowerPoint.

Personally, I miss the very explicit option to save to SharePoint within Office 2010 but can understand Microsoft’s
need to reduce confusion, now that SharePoint exists both as an on-premise service and in the cloud. I shall leave the
theorizing on this topic to the books on business and strategy.

Fortunately, Office 2013 and SharePoint still support saving to a URL (via WebDAV). The following steps continue to
demonstrate how to save an open document to SharePoint by providing the URL of the destination document library:

4. Select the option to save to the computer.
5. Click the Browse icon.

6. Inthe dialog that appears, enter the on-premise SharePoint document library URL in the
location field (at the top of the dialog).

7. Give the file a name.
8. Click the Save button.
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Opening from SharePoint

Opening an existing Office document from SharePoint is less confusing than Save As, but just as easy. In this scenario
and my example, a document resides in a document library in a SharePoint 2013 team site.

Figure 14-4 shows a screenshot of my example document library in my SharePoint 2013 team site. Depending on
whether you have installed Office Web Applications (OWA), clicking on the document name (link) will either open
the document on the Office application on the local computer (assuming you installed Office) or within OWA. The
following steps demonstrate how to open the document in the local Office applicati