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Preface

System Center 2012 Endpoint Protection (SCEP) is Microsoft's third-generation corporate
anti-malware solution. At the core, it shares many similarities with their "free for home use"
anti-malware product, Microsoft Security Essentials, which has been installed on over 50
million PCs the world over.

The explosion in popularity of the Microsoft Security Essentials benefits SCEP users through
the malware telemetry data of 50 million users of the Microsoft Security Essentials that share
with Microsoft through their MAPS (formerly known as Spynet) program. By integrating SCEP
with the newly-released System Center 2012 Configuration Manager, they have created one of
the easiest solutions to deploy and manage anti-malware products on the market.

In this book, you will see System Center 2012 Configuration Manager referred to as simply
SCCM. Although Microsoft often refers to it as ConfigMgr in their documentation, the majority
of the people the author has worked with over the years refer to the product as SCCM. System
Center 2012 Endpoint Protection will be referred to as SCEP, although this is not an official
acronym that Microsoft uses for the product.

Many of the recipes in this book begin with a step that asks you to log into your Central
Administration Server (CAS). Depending on how your SCCM environment was designed, you
may not have a CAS server, you may simply have a single Primary Site server as the top level
of administration in your architecture. If this is the case, all the recipes can be completed on
your Primary Site server.

Also, in most cases, it is not essential to physically log into the CAS or Primary site server. If
you have the SCCM consoles installed on your workstation and are logged in with the correct
permissions, the recipe can be performed on the local console.

What this book covers

Chapter 1, Getting Started with Client-Side Endpoint Protection Tasks, provides a number of
recipes for performing tasks at the local client level, such as forcing a definition update or
modifying the SCEP client policy.

www.it-ebooks.info


http://www.it-ebooks.info/

Preface

Chapter 2, Planning and Rolling Installation, will walk you through some of the considerations
you will need to make before deploying SCEP, as well as showing you how to enable the SCEP
role on your SCCM server.

Chapter 3, SCEP Configuration, will show you recipes for performing essential tasks, such as
configuring SCEP policies and alerts, as well as walking you through the process of setting up
SCEP's reporting features.

Chapter 4, Client Deployment Preparation and Deployment, includes a number of recipes
to assist you with every step of client deployment from preparation to actually deploying
the clients.

Chapter 5, Common Tasks, covers a number of day-to-day tasks that every SCEP administrator
will need to know how to do it correctly in order to keep SCEP healthy and your Endpoints
protected from malware.

Chapter 6, Management Tasks, covers important high level tasks, such as using policy
templates, merging polices, and responding to SCEP alerts.

Chapter 7, Reporting, makes a deep dive into the reporting capabilities offered with SCEP. You
will be shown how to execute reports, as well as provide access to reports. You will also be
shown how to create your own custom reports.

Chapter 8, Troubleshooting, provides you with some tools to assist you with the time-
consuming effort of troubleshooting an anti-malware product. The recipes in this chapter will
help you deal with Definition Update issues, as well as how to approach false positives.

Chapter 9, Building an SCCM 2012 Lab, is a great chapter for anyone who has not yet taken

the plunge on SCCM 2012. There is just a single recipe in the chapter that will show you the

quickest down-and-dirty method for standing up an SCCM 2012 server in a lab environment.
This is vital to anyone considering deploying SCEP, because with the total integration of SCEP
with SCCM 2012, you can't experience SCEP without an SCCM environment.

Appendix, walks you through the installation of the System Center Security Monitoring Pack
for Endpoint Protection.

What you need for this book

To complete the recipes in this book, you will need a Windows 2008 level (or above) Active
Directory environment, a Windows 2008 R2 server, SCCM 2012, and SQL server 2008.
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Who this book is for

This book is intended for any SCCM 2012 administrator, who needs to quickly ramp up his or
her skill sets in order to support SCEP. It is also intended for anti-malware administrators of an
existing anti-malware solution (such as McAfee or Symantec) that needs to learn quickly the
SCCM-related skills that he or she would need to have in to manage an anti-malware solution
integrated with SCCM.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "The local SCEP client logs are stored in the
program data folder".

Any command-line input or output is written as follows:

Threat Name:VirTool:JS/Obfuscator

ID:2147632206

Severity:5

Number of Resources:2

Resource Schema:file

Resource

Path:C:\Users\username\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Low\Content.IE5\OG2NNMHR\badwebpage.htm

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "Click on File from the menu
bar and select Exit to close the logfile ".

% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www . packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you find a mistake in one of our books—maybe a mistake in the text or the code—we would be
grateful if you would report this to us. By doing so, you can save other readers from frustration
and help us improve subsequent versions of this book. If you find any errata, please report them
by visiting http: //www.packtpub.com/support, selecting your book, clicking on the errata
submission form link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded on our website, or added to any

list of existing errata, under the Errata section of that title. Any existing errata can be viewed by
selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

—a1
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Getting Started with
Client-Side Endpoint
Protection Tasks

In this chapter, we will cover:

» Locating and interrupting client-side SCEP logs
» Performing manual definition updates and checking definition version
» Manually editing local SCEP policy using the user interface

» Utilizing MpCmdRun . exe

Introduction

The tasks you will accomplish in this chapter are essential for any System Center Endpoint
Protection (SCEP) administrator. Although many of the procedures can also be performed
from within your System Center 2012 Configuration Manager (SCCM) console, it is also vital
to understand how to perform these procedures at a local client level. As isolating infected
PCs (or PCs that are suspected to be infected) from the rest of your corporate network is

a commonly accepted best practice, a hands-on approach is often needed to remediate
malware issues.

This chapter will cover all the essential skills an AV admin using SCEP will need to know, from
finding and understating the SCEP client logs, to performing on demand scans with just the
command line.
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Locating and interrupting client-side

SCEP logs

Primarily, reporting data is accessed through the SCEP dashboard within your SCCM console,
or by executing SCEP reports in SQL Server Reporting Services. However, you may find yourself
attempting to troubleshoot a malware issue on a client PC without an access to either of
those resources. This is when you come to know where to find your SCEP client-side logs, and
understand how to interrupt them, which will prove very useful.

In this section, you'll be working with the most vital SCEP log, which is known as the MPLog
and using it quickly will locate pertinent information, such as definition update history and
malware detection history.

Getting ready

The local SCEP client logs are stored in the program data folder. Keep in mind, this directory
is hidden by default and you will not be able to browse to it without enabling view hidden files,
folders, and drives in Windows Explorer. A log parsing utility, such as Microsoft's Trace32 or the
new version that comes with SCCM 2012 CMTrace, can be utilized to expedite the process of
locating data inside the MPLog, but in the following example, we will be utilizing Notepad.

How to do it...

Follow these steps:

1. To locate your SCEP client-side logs on a Windows 7, Vista, or Windows Server
2008 system, navigate to the following path: $systemdrive%\ProgramData\
Microsoft\Microsoft Antimalware\Support

2. Open MPLog-XXXXXXXX-XXXXXX .1log with Notepad.
3. Once Notepad is open, hit CTRL-F to open the Find window.

4. Typein Threat Name to locate a record of malware detection, and press the F3 key
to move to the next instance.

5. Backin the Find window, enter signature updated via to locate a record of the
client's definitions updating.

6. Next, search for Scan Source to locate a record of a scheduled scan running or
record a running scan that is on demand.

7. Then, enter Expensive file to locate an instance of an expensive file detection
during a scan.

8. Click on File from the menu bar and select Exit to close the logfile.
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While the MPLog contains an abundance of data, the keywords we searched for will allow you
to quickly locate some of the most pertinent data.

SCEP supports multiple definition update methods, which will be discussed later. Although
the SCEP reports will show you which definition version a client is running, it does not reflect
where a client receives its update. You should be able to find entries similar to this: Signature
updated via InternalDefinitionUpdateServer on Sun Jan 02 2011 21:33:50.

In this case, InternalDefinitionUpdateServer would indicate that the definition update was
pulled from a WSUS/SUP server within your corporate network.

In addition to this, there are several other entries you may find, such as Signature updated
via MicrosoftUpdateServer on Sat Mar 12 2011 17:54:56. This would indicate that a
definition was pulled from Microsoft Updates over the Internet. This should be common for
remote users. Signature updated via UNC \ \Servername\share indicates that an update
was pulled from a UNC file share.

The MPLog also records any malware incidents the client has detected. If the client has
experienced a virus detection, you will find an entry similar to Threat Name:VirTool:JS/
Obfuscator. The following lines can provide some more background information about the
virus detection, for example:

Threat Name:VirTool:JS/Obfuscator

ID:2147632206

Severity:5

Number of Resources:2

Resource Schema:file

Resource
Path:C:\Users\username\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Low\Content.IE5\OG2NNMHR\badwebpage.htm

The resource path can provide some very useful information when determining the attack
vector or source of an outbreak. In the previous example, the malware was detected in the
user's temporary internet files, indicating the attempted infection likely occurred when the
user browsed to a website containing malicious code.

To find out what actions the client took after detecting the malware, continue to scroll
downwards a few lines, where you'll locate an entry similar to the following:
Beginning threat actions

Start time:XFri KMay K13 K2011 15:41:51

Threat Name:Virus:DOS/EICAR Test File

Threat ID:2147519003
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Action:remove
File to act on SHA1:3395856CE81F2B7382DEE72602F798B642F14140
File cleaned/removed successfully

File Name:C:\Users\username\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Low\Content.IE5\X2GCUOEX\eicar[1l].com

Resource action complete:Removal
In this case, the infected file was successfully removed.

The MPLog also records detections of what are known as Expensive Files. These are files
which take the SCEP client an abnormally long amount of time to scan. Knowing what files are
considered expensive can be valuable when tuning your SCEP policies for optimized scanning
performance. If your SCEP client has detected expensive files during a scan, you may find a
log entry similar to the following:

IWARNING

Expensive file

File Name:C:\Program Files (x86) \Program\largefile.exe
File Size:107374882

Time:6552

If you know whether this is a safe and valid file, you may consider adding a custom exclusion
for this file in your SCEP policy.

There's more...

In addition to the uses outlined in the recipe, there are other logs generated by the SCEP
client that may prove useful to you.

More details about the MPLog

The MPLog is the primary client side log for SCEP. It will contain information on almost every
aspect of a SCEP client. The MPLog will have a filename that matches to the following criteria:
MPLog-01012011-174035. 1og. In this example, the value 01012011-174035 corresponds
to the date and time the logfile was first created, January 1, 2011 at 5:40 pm. Typically the
MPLog is created during the installation of the SCEP client.

Other useful client-side logs

The MPLog is not the only logfile which SCEP writes events to; MPDetect ion-XXXXXXXX -
XXXXXX.log records an event every time malware is detected.
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NisLog.txt

If you've enabled the Network Inspection System (NIS) component of SCEP in your SCEP
policy, then it will append data to NisLog. txt.

NIS is the network monitoring component of SCEP. It creates a logfile in the following directory:
C:\ProgramData\Microsoft\Microsoft Antimalware\Network Inspection
System\Support

. If you've chosen to utilize NIS monitoring, the NISLog on your
% clients is important, because events generated by the NIS service
i are not sent to the SCEP infrastructure and therefore, cannot be

viewed in SCEP reports.

The NIS service starts during bootup, and creates log entries similar to the following sample:
01/03/11-11:23:10] **kkdkkkkhkhkhhdhhhdhhhkhhhhhhhhhhdhhhhhhhhhkhhdhdk

[01/03/11-11:23:10] Network Inspection System service starting.
[01/03/11-11:23:10] Built on "Nov 11 2010" "14:31:02"
[01/03/11-11:23:10] Version: 3.0.8107.0

[01/03/11-11:23:10] *kkkdkddkdkdhdkdkhkhkddhhhdkdkhhhdddhhdhhdhhdhdirs
[01/03/11-11:23:10] Updating configuration

[01/03/11-11:23:10] [Load ] Consumer: {fc9058d8-dc9f-4416-badl-
09a6ad347c2a} IpsConsumer.dll (Type: 1)

[01/03/11-11:23:10] Loading engine from folder c:\ProgramData\Microsoft)\
Microsoft Antimalware\Definition Updates\{lBF8C8F4—9AA1—42A8—87CA—
F1A9D94E1034}, fAllowEngineReload=0

[01/03/11-11:23:12] --Signature list start--

[01/03/11-11:23:12] [0ff] Sig {887ab750-5912-11dd-ael6-0800200c9a66}
Plcy:Win/SMTP.DNSLookups.RCE!2004-0840 - Signature not Host-Detect or
Host-Block

What you can see from this entry is that the NIS service started successfully and loaded its
signatures. If the system running SCEP is fully patched, it will not be uncommon to see the
most, if not all, of the modules are set to [Off].

NIS is designed to monitor for known network-based exploits and to cease monitoring for
a given exploit, once the corresponding Hotfix is installed. In other words, NIS is aware of
the patch level of the OS it is running on and will not waste resources scanning for attacks,
despite the OS being no longer vulnerable.
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Performing manual definition updates and

checking definition version

All anti-malware clients depend on a constant stream of updates to be successful in
protecting against new threats. Depending on how your SCEP policies are configured, it
is possible for a user to perform a manual definition update. This section will detail the
procedures for updating the client through the SCEP user interface.

Getting ready

Open the SCEP client User Interface (Ul) by navigating to the Start menu under
All Programs, or double-clicking on the SCEP shield icon in the system tray, as shown
in the following screenshot:

How to do it...

1. Within the SCEP Ul, select the Update tab, as shown in the following screenshot:

B9 System Center 2012 Endpoint Protection o =] ]

Computer status - Protected

Virus and spyware definitions status - Up to date

System Center Endpoint Protection updates your virus and spyware definitions automatically to help protect your computer.

Definitions created on: 12/1/2011 at 2:00 PM
Definitions last checked: 12/1/2011at 7:22PM
Wirus definition version: 1.117.140.0
Spyware definiion version:  1.117.140.0

 Did you know?
Virus and spyware definitions are files that System Center Endpoint Protection uses to identify malicious or potentially unwanted software

on your computer.
These definitions are updated automatically. You can also dick Update to update definitions on demand.
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2. Click on the Update button to launch a manual definition update.
3. Once the update is complete, the value for Definitions last checked should change.

If you've built your SCEP policies with multiple update sources, the SCEP client will first
attempt to pull a definition update from the source listed first in the policy. If that source is not
available, it will default to the second update source in the policy, and so on.

One thing to be aware of is that if your SCEP policy points the clients
. toaninternal resource, such as Windows Server Update Services
% (WSUS) that has long intervals for synchronizing with Microsoft
s Updates, it is possible that your clients won't receive the most
up-to-date definition file. For this reason, it's a best practice to set
the synchronization interval to a minimum of three times per day.

If you are using WSUS or Microsoft Updates to provide SCEP definitions, an event will be
logged in the Windows Update logfile, $SystemDrive%\Windows\WindowsUpdate.log. If
you are utilizing UNC file shares to provide definitions, the Windows Update logfile will not be
updated as the UNC delivery method does not utilize the automatic updates agent component
of Windows.

You may have noticed in the previous example that both the virus definition and spyware
definition file have the same version number; this is because Microsoft utilizes a unified
definition file. Virus definitions, spyware definitions, and engine updates all come in the
same package.

With something as vital to the security of PC as steady stream of new defintions is fortunate
that Microsoft has provided a number of alternate sources. This helps to ensure that if one
source of definitions becomes unavailable, then the client can fail over to another source.

Alternate definition sources

In addition to providing SCEP definitions through Microsoft Updates, Microsoft also provides
SCEP definitions as a self-contained executable file on their Malware Protection Center
website, which is as follows: http://www.microsoft.com/security/portal/

s
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The screenshot of the previous link is as follows:

V | Malware Protection Center _ _ Signin
' Having trouble signing in?

\ / Threat Research and Response

=

Get the fatest definitions Learn more about malware Submit a sample Learn about us

Home > Get the latest definitions

O]

Get the latest definitions Definition change log
Latest definition version: 1.105.961.0 Antimalware definition version: 1.105.961.0
Name Alert Level
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From this web page, you can download either the 32-bit or 64-bit version of the definition file,
as well as updates for the NIS service. The file mpam- fe . exe (for 32 bit) or mpam-fexé64 .
exe (for 64 bit) contains a full update for both the anti-virus and anti-spyware definitions, as
well as the most up-to-date engine version. Once the file is downloaded, simply executing it
will update your SCEP client automatically.

Microsoft Update opt-in

As SCEP is not considered by Microsoft to be a core piece of OS software, it will be necessary
to opt-in to receive SCEP updates through Windows Updates if your SCEP client is attempting

to connect directly to Microsoft Updates on the Internet. This is accomplished by opening the

Windows Update interface in Control Panel and clicking on Get updates for other Microsoft
products and agreeing to the end user license agreement.

This is something to be particularly aware of when creating new images that include the SCEP
client. Whether a system has been opted-in or not, it will still be able to receive definitions
from internal resources, such as WSUS or UNC file share.
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Manually editing local SCEP policy using the

user interface

This recipe will detail how to modify the settings of a SCEP client using the Settings tab of the
SCEP client Ul. Although, typically in a large-scale environment, the settings for a SCEP client
will be defined in a SCEP policy on the SCCM server, it is useful to understand how to modify
these settings at a local client level for testing and troubleshooting purposes.

Getting ready

If a SCEP client is receiving a policy from an SCCM server, or through GPO, the extent to which
the local SCEP policy settings can be modified in the client user interface is defined in that
policy. A stand-alone SCEP client's setting can be fully modified, although in both cases, local
administrator rights will be needed to save changes.

How to do it...

1. To begin, open the SCEP client Ul and select the Settings tab, as shown in the
following screenshot:

E System Center 2012 Endpoint Protection

Computer status - Protected

(9 History

Scheduled scan
Default actions ¥ Turn on real-time protection (recommended)
Real-time protection alerts you when viruses, spyware, or other potentially unwanted software attempts

Real-time protection to install itself or run on your computer. Tell me more

Exduded files and locations
Exdluded file types Select real-time protection options:

Exduded processes ¥ Scan all downloads

Advanced Scan files and attachments that you download from the Internet.
Microsoft SpyMet
[V Mornitor file and program activity on your computer

IMonihDr all files j

[V Enable behavior monitoring
Check for certain patterns of suspicious activity.

[V Enable Network Inspection System
Increase your protection against network-based exploits,
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2. Select the Scheduled scan menu option to modify the frequency and type of scans.

3. Select the Default actions menu option to modify SCEP's reactions to malware
detections of the listed severities.

4. Select the Real-time protection menu option to modify the behavior of SCEP's real
time anti-malware engine.

5. Select the Excluded files and locations menu option to add or remove custom file
and directory exclusions, as shown in the following screenshot:

[#! System Center 2012 Endpoint Protection =101 x|

Computer status - Protected

{§ History

Scheduled scan

Default actions

Real-time protection
Exduded files and locations
Excluded file types
Exduded processes
Advanced

Microsoft SpyMet

Exdluding certain files and locations can help speed up a scan, but may leave your computer less protected. To
add multiple files or locations, use a semicolon to separate the entries in the text box,

File locations:

Remaove |

LA VA ONNNNGNE A7

Hyl Save chianges | Cancel | ‘
[\

—~ 7 7 7 4+ 4 L\ \ \|

6. Select the Excluded file types menu option to add or remove custom exclusions for
specfic file types.
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7. Select Excluded processes to add or remove custom exlusions for specific
applications and programs as depicted in the following screenshot:

¥ system Center 2012 Endpoi
‘Computer status - Protected

@8 Update {Q History

Scheduled scan

Default actions

Real-time protection
Exdluded files and locations
Excluded file types

Exduding certain processes that run on your computer can help speed up a scan, but may leave your
computer less protected. To add multiple processes, use a semicolon to separate the entries in the text box.
Add only files that have one of the following extensions: .exe, .com or .scr.

Process names:

Advanced
Microsoft SpyMet

Remove

8. Select the Advanced menu option to modify how SCEP handles removable drives,
how long it stores files in quarantine, and how long it keeps events in the History tab.
Refer to the following screenshot:

[# System Center 2012 Endpoint Protection
Computer status - Protected

-1O] x|

@8 update £ History

Scheduled scan

Default actions

Real-time protection
Exduded files and locations

[V scan archive filles
Scan for malicious software and unwanted software in archive files such as .zip or .cab files,

[ Scan removable drives

Exduded file types
Exduded processes

Microsoft Spyhet

Scan for malicous software and unwanted software in the contents of removable drives such as USB flash
drives, when running a full scan.

[T createa system restore point
Create a system restore point on your computer before applying actions to detected items.,

[V allow all users to view the full History results
Allow nonadministrators on this computer to view all the detected items in the History tab. By default,
some items are hidden to protect user privacy.

[ Remove quarantined files after: | Lment j'

Quarantined files remain disabled until you allow them or remove them.

%l Save changes |
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9. Select the Microsoft SpyNet tab also known as the Microsoft Active Protection
Service (MAPS) menu option to enable or disable particpation in Microsofts
Spynet system.

[#¥ System Center 2012 Endpoint Protection o =] ]

Computer status - Protected

Scheduled scan
Default actions
Real-time protection

-
Microsoft SpyMet is the online community that helps you choose how to respond to potential threats. The —
community also helps stop the spread of new malicious software infections.

Exduded files and locations ‘fou can choose to send basic or additional information about detected software. Additional information
Excluded fi helps Microsoft create new definitions and help it to protect your computer. This information can indude
xduded file types things like the location of detected items on your computer if harmful software was removed. The
Exduded processes information will be automatically collected and sent.
Advanced % 1 do not want to join SpyMet
Mo information will be sent to Microsoft. You won't be alerted if undassified software is detected
running on your computer,

" Basic membership

Send basic information to Microsoft about software that System Center Endpoint Protection detects,
incuding where the software came from, the actions that you apply or that System Center Endpoint
Protection applies automatically, and whether the actions were successful. In some instances,
personal information might unintentionally be sent to Microsoft. However, Microsoft will not use this
information to identify you or to contact you.

' Advanced membership

In addition to basic information, System Center Endpoint Protection sends more information to
Microsoft about malidous software, spyware, and potentially unwanted software, induding the
location of the software, file names, how the software operates, and how it has impactad your
computer, In some instances, personal information might unintentionally be sent to Microsoft;
however, Microsoft will not use this information to identify you or contact you.

10. Click on Save changes to complete your modifications.

On the Scheduled scan page, you can define the interval for how often a scan will occur and
whether it will perform a full or quick scan. You can also disable scheduled scan altogether by
unchecking Run a scheduled scan on my computer.

Microsoft has also added a couple of options for scheduled scans, which are designed to
minimize the performance impact for end users. The Start scheduled scan only when my
computer is on but not in use option will delay the starting of scan until the system is idle.
The Limit CPU usage during a scan to setting allows for CPU throttling between 10 percent
and 100 percent; this is an especially valuable setting when configuring a SCEP policy for an
application or file server.

6]
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The next page of settings covers Default Actions, which are preset reactions the SCEP client
will take when malware is detected. What category a piece of malware will fall into is defined
within the SCEP definitions.

If any SCEP policy has been assigned to a PC from SCCM, you will not be able to modify the
Default Actions settings locally. A standalone client on the other hand does allow for the
modification of the Default Actions settings, which are as follows:

» The Real Time Protection page allows you to modify how the anti-malware engine
interacts with the OS. Real time protection can be completely disabled here, although
it's never recommended to do so, unless you're troubleshooting an issue with a client.

» The Monitor file and program activity on your computer setting allows for some
performance tweaking on file servers. You could choose to only scan incoming files
or only outgoing files. It's recommended to leave this setting at the default setting
of Monitor all files unless you have an explicit reason to do otherwise, such as
troubleshooting 1I/0 performance on a file server.

» The Enable behaviour monitoring setting allows you to toggle the Behavior
Monitoring feature of SCEP. This is a new technology that Microsoft has developed
which monitors running processes for suspicious actions that could indicate an
infection. For example, a process that loads and then attempts to modify certain
sections of the registry known to be favored by viruses could trigger a Behavior
Monitoring event.

» Enable Network Inspection System allows you to turn the NIS service on or off. As |
mentioned earlier, NIS monitors network traffic for patterns that correspond to known
vulnerabilities in Windows. NIS is only supported on Windows Vista SP1, Windows 7,
and Windows 2008 server systems.

» The Excluded Files and Locations page allows for either specific files or entire
directories to be excluded from scanning.

When a SCEP client is installed, some preset exclusions will already be defined. Adding
additonal exclusions should be done with caution. If a new exclusion is needed, the specific
files should be excluded before choosing to exclude an entire directory. The use of wildcards,
such as an asterisk (*) and system variables, are allowed.

The Excluded File Types page allows you to exclude specfic file extensions. To exclude a file
type, simply enter the three-character file extension, such as MDB. A period symbol (.) is not
needed and will be stripped out if used. Common file types will have a description added
automatically. As a best practice, it is recommended to use file type exclusions sparingly.
Adding exclusions for a specific file is more secure approach.

[}
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There's more...

The SCEP client has the ability to exclude .Exe, .Com, and .Scr processes. To add an
exclusion for a process, you must know the complete path to .Exe, . Com, or . Scr. The path
can either be typed in manually or browsed to.

The Advanced page provides some additional settings, including how SCEP treats archive
files, whether the client will automatically scan removable drives and it also enables the
creation of system restore points before taking action on a detected piece of malware. You
can also grant the user the ablitly to view the malware incedent history and define how long
items will be stored in the quarantine.

Although it might have a nefarious sounding name, Spynet is actually Microsoft's cloud-based
service that allows SCEP clients to report information about programs that display suspicious
behavior. The name Spynet is being phased out and rebranded as Microsoft Active
Protection Service (MAPS). Keep in mind, on the local client side, the option is still called
Spynet in the Ul. Future service packs will most likely alleviate this discrepancy.

Spynet must be enabled if you plan on utlizing the Dynamic Signature Service component
of SCEP. Dynamic Signatures are essentially cloud-based partial signatures files for new
emerging threats, meaning these threats are so new that Microsoft has not had time to add
these patterns to the latest version of the full SCEP definiton file.

. Using Dynamic Signatures Service and enabling Spynet is especially
% recommended for clients that have higher than normal risk factors,
i such as "road warriors", who use their laptops from hotels, airports,
and customer sites.

Utilizing MpCmdRun.exe

One of the most vital tools for a SCEP admin is MpCmdRun . exe. With this command-line
utility, you can perform a definition rollback, force a signature update, restore a file from
quarantine, or kick off a scan. Aimost any operational scripting tasks you wish to perform will
center on MpCmdRun . exe.

Getting Ready...

By default, MpCmdRun is stored in the C: \Program Files\Microsoft Security Client)\
Antimalware directory. Although MpCmdRun can be used to accomplish many tasks with
SCEP, this recipe will only describe how to launch a full scan from the command line.
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How to do it...

Open the Command Prompt window.

Navigate to C: \Program Files\Microsoft Security Client\Antimalware
directory.

3. Enter the following command:
MpCmdRun -scan -2

4. Once the full scan is completed, close the Command Prompt window.

To view all options available for the utility, enter MpCmdRun - ? in the Command Prompt
window. A partial output is included for reference in the following example. The full contents of
the MpCmdRun help file can be found in the appendix.

Usage:

MpCmdRun.exe [command] [-options]

Command Description

-?2 / -h Displays all available
options for this tool

-Scan [-ScanType #] [-File <path> [-DisableRemediation]] Scans for
malicious

-Scan [-ScanType valuel]

Default, according to your configuration

0

1 Quick scan

2 Full system scan
3

File and directory custom scan
[-File <path>]

Below are some alternate examples of ways in which MpCmdRun could be utilized.

[}
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Using MpCmdRun to pull definition updates from an alternate
source
One example of how MpCmdRun could be useful is a scenario where your WSUS infrastructure

has gone offline and you want to temporarily force your clients to pull a definition from an
alternate source without modifying the SCEP policy.

In this case, you would need to either manually enter the following command or create a script
that contains the command:

MpCmdRun -signatureupdate -servername\sharename

Using MpCmdRun to de-quarantine a false positive

The -restore option can utilized to restore files that have been erroneously quarantined,
without having to directly access the client Ul. This could be done remotely using a tool such
as PsExec.

MpCmdRun logging

MpCmdRun automatically creates a logfile called MpCmdRun . 1og in the directory C: \Users\
username\AppData\Local\Temp. This logfile records any commands that are executed
using MpCmdRun . exe.
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In this chapter, we will cover:

» Creating role-based SCEP administrators
» Creating auto deployment rules for SCEP definitions

» Enabling the Endpoint Protection role

Introduction

With each version of its corporate antivirus solution, Microsoft has tried to tighten integration
with their other core infrastructure products. Whereas, the previous release of Forefront
Endpoint Protection needed to be installed on top of an SCCM 2007 infrastructure, SCEP is
built into SCCM 2012 right out of the box. Once you've migrated from SCCM 2007 to SCCM
2012, utilizing SCEP in your environment requires little more than agreeing to an End-user
licence agreement (EULA) and making sure you've got the licenses to cover your client base.

What requires for a little foresight and planning is making sure that the right staff members
have access to SCEP's management tools within SCCM and that your organization's SCCM
distribution points have up-to-date SCEP definitions preloaded. Providing your distribution
points with definitions ahead of a SCEP deployment will help prevent a situation, where all of
your newly deployed SCEP clients attempt to reach out over the Internet to Microsoft Updates,
and pull a larger initial definition and engine package at the same time and thereby, saturate
your WAN links.

The recipes in this section will help to accomplish both of these tasks.
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Creating role-based SCEP administrators

One of the most talked about new features in SCCM 2012 is the ability to create role-
based administrators. This feature allows you to easily grant a user a limited subset of
administrative rights within SCCM that will allow them to perform their assigned tasks, but
prevent them from doing anything beyond that.

SCCM 2012 includes an Endpoint Protection Manager role right out of the box.
This recipe will demonstrate how to add a user or group of users to this role.

The majority of the recipes in this book refer to tasks done on the Central Administration Site
(CAS) server, which assumes that your organization has one. Smaller organizations may only
have a single primary site server. If that is the case for you, then simply perform the task on
your primary site server as if it was a CAS server.

Getting ready

To complete this task, you will need to have full administrative access to the SCCM 2012
console on the CAS in your SCCM infrastructure. While it is possible to extend this role to a
single user, it's always recommended to grant permissions to a group of users instead.

How to do it...

Follow these steps:

1. Log into the CAS server and open Configuration Manager Console.

2. Navigate to the Administration workspace and open the Security object, and then
select Administrative Users.
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3. Click on the Add User or Group button in the menu bar at the top of screen. Next,
in the Add User or Group window, click on Browse and locate a group in Active
directory, as shown in the following screenshot:

B Add User or Group x|

Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage, assign one or more security roles to the administrative user, and
then assign securty scopes to limit the instances of objects that the administrative user can manage.

User or group name: SECURELABMSCEP Administrators Browse. . |

Agsigned security roles:
Mame I Description | Add...
Bemove |
" ]

Assigned securty scopes and collections:

{*  Allinstances of the objects that are related to the assigned security roles

" Only the instances of objects that are assigned to the specfied securty scopes or collections
Security scopes and collections:

MName | Type | Add -

(7] OK I Cancel

s
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4.

After the user or group has been populated in the User or group name field, click
on the Add... button. The Add Security Role window should then pop up, select
Endpoint Protection Manager from the list, and click on OK, as shown in the
following screenshot:

Add Security Role x|

Select one or more security roles to associate with this administrative user or group. Only unassigned
roles that you have pemmission to delegate appear in the list.

Available security roles:

O :Application Administrator

O Application Author

O Application Deployment Manager
O Asset Manager

O Compliance Settings Manager
Endpoint Protection Manager
O Full Administrator

O Infrastructurs Administrator

O Operating System Deployment Manager
O Cperations Administrator

O Fead-only Analyst

O Remote Tools Operator

O security Administrator

O softwars Update Manager

Description:

Once you've returned to the Add User or Group window, you now have the option to
narrow the scope of where this role assignment will be applied by either selecting All
instances of the objects that are related to this security role or choosing Security
scopes and collections and selecting specific scopes and collections.

Clicking on OK will complete the process and return you to the SCCM
management console.
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In SCCM 2012, security roles are used to quickly assign SCCM permissions to administrators
that will allow them to perform a given task. In the case of the Endpoint Protection Manager
role, a user will be granted the following permissions:

» Ability to define and monitor security policies

» Administrative users who are associated with this role can create, modify, and delete
Endpoint Protection policies

» Ability to deploy Endpoint Protection policies to collect, create, and modify alerts and
monitor Endpoint Protection status

In most cases, this should be sufficient for an administrator that had previously been assigned
management tasks with a legacy anti-virus solution.

If the Endpoint Protection manager role should prove not to be comprehensive enough for

the tasks that you'll be assigning to your AV administrators, it is possible to add additional
permissions. To do this, it is suggested that you copy the role and grant the additional rights in
the properties of the new custom role.

The same procedure can be used to remove permissions if the defaults prove to be too robust
for your organization's security policies.

Creating auto deployment rules for SCEP

definitions

Auto deployment rules are a new feature of SCCM 2012. Among other things, this feature was
developed to optimize the deployment of definition updates while minimizing the impact on
your network connections.

Previous versions of SCEP relied on either Microsoft Updates in the cloud, WSUS, or UNC file
shares (all of which can still be used in SCEP) to push out definitions. The use of ADRs allows
you to tap into your existing SCCM distribution points without the need for human interaction
to keep them up-to-date.

Getting ready

The creation and management of automatic deployment rules is done within the Software
Updates Management (SUM) component of SCCM 2012. Therefore, it is required that the
SCCM server on which you are configuring these rules has the software update point installed.

In a large-scale hierarchical SCCM environment, this task would typically be conducted
on the CAS.

=]
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How to do it...

Follow these steps:
1. Log into the CAS or connect to the CAS with your local SCCM console.

2. Select the Software Library workspace and expand Software Updates to locate the
Automatic Deployment Rules container. Refer to the following screenshot:

[€ System Center 2012 Configuration Manager (Connected to ABC - Secure Lab) = Dlll
il ~®

Home
I
Create Automatic Saved
Deployment Rule Searches =
Create Search
| (— v |_" \ » Software Library » Owerview » Software Updates » Automatic Deployment Rules - 2
Software Library < Automatic Deployment Rules O items
4 .5 Trgnim Search X| {0 search Add Criteria
| Application Management Icon Name Descrigtion Enabled Last Error Code
4 [ Software Updates -
@ ne items found.

l:il All Software Updates

51 Software Update Groups
Deployment Packages

[£* Automatic Deployment Rules

“| Operating Systems

g—.'; Assets and Compliance
‘ﬁ Software Library
... Menitoring

T\ Administration

Ready

3. Click on Create Automatic Deployment rule in the upper left-hand side corner of the

home ribbon to launch the Create Automatic Deployment Rule Wizard window.

=]
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4. On the General page, provide the rule with a name and select a collection to target.
Verify that Add to an existing Software Update Group is selected, and then click on
Next to proceed, as shown in the following screenshot:

E Create Automatic Deployment Rule Wizard x|

gg General

Specify the settings for this automatic deployment rule
Deployment Settings
Software Updates
Evaluation Schedule Name: |Endpo|nt Protection Definition|
Deployment Schedule Desaiiption ;I

User Experience
Alerts

Download Settings
Deployment Package
Download Location
Language Selection
Summary

Progress

Completion

-]
Select a previously saved deployment template that defines configuration settings for this deployment. Before you complete this wizard you
have the option to save the cument configurations as a new deployment template.

Select Deployment Template

Specify the target collection forthe software update deployment.

Collection All Systems Browse... |

Automatic deployment rules define the criteria for what software updates are added to a software update group. Choose whether to add this
rule to an existing or new software update group.

% Add to an existing Software Update Group

" Create a new Software Update Group

Choose whether to enable the deployment after this rule runs for the associated software update group. When this setting is not selected, you
must manually deploy the software update group.

¥ Enable the deployment after this ule is un

= Previous | Next = I Summary. Cancel

e
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5. On the Deployment Settings page, set the detail level for state messages to Minimal
and then click on Next to proceed.

’ reate Automatic Deployment Rule Wizard

-

General

Deployms

Software Updates
Evaluation Schedule
Deployment Schedule
User Expetience
Alerts

Download Settings
Deplayment Package
Download Location
Language Selection
SUMmmary.

Progress

Completion

. 4»5 Deployment Settings

Specify the settings for this Automatic Deployment Rule

™ UsewWake-on-LA&N to wake up clients for required deplopments

State message detail level
You can specify the state message detail level returned by clients for this software update deployment. & detail level of Mormal returns all

state messages that are related to the deployment. A detail level of Minimal returns only the enforcement success, and critical error
MESSAges.

Detail lexel: tinimal b

Some software updates include a license agieement. Software updates that you choose to deploy automatically will not display any license
agreement ko you, regardless of whether those software updates include a license agresment. You can review the Microsoft Software
Licenze Terms in the All Updates list in the Software Updates node of the console

¢ Automatically deploy only softwars updates found by this rule that do not include a license agreement, or for which the license
agreement has alieady been approved.

¥ Autgmatically deploy all software updates found by this rule, and approve any license agreements

< Prewious | Mext = | | Cancel |

6. On the Software Updates page, select Product from the Property filters window and
click on <items to find> in the Search criteria window below it.

7. The Search Criteria pop-up window should display, scroll through this, locate System
Center 2012 Endpoint Protection, and then click on OK.

8. Now scroll through the Property filters window again and select Date Released or

Revised.

9. By clicking on <values to find>, the Search Criteria window should pop up. Select
Last 1 day from the drop-down list and then click on OK.

10. Now select Update Classification from the Property filters list and click on <items to
find> from the Search Criteria window.

=]
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11. A Search Criteria pop-up window should appear; select Definition Updates from the
list and click on OK. Refer to the following screenshot:

reate Automatic Deployment Rule Wizard
.

*{fg Software Updates

-

Szl Select the property filters and search criteria
Deployment Setkings

are Lpdates

The software updates that meet the specified criteria are added to the azzociated software update group.
Evaluation Schedule

Deployment Schedule Property filters:
User Expetience —
P O Description ;I

Alerts [ Language
Download Settings Product
Deplayment Package 0 Fiequl.rad

X O sevety
Download Location 0 Superseded
Language Selection O Tite
Summary Update Classification

O vendor -

Progress

Search criteria:
Completion

Date Released or Revised Last 1 day
Product "Farefront Endpoint Protection 200 0"

Update Classification "Definition Updates"

< Prewious | Mext = | SUMMatsy. | Cancel

12. Click on Next to proceed to the Evaluation Schedule page, click the Customize...
button, and change the default schedule to run once every day.

13. Clicking on Next will take you to the Deployment Schedule page.

14. In the Software Available field, select Specific time, then change the value
to 2 Hours.

s
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15. Next, change the Installation Deadline to Specific time and change the value

to 2 hours.

|
?‘J\g Deployment Schedule
-

Deployment Setkings
Software Updates

Evaluation Schedule

User Expetience

Refer to the following screenshot:

Szl Configure schedule details for this deployment

— Schedule evaluation
Specify if the schedule for thiz deployment is evaluated bazed upon Universal Coordinated Time [UTC) or the local time of the client

Time based on: Client lacal time j

Download Settings
Deplayment Package
Download Location
Language Selection
SUMmmary.

Progress

Completion

Alerts — Software available time

Specify when software updates are available. After this rule iz run, software updates are distributed to the content server. Then the
software updates are available to install 3z soon a: poszible or scheduled to install at a configured period of time after the wle iz run

Nate: You must enable this deployment befare software updates are available to install.

" Agsoon as possible

& Specific ime: 2 =

Available time:

841472012 12:20:00 AM

i Installation deadine
Specify an deadline for required software updates. The deadline iz determined by adding the deadline time to the installation time. When
the deadline is reached. required software updates are installed on the device and the device iz restarted if necessany.
g soon a3 possible
* Specific time: 2 j IHours j

Deadline Time [from deplopment available time]:

8/14/202 2:20:00 Ak ‘

< Prewious | Mext = I SUMMatsy. Cancel

NED
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16. Click on Next to proceed to the User Experience page, make sure Hide in Software
Center and All Notifications is selected from the User notifications drop-down list,
and then click on Next to proceed. Refer to the following screenshot:

xtreate Automatic Deployment Rule Wizard

2
»{{g User Experience
-

Szl Specify the user experience for this deployment
Deployment Setkings

Software Updates

Evaluation Schedule — User visual experience

Deployment Schedule User natifications: Hide in Software Center and all natifications j

i Deadine behavior

Alerts

Download Settings ‘When the installation deadline is reached, allaw the following activities ta be performed outside of any defined maintenance windaws:

Deplayment Package

Download Location ™ Software Installation
Language Selection ™ Svstem restart [if necessan)
SUMmmary.

Progress

Complstion i Device restart behavior

Some software updates require a spstem restart to complete the installation process. Y'ou can suppress this restart on servers and
wiorkstatiors

Suppiess the system restart on the following devices:

™ Servers
I Wwiorkstations

0 < Prewious | Mext = I SUMMatsy. | Cancel

17. There is no need to deviate from the defaults on the Alerts page, so click on
Next to proceed.

18. On the Download Settings page, select the Download software updates from
distribution point and install, and then click on Next to move forward.

19. On the Deployment Package page, create a new package by first giving it a name.

Es
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20. Next, make sure to provide the wizard with a network path for the Package source.
Refer to the following screenshot:

1 Create Automatic Deployment Rule Wizard x|

;\g Deployment Package

Tzl Select deployment package for this automatic deployment rule
Deployment Settings

Software Updates

Evaluation Schedule The deployment package contains the software update files associated with this rule that will be available to clients as part of the
deployment. You can select an existing deployment package or create a new one

Deployment Schedule
User Experience
Alerts

Download Settings

Deployment Package I

Distribution Points @ Create a new deployment package:
Download Location Name:
Language Selection |Endpoint Protection Defs
Summary Description:
Progress ;I
Completion
-]
Package source (Bxample)<server="<folder path=
[Vsccm2012\5CEP_Defs
Sending priority:
IMedium j

21. Click on Next to move to the Distribution Points page, and select the Distribution
Points that want to have this ADR to replicate, too.

22. On the Download Location page, ensure that Download software updates from the
Internet is selected, and click on Next to proceed.

23. On the Language Selection page, select the languages necessary for your organization.

24. Click on Next to view a summary; when ready, click on Next to have the rule created.

=
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25. Once satisfied with the results, click on Close to end the wizard. The new rule will
show up on the Automatic Deployment Rules panel in the SCCM console. Refer to
the following screenshot:

‘ Create Automatic Deployment Rule Wizard B
=1

- ‘J\g Summary
-

e Confirm the settings
Deployment Setkings
Software Updates
Evaluation Schedule Details: Save As Template..
Depl t Schedul
eployment Schedule General
User Expetience + Automatic Deployment HJLEZ Endpoint Protection Definition
= Collection: All Windows 7 Systems
Alerts « Action that rule should create: Add to an Update Group
. = Enable Deployment on successful execution of rule: Yes
Download Settings Deployment Settings
Oesloyms e " Verbosty Lowet Mirimal
Download Location = Only deploy software updates that do not require a license agreement: No
Software Updates: .
Language Selection « Date Relezsed or Revised: Last 1 day
- = Product: "Forefront Endpoint Protection 20707
Summary = |Update Classification: "Definition Updates”

Evaluation Schedule:
5 . IUse a cusstﬁm sTl'aduIe to evaluate this rule: Occurs every 7 days effective 8132012 10220 PM
i eployment Schedule:
ety = Deployment schedules will be based on: Computer local time
ime between rule run and deployment availzble: 2 Hours
= Time between deployment available and deadline: 2 Hours
User Experience:
= User Natifications: Hide in Software Center and all notifications
= [nstzall software updates outside the maintenance window when deadline is reached: No
= Restart system outside the maintenance window when deadline is reached: Suppressed
- [f o restartis required it will be: Allowed
Alerts
= On update installation error generate & Window Event No
= Disable Window Event while updates install: No
Download Settings:
= Computers can refrieve content from remate distribution pointz: No
= Download and install software updates from the fallback content source location: Yes

Package -

Te Ey do Al ke clocnd i sl ki L

Progress

Ta change these settings. click Previous. Ta apply the settings, click Mext.

0 < Prewious | Mext = I SUMMatsy. Cancel

The advantage of leveraging an Auto Deployment Rule (ADR) in advance of deploying
the SCEP clients to your users, is that it will provide a nearby (in network terms) source for
definitions to newly installed clients. The SCEP client software installs with no definitions
whatsoever, so the very first definition package the client installs is critically important for
security, as well as rather large in size (70 to 80 MB).

If a newly installed SCEP client cannot find a definition from a local source, it will eventually
try and reach out to Microsoft Updates on the Internet. This is not a concern if you've only
deployed SCEP to handful of systems; but if you've been planning on deploying to a couple
of thousand PCs overnight, you can imagine what these thirsty clients might do to your WAN
connections if they don't have a readily available source for definitions.

s
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One important thing to note is that it is safe to apply a SCEP definition's ADR to a collection of
systems that does not yet have SCEP installed; in this case, the ADR would simply be ignored
by the client systems.

Enabling the Endpoint Protection role

Installing the server infrastructure components for SCEP could not be easier. In fact, it's not
entirely accurate to call the process an installation, since all the bits for SCEP already exist
on your CAS or primary site servers. Enabling the Endpoint Protection simply flips the SCEP
components to the on position and takes care of the EULA for SCEP.

Getting ready

In order to complete the process for enabling SCEP, you will need to utilize a user account
with the Full Administrator security role applied. If your account has only been granted the
Endpoint Protection Manager role, this will not be sufficient for this process.

Also, keep in mind that part of this installation process is to install a baseline SCEP client on
the SCCM servers themselves. This is necessary for the extrapolation of virus metadata from
the local client's definitions to use in SCEP reports and alerts.

For the most part, the SCEP installation process is very good at removing legacy AV clients,
but if your current AV solution has a password protection policy or some other form of tamper
proofing, it's recommended that you disable that before starting the Endpoint Protection

Role installation.

How to do it...

Follow these steps:

1. Log into the CAS server and open the Configuration Manager Console.
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2. Navigate to the Administration workspace, and then drill down to Site
Configuration/Servers and Site System Roles. Refer to the following screenshot:

[ L5521 System Center 2012 Configuration Manager (Connected to ABC - Secure Lab) =13l
- Home Site Role -~ @

Remove Properties
Role

Site Role Properties

€ = [l \ v Administration » Overview » Ske Configuration » Servers and Site System Roles E 2
Administration < Servers and Site System Roles 1 items
4+ B} Overview Search 3 Search Add Criteria ~
| Hierarchy Configuration Icon Name Site Code Count of roles
4 [ Site Configuration 5] \\SCCM2012.securelab.com  ABC 7
B8 Sites

[ Servers and Site System Roles
K Client Settings

1 Security
51 Distribution Points
57 Distribution Point Groups

| Migration

Site System Roles -
Icon Role Name - Role Description
"-‘ Assets and Compliance _5| Compaonent server Any server that runs the SMS Executive service.
f‘ Distribution point A Configuration Manager server role that stages packages for distribution to clients.
7 Software Library - " ) =
- 2 Management point A site system role that replies to Configuration Manager client requests and accepts mana,
. Menitoring _5| Site database server A site system role that runs Microsoft SOL Server and hosts the Cenfiguration Manager sit
5 . . 5 Site server The main site system role that hosts the Configuration Manager components and services:
7 U Administration -
- 2 Site system A server or server share that hosts one or more site system roles for a Configuration Man. _
- “ B [ - 8
Ready P

3. Right-click on your CAS server (or Primary Site server if you don't have a CAS) and
select Add Site System Roles.

4. Verify whether all the auto populated values are correct on the General page, then
click Next to proceed.

5. On the System Role Selection page, enable the check box next to Endpoint
protection point, and click Next to move forward.

6. You should now see an EULA for SCEP; check the box to accept, and click on
Next to proceed.

7. The next page sets the enterprise-wide default value for the level of participation
in Microsoft's Active Protection Service (formerly known as Spynet). Make your
selection and click Next to move to the summary page.

8. Once satisfied with the summary, click on Next> to initiate the installation process.

s
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9. After the installation completes, you will be presented with a results page on the
Completion screen, as shown in the following screenshot:

]
General You have successfully completed the Add Site System Roles Wizard with the following
System Role Selection settings
Endpoint Protection
Microsaft Active Protection =
Summary '.-0.‘ The Add Site System Roles Wizard completed successfully
Progress -
[ e
Create a site server with the ing setti

@ Success: Site System Name

= SCCM2012 securelab.com
9 Success: Settings

= Public FQDN Name: Not specified

* Installation Account: Computer Account . X X .

« Microsoft Active Protection Service: | do not want to join Microsoft Active Protection Senvice
& success: Roles

= Endpoint protection point

To ext the wizard, click Close

2
i
5
2
I
i

[ aese ]

Microsoft designed SCEP from the ground up to be seamlessly integrated with SCCM 2012.
But, it's necessary to have a process where an organization must agree to an EULA.

Once the role has been installed, the Endpoint Protection Manager Security role should
suffice for any future SCEP related activities.

The Active Protection Service:

Microsoft's Active Protection Service is a communication channel built into the SCEP client
software that allows for automatic transmission of virus telemetry data back to Microsoft
analysts at the Microsoft Malware Protection centre.

The two key benefits that come from participation in the Microsoft Active Protection Service
are first that it is necessary for the dynamic definitions feature of SCEP to function, and
second, it will help expedite the process of getting a previously unknown threat detected on
one of your systems added to SCEP definitions.

NEQ
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In this chapter, we will cover:

» Modifying SCEP default client settings
» Creating, modifying, and deploying an SCEP policy
» Setting up SCEP alerts

» Configuring reports

Introduction

So, now that you've successfully installed the Endpoint Protection Management role, let's
focus our attention on some vital post-installation configuration tasks. In this chapter, we will
be creating SCEP policies for your workstations and servers, as well as putting into place the
system that will undoubtedly be responsible for alerting you in the middle of the night at some
point in the future.

Modifying SCEP default client settings

The title of this section refers to an SCCM client's default settings that pertain to SCEP. These
settings cover things, such as the installation of SCEP clients, and whether the existing AV
client will be removed to make way for SCEP. Keep in mind, this is different from your default
SCEP policy, which controls things such as scan times and custom exclusions.

One important thing to remember is that the baseline Default Client Settings policy will be
enforced on every system in your SCCM environment, so exercise caution when modifying this
policy. Let's say, for example, that you were to change the Install Endpoint Protection client
on client computers setting to True. This would result in SCEP being automatically installed
on every computer on your network with an SCCM 2012 client. For this reason, this recipe will
walk you through the process of creating a Custom Client Device Settings policy and enforcing
it on a collection for just a subset of your systems.
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Getting ready

To complete this recipe, you will need a user account with full SCCM administration privileges.
Default Client Settings do not fall under the purview of the Endpoint Protection Administrator
role assignment. If your intention is to deploy SCEP to a limited number of test systems, it is
recommended that you create a custom collection containing the target systems before going
through this recipe.

How to do it...

Follow these steps:

1. Log into the CAS server and open the Configuration Manager Console.

2. Navigate to the Administration workspace, open the Client Settings object, and click
on the Create Custom Client Device Settings button at the top left-hand side of the
user interface. The Create Custom Client Device Settings window should appear
like the following screenshot:

Create Custom Client Device Settings 5'

Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are assigned
to a collection.

Name: I 0
Description: :I

Select the custom settings to be enforced on client devices

[[] Background Inteligent Transfer
[] Client Policy

[] Compliance Settings

[] Computer Agent

[[] Computer Restart

[] Endpoint Protection

[[] Hardware Inventory

[ Network Access Protection (NAP)
[ Power Management

[] Remote Tools

[] Software Deployment

[] Software Inventory

[] Software Metering

[] Software Updates

[[] State Messaging

[[1 User and Device Affinity
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3. To begin modifying the policy, provide a Name and Description, then select Endpoint
Protection from the list of options, and then select Endpoint Protection from the
column on the left-hand side pane.

4. You should now be able to view the Custom Device Settings window for Endpoint
Protection. Change the Manage Endpoint Protection client on client computers
setting to True. Refer to the following screenshot:

u Create Custom Client Device Settings 5'

General

Custom Device Settings

| Endpoint Protection |

<
Iﬂ Specify the settings for devices. These settings ovenide the default settings when they are assigned
= to a collection.

Specify the settings for the Endpeint Protection client. Enabling the Endpoint Protection client may uninstall
existing anti-virus solutions. The Endpoint Protection client can't be enabled until an Endpoint Protection role is
added to the hierarchy.

Device Settings &

Y Manage Endpoint Protection client on client True -
I-”_‘ computers
Install Endpoint Protection client on client computers | True -
Automatically remove previously installed artimalware [ 1,e -
software before Endpoint Protection is installed
Suppress any required computer restarts after the True -

Endpoirt Protection client is installed

Alowed period of time users can postpone a required Ié; 3:
restart to complete the Endpoint Protection

installation (hours)

[isable attemate sources {such as Microsoft True -
Windows Update, Microsoft Windows Server Update

Services, or UNC shares) for the initial definition

update on client computers

@ oK I Cancel |

|

5. Leave the other settings as they are and click on OK to close the wizard. The Custom
Device Settings policy you just created should now be viewable beneath the original
Default Client Settings policy.

s
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6. Right-click on the new policy that you created and select Deploy. From the list of
collections, select the collection to which you want this policy to apply and click on
OK. Refer to the following screenshot:

x
IDevice Collections j Filter
_-_] Root Mame | Member Count |
Al Desktop and Server Clients 1
£ Al Mobile Devices 1]
£ Al Systems 12
& Al Unknown Computers 2

SCEF Deployment

The settings we've been modifying in this recipe are all related to the deployment of the SCEP
client and will take effect whenever a computer is migrated from SCCM 2007 to SCCM 2012,
or when the SCCM client is installed for the first time. It's important to note that deployment of
the SCEP client is very different procedurally from previous versions. Any system that receives
the SCCM 2012 client will receive the installation media or bits for SCEP, which are bundled
with the SCCM client.

Modifying the Custom Device Settings option for Install Endpoint Protection client on client
computers to True basically equates to flipping a switch on the target computer to use the
installation media it already has.

The option for Disable alternate sources for initial definition update on client computers
directly addresses an issue with deploying FEPs (the previous version) client to a large mass
of computers simultaneously that could cause network saturation. This was caused by many
clients reaching out to any available source to get their initial definition file (which is very large
in size, 70 to 80 MB) at the same time. This setting will force all your new clients to get their
first definition file as an SCCM package, thereby allowing you to control the flow of data and
leverage all of SCCM's package delivery capabilities.
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Just make sure that if you're going to make use of this option, you have set up a definition
delivery package ahead of time (which is covered in Chapter 2, Planning and rolling
information, of this book). Otherwise, you could have freshly-installed SCEP clients sitting out
there with no definitions and therefore, unprotected.

Creating, modifying, and deploying a

SCEP policy

The creation of anti-virus policies is probably the most critical task that any AV administrator
is charged with. If the policy is too restrictive, then computers, and in turn, the end users, will
be negatively impacted. Conversely, if the AV policy is too lenient, your computers will have an
increased risk of becoming infected by malware.

Fortunately, SCEP provides many tools to make this constant balancing act a little easier for
administrators. This recipe will guide you through the process of creating and modifying a
SCEP policy for an average laptop user, who works with both while connected to the corporate
and remote networks respectively.

The policy presented in this recipe is meant to serve as a reference, although the level of
protection it offers is balanced with a minimal impact on the client PC, it should not be taken
as list of best practice settings for every organization. Your corporate security standards may
dictate that you adhere to a different level of protection.

Getting ready

To complete this recipe, you will need a user account with at least SCEP administrator
role privileges.

How to do it...

Follow these steps:

1. Log into the CAS server and open the Configuration Manager Console.
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2. Navigate to the Assets and Compliance workspace, open the Endpoint Protection
object, and select Antimalware Polices. At the top left-hand side of the user
interface, there is a button that reads Create Antimalware Policy; select it to launch
the policy creation wizard. Refer to the following screenshot:

[l Create Antimalware Policy x|

| General |

Endpoint Protection Antimalware Policy

Scheduled scans
1 | Specify the name and a description for this Endpeint Protection antimalware policy. The settings

Scan settings defined in this policy ovemide the default settings when this policy is assigned to a collection.
Default actions
Real-time protection HName: ILap‘tops
Exclusion settings Description: ;I
Advanced
Threat overrides LI
Microsoft Active Protection Service
Definition updates
) ok | cancel |

3. Begin by giving the policy Name and Description, then select Scheduled scans from
the left-hand side column.

4. Change the Scan Type option from Quick scan to Full scan, and then change the
Limit CPU usage during scan to (%) option to 30.

5. Click Scan settings in the left-hand side column and change the settings for both
Scan email and email attachments and Scan removable storage devices such as
USB drives from False to True.

6. Next, click Advanced from the left-hand column and change the setting for Show
notification messages from False to True.

7. Select Microsoft Active Protection Service from the left-hand side column and
change the Microsoft Active Protection Service membership type option from | do
not want to join to Basic Membership.

8. Now, select Definition Updates from the left-hand side and click on the button
labeled Select Source, after which the Configure Definition Update Sources window
should appear.

=
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9. Make sure that Updates distributed from Configuration Manager and Updates
distributed from Microsoft Update are both selected. Click on OK to close the
window, as shown in the following screenshot:

i
Thig setting allows you to define the order in which diferent definition update sources should be
contacted.
[w] Updates distributed from Configuration Manager Up |
[ Updates distibuted from WSUS

™| Updates distributed from Microsoft Update
[ Updates distributed from Microsoft Makware Protection Center
[] Updates from UNC file shares

QK I Cancel

10. To deploy the policy, right-click on the policy you just created and select Deploy.

11. The Select Collection window should pop up; choose the collection to which you wish
to apply this policy and click on OK.

SCEP policies play a vital role in ensuring that your SCEP clients are both effectively

protecting your systems from malware and, at the same time, maintaining an optimal level of
performance. One of the biggest advantages to having an anti-malware solution that's tightly
integrated with SCCM is that it allows you to effortlessly manage the deployment of AV polices.
Once you've built a policy and deployed it to a collection, you can be certain that all the
systems in that collection will receive the policy in short order.

In addition to the aspects of SCEP policies that are discussed in the recipe, below is some
additional information on SCEP policies that will be useful to you.

&1
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Understanding policy precedence

As an SCEP client will undoubtedly be a member of multiple collections within SCCM and you
may have different SCEP policies assigned to these collections, it is necessary to implement
a system of policy precedence. SCEP policy precedence can be modified by navigating

to Assets and Compliance\Overview\Endpoint Protection\Antimalware
Policies and right-clicking on a policy to either increase or decrease its priority.

Remember that lower the number assigned in the Order column,
s the higher the rank of the policy.

Refer to the following screenshot:

Antimalware Policies 3 items

-

Icon Name Type Order Deployments Descripticn
il Default Client Malware Policy Default 10,000 0 Settings that apply to all dients in th...
_J Endpoint Protection Cenfigurati..  Custom 1 0 Microsoft Endpeint Protection perfor...
/1] Laptops Custonr =

Increase Priority
Decrease Priority
#»* Export
Copy
Merge
i Refresh F5

75 Delete Delete

©» Deploy

@. Set Security Scopes

D Properties

Server policy templates

One of the most beloved features of the previous version of SCEP (Forefront Endpoint
Protection) was the use of server policy templates. Microsoft wisely adapted all of its best
practices for OS-level anti-virus running on its major application servers (Exchange, SQL,
SharePoint, and so on) into a set of preconfigured FEP policies that you could select from a
simple drop-down menu.

At first glance, it might seem as if this feature has been removed in SCEP, but while the
process is no longer as simple as selecting a preset policy from a drop-down menu, the policy
templates for servers are still included with SCEP.

=
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To utilize them, simply click on the Import button at the top of the screen in the Assets
and Compliance\Overview\Endpoint Protection\Antimalware Polices. It
should automatically take you to the folder location where policy templates are stored. If
you do not see the list of policy template XML files, navigate to $instaldir%\Microsoft
Configuration Manager\AdminConsole\XmlStorage\EPTemplates; this is their
default folder location.

Setting up SCEP alerts

Although every anti-virus administrator dreads the sound of a dozen alerts hitting their
smartphone in the middle of the night, alerts are a necessary evil. The trick is to configure an
alerts policy that correctly notifies you with actionable information, but does not inundate your
administrators with a glut of unnecessary e-mails.

This recipe will walk you through the process of creating a set of SCEP alerts that will only
notify you when an administrator's attention is necessary.

Getting ready

To complete this recipe, you will need to have access to a user account that has Full
Administrator rights to the SCCM 2012 console. Alerts in SCEP are based on the membership
of collections, so if you wish to create an alerts policy for a specific set of computers, it is
advisable that you create this collection ahead of time.

Alerts are delivered via e-mail and they require an available Exchange SMTP resource; you will
need to know the FQDN for the SMTP server in your environment.

How to do it...

Follow these steps:

1. Log into the CAS server and open the Configuration Manager Console. Navigate to
Assets and Compliance\Overview\Device Collections, right-click on the
collection you're targeting for this alerts policy, and select Properties.

2. Select the Alerts tab and check the box next to View this collection in the Endpoint
Protection dashboard.

=]
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3. Click on the Add... button and the Add New Collection Alerts window should
pop up. Now check the bottom four selections, and click on OK, as shown
in the following screenshot:

Add New Collection Alerts x|

Client Status

[~ Client check pass falls below threshold (%)
™ Client remediation success falls below the threshold (%)

[~ Cliert activity falls below threshold (%)

Generate an alert when these conditions apply:

¥ Malware is detected

¥ The same type malware is detected on a number of computers
[¥ The same type malware is repeatedly detected within the specified interval on a computer

¥ Muttiple types of malware are detected on the same computer with the specified interval

ok | Cancel |

4. Malware detection, Malware outbreak, Repeated malware detection, and Multiple
malware detection should now all appear in the Conditions window.

5. Select Malware detection and change the Malware detection threshold setting
from High to Medium - Detected, pending.
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6. Select Multiple malware detection from the Conditions window and change
the Number of malware types detected from 2 to 4. Then, click on OK to close
the wizard.

[Bl SCEP Deployment Properties x|

" General I Membership Rules | Power Management | Deployments I Maintenance Windows I
Collection Yariables | Qut of Band Management I Distribution Poirt Groups I Securty Mlers |

¥ View this collection in the Endpoint Protection dashboard

Configure the alert thresholds.

Condttions

Malware detection
Malware outbreak
Fepeated malware detection

Muttiple makware detection
Add... Remove
r— Defintions
Alert Name: IMuItipIe malware detection alert for collection: SCEP Deploy
Alert Severty: ICri-tica| j

Mumber of malware types detected: |4| 3:
Interval for detection (hours): I i 3:

@ ok | concel | ppy |

7. In order to receive these alerts over e-mail, you will need to configure the SMTP
settings for the SCCM server. Navigate to Administration\Overview\Site
configuration and right-click on the Configure Site Components button. Select
Email Notification from the drop-down menu.

@1
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8.

9.

=

The Email Notification Component Properties window should pop up. Check the
Enable email notification for Endpoint Protection alerts option and enter your
Exchange server's FDQN. Specify an account to use for SMTP relay if it's required by
your Exchange configuration, and provide Sender address for email alerts in the field
provided. Refer to the following screenshot:

. Email Notification Component Properties il

General |

¥ Enable email netification for Endpoint Protection alerts
EQIDM or IP Address of the SMTP serverto send email alerts: Port:

Irnlﬁil securelab.com 25 ::I

Endpoint Protection SMTP Server Connection Account
" None (anonymous access)
™ Use the computer account of the site server
¢ Specfy an account
|SECURELAB"Administrator Set. ¥

Sender address for email alerts:

INerts_SCCM@securelah.com

Test SMTF Server...

oK I Cancel Apply

If you wish to conduct a test of these settings, click on the Test SMTP Server button.
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10. The final piece to configuring alerts is to add e-mail addresses for users or
distribute groups for the subscriptions of each alert type. To do this, navigate to
Monitoring\Overview\Alerts, click on Create Subscription, and enable all
of the different categories that you want to receive alerts for, as shown in the
following screenshot:

Brevsubscrption K|

Specify a name, one or more email addreszes and a selected language for this subscription.
You can separate multiple email addrezses with a semicolon 2.

Hame: |SCEP Alert
Email address: |admin@securelab.con‘l
Ermail language: IEninsh [United States] j

Selected alerts:

Alert |
Generate alert when malware detected - Malware detection alert for collection: all5..

The zame malware detected on a number of computers - Malware cuthreak alert for.
Same malware repeated detected on a computer - Bepeated malware detection ale...
tultiple types of malware detected on a computer - Multiple malware detection alert...
ultiple types of malware detected on a computer - Multiple malware detection alert...
Same malware repeated detected on a computer - Fepeated malware detection ale...
The zame malware detected on a number of computers - Malware outbreak, alert for...
Generate alert when malware detected - Malware detection alert for collection: Clie. ..
Generate alert when malware detected - Malware detection alert for collaction: Al ...

The zame malware detected on a number of computers - Mabware outbreal alert for...
Same malware repeated detected on a computer - Fepeated malware detection ale...

EEEEREEEEREERE

ultiple types of malware detected on a computer - Multiple malware detection alert...

(7] 0Ok, I Cancel

11. Click on OK to complete the wizard.

Alerts in SCEP are handled by the SCCM 2012 infrastructure; they are assigned to collections
of computers and have adjustable thresholds. This allows you to set up different collections
with different levels of alerting. You could, for example, assign a high threshold to general
workstation population, and a lower set of thresholds to critical servers.

Once alerts have been set up, you can tune them as needed if your administrators are getting
either too few or too many e-mails from SCEP.

@]

www.it-ebooks.info


http://www.it-ebooks.info/

SCEP Configuration

Configuring reports

While alerts allow for reactive responses to malware events, setting up a good reporting
methodology will allow your administrators to be proactive in malware prevention efforts.

This recipe will walk you through the process of locating your SCEP reports and setting up your
anti-malware activity report to be delivered on a scheduled basis via e-mail.

Getting ready

To complete this recipe, you will need to have access to a user account with at least the
Endpoint Protection Manager security role.

If you wish to have your reports delivered via e-mail, it's required that the SQL reporting
server hosting your reports has been configured to deliver reports via e-mail. If this has not
yet been done, changing the e-mail settings on your SQL Reporting server will require SQL
administrator rights.

How to do it...

Follow these steps:

1. Log into the CAS server and open the Configuration Manager Console.

2. Navigate to Monitoring\Overview\Reporting\Reports and locate your SCEP
reports. If you've logged in with an account that only has the Endpoint Protection
Manager role, these will be the only reports you're able to view. If you've logged in with
a full administrator account, you can quickly filter the long list of available reports by
entering the word Endpoint in the search field. Refer to the following screenshot:

Home )

#|Create Subscription
Run
TJ Refresh

Repart Group

) ? Edit X Delete D

Properties

Properties

€ « [ Vv Monitoring »
[

4 M Overview
4 5 Alerts
% Subscriptions
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| Administrative Security
1 Alerts
1 Asset Intelligence
| Client Push
1 Client Status

| Device Management

1 Driver Management

| Endpoint Protection

| Compliance and Settings Management

Overview b Reporting »  Reports

< Endpoint Protection 6 items

_,| search | Add Criteria

Icon Name
Antimalware Activity Report

Computer Malware Details

E

Dashboard

Infected Computers

Top Users By Threats

E

User Threat List

Category
Endpoint Protction
Endpoint Protection
Endpoint Protection
Endpoint Protection
Endpoint Protection

Endpoint Protaction

Date Modified

4/27/2012 9:28 AM
4/27/2012 9:28 AM
4/27/2012 9:28 AM
4/27/2012 9:28 AM
4/27/2012 9:28 AM
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SNED

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3

3. Right-click on the Antimalware Activity Report and select Create Subscription;
change the Report delivered by option from Windows File Share to Email.

4. Inthe To: field, enter an e-mail address; this can be either a single user or a
distribution group.

5. In the Subject field, provide a description of the report and make sure to check
the box next to Include Report. The format you select for delivery is up to you, but |
would recommend PDF, as it's readable on smartphones. All of the other settings are
optional; click on Next to proceed. Refer to the following screenshot:

‘Ereate Subscription Wizard E3 I
-
?‘J\g Subscription Delivery
—r

Specify delivery rmethod

Subscripkion Schedule

Subscripkion Parameters
Specify the deliveny method and delivery properties for this report subscription.

SUrrary
Frogress Report delivered by IE-maiI j
Completion
To: I.&dmin@securelab. com
LCc: I
Bee: I
Reply-Tao: I
Subject: IAntimaIware Ativity]
PFriarity: INormaI j
Comment; ;I
=
Deszcription: ;I
[ Include Link
[ Include Report
Fender Format: IXML files with report data j

9 < Previous | Mext = I SUMMErY. | Cancel |

i
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6. Next, set up the report delivery schedule and click on Next to proceed, as shown in
the following screenshot:

‘Ereate Subscription Wizard E3 I

-
?‘J\g Subscription Schedule
—r

Subscription Delivery Specify delivery schedule

Subscripkion Parameters

SUMMMET Specify the delivery schedule for this report subscription.
Pirugjress = Usze shared schedule: j
Campletion f*  Create new scheduls:

' Run on the following days;

" Hourly
@ Daiy v Mon v Tue v Wied v Thu
£ Weekly v Eri v Sat v Sun
£ Monthiy " Repeat after this number of days: I—
" Once Start and end dates
Start time: [05:33 PM =
Begin on: ['Br1as2m2 |
[~ Stopon: I 8M14/2mz2 LI

9 < Previous | Mext = I SUMMErY. Cancel

=
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7. On the Specify report parameters page, you'll be required to select an SCCM
collection that you want this report to be executed against. Click on Next to proceed,
as shown in the following screenshot:

‘Ereate Subscription Wizard E3 I

-
){Eg Subscription Parameters

Subscription Delivery

Subscripkion Schedule

Subscription Parameters

SUrmmaty
Progress

Completion

Specify report parameters
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Start Date: | 8¢ 82012
End Date: | BA15/2012
< Previous Mext =

Values...
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8. Review the settings you've chosen on the Summary page and click on Next to
proceed, as shown in the following screenshot:

‘Ereate Subscription Wizard E3 I

-
*{Eg SURrarY
-

Slirsafpiton Deles; The subscription will be created using these settings.
Subscripkion Schedule

Subscripkion Parameters

SUmMmEry Letails:

Riogiesy Email Delivery Settings
Completion « Too Admin@securelab.com
« Subject: Antimalware Activity
+ Include Report: Falze
« Render Format: XML file wath report data
» Include Link: False
» Prienty: Normal
Dzily Schedule
+ Run on the following days: S&un, &Mon, Tu&e, &\wed, T&hu, &Fn, Sadt
Start and end dates
« Begin on: 814/2012
« Start time: 08:33 PM
Parameter values
» Collection Name = SMS00001
« Start Date = B/8/2012 12:00:00 AM
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To change these settings, click Previous. To apply the settings, click Mext.

9 < Previous | Mext = I SUTATIEEy | Cancel

9. The wizard will create the report, and then display a completion message once
it is done.

=

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3

SCEP utilizes SQL Reporting Services to run and deliver reports. Unlike previous iterations of
the product, SCEP does not store anti-malware data in a separate data warehouse database.
In SCEP, all anti-malware is stored directly in the configuration manager database. This allows
for less administrative overhead and improves the speed at which virus related events are
reflected in reports.

There's More...

Below are some other aspects of SCEP reporting that may be useful for you to understand.

Accessing reports without the SCCM console

The majority of users who will be working with SCEP will access reports by launching them
from the SCCM console. You may, however, have some users that you wish to grant access to
SCEP reports without granting access to the SCCM console. To accommodate these users, you
can direct them to the URL for your SQL reporting server that is responsible for hosting your
SCEP reports.

To begin, browse to the URL http://yourSQLreportingservername/reports and
drill down to configmgr abc (abe representing your own SCCM server's site code). In this
directory, you should be able to see a directory named Endpoint Protection.

To grant a user access to this directory, select the Security tab and select New Role
Assignment. Once this is done, the user should be able to navigate to the reports URL within
Internet Explorer.

Delivering reports to smartphone users

As Malware events can happen at any hour of the day, it's advisable to configure your reports
to be readable on any smartphone. In most cases, the best format for this is PDF, as nearly all
major types of smartphones on the market today can open a . pdf file.

To accomplish this, select Acrobat (PDF) file as the Render Format: on the first page of
Create Subscription Wizard. This will allow a user on a smartphone to fully read the report
even if their device is not connected to your corporate network via VPN.

s
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Client Deployment
Preparation and
Deployment

In this chapter, we will cover:

>

Preparing your environment for SCEP

Creating an effective deployment plan

Deploying SCEP clients with SCCM 2012

Verifying that SCEP policies are being applied correctly

Performing a manual SCEP client installation

Introduction

Once you've completed your installation and basic configuration of the SCEP role on your
SCCM 2012 server, it's time to start thinking about how you're going to roll the SCEP client
out to your user base. Microsoft has done a fantastic job of making SCEP client deployment a
quick and easy task.

Maybe, it's even a bit too easy in some regards. In the most basic term, an anti-virus client is
software that will be installed on every Windows-based computer in your environment and will
have a direct effect on the performance of every piece of software that is allowed to run on
your PCs. Not to mention, it is the last line of defense in your anti-malware strategy.

So it's always best practice to do a little preparation and planning before actually pulling the
trigger on your roll out.
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Once the installation and configuration of your SCEP infrastructure is completed and you've
gone through the deployment planning process, you'll be ready for the main event in a SCEP
implementation, that is, client deployment.

This chapter contains recipes that will help to make this task considerably easier. You'll be
learning how to initiate a client deployment in a phased and controlled manner, as well as how
to monitor the progression of your deployment. You'll also be learning how to deploy the client
manually without the use of SCCM and what to do if your newly installed SCEP clients have
any issues receiving updates or communicating their status back to the SCCM environment.

Preparing your environment for SCEP

SCEP works on a wide range of Microsoft operating systems and almost any flavor of Windows
run by a modernized organization. The quick rule of thumb is: if the system can handle an SCCM
2012 client (Windows XP SP2 for x64 and SP3 for x86, or above), it can run the SCEP client. It is
essential to identify any legacy systems that will not support SCEP and plan accordingly.

Although SCEP does a great job of removing a competitive AV client before it installs itself, it's
a good idea to make sure that your current AV is not going to impede the installation of SCEP
in any way.

This recipe contains a series of questions that will assist you in determining your level of
preparedness before deploying SCEP. As mentioned in Chapter 2, Planning and Rolling
Installation, if your systems already have an SCCM 2012 client installed, then they already
have the installation media for SCEP on their hard drive. What we are preparing to do here is,
effectively, just flipping the switch on the install.

Getting ready

To complete this recipe, you should be familiar with your current AV and its policy
configuration. In remediating any shortcomings that you may identify, you will likely need
administrator level access to your current AV's management console and SCCM.

How to do it...

By working through each of the following items, important preparation tasks will be identified:
1. Do the workstations to which you are deploying SCEP have an SCCM 2012 client
installed on them? If not, will they support an SCCM 2012 client?
2. Isyour current AV solution one of the following?
o Symantec Endpoint Protection Planning and Rolling Installation Version 11
o Symantec Endpoint Protection Small Business Edition Version 12
o Symantec Corporate Edition Version 10
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o McAfee Virus Scan Enterprise Version 8.5, Version 8.7, and its agent
o Forefront Client Security Version 1 and the Operations Manager agent
o Trend Micro Office Scan Version 8 and Version 10

a  All current Microsoft anti-malware products except for Windows Intune and
Microsoft Security Essentials

o If not, reach out to your vendor's technical support to acquire an
uninstallation tool

3. Ifthe current AV is one of the products that is supported for automatic removal,
does your current policy enforce tamper proofing? For example, Symantec can
require a password for uninstallation, or McAfee EPO can enforce reinstallation
if its client is removed.

4. Are you utilizing a Firewall provided by your current AV vendor?

The items in the preceding recipe are designed to help you identify any potential pitfalls to a
successful SCEP deployment.

The first item is meant for you to consider the proliferation of SCCM 2012 to your deployment
targets. It's okay to deploy the SCCM 2012 client software and SCEP at the same time. The
thing to consider is that if a machine must support SCCM 2012 to utilize SCEP, older systems,
such as Windows 2000 and Windows XP SP 2 or below, will need to be either upgraded or
phased out. If neither of these options is feasible, it is recommended that you reach out to
your Microsoft sales person and acquire licenses for Forefront Client Security, the predecessor
to FEP and SCEP. FCS is still supported (as of the writing of this book) and will work on most
legacy systems.

If your current AV is one of the products listed in second item, then your removal procedures
will be a snap. If not, it's going to be more difficult. The best thing to do is reach out to your
current vendor and ask for a removal tool (VBS script, EXE, bat file, and so on). They should
have such a tool to share with you, though keep in mind that for security purposes, vendors
typically don't make removal tools available through their website. Once you've got the tool,
you should run some trials to ensure its effectiveness. If it functions as advertised, you'll need
to build a custom SCEP deployment method, which will be discussed later in the book.

Most corporate AV solutions have some kind of tamper protection to keep users or malicious
processes from removing it easily. You'll want to make sure these protections are lifted before
deploying SCEP. A good best practice is to remove tamper protection for only a subset of
computers to which you're planning to deploy SCEP in the near future, rather than lifting the
tamper protection for every PC in your company all at once.
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The fourth item asks if you are currently using an Endpoint firewall that is part of your overall
anti-virus solution. SCEP is designed to utilize the Windows Firewall with Advanced Security.
If you are using a Firewall solution from Symantec, for example, you will need to plan on
implementing the Windows Firewall to replace its functionality. Any custom exclusion you've
made to the Symantec Endpoint Firewall would need to be added to the Windows Firewall
policy. The best way to administer your Windows Firewalls is through Group Policy Objects.

Creating an effective deployment plan

As you move through these recipes, you're moving closer and closer to initiating an enterprise-
wide SCEP deployment. Don't be scared, if you take the time to really think through the items
in this recipe, you'll be setting yourself up for a pretty painless deployment.

Getting ready

To answer the following items, you will need to have a good understanding of your corporate
network as a whole. If you were not a part of the initial SCCM 2012 design, you may need to
reach out to your SCCM administrators to verify answers for some of the following items.

How to do it...

Working through the following items will walk you through the process of preparing your
environment for SCEP:

1. Has your SCCM 2012 been scaled out to support the number of SCEP clients you are
intending to deploy?

2. Have you implemented enough distribution points to supply SCEP definitions on a
daily basis without affecting network performance?

3. Have you disseminated enough information about the upcoming deployment to
technical staff and end users?

4. Have you fully tested your legacy AV removal procedure? If not absolutely 100 percent
effective on all of your test clients, what is the expected percentage of failure?

5. Have you created a procedure for dealing with failed SCEP installations?

6. Have you created and tested SCEP policies for all the system types that your
deployment targets?

7. Is there an existing channel of communication for end users that experience
performance issues after SCEP is deployed?

8. Has there been a maintenance window created for deploying SCEP to
Windows servers?
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9. Isyour help desk ready to respond to an increased number of virus detections?

10. Have you grouped your deployment targets into logical groups of systems that will
allow for deploying in a phased manner?

When considering the first item in this list, it's important to make sure that your SCCM

2012 environment is robust enough to support all of the SCEP clients you are intending to
deploy. If your implementation of SCCM was in a pilot phase, make sure it's ready to support
a production-wide deployment. Check to make sure there are enough primary sites and
distribution points to cover your user base. Make sure good backup and disaster recovery
procedures are in place.

The second item should have you thinking about placement of distribution points. A quick rule
of thumb is that you don't want more than a handful of systems in a given site pulling updates
over a WAN connection. If it's possible, plan to have a DP in each geographical site.

The importance of the third item, Have you disseminated enough information about the
upcoming deployment to technical staff and end users?, should not be underestimated. With
the proliferation of malware of the "fake" AV type, users have become increasingly savvy about
what's in their system tray. It's a good idea to communicate with your end users about SCEP
and what the icons should look like before initiating a deployment.

The fourth item, Have you fully tested your legacy AV removal procedure?, speaks to the

reality of any production-wide deployment. No process is perfect, and when you're deploying
something such as SCEP to every computer on your network, it's really a percentage game.

It's better to be realistic about this and identify what you think the failure rate is going to be,
and create a remediation plan to quickly deal with any clients that fail to install SCEP correctly.
During your pilot phase, | would recommend deploying SCEP to a non-vital machine, without
removing the legacy AV client. This will allow you to know what happens when both SCEP and
the legacy AV are running on the same machine at the same time.

Because we're leveraging SCCM for deployment, the answer to the fifth item should be
straightforward. Monitoring the success and failure of a SCEP advertisement is done within
the SCCM console. If clients do fail to install SCEP, it's a good idea to have a manual SCEP
installation procedure on hand.

The sixth item asks, Have you created and tested SCEP policies for all the system types

that your deployment targets?. Remember that computers are grouped together logically by
collection in SCEP. So if you've created, for example, an Exchange Server 2010 SCEP policy,
you will need to have a collection of just Exchange 2010 Servers to which you apply this policy.
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The seventh item asks if you've created a channel of communication between end users

and the staff that are deploying SCEP. This is very important, as it will allow you to quickly
address any performance issues by modifying SCEP policies as needed. That being said, try
not to overreact to every user concern. The truth is, there are a lot of perception issues, where
endpoint anti-virus is concerned. It's best to verify that an issue is really being caused by the
SCEP client rather than create an abundance of unnecessary exclusions and exceptions.

The eighth item should get you thinking about your deployment plan for pushing SCEP to
Windows servers. Usually, server operators will choose to manually install an AV client rather
than automate the installation and run the risk of an unscheduled reboot. This is perfectly
acceptable, however, just make sure that your operators fully understand the manual SCEP
installation process and that your SCEP administrators follow up with confirming servers,
which are showing up correctly in the SCEP dashboard. Manual installation procedures are
covered later in this book.

The ninth item asks, Is your help desk ready to respond to an increased number of
virus detections?. This should not be taken to mean that SCEP is going to cause your
workstations to become infected. Quite the opposite, whenever an organization updates
their AV to the new cutting-edge solution, it's normal to suddenly find infections that may
have been going unnoticed. Just make sure your help desk staff is ready for this event,
to avoid unnecessary panic.

The tenth item is meant to get you to think about how your computers are grouped together,
either by geographical site or by their role. Stretching a deployment out over a period of

time, maybe a couple of weeks, is always a better practice than trying to deploy to the entire
organization overnight. This will ensure that the number of failed deployments is always small
enough for your staff to respond in timely manner.

Deploying SCEP clients with SCCM 2012

One of the biggest differences between SCEP and its predecessor FEP is the way in which the
clients are deployed. FEP clients were deployed using an SCCM 2007 software package and
an advertisement. While the system of software packages and advertisements persists in
SCCM 2012, it is not used at all to deploy SCEP clients.

Instead, Microsoft has bundled the SCEP client within the SCCM 2012 client. The SCCM client
agent settings determine whether or not a client PC is running SCEP. Changing the Endpoint
Protection settings in the options for Client Agents essentially amounts to flipping a switch
that tells a targeted computer to go ahead and use the SCEP client it already has.

In previous versions of SCCM, it was possible to have one set of client agent settings; in SCCM
2012, you can now have multiple sets of client settings and limit them to a given collection.
So rather than modifying the default client settings policy, and thereby, deploying SCEP to
every system with an SCCM 2012 client, we will be using a custom client settings policy and
limiting our initial SCEP deployment to a smaller subset of PCs.

&
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This is commonly referred to as a pilot deployment. Limiting the number of PCs to which we
initially deploy SCEP will help you verify your deployment plan and to identify any issues with
SCEP running on your organization's computers. It is always a best practice for a pilot to select
a group of workstations and servers that represent a good cross section of your organization's
overall user base.

Getting ready

To complete this recipe, you will need to be using an account which has full SCCM admin
privileges. It's also recommended that you've identified which PCs and servers will be in the
pilot group and that you've placed them together in an SCCM collection.

How to do it...

Follow these steps:

Log into your SCCM CAS server and launch the SCCM 2012 management console.
Navigate to Administration | Overview | Client Settings.

Click on the Create Custom Client Device Settings button at the top of the interface.

P NP

The Create Custom Client Device Settings window will pop up; enter a Name and
check the box next to Endpoint Protection, as shown in the following screenshot:

n Create Custom Client Device Settings 5[
=S| ¢ \stom Device Settings

Endpoint Protection

\3’_ Specify the settings for devices. These settings overide the default settings when they are assigned
= to 3 collection.

Name: [SCEP Pict
Description: ;I

Select the custom settings to be enforced on client devices

[] Background Inteligent Transfer
[] Client Policy

[] Compliance Settings

[[] Computer Agent

[] Computer Restart

] Endpoirt Protection

[] Hardware Inventory

[] Metwork Access Protection (NAP)
[[] Power Management

[] Remote Tools

[] Software Deployment

[] Software Inventory

[] Software Metering

[] Software Updates

[] Stste Messaging

[] Userand Device Affinity

@ ok | cencs |

(&5}
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5. Next, select Endpoi
displays all of the C

nt Protection from the menu on the left-hand side. The screen
ustom Device Settings that apply to SCEP, as shown in the

following screenshot:

F
General . .
Custom Device Settings
[ Endpoint Protection | =
|;F_T Specify the settings for devices. These settings overmide the default settings when they are assigned
= to a collection.

Specify the settings for the Endpeint Protection client. Enabling the Endpoint Protection client may uninstall

existing anti-virus solutions. The Endpeint Protection client cant be enabled until an Endpoirt Protection role is

added to the hierarchy.

Device Settings =

% Manage Endpoint Protection client on client Falze -

|-"_A computers =
Install Endpoint Protection cliert on client computers || True b
Automatically remove previously installed antimatware |7, - -
software before Endpoint Protection is installed
Suppress any required computer restarts after the True -
Endpoint Protection client is installed
AMlowed period of time users can postpone a required |2; 3:
restart to complete the Endpoint Protection
installation (hours)
Disable attemate sources (such as Microsoft True -
Windows Update, Microsoft Windows Server Update
Services, or UNC shares) for the initial definition
update on client computers

@ ok | Caca |
Y
6. Change the value for Manage Endpoint Protection client on client computers from

False to True.

for some reason, th

is does not happen, set them all to True manually.

This should cause all of the True or False options in this window to switch to True. If

=
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8. Click on OK to close the window, and your new custom client settings policy should be
added to the list of client settings. Refer to the following screenshot:

@ System Center 2012 Configuration Manager (Connected to ABC - Secure Lab)
E Home

® & @B -, 8 O

~
_u Refresh
Create Custom Client Create Custom Client Saved Deploy Increase Decrease Set Security Properties
Device Settings User Settings Searches = Priority  Priority K Delste Scopes
Create Search Client Settings Classify Properties
(- - | A '\ » Administration » Owerview » Client Settings
Administration ¢ Client Settings 2 items
4 [Ff; Overview Seardh
= Hierarchy Configuration Tcon Name Type Priority Deployments
4[] Site Configuration # Default Client Settings Default 10,000 0
B3 Sites g SCEP Pilot Device 1 0

E& Servers and Site System Roles
L Client Settings
4 [T Security
2_? Adrinistrative Users
3 Security Roles
@ Security Scopes
I:_QJ Accounts
[ Certificates

=01 Distribution Points

E5 Distribution Paint Groups

9. Now it's time to deploy the client settings policy that we just created. To do this,
right-click on the new policy and select Deploy.

10. The Select Collection window will pop up. Search through the list of collections and
find the collection you created for this pilot. Click on OK to close the window.

As the default setting in the default client settings policy is False for the option to enable
SCEP, you must either change this setting to True (which will take effect for every SCCM client
on your network) or create a custom client settings policy that enables SCEP.

As client settings policies are cumulative, any settings you've customized in the default policy
will also go into effect. Only PCs that are a part of the pilot systems collection will receive the
additional settings you enabled in the custom policy. SCCM uses a system of precedence for
client settings policies, in which the policies with a numerically lower value win out over client
settings policies with higher numerical value for priority. The default client settings policy

has a priority value of 10,000 and the new policy we created in this recipe has a value of 1,
meaning if there are any conflicting settings, the new custom policy gets its way.

]
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As the installation media or bits for the SCEP client is bundled with the SCCM 2012 client, we
will not need to push any other software to the systems in the pilot group.

If the pilot is successful (which I'm sure it will be), and you've made the decision to go
production-wide with your SCEP deployment, all that you will need to do is modify the default
client settings policies settings for SCEP just as we did in this recipe.

Verifying that SCEP policies are being

applied correctly

One very important aspect of your SCEP deployment is to stay on top of which policy your
clients are receiving. All new SCEP clients will receive the default policy automatically, but if
you've added any additional SCEP policies with custom settings, it's a good idea to check and
make sure that your clients have received the policy correctly.

Getting ready

In order to complete this recipe, you'll need to utilize an account that has at least the SCEP
administrators SCCM role assigned to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Assets and Compliance | Overview | Devices and locate the
collection that the custom policy has been assigned to.

3. Select any of the systems in this collection, and then click on the Endpoint
Protection tab at the bottom of the screen.

4. You should be able to see a column titled Policy Application Information. The first
item under the title is called EP Policy Name, which is followed by the name of the
current policy that is in effect for this client, as shown in the following screenshot:
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Assets and Compliance < Custom SCEP Policy 1 items
4 Overview Search < Search | Add Criteria ~
2 Users Icon Hame Client Type Client Site Code Client Activity
4 & Devices Lo WIN7SCCMCLIENT Computer Yes ABC Active

&¥ Custom SCEP Policy
& SCEP Piolt Callection: Clients protected with
# User Collections
& Device Collections
L, User State Migration
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[l Software Metering
 Compliance Settings
4 [ Endpoint Protection
K Antimalware Policies

B8 Windows Firewall Policies

WIN7SCCMCLIENT v
Deployment Information Policy Application Information Related Objects
# Asscts and Compliance 2
EP Deployment State: Managed EP Policy Name: Custom Primary User
@ Software Library EP Deployment Return 0x0000000 SCEP Palicy
Code: 1] EP Policy Application State: Succeeded
._ Monitoring EP Deployment Description: [EppSetupR EP Policy Application Return 0x0000000
. esult] Code: 1]
7, Administration HRESULT= EP Policy Application
. 0x0000000 Description:
7 Summary I Client Activity Detail I Client Check Detail  Endpoint Protection | Malware Detail
Ready 4

SCEP clients receive their policy settings as SCCM advertisements of small XML files. Once a
SCEP policy has been created, it needs to be assigned to an SCCM collection of computers to
go into effect.

If you follow the preceding recipe and find that the computer you were spot-checking does
not have the correct policy, go back to Assets and Compliance | Overview | Endpoint
Protection | Antimalware Policies and double-check that your custom policy is
assigned to the right collection.

If you've just deployed a new policy within the past few minutes and find that a computer does
not have the correct policy, give it a few minutes and refresh the screen. It can take a while for
a newly deployed policy to make its way down to a client.

Performing a manual FEP client installation

It is a fact that when working in a large corporate network environment, there will always be
the oddball PC that, for whatever reason, cannot be joined to the domain or won't have the
SCCM client installed. These could be lab machines, special purpose kiosk PCs, or controllers
for manufacturing equipment.

Regardless of why these PCs needed to be orphaned, if they are running Windows, they still
need an anti-virus client. This recipe will walk you through the process of putting together the
installation media for this task and installing the FEP client manually on a single PC.

&7}
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Getting ready

For this recipe, you will need to be utilizing an account that has at least the SCEP
administrator role assignment attached to it. You will also need an account that has local
administrator privileges for the PC on which you'll be installing the client.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Software Library | Overview | Application Management |

Packages, right-click on the object called Configuration Manager Client Package,
and select Properties.
The Configuration Manager Client Package Properties window should pop up,

select that tab titled Data Source, and locate the Source Folder field, as shown in
the following screenshot:

[B] configuration Manager Client Package Properties

"General Data Source | Data Access I Distribution Settings I Reporting I Content Locations I Secuﬁtyl

Select whether this package contains source files. If it does, specify the initial location of the files and set
additional source file options.

v This package contains source files

r— Source folder

“Program Files‘\Microsoft Corfiguration Manager'cliert Set... |

Source version: 1(11/30/°2011 7:14:44 PM)

il Update distribution peints on a schedule

Qccurs every 1 days effective 3/25/2012 1240 PM -
Schedule...

™ Pemist content in the client cache

To keep content in the client cache after it has already run, you can persist it. Use this option when you
have a package that you must run multiple times, such as antivirus software.

r Enable binary differential replication

To minimize the netwark traffic between sites, binary differential replication updates only the content that
has changed in the package.

x|

@ OK I Cancel Apply

&)
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4. Make note of the path listed in the Source Folder field, then enter the same path
into Windows Explorer. Once you've done this, you can click on Cancel to close the

Configuration Manager Client Package Properties window.

5. The contents of the folder should be identical to the following screenshot:

=10l x|

(; ‘) ||~ Computer ~ Locsl Disk (C:) ~ Program Fies = Mcrosoft Configuration Manager « Clent = > &) | search cient

C

Organize ¥ @Open Share with v  New folder

X Favortes Name Date modified Type Size |
esktop 388 11/30/2011 6:57 PM File er
B Deskio J30f: e ol
% Downloads |64 11/30/2011 6:57PM  File folder

il Recent Pl
4 RecentPlaces ] comsetup 10/18/2011 5:00 AM  CabinetFile 8KB

=7 comsetup 10/18/2011 5:00 AM
. 0/7/2011 1:28

i Libraries
3 Documents
rJT Music
[ Pictures

E Videos

Application 1,092KB

10/7/2011 1:26 PM Windows Installer P...

7% Computer
9_; Local Disk (C:)

i Network

2 items selected State: % Shared Size: 18.9MB

Date modified: 10/7/2011 1:28 PM - 10/... Date created: 11/30/20116:57 PM

6. The only two files in this directory that we need right now are ep_defaultpolicy.
xml and scepinstall.exe. Copy these two files to a thumb drive or a CD-R.

7. Now log in to the PC we're targeting for a manual SCEP installation and insert the
media format.

8. Open acommand prompt with admin privileges and enter the following syntax:

SCEPInstall.exe /policy C:\scep\ep defaultpolicy.xml
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In your case, the path for ep_defaultpolicy will be the installation media you have
selected. Press Enter and the SCEP installer should pop up. Keep in mind that if
you have modified your SCCM client install directory, the policy file will be in that
customized directory. Refer to the following screenshot:

Q System Center 2012 Endpoint Protection EI =1 @
Welcome to the System Center 2012 Endpoint Protection
Installation Wizard

Syste m Systern Center Endpoint Protection helps enhance the security and performance
of your computer,
Center 2012
System Center Endpoint Protection is continuously updated with new features
End point and services that may require sending additional information to Microsoft. To
learn more, read the Privacy Statement, The latest updates will download after
Protect[on the installation completes.

Click Next to continue,

Next > i [ Cancel ]

9. Proceed through the wizard, making your selections as you go. Once the wizard
has completed, make sure that the SCEP client is able to download its initial
set of definitions.

The hardest part of this recipe is locating your SCEP client installation media, because the
only copy you'll have is the one that's been bundled with the SCCM client installation package.

By copying both, the SCEP install.exe and the policy .xml file, and then running them
manually on a target client, you'll end up with a SCEP client that starts off with a similar
configuration to your normal SCCM-deployed SCEP clients.

Keep in mind that any future changes to this PC's SCEP policy will need to be done manually.
Also, in order to get definition updates, this PC's SCEP client will either need to be able to
reach Microsoft Updates on the Internet or a WSUS server in your environment that is enabled
to push SCEP definitions.

It goes without saying that any anti-malware related events on this PC will not be reported to
the SCCM server. So it will be up to the user of this PC to keep an eye on what's going on with
the system; much like you would manage an AV client on your home computer.

[
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In this chapter, we will cover:

» Checking that your SCCM server has up-to-date SCEP definitions
» Performing SCEP operational tasks using the SCCM console

» Using SCEP reports to verify task completion

» Utilizing the SCEP dashboard

» Using MpCmdRun remotely

Introduction

In this chapter, we'll be covering operational SCEP tasks; in other words, the day-to-day
procedures that any SCEP administrator will need to know how to perform. These recipes will
show you how to make the most out of the SCEP management features that are built into the
SCCM console. We'll also be showing you procedures that you may wish to build to document
standards for reacting to a virus outbreak.

Overtime, these tasks will become second nature, and knowing how to perform them quickly
will save you many headaches when a virus outbreak situation occurs.

Checking that your SCCM server has

up-to-date SCEP definitions

It is no exaggeration to say that this task is the single most important thing that a SCEP
admin does on a day-to-day basis. Keeping your SCCM CAS server's Software Update Point
up-to-date with the newest SCEP definitions is the first link in the chain to get your SCEP
clients the newest possible definitions.
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Getting ready

In order to complete this recipe, you'll need to utilize an account that has at least the SCEP
administrators SCCM role assigned to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Software Library | Overview | Software Updates | All

Software Updates.

3. Inthe Search bar, type the word Endpoint and press Enter, as shown in the

following screenshot:

- |i Y » Software Library »

Software Library

4 _‘,;; Overview

A

_| Application Management

_| Software Updates

5 All Software Updates

:E Software Update Groups
Deployment Packages

.ii Automatic Deployment Rules
“| Operating Systems

& Drivers

5 Driver Packages

EL Operating System Images

B Operating System Installers

Overview » Software Updates »  All Software Updates e

+ | All Software Updates Search Results - 21 items shown

Endpoint il 4 Search | Add Criteria

Title

—
a
o
El

Definition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.131.1875.0)
Definition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.131.1879.0)

Definiticn Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.131.1930.0)

(

(

Definition Update for Microsoft Endpoeint Protection - KB2461484 (Definition 1.131.1897.0)

(

Definiticn Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.131.1962.0)
(

Definiticn Update for Microsoft Endpoint Protection - KB2461484 (Definition 1.131.1989.0)

c1 e e e

»

Definition Update for Microsoft Endpoint Protection - KB2461484 (Definitii -~

Detail Statistics
&3 Boot Images y
- Severity: None B Compliant: 24
[ Task Sequences Bulletin 10: M Required: 0
Article ID: 2461484 M Not Required: 63
L " Unknown: 25

=

From the search results, select the item that ends in the highest numerical number;

in this example that would be (Definition 1.123.1813.0). You can typically determine

which version is the newest by looking for the title that has a green icon preceding it,
as shown in the following screenshot:
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e e e ] Systom Center 2012 Confgration Managers (Commected to SEC - Secure Lals)

By Current Node

Sedtwarr Updates
%] All Sofware Updates

ware Update Grocps

3 Deployment Packages

ormatic Degloyment Rules

P Asscts and Compliance
5 sattweare Library
W Monitoning

<], Administration

¥
Fl Heme Felder Search
o

Saved Recert

PE |2 X

A sukfcldars
Naarme Sanrch ‘Save Current  Sarvn Cureert Clear
Djects Créwnia v | Serches + Gearches + Settings - Sasech f
Y v [E 1 v sofwaeibary » Ovenden b Softwsce Updstes & AN Sofwace Updates
Al S0 Upedat Y
Endguint
™ e ithe Bt 10 Fagur

Diefinisen Uindate for Microsoft Endpoint Protection - KB2461484 (Definition 1.123.1780.0)
Definiion Lipdste for Microsoft Endpoint Profection - KB4

Defirstion Liodata for Microsaft Endpoint Profechon - L)
Dafirsion Lipdata for t Frotection - (o 123.3883.0)
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od | Drstalled | Percent Compliant Commiceded

pefinition Update for Microsoft Endpoint Protection - KB2461484 (Definition 1,123,1813.0)

K| sk | s crtera -

o
ves

v

A

e

Ourtand Statrsics
Saverity: [
Butetn I0:
Arvcie ID: Jaoi4ns
Date Reeased: IS -
Date Refeased or Revised:  4/15/2012 %52 &M Total Assel Count: 2 (Last Update: 4/15/2012 5:32:43 M)
Suptestded: Mo
Expired: Mo
Update Cassfication: “Definition Upcates”
NAP Evaiuation: Mo
™ summary [ Deglomene |

5. Now look for the Date Released: information on the bottom half of the console.
If this date and time stamp is more than 8 hours in the past, you may not have
the most up-to-date definition on your Software Update Point.

6. Click the X button at the end of the search bar to return to main window for
Software Updates.

7. If you wish to force an unscheduled synchronization, click on the Synchronize
Software Updates button in the top left-hand side corner of the console. Click on Yes
on the information pop-up window to proceed, as shown in the following screenshot:

g E @l System Center 2012
- Home Folder

o

Synchronize Run Schadule
Software Updates Summarization Summarization
All software Updates Reports
| e - : Y\ v Software Library »  Owervi

Software Library <

4 f_ Owverview
| Application Management
4 | 7] Software Updates
5 All Software Updates
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8. To check the status of the sync, navigate to Monitoring | Overview | System
Status | Component Status and locate the SMS_WSUS_Sync_Manager item.
Right-click and select Show Messages, then select All. The Status Messages: Set
Viewing Period window will pop up. In the Select date and time field, choose 1 day
ago and click on OK.

9. You should be presented with a window titled Configuration Manager Status
Message Viewer for <SEC> <Secure Lab>. If you see that top message in the
window has Message ID of 6702, then you know WSUS synchronization is complete.
If 6702 is not the newest status message, then wait for a few minutes and refresh
the screen by hitting F5.

W Configuration Manager Status Message Viewer for €SEC» CSecure Labs o [=1 T |
Dl LAt Yew Lo
|H& B 2% | &) 5 | = | [Omprsl Quesy |
Severity | Type Site cude Date | Time System Component I Message ID Desuiption
@ e Lo SFC 4 MM F B el el
nalestone ETS FinaSCCME. . 5 in progress. O ch site databace.
Miestane sEC FASCCMI...  SMS ynchroniration in progress. Current phase: Synchronizing WSLIS Server.
Miestone SEC FinalSCCM20.... WSUS Synchronization starbed,
Miestone sEC FNalSCCM20. ..
Miestone SEC FinalSCCM20....
nalestone ST FinalSCCMED...
Mo = FeslSCCMN...  f
naestone SEC FINALSCCME. . Component Status Summarizer set the status of component * GLR
Miestane s FINALSCCM2...  SMS_) Companent Stans Summarizer detected that component “Shs YNC_MANACER”, running on et
(] Miestone SEC FinalSCCM20.... WSUS Syndwonization faled. Message: UserCanceled: . 5 wsaft. SystemuManagementSer
Miestone sEC FNalSCCM20. .. weus In progress. € ch WELS Server.
Miestone SEC FinalSCCM20.... WSUS Synchw onization star ted,
nalestone ST FinalSCCMED... WS Symchronation done.
Mo = FesdSCCMM...  SMS WSLIS Syrutweriralion i progeess, Currenl phase: Syrcheonicng site dolabioe.
naestone SEC : FnalSCCMED... WSS S in progress. O ch WSS Server.
Miestane s 4162012 1:10: ISP FnalSCCMA0...  SMS WELIS Synchronization started.
Pestone SEC H15/2012 154137 PN FOSSCCMID... Thes component started,
Miestone sEC 4/16/2012 10:37:23 AM  FIMALSCCMZ. .. Component Status Summarizer detected that the avalabdity of component "SMS_WEUS_STHNC_MANAG
Miestone SEC FinalSCCM20.... This component starbed,
nalestone ST FINALSCCME... Component Status Summarizer detected that the svalabdty of component “SMS_WSUS_STNC_MANAG
Mo = FesdlSCCM0...  SMS This commpmrssl s sigrralied lo abop by o admeidrator o Be operabing system. The comporent vl
naestone SEC FINALSCCM. .. Component Status Summarizer detected that the avalabity of component “SMS_WSUS_STNC_MANAG
Mdeatans sec FalSCCM20...  SMS_L . This companent started.
‘ Pestone SEC 14012 6:5506 PM  FINMSCCMZ,, SMS_WSUS_.. 9632 Comporent $latus Summarizer detected that the avalabity of component “SME_WSUS_STIC_MATAG
3 Miestone SEC A2 E:50IS P FnAlSCOMA0...  SMS WSS ... 501 This companent was signalled to ston by an administrator or the coerating system. The component vl
| | i |
Command Query : 26 of 36 messages displaved. 1 selected. ol el

10. Once WSUS synchronization is complete, repeat steps 2 through 5 to see if the
Software Update Component has a newer definition file than before. If so, proceed to
step 11.

11. You will also want to manually execute your Automatic Deployment Rule for
SCEP definitions, as the output of this rule is the package from which your SCEP
clients actually get their definitions. To do this, navigate to Software Library |
Overview | Software Updates | Automatic Deployment Rules, locate your
rule for SCEP definitions, right-click, and select Run Now.

The Software Updates component of your SCCM server uses Windows Server Update Services
or WSUS to synchronize with Microsoft Updates over the Internet. It is important to remember
that when you click on the Synchronize Software Updates button, SCCM will sync all of

the available Microsoft Updates for all of the products it has been configured to receive in
products and classifications.

7
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On a normal day, this should usually just cause SCEP definitions to sync. However, if you
manually kicked off a sync on Patch Tuesday, you may be pulling down a lot of data from
Microsoft Updates. Unfortunately, there is no way to tell SCCM to only sync the SCEP
definitions, and nothing else.

If everything is working correctly with SCCM, you will usually only need to follow step 1 through
step 5, as everything else should be happening automatically on a regular basis. Steps 6
through step 11 are not something that you should need to do on a daily basis. If you do

find yourself doing these steps routinely, then you should troubleshoot your SCCM server to
determine why it is not syncing on its own.

Performing SCEP operational tasks using

the SCCM console

When the term Operation Task is used in the context of an AV solution, it generally refers to
something such as kicking off a non-scheduled quick or full scan, or perhaps forcing an out-
of-band definition update. These are things you would likely be doing in response to malware
detection or a malware outbreak.

Having a solid understanding of how these tasks can be accomplished within SCEP will help
you to respond quickly to a developing situation.

This recipe has been written in accordance with a scenario in which an administrator is
responding to a malware detection alert on a specific PC. For the purposes of this scenario, it

is assumed that the administrator's corporate security policy dictates that any PC that has a
malware detection alert has to receive an out-of-band definition update and must run a full scan.

Getting ready

To complete this recipe, you will need to be using an account that has at least the SCEP
administrator role granted to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch the SCCM 2012 management console.

2. Type the name of the client system that you wish to target into the search bar and
press Enter.
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3. The target system should now be the only one in the list, as shown in the

following screenshot:

1 EREEDRTEACIEENCE System Center 2012 Configuration Manager (Connected -0l x|
_ Home Collection Close Search -~ @
5 s Current Node = . = %
11 mm 2 ; X
All Subfolders g
All Name  Add Saved Search Save Current Save Current Claar
Objects Criteria = Searches = Settings Search Search As
Scope Refine Options Save Active Search
| (— - |ﬂ‘ %\ » Assetsand Compliance »  Owerview »  Devices » Al Systems - 2
Assets and Compliance « | All Systems Search Results - 1 items shown
4 B Overview FinalSCCM2012 ﬂ () search | Add Criteriz +
3_; Users Icon Name Client Type Client Site Code Client Activity
4 1K Devices i FINALSOCM2012 Computer Yes SEC Active
& All Systems
& scep deployment
& User Collections
\'? Device Collections
&5 User State Migration
| Asset Intelligence
E Software Metering
~| Compliance Settings
“| Endpoint Protection
FINALSCCM2012
* Assets and Compliance General Information Client Check Information Related Objects
ﬁ Software Library Name: Client Check Result: Primary User
.. Monitoring
T. Administration
™ Summary | Client Activity Detail | Client Check Detail | Endpoint Protection | Malware Detail |
Ready

4. To review this PC's individual malware history, first select the PC from the list,
and then click on Malware Detail at the bottom of the interface, as shown in the

following screenshot:

FINALSCCM2012

Threat Name
Virus:DOS/EICAR, Test F.

Category  Sewerty | Action | State Name | Detection Mode  Process | Path User Nama
Quars.  Suoes Realtime: CiiPro..  contel  SECURELA.

Detaction Time (UTC)
Severe

’.' Assets and Compliance
41472012 10:42 PM Vs
{50 Saftware Library

W Monitoring

7, Administration

~ _Summary | Cllert Activity Detail |_Chenk Check Detad | Endpoint Protection  Malware Detail |

Faady
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5. To force an unscheduled definition update on this client, right-click on the PC name
in the center of the interface. Select Endpoint Protection, and then left-click on
Download Definition. Click on OK on the information pop-up window to complete this
step, as shown in the following screenshot:

Selected Object [ R e R 5] System Center 2012 Configuration Manage
Home Collection 2bB881ddb-686a-4473-afe8-be5docabB291 Close Search

|_L %2 Current Node ﬁ ﬂ:ﬁ 2 H l#i \x

All subfolders
All Name  Add Saved  Search Save Current  Save Current Clear
Objects Criteria = Searches ~ Settings Search Search As
Scope Refine Options Save Active Search
(— = |i'..-‘ \ » Assetsand Compliance » Owerview » Devices »  All Systems
Assets and Compliance € All Systems 1 items
A G FinalsCCM2012
."‘g Users Icon MName dient Type Client Site Code Client Activity
4 & Devices 1 FINALS SEC Active
= E':,E Add Selected Items 3
& All Systems
- Remove from Collecti
G e — emave from Collection
Iff User Collections Pf._? I=allcien:
& Device Collections b start L
?; User State Migration Approve
| Asset Intelligence -@- Block
=L Software Metering Unblock
7| Compliance Settings @ Manage Out of Band v
-~ Endpoint Protection ) Clear Required PXE Deployments
a Endpoint Protection 3 a Eull Scan
5— Edit Primary Users @ Quick Scan
P‘ Refresh F5 @ Download Definition
FINALSCCM 75 Delate Delete
Properti i i
q_. I e Thraat Nama [=] Properties Geverity  Action State Name  Detect
- Virus:DOS/EICAR_Test_F...  4/14/2012 10:42 PM Virus Severe Quara... Success Realt|

T% Software Library
| o

6. It's usually a good idea to wait for about 10 minutes after sending the download
definition command before proceeding to the next step. This will allow for the target
client to download the new definition file before you kick off a scan.

7. To force a full scan, right-click again on the PC's name, select Endpoint Protection,
and then left-click on Full Scan. Click on OK on the information pop-up window to
complete the task.

As you can see from this recipe, SCEP's integration with the right-click menu in SCCM 2012
makes most operational tasks a snap to complete. Typically, the hardest part of the procedure
is finding the target system in a list of potentially thousands of workstations and servers.

(77}
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This is mitigated by the built-in search function of the SCCM console; by going to the All
Systems collection and searching there, you are guaranteed to find any machine on your
network that has an SCCM client. In a large corporate network with tens of thousands of
systems, searching the All Systems collection can take a while to return results. If you are
certain that the PC you are looking for is a member of smaller sub-collection, it may be less
time-consuming to search against the smaller collection.

It's also worth mentioning that the definition source your clients will go to for a new definition
is defined in their SCEP policy. For example, if your SCEP policy listed WSUS as the first
definition source, then a client that receives the definition update command will go to WSUS
for a new definition. Meaning, if WSUS does not have a newer SCEP definition than the client
has, nothing will happen. If you are dealing with an outbreak and want clients to have the
absolute newest definitions, it is a good idea to perform a manual synchronization of your
definition update sources beforehand.

Pushing tasks to multiple systems:

But wait, what if you're getting malware hits from multiple PCs all at the same time and you
want all of them to run a full scan with the latest definitions? Well, you're in luck, except for
the part where multiple machines on your network are detecting malware; you can select
multiple machines in a collection at the same time by using the Shift key, then right-click, and
push a SCEP task to all of them at the same time.

A word of caution though, it's probably not a good idea to select a huge number of PCs at the
same time to do this. Selecting every computer in the All Systems collection and telling them
all to do a full scan would probably result in a Resume Generating Event (RGE), as it would
likely bring your network to a screeching halt.

If you are dealing with a major virus outbreak and you want every computer on your network to
do a full scan for peace of mind, it's probably a better idea to modify existing SCEP policies to
perform a full scan in the near future, rather than waiting for normally scheduled scan time to
come around. It takes a little while for policy changes to replicate, but the full scans will run, in
a smoother staggered fashion.

Using SCEP reports to verify task

completion

Being able to launch a SCEP task remotely is great, but any anti-virus administrator worth his
or her salt needs to be at least a little bit paranoid. Therefore, this recipe will walk you through
the process of using SCEP's reporting capabilities to verify that your commands have been
executed successfully. Something as vital to network security as malware event remediation
should never be a "fire and forget" scenario.

@
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In this recipe, we will be verifying that definition update command has been completed by
using SCCM 2012's reporting function. It is important to remember that although SCCM 2012
is designed to have faster reporting capabilities than previous versions, nothing in SCCM is
instant. So, if you have just followed the preceding recipe to force an unscheduled definition
update, wait a few minutes before running a report.

Getting ready

In order to complete this recipe, you'll need to utilize an account that has at least the SCEP
administrator's SCCM role assigned to it. You will also need access to your SCCM server's
reporting capability.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Monitoring | Overview | Reporting | Reports | Endpoint
Protection and launch the Computer Malware Details report, as shown in the
following screenshot:

(- - | .\ » Monitoring » Overview » Reporting » Reporis L
Monitoring < | Endpoint Protection 6 items
& E Rleport; || ser il ﬂl ARETER S
i
| Administrative Security | Icon Name Category
| Alerts il Antimalware Activity Report Endpoint Protecticn
] i = Computer Malware Details
| Asset Intelligence | ol p © Run
| Client Push & Dashboard
) / Edit
| Client Status &) Infected Computers :
. i . ¥ Create Subscription
_| Compliance and Settings Management | Top Users By Threats
- . Ty Refresh F5
| Device Management Jaai| User Threat List
_ Driver Management /< Delete Delete
| Endpoint Protection D Properties
1 Hardware - CD-ROM
_ Hardware - Disk
_ Hardware - General
_ Hardware - Memory
_ Hardware - Modem
_ Hardware - Network Adapter
| Hardware - Processnr -

3. The report will open with the bottom three fields empty. In the first field titled Device
Filter, simply enter a % sign and press Tab to move to the next field.
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4. The Collection Name field should now become available. If you know the collection
name from memory, simply type it in. Otherwise, click on the Values button and

select a collection with your target system as a member from the list.

5. The Computer Name field should now be available; you can either type the name of
the target machine, or click on the Values button and select it from the list.

Click on the View Report button to run the report.

7. Once the report is complete, locate the Antimalware Definition Version field and
compare it to the newest definition that is available from your Update Source, as
shown in the following screenshot:

B Computer Malware Details

} To view the report, provide values for the parameters below, then dlick View Report.

=10l

»
W

Start Date: | 4/ B/2012 Ll Values... T |
End Date: | 4/15/2012 ;l Values...
Device fiter: |3-; Values...
Collection Name: Iscep deployment Values...
Computer Name: [FINALSCCHM2012 Values
< Back 2~
1 of 1 % & B - | 1w00% - Find | Mext
Con.|
Computer Malware Details
Description
Property Value

4]

Computer Name

Computer Domain

Operating System

Endpoint Protection Client
Antimalware Protection Senvice
Real-time Protection

Engine Version

Antimalware Definition Age (days)
Antimalware Definition Version
Pending Full Scan

Pending Manual Steps
Pending Offline Scan

Pending Reboot

Description

FinalSCCM2012 securelab.com
SECURELAB

Microsoft Windows Server 2008 R2 Datacenter Service Pack 1

Installed

On

On
1.1.8202.0

0
1.123.1790.0
No

No

No

No

(&)
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Although the name of the Computer Malware Details report may be a bit misleading, it is

the best place to quickly check the definition status of a single client. It is essentially an
amalgamation of the computer details report and the malware details report that were part of
SCEPs predecessor, Forefront Endpoint Protection.

The process for confirming the definition version your update source currently possesses
varies based on your chosen update source. If you are using SCCM as the primary update
source, then | suggest following the first recipe in this chapter, Checking that your SCCM
server has up-to-date SCEP definitions, to check the version number of the SCEP definition
that your SCCM server is currently pushing out.

Utilizing the SCEP dashboard

Dashboards, where would the modern AV administrator be without them? A good dashboard
ties large amount of relevant data into a single location and gives the administrator the ability
to quickly ascertain his or her environment's overall health at a glance.

SCEP has two dashboards. One is built into the SCCM console itself, the other is accessible
through SQL Reporting Services (which means it can be accessed remotely in a web browser).

For this recipe, we will be focusing on the SCCM console-based dashboard as it is the more
useful of the two, allowing you to quickly perform tasks based on the information it contains.
In this example, we will be ascertaining the definition health status of our clients and taking
actions to resolve a deficiency.

Getting ready

For this recipe, you will need to be utilizing an account that has at least the SCEP
administrator role assignment attached to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigateto Monitoring | Overview | System Center 2012 Endpoint
Protection Status.
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3. Click on the drop-down window under Collection and select the collection you wish to
evaluate. Note that you will only be presented with a list of collections that have had
SCEP deployed to them; if you're in the middle of a pilot for SCEP, this might be very
limited subset of collections. When you have gone production-wide with SCEP and
deployed to the All Systems collection, you will be able to see information on all of
your SCEP clients at once. Refer to the following screenshot:

Monitoring <

4 W Overview
4 > Alerts
=] Subscriptions
' Queries
4 | | Reporting
i Reports
= Subscriptions
[ Site Hierarchy
| System Status
= Deployments
| Client Status
3 Database Replication
| Distribution Status
Ei Software Update Point Synchronization Status

l; System Center 2012 Endpoint Protection Statu

3\-‘ Assets and Compliance
‘I% Software Library

.. Menitoring

«']TI Administration

Ready

System Center 2012 Endpoint Protection Status

“ Collection:
Collection: All Desktop and Server Clients |E|
All Desktop and Server Clients
All Systems

All Windows 7 Systems
Client Systems - Server
4 Secu rlty S Client Systems - Workstation 25 PM
Exchange Servers

T | 5CCM Servers

SQL Servers
Endpoint Protection Client Status

U} Total active clients in this collection protected with Endpoint Protection: 9
Total devices in this collection: 112

Clients in this collection that are active: 100
@}  Active clients protected with Endpoeint Protection: 90
&3 Active dients at risk: 10
Clients in this collection that are inactive or not installed: 12

i Endpoint Protection agent not vet installed: 0
i’ Endpoint Protection agent not supported on platform: 0

i’ Configuration Manager dient inactive: 9

i’ Configurati ger client not installed: 3

4. Scroll down to the Operational State panel. On the right-hand side, you should see a
column titled Definition Status on Computers, as shown in the following screenshot:

[
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System Center 2012 Endpoint Protection Status

“ Operational State - Last Updated 4/15/2012 4:24:10 PM

Operational status of clients Definition Status on Computers

&2 0/2 (0.0%) have operational issues. Clients can be in multiple states. i 2/2 (100.0%) clients in this collection have the Endpoint Protection client enabled.

@ Current: 1(50.0%)

Endpeint Pretection clientinstallation failed—

o

Up to 3 days old: 1 (50.0%)

i, From 3 through 7 days cld: 0 (0.0%)
Antimalware policy application failed

L]

Older than 7 days: 0 (0.0%)

R e o e &3  No definitions found on the client: 0 (0.0%)

Endpaint Protection client install 7|

=

Endpoint Pr ion ¢l failing Confightar ¢l heck— 0

5. Notice the five items under Definition Status on Computers in blue. These are
actually links that, when clicked on, will create a temporary collection which contains
all of the computers that fall into a given category.

6. Click on the link that reads Up to 3 days old: 1 (50.0%).

7. Your view should automatically be moved to the Assets and Compliance tab and you
will be looking at a collection of PCs that have definitions which are up to three days
old. Refer to the following screenshot:

e ‘#:IIE L:E.} [\) .el I Manage Out of Band - [ Endpoint Frotection = D
LS| =P ] ] Clear Required PXE Deployments (i Refresh
Saved Add Install Start Approve Block Unblock ) Properties
Searches * | Selected Items ~ Client = % Edit Primary Users 7% Delete
Search Device Properties
& - \. \ b Assets and Complisnce » Overview » Devices » All Desktop and Server Clients: Up to 3 days old e 2
Assets and Compliance < | All Desktop and Server Clients: Up to 3 days old 52 items
4 B8 Overview Search X Search | Add Criteria ~
& Users Icon  Na. Site Code Client Activity  EP Deployme... EP Policy Name EP Policy Applicatio . | EP Definition Last V... EP Remediation
4 & Devices e cs cs1 Active Failed 1.125.886.0 None
Bl Al Desktop and Server Clients: Up to 3 days (K s Cs1 Active Managed Default Server An_  Succeeded 1.131.1989.0 Hone
# User Collections e E6.. Cs1 Active Managed Default Client Anti... Succeeded 1.131.1989.0 None
4 ¥ Device Collections e E6.. CS1 Active Managed Default Client Anti...  Succeeded 1.131.1989.0 Hone
| Dell Efxoxx Series e E6.. Cs1 Active Managed Default Client Anti... Succeeded 1.131.1989.0 None
| Rick's Test Collections i E6.. CS1 Active Managed Default Client Anti...  Succeeded 1.131.1897.0 Hone
| Servers by Role =
&, User State Migration d ] k
1 Asset Intelligence E6510-COG3VM1 v
[l Software Metering
c General Information Client Check Information Related Objects
| Compliance Settings
4 [ Endpoint Protection Name: E6510- Client Check Result: Passed Primary User
K Antimalware Palicies CoG3VM1 Remediation:
Client Type: Computer
B8l Windows Firewall Paolicies
_"—‘ Assets and Compliance Active Directory Push Information
]‘% Software Library Active Directory Site: Cleveland Last Installation Error:
Last Logon: Last Request Attempt:
Bl Monitoring Last Status:
Administration
7 Summary | Client Activity Detail | Client Check Detail | Endpoint Protection | Malware Detail
Ready 4

&)
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8. Right-click on a computer in this list and select Endpoint Protection, Download
Definition to remediate the definition status on the targeted client, as shown in the

following screenshot:

4 & Devices
Bl All Desktop and Server Clients: Up to 3 days
# User Collections
4 & Device Collections
| Dell Efwor Series
Rick's Test Collections
1 Servers by Role
37 User State Migration
Asset Intelligence
_; Software Metering
| Compliance Settings
= Endpoint Protection
K Antimalware Policies

Bl Windows Firewall Policies

B pssets and Compliance

]‘% Software Library
- Monitoring

v'“ Administration

Ready

1 Cs.. €51

1 Cs.. Cs1

1 E6. Cs1

1 E6.. C51

1 E6. Cs1

1 E6.. 5] d‘}‘
"

E6510-CoG3V|

General Informatic =]
MName:

=
Client Type: -

4

%

Active Directory

Active Directory| X
Last Logon:

Active Failed

Active Managed
Active Managed
Active Managed
Active Managed

Add Selected Items

Install Client

Start

Approve

Block

Unblock

Manage Cut of Band

Clear Required PXE Deployments
Edit Primary Users

Endpoint Protection

o PRefresh

Delate

Properties

1.125.886.0
Default Server An Succeeded 1.131.1989.0
Default Client Anti Succeeded 1.131.1989.0
Default Client Anti..  Succeeded 1,131.1989.0
Default Client Anti . Succeeded 1.131.1989.0
Client Anti... Succeeded 1.131.1897.0
mation Related Objects
sult: Passed Primary User

F5

Delete

[ Full scan
|;| Quick Scan

[l Download Definition

TP

T Summary | Client Activity Detail ] Client Check Detail | Endpoint Protection | Malware Detail ]

9. To return to the SCEP dashboard, click on the Monitoring button in the bottom left-
hand side of the console.

10. After waiting for a reasonable amount of time (10 minutes or more), you can
force the dashboard to be re-populated with current data by clicking on the Run
Summarization button at the top of console.

Using MpCmdRun remotely

While using the SCCM console to administer, SCEP is always the preferred method; you may
find yourself in a situation where you will need to perform SCEP tasks without the use of the
SCCM console. If there was a major virus outbreak on your network and SCCM was knocked

offline, it would be critical to maintain control of your SCEP clients.

Additionally, you may have staff members that need to be able to launch full scans and force
definition updates remotely, but you do not wish to grant them access to the SCCM console.
This recipe will show you how to leverage MpCmdRun . exe and a great free utility from
Microsoft named PsExec to accomplish SCEP administration without the SCCM console.

=
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Getting ready

For this recipe, you will need to be using an account that has local administrator privileges on
the targeted PC. You will also need to download PsExec from the following website:

http://technet.microsoft.com/en-us/sysinternals/bb897553

How to do it...

Follow these steps:

1.

You'll be running PsExec . exe from your own workstation. The exe needs to be run
with a command prompt with elevated privileges.

If this is your first time running PsExec, you will have to agree to EULA.

To force a remote PC to run a full scan, execute the following command:

psexec \\TargetPCsName "C:\Program Files\Microsoft Security
Client\Antimalware\mpcmdrun.exe" -scan -2

The value -scan -2 indicates that a full scan should be run.

If the command was successful, then eventually the following syntax will be returned:
Scan starting...
Scan finished.

C:\Program Files\Microsoft Security Client\Antimalware\mpcmdrun.
exe exited on TargetPCsName with error code 0.

Note that error code 0 in this case indicates success. Also
keep in mind that although the message states that the scan is
finished, it is likely still running on the target PC.

Next, we will send a remote PC a command to retrieve a full definition update directly
from the Microsoft Malware Protection Center on the Internet. This command would
be useful when attempting to stamp out a spreading infection, as any definition
update that comes from MMPC will be the absolute newest available definition file:

psexec \\TargetPCsName "C:\Program Files\Microsoft Security
Client\Antimalware\mpcmdrun.exe" -SignatureUpdate -MMPC

If the command was successful, the following syntax will be returned:

Signature update started .
Signature update finished.

C:\Program Files\Microsoft Security Client\Antimalware\mpcmdrun.
exe exited on TargetPCsName with error code 0.

&1
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8. Finally, we will be executing an MpCmdRun command that will collect all of the SCEP
log files on a target PC into a single directory for easy retrieval. This would be very
useful if you're in the process of troubleshooting an outbreak and you've lost access
to SCEP reports in SCCM.

psexec \\TargetPCsName "C:\Program Files\Microsoft Security
Client\Antimalware\mpcmdrun.exe" -getfiles

9. Once the command has completed successfully, you should see the following syntax:
Files successfully created in C:\ProgramData\Microsoft\Microsoft

Antimalware\Support\MpSupportFiles.cab

10. The preceding file location is located on the target PC; you will need to browse its file
system to retrieve the cab file.

MpCmdRun . exe is a very useful executable file that can be found on any PC or server that
has a SCEP client installed. By using PsExec . exe, we are able to execute remote SCEP
commands either in crisis situation or as part of normal administrative procedures.

If an administrator is going to routinely be performing any of the tasks in this recipe, it might
make sense to build MpCmdRun into a script.

Additional MpCmdRun functions:

The options in this recipe represent just a handful of the tasks the MpCmdRun can be used
for. For your reference, the complete usage output for MpCmdRun can be found as follows:

Usage:

MpCmdRun.exe [command] [-options]

Command Description
-? / -h Displays all available options for this tool

-Scan [-ScanType #] [-File <path> [-DisableRemediation]] Scans for
malicious software

-Trace [-Grouping #] [-Level #] Starts diagnostic tracing
-GetFiles Collects support information

-RemoveDefinitions [-All] Restores the installed signature definitions
to a previous backup copy or to the original default set of signatures

[-DynamicSignatures] Removes only the dynamically downloaded
signatures
-SignatureUpdate [-UNC [-Path <path>] | -MMPC] Checks for new

definition updates

~[ee]
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-Restore -Name <name> [-All] Restore the most recently or all
quarantined item(s) based on threat name

-AddDynamicSignature [-Path] Loads a dynamic signature
-ListAllDynamicSignatures List the loaded dynamic signatures

-RemoveDynamicSignature [-SignatureSetID] Removes a dynamic signature

Additional Information:
Support information will be in the following directory:
c:\ProgramData\Microsoft\Microsoft Antimalware\Support
-Scan [-ScanType valuel]

0 Default, according to your configuration

1 Quick scan

2 Full system scan

3 File and directory custom scan

[-File <path>] Indicates the file or directory to be scanned,
only valid for custom scan.

[-DisableRemediation]
This option is wvalid only for custom scan.
When specified:
- File exclusions are ignored.
- Archive files are scanned.

- Actions are not applied after detection.

Event log entries are not written after detection.

Detections from the custom scan are not displayed in
the user interface.

Return code is

0 if no malware is found or malware is successfully remediated
and no additional user action is required

2 if malware is found and not remediated or additional user
action is required to complete remediation or there is error in scanning.
Please check History for more information.

-Trace [-Grouping value] [-Level value]
Begins tracing Microsoft Antimalware Service's actions.
You can specify the components for which tracing is enabled and
how much information is recorded.

If no component is specified, all the components will be logged.

7}
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If no

level is specified, the Error, Warning and Informational

levels will be logged. The data will be stored in the support directory
as a file having the current timestamp in its name and bearing the

extension BIN.

[-Grouping]

0x1 Service
0x2 Malware Protection Engine
0x4 User Interface
0x8 Real-Time Protection
0x10 Scheduled actions
0x20 NIS/GAPA
[-Levell
0x1 Errors
0x2 Warnings
0x4 Informational messages
0x8 Function calls
0x10 Verbose
0x20 Performance
-GetFiles

Gathers the following log files and packages them together in a
compressed file in the support directory

- Any
- The

- All
log

- All
- The
- The

trace files from Microsoft Antimalware Service
Windows Update history log

Microsoft Antimalware Service events from the System event

relevant Microsoft Antimalware Service registry locations
log file of this tool
log file of the signature update helper tool

-RemoveDefinitions

Restores the last set of signature definitions

[-All]

Removes any installed signature and engine files. Use this

option if you have difficulties trying to update signatures.

(e
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[-DynamicSignatures]
Removes all Dynamic Signatures.
-SignatureUpdate

Checks for new definition updates

[-UNC [-Path <path>]]
Performs update directly from UNC file share specified in <path>

If -Path is not specified, update will be performed directly from
the preconfigured UNC location

[-MMPC]

Performs update directly from Microsoft Malware Protection Center
-Restore -Name <name>

Restores the most recently quarantined item based on threat name

One Threat can map to more than one file

[-A11]

Restores all the quarantined items based on name
-AddDynamicSignature -Path <path>

Adds a Dynamic Signature specified by <path>
-ListAllDynamicSignatures

Lists SignatureSet ID's of all Dynamic Signatures added to the
client via SpyNet and MPCMDRUN -AddDynamicSignature

-RemoveDynamicSignature -SignatureSetID <SignatureSetID>

Removes a Dynamic Signature specified by <SignatureSetID>

]
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In this chapter, we will cover:

» Verifying that SCEP clients are installed on all systems
» Changing control with SCEP policies

» Using SCEP policy templates

» Merging client policies

» Responding to SCEP alerts

Introduction

This chapter will cover SCEP management tasks, the daily, weekly, and monthly tasks that you
want to carry out to ensure that your SCEP environment is staying healthy. To say it another
way, this chapter covers care and feeding tasks.

The recipes cover topics such as monitoring for clients on your network that do not have the
SCEP client running when they are supposed to, as well as ensuring that you're prepared for
disaster if one should ever occur.

Verifying that SCEP clients are installed on

all systems

One of the biggest challenges for AV administrators is ensuring that every Windows PC or
server on your network has anti-malware solution installed and running. For whatever reason,
it's inevitable that someone will stick an unprotected PC on your network. Finding those PCs
and remediating the issue quickly is vital.
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The built-in SCEP reports will do a good job of maintaining awareness for the collections to
which SCEP has been deployed; but unless you've elected to deploy SCEP to the All Systems
collection, maintaining awareness for your SCCM environment as a whole is another matter.
This recipe will first show you how to create a collection with a query that lists all of the PCs
that have SCEP installed, and then show you how to build a second collection that shows you
the PCs that are not in the first collection. This will tell you which systems do not have SCEP
installed; this is sometimes referred to as creating a "does not" collection. As complicated as
this might sound, it will make sense by the end.

If you have elected to deploy SCEP to your built-in All Systems collection, this recipe might not
be necessary for you. Even so, if you're new to SCCM, creating a "does not" collection will be
an important skill to have.

Getting ready

In order to complete this recipe, you'll need to utilize an account that has the SCCM full
administrator's role assigned to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.
2. Navigate to Assets and Compliance | Overview | Device Collections.

3. Inthe upper left-hand side of the interface, click on the Create Device
Collection button.

4. Give the new collection a descriptive name. It's always a good idea to add some
comments that may help you recall at a later date the purpose for which this
collection was created (this will also gain you favor with your co-workers).

[
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5. Inthe Limiting collection field, click on the Browse... button and select the All
Systems collection. Click on Next to proceed, as shown in the following screenshot:

ECreate Device Collection Wizard x|
%\g General
Specify details for this collection
Membership Rules
Summary
HIDE e [Systems with SCEP
Completion
= Comment: ;I

|

Select a collection to use as a limiting collection. The limiting collection establishes the resources that
you can add to this collection by using bership rules.

Limiting collection: INI Systems

Last update
The collection has not been updated yet. |

Last bership change
’7 The collection has not been updated yet.

'igi' < Previous | Mext = | Summary | Cancel |

6. Onthe Membership Rules page, click on the Add Rule button and select Query Rule
from the options. The Query Rules Properties window should appear.

7. Start by giving the rule a name and then click on Edit Query Statement. The Query
Statement Properties window should appear.

8. Switch to the Criteria tab and click on the button labeled with a yellow starburst, the
Criterion Properties window should appear.

9. Click on the Select button under the Where field to bring up the Select Attribute
window. Refer to the following screenshot:

10. Click on the drop-down menu next to Attribute Class and select Add/Remove
Programs from the list.

55}
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11. Click on the drop-down menu next to the Attribute field and select Display Name
from the list. Click on OK to close the window, as shown in the following screenshot:

X
Aftribute class: I;’-‘scld,-‘F-!emove Programs j
Hlizs as: |:N-:- Hlizs "I

Attribute: Display Mame

oK I Cancel

12. You should be returned to the Criterion Properties window. In the Value field, enter

System Center 2012 Endpoint Protection and click on OK. Refer to the
following screenshot:

Criterion Properties il
General |
é‘ ] Criterion Properties
Criterion Type: ISimpIe value j
Where: |MdfF{emove Programs - Display Name
Select ...
Operator: Iis equal to j

Walue:

QK I Cancel

=

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 6

13.

14.

15.

16.

You should be returned to the Query Statement Properties window, where there
should now be an entry in the list of criteria. We now have to repeat the process for
64 bit systems. Click on the button marked with a starburst again.

Click on the Select button under the Where field and the Select Attribute window
should appear.
Click on the drop-down button next to Attribute class and select Add/Remove

Programs (64). Click on the drop-down button next to the Attribute field and select
Display Name. Click on OK to close the window.

You should now be looking at the Criterion Properties window. In the Value field,
enter System Center 2012 Endpoint Protection and click on OK to close
the window. Refer to the following screenshot:

Query Statement Properties x|

"General Criteria |.Joir15 I

*You can specily criteria to namow the query and limit the results that are
retumed.

Crtera: ER =R kSRS EY Y

Add/Remove Programs.Display Name is equal to "System Center 2012 En

4| | 1

Show Query Language QK | Cancel |

[55]-
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17. This should take you back to the Query Rule Properties window. There should
now be two entries in the Criteria field. SCCM will default to putting an And value
between them, you must change this to an Or value for this procedure to work
correctly. To do this, right-click on the word And, select And/Or from the short cut
menu. This should change And to an Or. Click on OK to close the window, as shown
in the following screenshot:

Computers With SCEP Query Statement Propert: 5'

"General (Criteria |Join5 I

You can specify criteria to namow the query and limit the results that are
retumed.

Crter IEESES LT

Add/Remove Programs Displ em Center 2012 End

Mame is equal to "5

Tew

Ad s (B4).Display Mame is equal to "System Center 2012
Froperties
Delete
LET a1 o]

L group

[dat

< | i
Show Query Language | QK I Cancel |

5]
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18. At this point, you should be looking at the Create Device Collection Wizard again.
If all changes are applied correctly, you should now have a single item under
Membership rules, as shown in the following screenshot:

FCreate Device Collection Wizard x|
gg Membership Rules
TEET Define membership rules for this collection
Membership Rules
Summary
Frogress Membership nules determine the resources that are included in the collection when it updates. You can
Completi use membership nules to add a specific object or a set of objects from a guery. The collection
OMAES0M membership can also include or exclude other collections. Membership rules can add only those objects

that are members of the limiting collection.

Membership niles:
Name | Type
‘Has SCEP Cluery

Add Rule b4 Edit... Delete

I Use incremental updates for this collection

An incremental update periodically evaluates new resources and then adds resources that qualify to
this collection. This option does not reguire you to schedule a full update for this collection.

¥ Schedule a full update on this collection

Qccurs every 7 days effective 4/28/2012 1:55 FM Scheduie.. |

@ < Previous | Mext = I Surnmary Cancel

o7}
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19. Click on Next twice to proceed through the Summary and Progress windows. If all
updates were successful, you should be presented with a big green checkmark on
the Completion screen (you just have to love big green checkmarks!). Refer to the
following screenshot:

\%g Completion

General
Membership Rules
Summary

Progress

FCreate Device Collection Wizard

Details:

[0] The Create Device Collection Wizard completed successfully

& Success: General

» Comment:
Membership Rules
» (Query) Has SCEP

+ Collection Name: Computers With SCEP

To exit the wizard, click Close.

[l

Eevious |

SUmmary | Close I

(L]

)
-

i

20. Under Devices in the Assets and Compliance window, you should see the newly
created collection. In the first few minutes after you created the collection, it may
be empty as it is waiting for the membership rule to process. Eventually, it will be
populated with a complete list of all the systems that have SCEP installed.

5]
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21. Next, we will be creating a collection to find the systems that do not have SCEP
installed. To do this, the first thing we need to know is the Collection ID of the
collection we just created. To find the Collection ID, simply right-click on the
Computers With SCEP collection. The Collection ID can be found at the bottom of
the General tab. Record this value in a text file. Refer to the following screenshot:

B Ccomputers With SCEP Properties x|

Collection Variables I Out of Band Management I Diistribution Point Groups I Securityl Alerts I
General | Membership Rules | Power Management I Deployments I Maintenance Windows I

Name: |Computers With SCEP

Comment: ﬂ

[~

Select a collection to use as a limiting collection. The limiting collection establishes the
resources that you can add to this collection by using membership rules.

Limiting collection: I‘u‘" Systems Browse .. |

Type: IDevice

— Last update
4/28/2012 4:05:55 PM

— Last membership change
4/28/2012 3.05:52 PM

Collection 1D: SECODDIC

(7] oK I Cancel | Apply

22. Navigate to Assets and Compliance | Overview | Device Collections and
click on the Create Device Collection button.

23. You should again be looking at the Create Device Collection wizard. Give the
collection a name and add some meaningful comments.

s
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24.

25.

26.

Next to the Limiting Collections field, click on Browse and select the All Systems
Collection. Click on Next to proceed.

Click Add Rule and select Query Rule. The Query Rule Properties window should pop
up. Give the new rule a name, and then click Edit Query Statement.

The Query Statement Properties window should appear. Click on the Show Query
Language button. In the Query Statement field, first remove the existing text and
then paste or type in the following text. You will need to change the value XXXXXXXX
to the Collection ID which you found in step 21.

SELECT SMS_R_System.ResourceID, SMS R _System.ResourceType,

SMS R System.Name, SMS R System.SMSUniqueldentifier, SMS R _System.
ResourceDomainORWorkgroup, SMS R System.Client

FROM SMS R System

WHERE Client = 1

AND ClientType = 1

AND ResourceId NOT IN (SELECT ResourceID FROM SMS CM RES COLL
XXXXXXXX) S B B

Computers With Out SCEP Query Statement ﬂ

Guery Language |

i, “ou can directly edit the queny statement in WQL

Query Statement:

Show Query Design | 0K I Cancel |

100
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27. Click on OK and continue to do so until you are returned to the Create Device
Collection Wizard.

28. Click on Next on the Summary and Progress pages and Close on the
Completion page.

29. You will again need to wait a few minutes for the collection membership to process.

30. Once the member of the Does Not Have SCEP Collection has been updated, you

can spot-check your work by right-clicking on any members of the collection and
left-clicking on Start/Resource Explorer. Then, expand the Hardware object and
select Add/Remove Programs or Add Remove Programs (64), depending on the 0OS.
System Center 2012 Endpoint Protection should not appear in the list. Refer to the
following screenshot:

4]

=T
WIN-KLPJOODDORG

IH--L% Hardware

| Instal Date | Product ID
= Microsoft Silverlight 20120428 {89F4137D-6C26-4AB4-BDBE-2E5A4BE
3 Microsoft Visual C++ 2008 Redistributable -x86 9.0.30729.4148 20120207  {1F1C2DFC-2024-3E06-BCBA-725134¢
= \\Mware Tools 20120207 {36B74176-0BA4-AF50-B3AS-466EADS
= Microsoft Visual C++ 2005 Redistributable 20120428 {710f4clccol18-4c45-Bobf-51240c8%"
ﬂ, Conrfiguration Manager Client 20120428  {4EE4C49A-BETA-4AD4-346A-B1E1248
= WMicrosoft Policy Platform 20120428  {52633550-7954-4776-AEB3-6DTBCSES

£.Y Add/Remove Programs

& CDROM Drive

ﬂ, Computer System

ﬂ, Configuration Manager Cliert 5§
ﬂ, Configuration Manager Client St
4| Desktop Moritor

Disk Drives

=) Disk Partttions

KA, IDE Cortroller

= Logical Disk

[ Memary

-l Motherboard

M NAF Client

B8 Network Adapter Corfiguration
M Network Client
Operating System
w# Parallel Port
44 PC BIOS
ﬂ Physical Memory
[l 3 PMP Device Driver
[+ Power Capabilties
[+ Power Management Exclusion £

ﬂ Recently Used Applications
| 5CSI Controller

@ Services

43 Sound Devices

5 System

M System Console Usage

M System Console User

M System Devices

-4 System Enclosure
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If this was your first foray into WQL and query-based collections, then congratulations, the
headache you are feeling right now will subside. Just remember, the more time you spend
playing with collection queries, the more you will discover its almost unlimited usefulness.

One important thing to remember, when you are trying to remediate missing SCEP clients, is that
because we've tied the membership of the "does not have" SCEP collection to the "does have"
SCEP collection; you will first need to manually update the collection membership of the "does
have" SCEP collection to see any change in the "does not have" SCEP collection. For this reason
it might be a good idea to make the "does not have" collection a sub-collection of the "does
have" collection. That way when you right-click on the first collection, you can simply check the
box in the dialog message to have it also update all sub-collections at the same time.

In addition, it's worth noting that Hardware Inventory is the basis for whether or not SCCM
thinks that a given application is installed on a system. By default, Hardware Inventory only
runs once a week, so the information that SCCM has on installed applications could be dated.
It is possible to adjust the frequency of hardware inventories in client settings.

Changing control with SCEP policies

With anything that could have as much impact on a client machine as anti-virus policy can,
it's important to have some degree of change control. Whatever workflow or procedures your
organization uses for changing control should be applied to the modification and deployment
of SCEP policies. This recipe will focus on showing you how to verify that change control
procedures are being utilized with the management of SCEP policies.

After completing this recipe, you will know how to check who created a policy, who the last
person to modify the policy was, and where the policy has been deployed. Not to mention,
verifying who has rights to modify and deploy the policy.

Getting ready

To complete this recipe, you will need to be using an account that has at least the SCEP
administrator role granted to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch the SCCM 2012 management console.

2. Navigate to Assets and Compliance | Overview | Endpoint Protection |
Antimalware Policies.
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3. Select a policy from the

Antimalware Policies list and locate the File Properties

section at the bottom of the User Interface. Refer to the following screenshot:

Server Policy

Properties

Priority:
Deployments:

File Properties

Date Created:
Creatad By:
Date Modified:
Modified By:

4(14/2012 2:46 PM
SECURELAB\administrator
4(28/2012 6:12 PM
SECURELAB\aplus

Surmmary | Deployments |

4. Under File Properties, you'll be able to determine when the policy was created and

who created it, as well a

s the last user to modify the policy in any way.

5. To see the collections to which this policy has been deployed, switch to the

Deployments tab, as sh

own in the following screenshot:

Server Policy

Icon Collection
(EF] SOCM 2012 Servers

Date Assigned Collection ID
4142012 2:48 PM SECO000B

Surnmary  Deployments

6. To remove the policy from a collection to which it has been assigned, simply right-click
on it in the Deployments tab and select Delete.
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7. To view which users or groups have rights to modify a policy, right-click on it in the

Antimalware Policies list and select Properties. Select Security from the column on

the left-hand side, as shown in the following screenshot:

x
General The following administrative users have pemission for this antimalware policy from associated security roles and
securty scopes.
Scheduled scans
Scan settings Administrative users:
Default actions Fiter...
Real-time protection Name | Operations |
Exclusion settings SECURELAB"Administrator Read. Modify, Delete, Set Securty Scope, Creat...
SECURELAB aplue Read, Modify, Delete, Set Security Scope, Creat...
Advanced
Threat overrides
Microsoft Active Protection Service
Definition updates
Security
@ ok | Conce |
Y

8. If you wish to change who has rights to modify policies, you will need to update
the security roles they have been assigned in the Administration panel of the

SCCM console.

SCCM 2012 maintains awareness of whom and when SCEP polices are being modified. This

information is reflected in the SCCM console for easy reference. Having this information on

hand will allow you to enforce change control for SCEP polices.
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Using SCEP policy templates

One the best features in FEP was the use of policy templates. Microsoft included a list of
pre-configured policies for just about every type of server-based application that they offer
(SQL, Exchange, 1IS, and so on). These policy templates were based off Microsoft's best
practices for OS-level anti-virus products and included all the exclusions and exceptions
needed to maximize performance, while maintaining a proper level of security.

Luckily, Microsoft has decided to include these policy templates in SCEP, but the way they are
accessed and utilized is a little bit different from before. In this recipe, we will be building a
policy for an Exchange 2010 server.

Getting ready

For this recipe, you will need to be utilizing an account that has at least the SCEP
administrator role assignment attached to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management
console, and navigate to Assets and Compliance | Overview | Endpoint
Protection | Antimalware Policies.

2. Click on the Import button on the top left-hand side of the user interface; an
explorer window should open up to display a long list of XML files, as shown
in the following screenshot:

Ly System Center 2012 Configuration Manager (Conn

2 ¥y B2 4

Create Import Saved Increase [
Antimalware Policy Searches ~ Priority

Create Search
6 — l_ Import
Import

Assets and Compliarrec
4 B Overview

“t. Users

& Devices

# User Collections

I-:"' Device Collections

&- User State Migration
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3. Locate the file titled FEP_Default_Exchange and select it, then click on the

Open button.

4. The Create Antimalware Policy wizard should open with its options pre-populated, as
shown in the following screenshot:

F
General . . . .
| | Endpoint Protection Antimalware Policy
| Scheduled scans |
- Specify the name and a description for this Endpoint Protection antimalware policy. The settings
Scan settings defined in this policy overmide the default settings when this policy is assigned to a collection.
Default actions
) - - =
Real-time protection Name: IEndpolnt Protection Bxchange 2007-2010
. . Diescription: Microsoft Endpoint Protection performance optimized server role policy for ;I
Exdusion settings Microsoft Exchange Server workloads. This policy combines default server
workload policy settings with settings optimized for Exchange Server 2007 and
Advanced
Exchange Server 2010. LI
Threat overrides
Microsoft Active Protection Service
Definition updates
@ 0K I Cancel |
A

5. You have the option to change any settings that are not in line with your organization's
policies. Once you are happy with the policy, click on OK to close the wizard.

6. Deploy the policy to a collection that contains the intended target PCs. In this
example, you would want to choose a collection that contains only Exchange servers.
Such a collection would need to be created with a query that identifies Exchange
servers by looking for Exchange 2010 in their Add/Remove programs.

The SCEP product team has worked with different server application product teams to build
policy templates that include the ideal set of exclusions and exceptions. Although the XML
files for these policy templates start with the letters FEP, they are still valid for use in SCEP.
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Merging policy templates:

One way in which policy templates could be useful is to merge them with your existing
general server policy. In this scenario, your own server policy would be chosen as the base
during the merge. The end result would be a policy that has all your standard settings

for scheduled scan times, update sources, and so on, and the additional settings for the
necessary folder and file exclusions that Microsoft recommends to keep the given application
running at peak performance.

If you have a server that runs two or more Microsoft applications, you could also merge
the policies for both applications to create a new super policy that includes the exclusions
for both products.

Merging client policies
Policy merging is a new feature in SCEP that allows you to combine two or more SCEP policies

into one new policy. This is useful for consolidating polices, and for keeping your list of
available policies to a more manageable size.

Getting ready

In order to complete this recipe, you'll need to utilize an account that has at least the Endpoint
Protection Managers role assigned to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Assets and Compliance | Overview | Endpoint Protection |
Antimalware Policies.

3. From the Antimalware Policies list, select the first policy of the group that you're
planning to merge and hold down the control key on your keyboard.

4. Select the second policy you are planning to merge and click on the Merge button at
the top of the user interface.

5. The Merge Policies window should appear and verify that all the policies you wish to
merge are included in the list.
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6. Enter a name in the New Policy Name field. In the Base Policy field, select the policy
that you believe most closely resembles what you envision the final product to look
like. Click on OK to proceed, as shown in the following screenshot:

Merge Policies |

FPolicy name:

Cliert Policy B a|
Cliert Policy A

Mew Policy Name:
{Policy C

Base Folicy:
| Client Policy A |

7. The new merged policy should now appear in Antimalware Policies list.

The logic that drives what settings will make it into the newly created merged policy is fairly
simple. All the settings that are in the policy you've selected as the base will make it into the
new policy. If there are any conflicts between the two policies, the settings in the policy that
was selected as the base policy will win. Any settings that are in the secondary policy and not
in the base policy will be added to the new merged policy.

Responding to SCEP alerts

So it's 2 A.M. on a Tuesday, you're the SCEP administrator on call, and you've just been
woken up for an alert for a malware outbreak. What do you do? This recipe will show you
where to go in the SCCM console to review the alert, as well as provide some guidance on
what actions to take.

For the example outlined in this recipe, we will be responding to a situation where malware
has been detected on a few PCs in the All Systems collection, which has an alert for malware
detection assigned to it, and the number of PCs with the malware in question was great
enough to trigger the malware outbreak alert as well.
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For this recipe, you will need to utilize an account that has at least the SCEP administrator role
assignment attached to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigateto Monitoring | Overview | Alerts.

3. Any alerts that have been recently triggered will be marked with the red X icon and
have an alert state of Active.

4. Locate and select the alert labeled Malware detection for collection: All Systems. At
the bottom of the Ul, click on the Machines tab to see list of PCs that generated this

alert, as shown in the following screenshot:

Icon

%

e8@vVVYY

Search

Alerts 8 items

Blert State
Postponed
Never Triggared
Never Triggarad
Never Triggarad
Canceled

Active

Active

Active

Computer Name
FinalSCCM2012.securelab.com 4/28/2012 11:16:06 PM Success

Name
Automatic Deployment Rule for Endpaint Pratection
Muitiple malware detection alert for collection: All Systems

Repeated malware detection alert for collection: All Systems

Database Replication component failed to run on site SEC
Warning low fres space alert for database on site: SEC
Malvara detection alert for collection: All Systems
WMalwara outbreak alert for collection: All Systems

Critical low free space alert for database on site: SEC

Malware detection alert for collection: All Systems

Detection Time (UTC) Action Success

AI Search | Add Criteria ~

Type Severity Postpone Alert
Update group deployment success Critical 5/7/2012 5:41 PM
Multiple malware detection Critical 12f31/1580 7:00 PM
Repeated malware detection Critical 12f31/1580 7:00 PM
Database Replication component fail...  Critical 4/12/2012 3:16 PM
Database free space warning Warning 4/12/2012 3:16 PM
Malware detection Critical 12/31/1580 7:00 PM
Malware cutbreak Critical 12/31/1980 7:00 PM
Database free space critical Critical 4/12/2012 9:16 PM
Cleaning Action Malware File Path Pending Action
Quarantine file:_C:\Users\administrator\AppData)Local\Micros...

Subscriptions
0

o
o
o
o
o
o
o

Threat Name

Virus:DOS/EICAR_...

Summary  Machines |

5. Pay special attention to the columns labeled Action Success and Pending Action.
This information will inform you of whether or not SCEP was successful in zapping the
malware or if there are any additional steps, such as reboot, left outstanding for the
malware to be fully removed.
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6. Next, find the alert labeled Malware outbreak alert for a collection: All Systems and
click on the Malware tab to see a list of the malware threats that have been detected
on multiple computers, as shown in the following screenshot:

Alerts 8 items

leon  Alert State
> Postpanzd

Name
Automatic Deployment Rule for Endpoint Protection

Never Triggered  Muitiple makware datection alert for collection: All Systems

'S Never Triggered  Repeated malware detection alert for collection: All Systems
S Mever Triggered ~ Database Replication component failed to run on site SEC
S Canceled Warning low free space alert for database on site: SEC

] Adtive Malviare detection alert for collection: All Systems

(%] Active Malware cutbreak alert for collection: All Systems

] Active Critical low free space alert for database on site: SEC

Malware outbreak alert for collection: All Systems

Threat Name Detection Count  Duration  Outhreak Threshold
Virus:DOS/EICAR_Test_File 2 19 1.00 %

Type Severity
Update group deployment success Critical
Multiple malware dstection Critical
Repeated malviare detection Critical
Database Replication component fail..  Critical
Database fres space warning Warning
Malvrare detection Critical
Malvrare outbreak Critical
Database free space critical Critical

Percent Detected Primary Site Code
66 SEC

Postpone Alert
5/7/2012 5:41 PM
12/31/1880 7:00 FM
12/31{1980 7:00 PM
4/12{2012 9:16 PM
4/12/2012 9:16 PM
12/31/1980 7:00 PM
12/31/1980 7:00 PM
4/12/2012 9:16 PM

J Search | Add Criteria »

Subscriptions

Summary  Malware

7. It's a best practice to search for this malware by name against the Microsoft Malware
Encyclopedia: http://www.microsoft.com/security/portal/. Look for the
Antimalware protection details section at the bottom of the page. Here, you will
find the first version of the SCEP definition file that protects against this threat. This
is vitally important. If this is a very recently discovered piece of malware and some
SCEP clients are behind in their definitions, then you may be in a situation where
either there are more infected clients on your network than you know because it's
going undetected, or clients with old definitions may soon contract this malware. In
either case, your goal should be to get all your PCs up-to-date with a definition that
covers this malware as fast as possible. Refer to the following screenshot:
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) Malware Protection Center

Threat Research and Response

Home > Learn more about malware > Research Virus:DOS/EICAR_Test_File

‘}3‘ Virus:DOS/EICAR _Test_File (7)

Encyclopedia entry
Updated: Jun 24, 2009 | Published: Jan 10, 2005
Aliases

EICAR (Wild List ORG)
EICAR-Test-File (not 2 virus) (BitDefender)

EICAR Test String (CA)
Eicartest (ESET)
Eicar_test_file (Frisk (F-Prot))
EICAR-Test-File (Kaspersky)
EICAR-AV-Test (Sophos)

Eicar_test_file (Trend Micra)

Alert Level (7)
Severe

Antimalware protection details

Microsoft recommends that you dewnload the |atest definitions to get protected.
Detection initially created:
Definition: 1.45.287.0
Released: Oct 07, 2008

On this page

Summary | Technical Information

SignIn
Having trauble signing in?

I

The actions you can take on the Alerts page are somewhat limited. You can add
comments to an alert, which could be used to inform other SCEP administrators
that you are looking into the situation. You can also postpone the alert; this could be
useful if you're fighting off an outbreak and simply wish to stop the deluge of e-mail
alerts. It's important to note, that postponing an alert will still allow the malware
event to be added to your reporting data, it simply stops an e-mail subscription rule

from executing.
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SCEP alerts are a vital tool for SCEP administrators to respond quickly to malware events. In
SCCM 2012, Microsoft created something called the High Speed Data Channel to facilitate

a five minute or less SLA for malware detections. This means that within five minutes or less
after a piece of malware is first detected by a SCEP client, the event data for this detection is
available within the SCCM console. If the computer in question is a member of a collection
that has a SCEP alert assigned to it and an alert subscription has been created, an e-mail will
be generated and delivered to your inbox.

As a best practice, it makes sense to have malware alerts assigned to the All Systems
collection, as you probably want to know about malware that is detected anywhere on your
network. However, if you work for a very large organization with global operations, you may
want to break your alerts up into regions. This can be done by assigning alerts to specific
collections made up of a given region's PCs, rather than All Systems. Either approach is valid,
but it's not recommended to do both as this will create redundant alerts for the same event,
which can be very confusing at 2 A.M.
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In this chapter, we will cover:

» Utilizing the system-based SCEP reports
» Utilizing the user-based SCEP reports
» Providing access to reports

» Building custom reports

Introduction

Reporting is the key to keeping your network virus-free. Some readers may object to this
statement. Some may believe, it's your client policies or your definition update methodology
that are the most important factor in keeping malware off your network. And while these
things are important, reporting is the most vital.

It goes without saying that reporting gives you awareness into the status of your client policies
and also your current definition status, but that's not why it's so important. Reporting is key,
because it enables you to identify trends and common attacking vectors by allowing you to
view your environment as a whole over a span of time. This in turn empowers you, the AV
admin, to be proactive. It gives you the knowledge you need to plug the dike, to stamp out
fires, and deal with small problems before they become massive ones.

The recipes in this chapter will show you how to best leverage the built-in reports for SCEP
within SCCM 2012, as well as showing you how to tap into the most unlimited options for
custom reporting with Microsoft SQL Report Builder 3.0.
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Using the system-based SCEP reports

The six built-in SCEP reports can be broken up into two categories: user-centric reports and
system-centric reports. This recipe focuses on the group of system-based reports.We will be
executing and interrupting the computer malware details, anti-malware activity report, and
infected computers. Although these reports can be accessed either through the SCCM console
or with a web browser, for this recipe, we will access them from the SCCM console.

Getting ready

In order to complete this recipe, you'll need to utilize an account that has at least the Endpoint
Protection Manager roles assigned to it. If your installation of SCEP is in a lab, or is very new
and has not yet detected any malware on your systems, then it's recommended that you utilize
Eicar test file to simulate a malware detection. Eicar test file is a completely safe file that all
major anti-malware vendors add to their definitions for testing purposes. It can be downloaded
from http://www.eicar.org/. Please remember to allow up to five minutes, after the time
you trigger the Eicar detection, to start executing reports.

How to do it...

Follow these steps:

Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Monitoring\Overview\Reporting\Reports\Endpoint
Protection and select the Antimalware Activity Report.

3. Click on Values at the end of the Collection Name field and select any of the
collections to which SCEP has been applied, as shown in the following screenshot:

1} To view the report, provide values for the parameters below, then click View Repart

Callection Name: |,'.\1| Systems Values.

Start Date: | 4 1/2012 - Values

End Date: | 5/ 672012 LI Walues..

< Back

1 of 1 % i B W W | 100%
G Microsafr
-~ System
Configura

4. Choose Start Date and End Date and click on View Report.
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5. Take note of blue links, any of these can be clicked to drill-down and learn more
about a given aspect of the report. For now, click on the number value below Total
Remediations. This should take you to a sub-report titled Infected Computers. Refer
to the following screenshot:

Antimalware Activity Report

Description

Description

Computer Infection Status Summary

Computers with failed remediations Computers with remediations with pending actions Total Remediations

0 a 2

Description

Antimalware Incidents History Antimalware Incidents History

6. Find the PC on which you ran the Eicar test string and click on the name; this
will launch the Computer Malware details report for this PC, as shown in the
following screenshot:

B Computer Makware Details

'} Ta viewthe report. provide vaiues for the parameters below. then cick iew Report

=10l x|
¥
Fesaurce ID: [16777218 Values . \ow Report
A

Start Date: | 4/ 172012 x| Vaues
ety 5 672012 ] Veves
Computer Name: [Final SCCM2012 22curelzb com Vaues .
Calection Name: [ Systoma Values ..
<Back
d 1 of L b M @ & B A we | 100% - Find | Mext
o e
+_ System Centerz012
Configuration Manager
Computer Malware Details
@ Description
Froperty Value
Computer Name FinalSCCM2012 securelab.com
Computer Domain SECURELAB
Operating System Micrasoft Windows Server 2008 R2 Datacenter Senice Pack 1
Endpoint Protection Client Installed
Antimalware Protection Senice On
Realtime Pratection On
Engine Version 1183040
Antimalware Definition Age (days) 0
Antimalware Definition Version 112513300
Pending Full Scan Mo
Pending Manual Steps Mo
Pending Offiine Scan No
Pending Rebaot Mo
@ Description
Threat Incidents
Detection Time (UTC) % Threat Name + Category = Severity  Action +  State +  Detection Mode
4/14/2012 10:42:06 PM Virus:DOS/EICAR Test File Virus Severe Quarantined  Success Real Time
4/28/2012 11:16:06 PM Virus:| R Test Fil Virus Severe Quarantined  Success Real Time

www.it-ebooks.info


http://www.it-ebooks.info/

Reporting

7. To learn more about the malware with which this system has been afflicted, click on
the link under Threat Name.This will take you to the malware details report. Here, you
can see the link that will launch an Internet Explorer browser and direct you to the
page within the Microsoft Virus Encyclopedia for this threat.

8. Next, we will export this report in order to distribute it to other users. Click on the
Export button in the report workspace bar and select PDF as the file format. Enter
a destination in the Save As window and click on the Save button to complete, as
shown in the following screenshot:

Start Date: | 5/ 242012 LI Values...
End Date: | 5/ 9,/2012 ;' Values. .
Device fitter: |i-', Values...
Collection Name: I_,'.‘.]| Systems Values. .
Computer Name: [FINALSCCM2012 Valuss...
< Back

1 of 1 & 30O M- | 100% - Find | Next

One of the biggest improvements in SCEP over FEP is the consolidation of databases. FEP
stored data in two different DBs that were separated from the core SCCM DB and SCEP,
whereas, SCCM 2012 shares the same database. This means you no longer have to wait

for data to be moved from one database to another before a malware event is reflected in
your reports. In FEP, it could take up to 45 minutes for a malware event to be reflected in a
report. With SCEP, the malware event should be reflected in a report almost instantly once the
message is received by the SCCM server (usually within five minutes).

The system-centric group of SCEP reports allows you to quickly look at incidents on multiple
PCs, or drill-down to the Computer Malware Details report to review the status of a single PC.
The Computer Malware Details report shows all relevant SCEP client details, such as engine
and definition versions, in addition to a history of malware events.
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Exporting the Computer Malware Details as a PDF will allow you to quickly share information
with other users even if they do not have access to the SCCM console or the SQL Reporting
Services for your SCCM server.

Utilizing the user-based SCEP reports

The second group of reports in SCEP focuses entirely on the users, which falls in line with
Microsoft's mantra of focusing on users within SCCM 2012 as a whole. While the overall user
focus provides for things, such as customized application delivery in the rest of SCCM, focus
on users in SCEP allows you to monitor your problem children.

Every organization has them; the user that will happily open any attachment and fears no
website on the Internet. The good news is that SCEP empowers you to monitor for repeat
offenders, regardless what system they may be using.

Getting ready

To complete this recipe, you will need to be using an account that has at least the SCEP
administrator role granted to it. You will also need to ensure that you've enabled Active
Directory Users discovery in SCCM and that it has completed the discovery at least once
before following this recipe.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to \Monitoring\Overview\Reporting\Reports\Endpoint
Protection and right-click on Top Users By Threats, and click on Run.

3. Select a collection to run this report again by clicking on the Values button and
choosing a collection. You can also adjust the time span if you wish to do so. Click on
the View Report button to execute the report.
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4. The report will return a list of users ranked by the number of malware events
associated with that account, as shown in the following screenshot:

B Top Users By Threats (=]
} To view the report, provide values for the parameters below, then click View Report
Report Categary
Endpoint Protection
Report Name
Top Users By Threats
Report Description

This report shows the list of users with the most number of detected threats j o
S

Collection Name: [A Systeme Values... View Report
Start Date: | 5/ 3/2012 Values

End Date: | 51072012
< Back

Lol L

Values...

»

1 of 1 i B A - | 100% - Find | Next

ey, Microsafr
~ System Center2012
" Configuration Manager

Top Users By Threats

Description

Top Users By Threats

User Name % Incident Count %  Computers +  First Detection (UTC) % Latest Detection (UTC) =
SECUREIL AB\aplue 1 1 5/10/2012 2:08:53 AM 5/10/2012 2:08:53 AM

5. To review the particular events a given user has experienced, click on a user name
from the list. This will bring up the User Threat List report for that account, as shown
in the following screenshot:

[Boertimatine BilTE|
1 oo, e T chen, Vi Flapicrt
Piagon Catogony
Ercpont Profection  Hedden
Piegas Hame
User Threat Lt

Colaczor: Narm
St Do
Bt Do
User Name:

Le L)
1

o1 e e e

- System Center20:2
~ Configuration Manager

User Threat List

[ Description

User Threat List &

Computes Mamn 2 Theest Name t Severity

D Category % bcident Count L First Detection (UTE) £ Latest Detection (UTC)
EinalSCCM2012 securelab.com s

S/10,2007 7:08:53 AM S/10/2017 7:08:53 AM
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As SCEP collects a rich dataset for any malware event that has been detected, it is aware of
any user who was logged in at that time. Possessing this information will allow you to identify
patterns of behavior that expose your network to risk. That said, it is possible for many types
of malware (such as a worm) to show up in a malware report for a computer that a given user
was logged into, without the user having done anything.

Providing access to reports

A malware report is only useful if the people with the power to address an issue can access
the report. One of the paradigms of integrating your anti-virus with SCCM is the fact that many
more people in an organization will now need access to SCCM. While the new role-based
privileges alleviate this pain point somewhat, there will likely be some individuals with whom
you just are not comfortable giving access to the SCCM console,who will need to access SCEP
reporting data.

Luckily, this can be addressed by granting them access to the SCEP reports within SQL
Reporting Services. This recipe will walk you through the procedure for doing so.

Getting ready

For this recipe, you will need to utilize an account that has administrator privileges for the
SQL Reporting Services instance that is hosting your SCCM reports. This recipe is written
from the perspective of being logged into the server that is hosting the reports and running
IE locally. The procedure can also be done remotely; just replace localhost with the DNS
name of the server.

In order to be able to deliver report subscriptions over email, it is required that the SMTP
information has been entered into the SQL Reporting Services Configuration Utility and that
the corresponding Exchange server allows for the SQL reporting services server to send SMTP
traffic through its SMTP connector.

How to do it...

Follow these steps:

1. Log into SQL Reporting Services server and launch Internet Explorer.
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2. Browse to the following URL: http://localhost/Reports/Pages/Folder.aspx

=T
‘.\,;-_@'IQ, http://localhost/Reports/Pages/Falder.aspx j ﬁ #1||% I Bing

p -
Sl Favorites | i3 @] suggested Sites ~ ] Web Sice Gallery -
{& Home - Report Manager | | - - [f r= - Page - Safety~ Took~ @~
Home | My Subscriptions | Site Settings | Help =
SQL Server Reporting Services
Home [Search [2]
4 New Folder ), New Data Source k. Report Builder 4 Folder Settings

% Upload File [ petails view
} Confighgr_SEC

|

[“a - [Rwo% -

[ [ [ [ [ | [&tocalintranet | Protected Mode: Off

3. Proceed to drill down to the directory that hosts your SCEP reports by clicking on

ConfigMgr XXX (XXX representing your site code) and then selecting the Endpoint
Protection directory.

4. To grant user or group of users access to the reports in the directory, click on the

Folder Settings button and then select Security from the left hand-side of the page.

,/,; Endpoint Protection - Report Manager - Windows Internet Explorer

=10] x|
@@ - |§, http:/flocalhost/Reports/Pages Folder.aspx ?ItemPath =54 2fConfigMgr _SEC"ZfEn(j B+ [ X I Bing L=
{j Favorites | {;3 £ | Suggested Sites ~ @ | Web Slice Gallery ~
@EndpcintPrcbecnon—ReportManager | | & - =[] @ ~ Page - Safety » Tools - '@"
Home = ConfigMgr_SEC Home | My Subscriptions | Site Settings | Help ﬂ
SQL Server Reporting Services
—4& Endpoint Protection [Search [2
¥ Delete /47 New Role Assignment L"}, Revert to Parent Security
Properties [ Group or User + Role(s)
[~ Edit BUILTIN\Administrators ConfighMgr Report Users, ConfigMgr Report Administrators
Security [~ Edit SECURELAB\administrator

Confighlgr Report Users, ConfigMgr Report Administratars

[~ Edit SECURELAB\aplue Confighgr Report Users, Confighlgr Report Administrators

|
’_ ’_I_I_ l_l_ |ﬁ. Local intranet | Protected Mode: Off a3 - | *100% - o
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5. Next, click on the New Role Assignment button, enter a user or group name in
the field provided, and check the boxes for the permissions you wish to grant. At

minimum, select the Browser and ConfigMgr Reports Users roles. Click on OK to
complete the process.

6. Next, we will create a subscription for the Dashboard report, which will deliver it on a
scheduled basis over e-mail. Use your browser's back button to return to the root of
the Endpoint Protection reports directory.

7.

Hover your cursor over the link for the Dashboard report for a moment and a gold down
arrow icon will appear. Click this and select Subscribe from the drop-down menu.

f_“ Endpoint Protection - Report Manager - Windows Internet Explorer
@_@ - |g http:/localhost/Repo

—10/x]
0ol

77 Favorites | 5 @] Suggested Sites = @] Web Slice Gallery -
@ Endpoint Protection - Report Manager | |

Home = ConfigMgr_SEC

fii - B -

“| p= -~ Page -~ Safety » Tools ~ 'Q'-
‘ SQL Server Reporting Services

~& Endpoint Protection

4 New Folder

Home | My Subscriptions | Site Settings | Help ;I

|2
4 New Data Source

Eﬂ Antimalware Activity Report Eﬂ Computer Malware Details
mall| This report shows a overview of antimalw | This report shows details about a particul

i) Report Builder (4 Folder Settings & Upload File

|1 Details view

[ Dashboard - | e Infected Computers
-mall| Endpoint Protection dashboard -mall| This report shows a list of computers wit

-
Move

Eﬂ Tu_p Users B| X Delete |ﬂ User Threat List
-mall| This report g

mall| This report shows the list of threats found
[Z, Subscribe
[Zb Create Linked Report
Wiew Report History
5y Security

Manage

4L Download... fes

|
’_ l_l_l_’_ ’_|Q Local intranet | Protected Mode: Off L ‘ HI0% ~ g

8. Make sure E-mail is selected from the drop-down menu at the top of page. You will

need to enter a value for the To: field and supply a reply address (it does not need to
be an actual email account).
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9. Select a render format for the e-mail subscription. The PDF format is typically
ideal as it can be easily read on both PCs and mobile devices. Refer to the
following screenshot:

{’ Subscription: Dashboard - Report Manager - Windows Internet Explorer - Ellll
@@ % | ] http: /flocalhost/Reports/Pages/SubscriptiorProperties.aspx CreateNen =TruealsDataDri| =] | B | 42| | [ 5ing o -

<7 Favorites | 9% €| Suggested Sites ¥ | Web Slice Gallery ~

@Subsaipﬁun: Dashboard - Report Manager | | ﬁ A S | @ -~ Page ~ Safety - Tools - '@v
—n, QL Server Reporting Services

=
= Subscription: Dashboard Search |2]

Report Delivery Options
Specify options for report delivery.
Delivered by:  |E-Mail -
To: |scEP Admins
Ce: |
Bee: I

(Use (;) to separate multiple e-mail addresses.)
Reply-Ta: |
Subject: |@Rep0nName was executed at @ExecutionTime

¥ Include Report  Render Format: |MHTML (web archive) =

¥ Include Link
Priority: Normal ﬂ
Comment: =]

[
Subscription Processing Options
Specify options for subscription processing.
Run the subscription:
& When the scheduled report run is complete |  Select Schedule
At 8:00 AM every Mon of every week, starting 5/10/2012

© On a shared schedule ISe\ect a shared scheclulej I

Report Parameter Values
Specify the report parameter values to use with this subscription.

Collection

Start Date

10. Next, set a schedule for the report by clicking on the Select Schedule button.

11. Finally, select a collection for this report to be run against and click on OK to create
the subscription.
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SQL Reporting Services provides an ideal platform for SCEP reports, because it allows you
easily assign access to an Active Directory user or a group and can be relied upon to deliver
reports on a schedule. Keeping your admins from setting up an Outlook rule to automatically
place the e-mails in the recycling bin is another matter entirely.

Building custom reports

Out of the box, SCCM 2012 contains four hundred and twenty-three pre-built reports.
Unfortunately, only six of them pertain to Endpoint Protection. The good news is that with
SCCM 2012 comes the release of SQL Report Builder 3.0, which makes it easier than ever for
almost anybody to quickly create a customized report based on any of the Endpoint Protection
data that SCCM collects and stores in its database. And believe me, you'll be amazed when
you peek under the hood and see the wealth of data just waiting there for you to groom and
shape as you see it.

For this recipe,we will keep it simple and build a report that shows the count of PCs that have
the Network Inspection Service(NIS) enabled as well as a count of those that do not have the
service enabled. NIS usage is a valuable piece of security data that is not reflected in any of
the built-in reports.

Getting ready

For this recipe, you will need to utilize an account that has administrator privileges for the SQL
Reporting Services instance that hosts your SCCM reports.

If you have not used Custom Report Builder 3.0 on this server yet, you may need to modify a
registry key on the CAS server to ensure it opens the Version 3.0 and not the Version 2.0 of
Report Builder. This procedure is outlined at the end of this section.

How to do it...

Follow these steps:

1. Login to you CAS server and open the SCCM management console.

2. Navigate to Monitoring\Overview\Reporting\Reports. In the ribbon on the
left-hand side, right-click on reports and select Create Report.
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3. The Create Report Wizard window should pop up. In the Type section, choose
SQL-based Report. In the information section, enter a name for the report and a
description if wish to do so. Next, click on the Browse button and choose Endpoint
Protection and the desired path for this report. Click on the Next button to proceed.

1Bl Create Report Wizard x|

9\5 Information

Specify the type and location for the report

Summary
Progress

Completion Select the type of report to be created, then provide a name and description, if needed.

— Type
" Modelbased Report

Create a report based on a reporting services model, and select the attributes to be manipulated
with Report Builder

* 50L-based Report

Create a traditional report which is based directly off the database using straight SGL statements
and stored procedures

r— Information
MName: ICustom SCEP Report 1
Description: d
=l
Server: IHnaISCI:MZN 2 securelab.com

Path: |Endpoint Protection

@ = Previous Mext = Summary | Cancel |
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4. Onthe Summary page, review the options you've selected, if everything checks out,
click on Next to proceed.

m Create Report Wizard x|

%g Summary

e The report will be created using these settings.

Progress

Completion Details:

Information:
Name:
+ Custom SCEP Report 1
Path:
+ [ConfigMgr_SEC/Endpoint Protection
Server:
+ FinalSCCM2012 securelab.com

ype:
» SOL based report

To change these settings, click Previous. To apply the settings, click Mext.

@ < Previous I Mext = I Summary I Cancel I

5. Once you click on Next on the completion page, the custom report window will
disappear and a few moments later, Microsoft SQL Report Builder 3.0 will open. The
report we just created in the Create Report Wizard should display automatically.
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6. To begin, click on the object titled Table or Matrix in the center of the window.

@xl (SR ] ‘:j Custom SCEP Report 1 - Microsoft SQL Server Report Builder _ o= x
e 4

Home Insert View 7]

P - Merge
Iz @ I > = = 1pt = [ = 1=
sy L] I =i ! - 7 split
Run || Paste By o0 | oA |05 || [ ] = = |32 32 || [ sz iz 228 i 1o et | 528
|.E|z Align ~
Views Clipboard Font Paragraph Border Number Layout
Report Data x LR B SR BRI SR  ERCR: SR BN SEEER BRI U
New > Edit.. X &+ 2
31 Built-n Fields -1
~{ 1] Parameters )
~{J Images -
{1l Data Sources -
{3 Datasets . Clickto add data
i\@g %& &
- Table or Chart Map
Matrix
“
To add anitemto the page footer: add anitem to the report and then drag it here.
= Row Groups (" Column Groups -
| [ Current report server http: /finalscem20 12/ReportServer_Disconnect iz i - 0 +

7. A new window titled New Table or Matrix should pop up. Choose the option Create a
dataset at the bottom of the page, as shown in the following screenshot:

Mew Table or Matrix x|
Choose a dataset

Choose a dataset

' Choose an existing dataset in this report or a shared dataset

Browse... |

% Create a dataset

Help | < Back Mext > Cancel
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8. On the next page, you'll be choosing a connection to a data source, typically the
connection to your SCCM database will already be present and selected. If it's not
there, you may have to browse for it. Once you are ready, click on Next to proceed.

New Table or Matrix

Choose a connection to a data source

Choose a published data source, or create a connection for use only in this report.

Data Source Connections:

X

{5C6358F2-4BB6-4alb-A16E-8D9679508602}
https/ffinalsccm2012/ReportServer/ConfigMar_SEC

Browse... Mew...

Help |

Test Connection |

< Back | Next > |

Cancel |

9. You will now be prompted for user credentials, which are needed to access the SCCM
database. You have the option of using the credentials with which you are currently
logged in with or entering another set of user credentials. Click on Next to proceed.

New Table or Matrix
Choose a connection to a data source

Choose a published data source, or create a connection for use only in this report.

Data Source Cennections:

x|

{5C6358F2-4BB6-4alb-A16E-809673508602}
httpy/finalscem2012/RepartServerdCnnfinMar SFC

Enter Data Source Credentials

Connecting to data source ‘AutoGen__5C6358F2_4BE6_4alb_Al..

" Use the current Windows user

¥ Use the following:

x|

User name: Isecurelab'\admmistrator

Password: Ixaaaxaaaxa

¥ Use as Windows credentials

" save password with connection

Help Cance

4

Browse... Mew... |

Help

Test Connection |

< Back | MNext > I

Cancel |
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10. Next, select the database view that your report will be tapping into to extract
the information about your client's NIS status. To do this, locate v_GS_
AntimalwareHealthStatus within the column titled Database view and expand
it. Scroll down and locate the NISEnabled object and check the box next to it.
NISEnabled should now appear in the Selectedfields window. Click on Next to move

on. Refer to the following screenshot:

New Table or Matrix

Design a query

@' Edit as Text |_? Import... P Run Query

Database view

Build a query to specify the data you want from the data source,

Selected fields

Group and Aggregate A

»

Help |

[]E] AntivirusEnabled B
[]E AntispywareEnabled

[]E EngineVversion

|:| E LastQuickScanDateTimeStart
DE LastFullscanDateTimeStart
[1E] LastQuickScanDateTimeEnd —!
[]E LastFullscanDateTimeEnd
[T1Z] LastFullScanAge

[[]E Lastquickscanige

[T LastQuickScanSource

[[]E LastFullscansource

DEI AntivirusSignatureUpdateDat
DE AntispywareSignatureUpdate
|:| EI AntivirusSignaturesge

|:| E AntispywareSignatureAge
DE AntivirusSignatureVersion
DE AntispywareSignatureVersior
[v]Z] NisEnabled

[[]E MisEngineversion

[C1E] wissignatureVersion

-] v_GS_AntimalwarelnfectionStatus
j Il v ~€ ALITASTART CAETIAIARE _I'
4 I 3

Query results

Field

Relationships

Applied filters

| Aggregate

E::=e:s

¥

]r k,

Field name

| Operator | Value

| Parameter

< Back Next >

Cancel
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11. On the Arrange fields page of the wizard, you will need to drag the NISEnabled object
to both the Row Groups and Values window. Once you have NISEnabled in the Values

window, right-click on it and select Count from the list. Click on Next to proceed.

New Table or Matrix

Arrange fields

Arrange fields to group data in rows, celumns, or both, and choose values to display. Data expands across the page in column groups and
down the page in row groups. Use functions such as Sum, Avg, and Count on the fields in the Values box.

Available fields

MisEnabled

Help |

=] Row groups

i Column groups

= Walues

MisEnabled

MisEnabled -

< Back Mext >

Cancel
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12. On the Choose the layout page, select Show subtotals and grand totals. You'll also
need to enable the option for Stepped, subtotal above. Lastly, make sure that you've
enabled the option Expand/collapse groups. Click on Next to proceed. Refer to the

following screenshot:

Mew Table or Matrix x|

Choose the layout

If you choose to show subtotals and grand totals, you can place them above or below the group. Stepped reports show hierarchical structure

with indented groups in the same column.
Preview

Options:

¥ show subtotals and grand totals

Nis Enabled Nis Enabled

" Blocked, subtotal below

' Blocked, subtotal above

% stepped, subtotal above

v Expand/collapse groups

< Back | Mext > | Cancel |

Help |

13. On the Choose a Style page, you can select a color palate to match your personality
or mood. | prefer the calm, relaxing vibe of "ocean". Once you've chosen a style, click

on Finish and you'll be returned to Report Builder.

New Table or Matrix x|

Choose a style

Styles feature different fonts and color schemes, but do not affect the basic layout, You can customize the style after you finish the wizard.

Preview

Styles:
Corporate
Forest

Generic Nis Enabled Nis Enabled

Mahoiani

Slate

< Back | Finish::l Cancel

Help |
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look of the report. When you are happy with the layout, click on the Run button

in the upper left-hand corner to test the report out for the first time. Refer to the
following screenshot:

New » Edit.. % 4 &

@‘1 W9~ b Custom SCEP Report 1 - Microsoft SQL Server Report Builder _ = x
G
=4 Home Insert View (7]
= & | [t =& | 5] || [ Meroe
(D) | B gy 5 split
Run Paste B ol ol | | ow wam — ﬁ < | | e | 2 .
|»|] Align ~
Views Clipboard Font Border Number Layout
Report Data x 1 1 2 1 3 | 4 1 5

-3 Built-n Fields
{1 Parameters
~{] Images
{1 Data Sources
-1 Datasets

[MisEnabled]

in]

E Row Groups
[ (MisEnabled)

To add anitem to the page footer: add anitem to thereport and then drag it here,

m Column Groups

= (Details)

201710,

bz il

15. If everything works correctly, you'll be presented with a report that lists the total counts
of your clients that are running NIS and a count of those that have NIS disabled.

Custom SCEP Report 2 - Microsoft SQL Server Report Builder - B x
%
Run (7]
% F 1 43 Refresh Ei -] Document Map
N N L | =) il I A
Design | Zoom | First Previous °f 1 Net Last 0 SoP Print Page Print | Export | =@ Parameters
v 4 Back Setup Layout v
Views Zoom Navigation Print Export Options Find
Nis Enabled Nis Enabled
False 1
True 1
C—
I Current report server http: ffinalscem2012/ReportServer [i2 & = +
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16. Close out of the report preview, save your work in Report Builder and exit out of
it as well. You can now run the report whenever you need to do so by browsing to
Monitoring\Overview\Reporting\Reports\Endpoint Protection.

Although the report we've built in this recipe is rather on the simple side, | hope it's allowed
you to get your feet wet with custom reporting. Once you understand the basic mechanics of
Report Builder and how to tap into SQL views, there's really no limit to the ways you can piece
information together and build something that makes your job a little easier.

Setting up SQL Report Builder 3.0 as your default:

Although SQL Report Builder 3.0 comes bundled with SCCM 2012, it is not the default Report
Builder on your CAS server until you make a small change to the registry. Until you make this
change, your server will automatically try to open in the previous version that was installed on
your server when you installed SQL 2008. To make this change, log in as local administrator
and complete the following steps:

1. Click on Start | Run, type Regedit, and hit enter. The registry editor should open.

2. Navigate to: HKEY LOCAL_ MACHINE\SOFTWARE\Wow6432Node\Microsoft\
ConfigMgrl0\AdminUI\Reporting.

3. Open the ReportBuilderApplicationManifestName key and change the string to
ReportBuilder 3 0 0 0.application. Click on OK to close Regedit.
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In this chapter, we will cover:

» Resolving client-side definition update issues
» Fixing SCCM client health issues
» Resolving false positives

» Dealing with infections that SCEP cannot resolve

Introduction

Microsoft has put a lot of effort into making the SCCM client for 2012 much more robust than
previous versions, and with Windows 7, WMI corruption issues are mostly a thing of the past.

But when you've got thousands and thousands of clients deployed, you can bet that at least a
few of them experience issues from time to time.

This chapter contains recipes that will guide you through some basic procedures for
resolving definition update issues, fixing broken SCCM clients, and getting rid of false
positive malware detections.

Resolving client-side definition update

issues

If your SCEP clients fall out of date, the approach you will need to take in your troubleshooting
efforts will depend largely on which of the five available update mechanisms you selected
during the policy creation process. For this recipe, we will be working on a client that has been
enabled by the policy to use the SCCM definition packages, WSUS, Microsoft updates, and
the Microsoft Malware Protection Center as definition update sources. Leveraging multiple
definition update sources is a common scenario that any organization should consider
implementing, as it provides redundancy.
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Getting ready

In order to complete this recipe, you'll need to utilize an account that has local administrator
privileges on the affected client. This recipe will walk you through the process of examining a
client which has not been updated for several days. We will examine the logs for a root cause
and then remediate any issues we find.

How to do it...

Follow these steps:

1.

Log in to the workstation you are troubleshooting and open the SCEP client Ul from
the system tray.

Click on the Update tab, take note of the Definitions created on and Definitions last
checked dates. If, like in the following screenshot, the Definitions last checked date is
significantly closer to the present date and time than the Definitions created on date,
this would indicate a problem with the update sources this client is trying to utilize.

This means the client is able to communicate with the update repository on your
network, but the update repository does not have a newer definition than the one the
client already has. Resolving this issue permanently will likely require some remediation
effort on the server and not the client. For now, we will continue to troubleshoot and
find out what update sources this client has been attempting to utilize and determine
why the client was not able to get out to Microsoft Updates on the web, if the internal
update server was severely out of date. Refer to the following screenshot:

E System Center 2012 Endpoint Protection | ll

‘Computer status - Protected

i @8 update £ History

Virus and spyware definitions status - Created 15 days ago

‘Your virus and spyware definiions haven't been updated lately. You should update them now to help protect your computer.

Definitions created on: 5/12/2012 at 6:09 AM
Definitions last checked: 5/27/2012 at 3:07 PM
Virus definition version: 1.125.1716.0
Spyware definition version:  1.125.1716.0

® Did you know?
Virus and spyware definitions are files that System Center Endpeint Protection uses to identify malidous or potentially unwanted software

on your computer,
These definitions are updated automatically. You can also dick Update to update definitions on demand.
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3. Next, we will verify that the client PC has been opted into Microsoft Updates in order
to receive definition updates directly from Microsoft. Generally, this should have
occurred as a post-image installation task, or through the deployment of a regkey.
The fastest way to determine whether opt-in has occurred is to launch Windows
Update and look for a message that reads Get Updates for other Microsoft
products. Refer to the following screenshot:

. . B Control PanelSyster and Security\Windows Update] - Search Control Panel

Control Panel Home

Windows Update
Check for updates

Change settings

View update history Checking for updates...

Restore hidden updates
Updates: frequently asked

questicns
Most recent check for updates:  4/28/2012 at 5:50 PM
Updates were installed: 3/25/2012 at 1:53 PM. View update history
You receive updates: Managed by your system administrator
(j Vou checked online for updates from Windows Update.
Get updates for other Microsoft products. Find cut more
See also

Installed Updates
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4. If you do not see this message in the Windows Update Ul, then your client has already
been opted in; the reason it has not pulled definitions from Microsoft Updates is likely
network related. This means Microsoft Updates is most likely blocked at the web proxy
level. If you do see the message that the client needs to be opted in, click on the blue
link titled Find out more and agree to the EULA. Refer to the following screenshot:

http:/fwww.upd... O v B G X

(= Microsoft Update

- :
'} Windows®
Microsoft Update

Py
e/ & Windows
l Get updates for Windows, Office D 5%
v 0 and more - ::e
i 4 msn"

Microsoft Update is a free service from Microsoft that helps keep your computer more
secure and up to date. It offers updates for Windows, Office, and other Microsoft
software, It will also offer you new eptional Microsoft software, Mew optional software is
not installed automatically.

See more supported Microsoft software...

Frequently asked questions

[¥{ Tagree to the for Microsoft Update;

Microsoft Update Privacy Statement
® 2012 Microsoft Corporation. All rights reserved, Terms of Use  Trademarks = Privacy Statement

5. If you have just opted in the workstation for Microsoft Updates, return to the SCEP
client Ul and force an update. While this will resolve the issue temporarily, you
should continue to troubleshoot in order to determine why your internal update
resources failed.

6. Next, we will review the client's MPLog. To find this log, navigate to C: \
ProgramData\Microsoft\Microsoft Antimalware\Support. (Note that
Program Data is hormally a hidden folder in Windows.) Open the log in Notepad
and place your cursor at the very top of the log. Press Ctrl and F keys simultaneoulsy
to bring up the Find window. Type in the word, updated, and click on the Find next
button. This should take you immediately to a log entry similar to the one shown in
the following screenshot. The words updated via MMPC indicate that this workstation
was not able to get an update from any internal resource or to reach Microsoft
Updates; it then reached out to the Microsoft Malware Protection Center (MMPC)
to get a definition. As MMPC was the last update source in our policy, we can assume
that all other update sources have failed. Refer to the following screenshot:
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8] 1MPLog-04152012-112408 - Notepad i ]
File Edit Format View Help
Proceitmap:0 -]
NumInstance:2
TotalstreamCon: 968
TotalBitmap:35520
# ##%END RTP Perf Log#*#*®

J=|

Signature updated on Sun Apr 15 2012 11:58:52
product wersion: 3.0.8410.0

service version: 3.0.8410.0

Engine version: 1.1.8202.0

AS Signature Version: 1.123.1813.0
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7. You can continue to shift through the log by hitting F3 to jump to the next entry
that contains the word updated. As we remediated an issue with the Microsoft
Updates EULA and forced an update, we should expect to see a change in the latest
entry. If the client was able to reach Microsoft Updates for a definition, your latest
entry should read Signature updated via MicrosoftUpdateServer. Refer to the
following screenshot:

B MPLog-04152012-112408 - Notepad 101 x|
Eile Edit Format View Help

Engine version: 1.1.8304.0 |
AS Signature version: 1.125.1716.0

AV Signature versjon: 1.125.1716.0

2012-05-12T15:15:52.640Z Process scan completed.

2012-05-12T23:14:49, 5002 Task(Signatureupdate -schedulelob -RestrictPrivileges) launche
2012-05-12T23:19:34. 8437 AutoPurgeworker triggered with dwwork=0x3
2012-05-12T23:19:34. 8432 Product supports installmode: 2

2012-05-12T23:19:35.046Z Detection State: Finished(0) Failed(0) CriticalFailed(D) Addit
2012-05-13T07:14:49,390Z Task(Signatureupdate -schedulelob -RestrictPrivileges) launche
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8. If every effort has failed so far and you simply need to get the client up-to-date for
the immediate future, it is possible to manually download a complete definition file
from Microsoft's security portal. Open Internet Explorer and follow the instructions for
manual download at this site: http://www.microsoft.com/security/portal/
Definitions/HowToForeFront .aspx. Refer to the following screenshot:

a‘- WD htps/wwemicrosoft.com/sect 2 + B & X || [ Install the latest Microsoft F... ‘_ e ——
=

Threat Research and Response

H Sign In
O’ Malware Protection Center !j aving eusle S

Learn more about malware Submit a sample Learn about us

Home > Get the latest definitions > Install the latest Microsoft Forefront Security definition updates
Install the latest Forefront Client Security / Forefront Endpoint Protection 2010 / Microsoft System Center 2012 Endpoint

Protection definition updates
Latest antivirus definition version: 1.131.178.0 | Released: Jul 18, 2012 09:30 PM UTC

Instructions for a 32
How to determine w

ystem | Instructions for a 64-bit system | Forefront Server Security instructions
ther your computer is running a 32-bit version or 64-bit version of Windows

Install the latest Microsoft Forefront Client Security / Forefront Endpoint Protection 2010 / Microsoft System Center 2012 Endpoint Protection definition
updates for computers running an x86-based version of Windows

For more information please review the Knowledge Base Article: How to manually download the latest definition updates for Microsoft Forefront Client Security,
Forefront Endpoint Protection 2010, and Microsoft System Center 2012 Endpoint Protection.

If you encounter problems while trying to install definition updates for Microsoft Forefront Client Security, Forefront Endpoint Protection 2010, or Microsoft System
Center 2012 Endpoint Protection, you can download and install the latest definition updates for computers running a 32-bit (x86-based) version of Windows.

Step 1: Save or run the file.
After you download the latest definition updates | click Run to install the definition immediately, or click Save to save it to your computer. If you dlick Save,
remember the name of the folder where you save the file.

Step 2:Install the definition update.
To install the saved definition update file:

= If your computer is running Windows Vista or Windows 7, click Start, click Documents, and then locate the folder where you saved the definition file, Right-
click Mpam-fe.exe, click Run as administrator, and then click Yes. When you are prompted for an administrator password or confirmation, type the
password or provide confirmation, and then wait while the definition files are installed.

- I your computer is running any other Windows operating system, you must be logged on as an administrator to install the latest definition file. Browse to

Due to the redundancy that Microsoft has built into the SCEP client by allowing SCEP
definitions to be pulled from multiple sources, the client is very good at keeping itself
up-to-date. As the client does not, by default, report from where it obtained an update
(only the version number of its current definition), it is not always immediately apparent
that a prescribed definition update source has failed.
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By logging into a client and reviewing its MPLog, we can surmise when a client failed over to
secondary update methods. If many of your clients are doing so, it's likely that a configuration
setting has changed. It is recommended that you review the component status messages for
the SUP component and verify the configuration of your Automatic Deployment Rules for SCEP.

Fixing SCCM client health issues

Anyone reading this book who has administered any of SCCM 2012's predecessors will likely
agree that the biggest headache was keeping your installed client base healthy; especially
when working with SCCM clients running on Windows XP, which had a nasty habit of
corrupting their WMI data.

With SCCM 2012, Microsoft has addressed many of issues with the inclusion of two monitoring
components, Client Activity and Client Check. As an SCEP administrator, your ability to monitor
malware activity is directly affected by the overall health status of SCCM clients.

This recipe will walk you through the process for utilizing Client Activity and Client Check to
resolve some common issues. To illustrate this point, we will be working on workstation which
seems to be no longer communicating with SCCM.

Getting ready

To complete this recipe, you will need to be using an account that has SCCM
administrator privileges.

How to do it...

1. Log in to your SCCM CAS server and launch your SCCM 2012 management console.
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2. Navigate to Monitoring\Overview\Client Status\Client Activity inthe
collection field; click on browse, and select All Systems. Click on the word inactive
to create a node which contains a list of all the clients that have been flagged
inactive; your console should automatically switch to viewing this list. Refer to

the following screenshot:

" T
- . =
W Q

Client Status _ Refresh  Schedule Client
Seifings  Client Status ~Status Update

Client Activity

< > \‘- Y » Monitoring » Owerview » Client Status »  Client Activity

Monitoring <

4 B Overview Client Activity
1> Alerts
5 Queries
“| Reporting
8 Site Hierarchy

4 Client activity for all devices

1 System Status
5® Deployments
4[] Client Status
%5 Client Activity
% Client Check
(5 Database Replication
“1 Distribution Status
5 Software Update Point Synchronization Status
[ system Center 2012 Endpaint Protection Statc

B Assets and Compliance 100%

4 Client activity trend for all clients

Last updated:  7/17/2012 10:55:00 PM
Collection: | All Desktop and Server Client  Browse...

I 101 active
I 8 inactive
2 noclient installed

Client activity pariod: | Last 5 Days v

2 software Library 207
B Wonitoring 60 %

(][, Administration 0%

Ready

mn

3. By entering the name of the workstation in the search bar, we can quickly determine
if it is in this list or not. If the workstation is in this list, then it has not communicated

with SCCM in over seven days.
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With inactive clients, it is always worth the effort to find the user of this workstation to
check if they have simply gone on vacation and left their workstation powered down.
To find out to whom a workstation belongs, right-click on the computer object and
select Properties. Locate the Last Logon User Name properties. You can also view
the last Logon Time Stamp (UTC) here as well. Refer to the following screenshot:

. WIN-KLPJOODDORG Properties

Xl
General I Deployments I Variables |
'!L MName: |WIN—KLF’JDDDDOF{G
Besource class: |Sy3tem Resource
Discovery data:
roperty | Walue | ;I
Virtual Machine Yes
Last Logon Time Stamp (UTC) RAIZN2 T PM
Last Logon User Domain SECURELAB
Last Logon User Name administrator
MAC Addresses "00:0C:29:9C:FE: 20"
MName WIN-KLPJDODDORG
MNetBIOS Name WIN-KLPJOODDORG
CObsolete Mo
QOperating System Name and Versi... Microsoft Windows NT Workstati...
Previous ConfigMgr UUID GUID:B8043618-DATB-4CDE-BF ..
Primary Group 1D 515
Resource Domain Or Workagroup SECURELAB
Resource D 16777220
Resource Names "WIN-KLPJOODDORG securelab. ..
Resource Type System ;I

@ ok | cencel |

If you have reached this point and determined that the workstation has not sent a
heartbeat to SCCM more than seven days and no one has logged into it for the same
amount of time, you can be fairly sure it's simply turned off. To verify this, you should
attempt to ping the hostname (provided your firewall policy allows for pinging).
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6. One important thing to know in this scenario is: does your SCCM server have the clear
install flag maintenance task enabled and if so, what is the threshold (the default is
21 days)? If you are using the clear install flag task, then as long as the PC is booted
back up before the threshold is reached, everything be fine. If the PC will remains off
longer than the clear install flag threshold, then SCCM will consider the workstation
to have no SCCM client and the client will likely need to be redeployed to resolve
the issue. To check your organization's current clear install flag setting, navigate
to \Administration\Overview\Site Configuration\Sites, click on the
Settings button at the top of the Ul, and then select Site Maintenance. Refer to the
following screenshot:

I8 System Center 2012 Configuration Manager (Connected to SEC - Secure Lab) =lal x|
- =S ~@
= Show Install Status . (]
& 2 W W@ = . t| @ B
| § Refresh
Create | Hierarchy Saved AddSite  Create Site Create Retry Upgrade cettings| 5ot Serurity | Propertics
- Settings Searches ~ System Roles System Server Secondary Site Secondary Site Delete o < Scopes
sites search site Classify Properties
5
€« - [Bg \ » ndminstration » Ovewiew » Site Configuration »  Sites ]j A E it
> € status summarizers
Administration < Sites 1 items Configurs Site Client
Components = Installztion Settings = Status Filter Rules
4 Ff; Overview Search Settings e
4 [ Hierarchy Configuration Icon Name Type Server Nams State Site Code | Parent Site Code
#h Discovery Methods B SEC - Sacure Lab Primary FinalSCCM2012.securelab.com Active SEC

7. Next, we will be taking a look at the dashboard for client check, which pertains to
SCCM 2012 abilities to self-heal many client issues. Navigate to Monitoring\
Ooverview\Client Status\Client Check, click on client check failed to bring
up a node that lists all of the clients that have failed their client check. Refer to the
following screenshot:

B [ Endpoint Protection + Af;? IIE_) r) ‘Q‘ =] Clear Reguired PXE Deployments < Delete D
= = ¥ — % Edit Primary Users
Saved Add Instal  Stat Approve Block Unblock Properties
Searches * Selected Iteme +  Client  + W Refresh
Search E6510-159KRM1 Device Properties
rs - \. | » Assefsand Compliance » Overview » Devices »  Clients that failed client check from "All Desktop and Server Clients" -2
Assets and Compliance < Clients that failed client check from "All Desktop and Server Clients" 7 items
4 38 Overview ° | Search X Search | Add Criteria
& Users Icon  Name Client Type Client Site Code: Client Activity  Client Check Resut :
4 (K Devices L E6510-159KRM1 Computer Yes cs1 Active Failed
Bl Active clients from "All Desktop and Serv L E6410-DP8S1M1 Computer ves cs1 Inactive Failed =
B 4|l Systems: Current S E6410-85861M1 Computer Yes 31 Active Failed
Ml All Systems: From 3 through 7 days old i E6410-BK53VMI Computer Yes (31 Active Failed
Ml Clients that failed client check from "All C 5 E6410-7FGWRIML Computer Yes cs1 Active Failed
& User Collections a8 FRAINAHEIUMI Camni bar var rei Tnarkia Failad
& Device Collections E6510-159KRM1 v
&5 User State Migration Ion  Rule Name Evaluation Time  Result  Result Code  Detail
| Asset Intelligence |6 verify/Remediate client and dient prerequisites installation. 7/18/2012 5:12.  Intern 0x80004005  Unspe.
& Assets and Compliance
&l Software Library
Bl Monitoring
7| Administration
" _Summary | Client Activity Detail Client Check Detail
Ready P
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8. Browse the list for any workstations that you suspect have not been reporting their
SCEP data. If you do find any of these machines, the first step in remediation is
usually to attempt to redeploy the client. To do so, right-click on the computer object
and select Install Client.

9. On the Installation Options page of the Install Configuration Manager client
Wizard, make sure to select the option Always install the client software. This will
reinstall the client even if the workstation already has one (albeit a broken client).
Refer to the following screenshot:

.ﬁ,’ Install Configuration Manager Client Wizard

\%g Installation Options

Before You Begin

Installation Options

Summary
Progress

Completion

Specify Client Push Options

™ Allow the cliert software to be installed on domain controllers

If you have configured client push installation to domain controllers in the Client Push
Installation Properties dislog box, this option is unavailable.

v Always install the client software

When a computer already has the Corfiguration Manager client installed, you can repair,
upgrade, or reinstall the client software.

™ Install the client software from a specified site

Site: SEC-Secure Lab ‘I

The site server in the specified site will install the client software. ¥When you do not use this
option, the site server in the assigned site for the resource will ingtall the client software.

I

< Previous | Mext = I Summary Cancel
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10. After you complete the wizard, you will see a summary completion page. This does
not mean that the client was successfully reinstalled, just that the client push process
was initiated. To view the current status of the client push, navigate to Monitoring\

Overview\Reporting\Reports and execute the Client Push Installation details
report. Refer to the following screenshot:

[ Client Push Installation Status Details [_[D]

1 To view the report. provids values for the parameters below, then click Yiew Report
Report Category
Clerit Push
Report Name
Clint Push Installafion Status Detals
Report Description
This repot provides a detalled status of the clisnt push installation pracess for all stes. For additional clien installation status information, see repaits under "Site - Client Information” = A

T Values Yiew Repoit

2

Status:

< Back

1 of 1 % e @ H- | 0% - Find | Mext

System Center 2012
" Configuration Manager

Client Push Installation Status Details

Description

Request Date (UTC) +  Resource Name $  Latest Attempt (UTC) +  LastError :  Number of Retries :  PushSite s Status %
£/25/2012 1:32:26 PM css /252012 1:32:36 PM 0 1 cs1 Complete
6/25/2012 1:43:43 M css 6/25/2012 1:43:56 PM 0 1 cs1 Cormplete

11. If the client redeployment fails, check that the target PC is online and that the correct
firewall ports are opened for SCCM client push. You will also want to verify that the
service account used for client push is a local administrator of the target system.

SCCM uses its Client Activity and Client Check components to help administrators monitor

their client base. While the Client Check component can deal with many common issues, such
as remediating some Windows Management Instrumentation (WMI) issues, or verifying the
operation and startup type for typical Windows services the client needs, it will not be able to fix
every issue that occurs with an SCCM client. Sometimes the only choice is to redeploy the client.

If redeployment fails, the next step is to make sure the client still meets the minimum
requirements for SCCM. One common configuration change that affects clients is closing WMI
from remote systems or disabling the SMB ports. Also, if client pushes should fail, it's a good
idea to verify that the service account for client installation has not been disabled.
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Resolving false positives

Although SCEP is known for having a fairly low rate of false positives, they will sometimes
occur. One common issue that many organizations deal with is the fact that both, DameWare
and VNC, are flagged as malicious remote control software in the SCEP definition file. This was
done, because a number of Trojans have been known to contain elements of these products.

In this recipe, we will be removing a false positive for DameWare by configuring our policy to
overlook it.

Getting ready

For this recipe, you will need to utilize an account that has at least the SCEP administrator
role assigned to it.

How to do it...

Follow these steps:

1. Log into your SCCM CAS server and launch your SCCM 2012 management console.

2. Navigate to Assets and Compliance\Overview\Endpoint Protection\
Antimalware Policies, select a policy that applies to the workstation or server
that is experiencing the false positive, right-click on the policy, and select properties.

3. Select Threat Overrides from the ribbon on the left-hand side and click on the
set button.

4. Next, click on the browse button and the Browse Threat Name window should pop up.

5. In the Threat name field, type in dameware and click on Find. Select
RemoteAccess:Win32/DameWareMiniRemote from the list and click on OK, as
shown in the following screenshot:

x

Specify partial or whole threat name. Search results are limited to @ maximum of 2000 threat
names

Threat name: dameware FEind

Threat Name |

Exploit:Win32/DameWare

Exploit:Win32/DameWare.B

Exploit: Win32/DameWare .C

Exploit:Win32/Dame\Ware F

Bxploit Win32/Dame\Ware J
2s)

0K I Cancel
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6. You should now be back at the Configure Setting window; hit the drop-down arrow
next to Override action, and select Allow.

7. Click on the Add button and DameWare should now appear in the list of overrides.
Click on the OK button to close the window.

Click on the OK button again to close the policy editor.

9. The changes to the policy will replicate to your workstations and servers on their
normal policy refresh cycle (one hour by default).

SCEP uses a system of threat overrides to deal with false positives. An override can change
the default action that SCEP takes for any piece of malware listed in its policy, so overrides
should be used sparingly. A misconfigured override could leave your clients vulnerable.

If you were performing this pre-emptively, then no further action would be required. If,
however, you were performing these steps after detection, it may be necessary for you to de-
quarantine the files affected or re-install the application.

De-quarantining is done at the local client level from the History tab of the client Ul. It
is important to remember that the default for the number of days files will reside in the
quarantine is 14 days. After that period, files will be purged and cannot be restored.

False positives for in-house developed applications:

In the example provided in this recipe, a false positive was remediated for a specific
commercially available product that Microsoft considers suspicious and which has its own
clearly defined listing in the SCEP definition file that can be overridden. However, it is also
possible for an in-house developed application to be falsely identified as malware, because it
shares some similarities in its code with an actual piece of malware.

In this case, you could choose to create an override for the malware that SCEP believes your
application to be. This would in turn create a potential security hole, because if an instance
of the genuine malware made it onto your network, your PCs would not be protected. A much
better option is to go through the process of submitting the affected software to Microsoft
for remediation.
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This can be done going to the Microsoft Malware Protection website and submitting a sample
and selecting the option, I believe this file should not be detected as malware. Refer to the
following screenshot:

Malware Protection Center " L
’ [ =] - ‘ Having trouble signing in?

Threat Research and Response
|~

Get the latest definitions Learn more about makware Subrmit & sample] Learn about us

ome = Submit a sample

Submit a sample Submission list

System Center 2012 Endpoint Protection *

i Browse...

Jracters left: 1900

Submit sample

Dealing with infections that SCEP cannot

resolve

There is no such thing as an anti-malware product that is 100% percent effective against all
malware. So, it's very likely that during its life span in your environment, SCEP will fail you at
least once. This recipe will guide you through the process of dealing with such a failure and

helping to ensure that the infection does not spread to other machines.

In this recipe, you'll be working with a scenario, where SCEP has detected a piece of malware
and reports that it has successfully removed it, but unfortunately after a short time, the
malware comes back and is re-detected by SCEP. No one has been logged into the PC during
this outbreak, which removes the possibility that a user is re-downloading an attachment or
re-installing a rouge program, after each infection.

Typically what this kind of behavior would indicate is that there is actually more malware on
the PC than what SCEP can detect. The malware that is going undetected is likely a Trojan
downloader, which is a piece of malware that hides on a PC and downloads other payloads
from a web server.
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To combat this, we will be performing what is referred to as an offline or a boot scan. To do
this, we will be using Microsoft's free Windows Defender Offline scan tool (which is available
online as a free download). It's important to note that this is the same function you would
perform if you looked up at malware detection event in the SCCM console and the malware
status stated that remediation status was Offline Scan Required.

Getting ready

Before you can begin the procedure, you'll need to download the latest version of the offline
scanner tool.

http://go.microsoft.com/fwlink/?LinkID=232461

It is strongly recommended that you download and run the utility to create the bootable media
from PC that is not the one with the infection.

You will need either a CDR or USB drive that you are willing to reformat to complete
this procedure.

How to do it...

Follow these steps:

1. Double-click on mssstool . exe to begin the process. The Windows Defender
Offline tool should launch. Agree to the EULA and click on Next, as shown in the
following screenshot:

45 Windows Defender Offline Tool L e e g | | S|

Welcome to the Windows Defender Offline Tool

Windows Defender Offline helps protect your PC from malware. Use this tool to install Windows Defender Offline on a startup device,
such as a CD, DVD, or a USE flash drive. If your PC later becomes infected with malware, you can use that device to start your PCin a
"clean” environment and attempt to remove threats,

To use this tool, you will need:

» An Internet connection.
= A blank CD, DVD or a USB flash drive with at least 250 MB of free space.

L. Note:
If you already have Windows Defender Offline installed on a USB flash drive, you can use this tool to automatically update the
wvirus and spyware definitions on the drive.

Help | About [ Mext > [ Cancel
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2. Select the type of media you wish to use for this procedure, as shown in the
following screenshot:

| | Windows Defender Offline T“ | o= eS|

| Choose your startup media

Choose where you want to install Windows Defender Offline, and then click Next.

i c () On a blank CD or DVD.

. @ On a USB flash drive that is not password protected.

a () As an IS0 file on a disk (Advanced).

Help | About | Privacy [ Next > ]| Cancel J

3. Ifyou are using an USB drive, then agree to the warning message pertaining to
reformatting, as shown in the following screenshot:

3 - { | —
44 Windows Defender Offline Tool -

Reformat the USB flash drive

You need to reformat this USB flash drive before you can install Windows Defender Offline

L. Warning!
I Reformatting will delete any data stored on the USE flash drive.

To reformat drive B\ and continue, click Next. To choose a different startup media option, click Back.

Help | About | Privacy < Back ][ Mext = ][ Cancel
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4. Next, the utility will automatically download the latest version of image file, format the
media, and write the image to the media. This can take several minutes to complete,
as shown in the following screenshot:

e =

“ | Windows Defender Offline Too

Creating the startup USB flash drive

This might take several minutes, depending on your Internet connection speed.

1. Downleading files

2. Processing files

3. Formatting USB flash drive
4, Adding files

Task 1 of 4 progress (2.08 MB / 207.03 MB downloaded)
]

bl At i

5. Once the process is complete, you'll be presented with a screen outlining the next
steps, which essentially consist of booting the infected PC to the USB drive we have
just created. Once the PC is booted, you'll be presented with the option to do a full or
quick scan. It is recommended to do a full scan in this situation, since if you've had
to go to the length of doing an offline scan, the PC could be infected with multitude of
malware. Refer to the following screenshot:

4] Windows Defender Offline Tool = -,

Installation complete

You have successfully installed Windows Defender Offline on a USB flash drive.
To scan for and remove malware frem your PC using Windows Defender Offline:

1. Plug the USE flash drive into the PC you want to scan.
| 2. Restart the PC from the USE flash drive.

Windows Defender Offline starts automatically.
3. Click Start full scan, or choose a different scan type from the Scan menu.

Windows Defender Offline performs the scan and displays next steps based on the results.

To learn more about starting your PC from a CD, DVD, or USE flash drive, click get more help, |

bl Aot ey
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Under the hood, Windows Defender Offline scanner is essentially the same thing as your
SCEP client. It has the same engine and definition files that you use on your desktop. What
gives it the ability to combat malware that SCEP couldn't remove is the fact that you're booting
into a sandboxed environment. The only things that are allowed to load when you boot to
offline scanner media are the components of the OS that are needed to run the scanner and
nothing else.

Other standalone scanners:

In addition to the Windows Defender utility covered in this recipe, there are several other
products that you might choose to utilize in combating malware that SCEP could not deal with.

I would recommend Malware Bytes, which is free and highly effective.

http://www.malwarebytes.org/
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Building an
SCCM 2012 Lab

In this chapter, we will cover:

» Installing SCCM 2012 and SCEP in a standalone environment

Introduction

This chapter consists of a single recipe, which lays out a quick and easy procedure for setting
up a small single server SCCM environment, which can be used to evaluate SCEP. This recipe
will allow you to quickly get an SCCM/SCEP lab up and running, to examine the products for
yourself and conduct a proof of concept.

There's no planning or design decisions taken into account here, just the basic steps are laid
out from beginning to end.

Installing SCCM 2012 and SCEP in a

standalone environment

Very few organizations would ever consider deploying something such as SCCM 2012 and
SCEP in their production environment without kicking the tires first. Typically, what's done long
before a decision is made to buy the product is something called a Proof of Concept (POC).
During a POC, SCCM is installed in a lab environment that has its own AD domain and subnet.

It's always a good idea in the lab to have some workstations that are built off your corporate
standardized image. This will allow you to deploy the SCCM and SCEP clients and give you the
chance to verify that the clients are not going to adversely affect your applications or hamper
the user experience.
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Conducting a POC in a lab is not quite the same thing as building out SCCM and SCEP in
a development environment; if you work for a medium to large-scale organization, a single
SCCM server in a standalone primary site configuration would not be very representative
of your production topology. On the other hand, there probably isn't any reason that a
small-scale company couldn't just keep their SCCM/SCEP POC environment up to use

as the development environment.

Getting ready

Before completing this recipe, you will need to have access to a lab environment. The lab
should have its own AD domain and therefore, requires at least a single Windows 2008 R2
level domain controller. In order to prevent any bleed into your production environment, it's
advisable to put the lab on its own VLAN or at least a separate subnet.

Virtualization is, typically, the way to go with a lab environment; just ensure that any virtual
machines created for the lab meet the minimum SCCM 2012 requirements.

The recipe assumes that you've installed Windows 2008 R2 on your server and have joined
the server to the domain. You will need to have enterprise admin-level access to the domain
as changes to the schema will be needed.

In terms of hardware requirements, a server (or VM) that has at least a dual core CPU, 8 GB of
RAM and 60 GB of available disk space should suffice for this lab.

How to do it...

1. Begin by creating the following service and user accounts with the prescribed
permissions. It is not necessary to use the same user names | have, but for
simplicity, | recommend you to do so. You will also need a user account with Domain
Administrator privileges and an account with rights to modify the AD schema.

1. Client Push: This is the domain user that will be used to push SCCM clients
and therefore, must have local admin privileges on all the PCs that will be
targeted for client installation

2. SCCM admin: This is the domain user with local admin privileges for the
SCCM server
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2. Next, we will be creating the Systems Management container within Active
directory. To do this, log in with a domain admin account and open ADSI Edit.
Expand the root level object and locate the folder titled CN=System. Right click on
CN=System, select New, and then select Object. Refer to the following screenshot:

§—| CMN=Server
[l

Wosce —mix
File Action View Help
€= FHnIXEd=H
Z ADSTEdit Name | .clz «| | Actions
E 5 Dgfault naming context [WIN-J8131A0N40U.securelab. com] | CN=Admin5DHolder cor _
= D(_:=secure\ab,DC=com _| CN=ComPartitions cor N
| CN=Builtin | CN=ComPartiionSets corl Mare Actions 3
= CN=Computers _| CN=Default Domain Policy dor
- 83=EE0::“ fonh’ullers _| cN=Dfs-Configuration dfs
=i es <
= CM=DFSR-Globalsettings msl
_| CM=ForeignSecurityPrindpals = Ch=DomainUndates g o
| CN=LostAndFound = CN:F'\ R I'D iom Servi o
| CN=Managed Service Accounts s, !e " eplication Service n
_| CM=Microsoft Exchange System Objects - CN=F"EL'HIG_ file
| CN=NTDS Quotas _| CN=IP Security cor
= _| CM=Meetings cor
n _| CN=MicrosoftDNS car
| CN=Users _| CN=Password Settings Contai... msl
~| CH=Policies cor
| CN=PsPs m!
| CN=RAS and TAS Servers Acc... cor
_| CM=RpcServices rpc
_| CN=System Management cor
_| CN=WinsockServices car
_| CN=WMIPolicy cor
E—l CM=BCKUPKEY_6258585c1-78... set
=] CN=BCKUPKEY_ebfbbbas-a3... set
=] CN=BCKUPKEY_P Secret sec
§—| CN=BCKUPKEY_PREFERRED ... sec_ |
=] CN=RID Managers rID
sar ¥

Select container in the Create Object window and click on Next. In the field for

Value, enter System Management, and click on Next. Then, click on Finish to
complete the wizard. Refer to the following screenshot:

Create Object

Select a dass:

Amvire

addressTemplate
addrType
adminExtension
applicationEntity
applicationVersion
certificationAuthority
dassStore
comConnectionPoint
contact

LI

controlAccessRight
cRLDistributionPaint

= Back I MNext > I

Cancel

Help
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156

Next, we will be granting your SCCM server's computer account permissions to the
System Management container we just created. First open Active Directory Users
and Computers, and then click on View and select Advanced Features. Expand the
System container and locate the System Management object. Right-click on it and
select Delegate Control, as shown in the following screenshot:

- Active Directory Users and Computers

File  Action View Help

&= 7m0 |XE 6= ]HA]

Active Directory Users and Computers [WIN-JBJ3LAONA( |

Managed Service Accounts
Program Data
System
| AdminsDHalder

ComPartitions

ComPartitionSets

DomainUpdates

IP Security

Meetings

MicrosoftDMS

Policies

RAS and IAS Servers Access Check

| Saved Queries
B 3 securelab.com
| Builtin
| Computers
2| Domain Controllers
o | FEP Test
| ForeignSecurityPrincipals
| LostAndFound
=

Winsockser Delegate Contral...

“ wMPdlicy  Move..
2§ Default Dor Find...
~| Dfs-Configu

: Mew » bl
4| 3
All Tagks 4

|De|egates control of objects

HEEEEEMBERRERR]:

Wiew »
Cut
Delete "
Rename
Refresh installed
Export List...
Properties Ftory Cen
Ftory Don
Help
rat 4112

="
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5. The Delegation of Control Wizard should appear, then click on Next on the welcome
page. Next, click on Add and the Select Users, Computers, or Groups window
should pop up. Click on the object types button and click on the checkbox next to
Computers. Click on OK to return to the previous window. Now you should be able to
enter the machine name of your SCCM server and then click to check names. Click
OK to close the Select Users, Computers, or Groups window.

6. You should now be looking at the Delegation of Control Wizard again, and your
SCCM server should be present in the list. Click on Next to proceed.

7. Inthe Tasks to Delegate window, select the Create a custom task to delegate
option and click on Next, as shown in the following screenshot:

Delegation of Control Wizard x|

Tasks to Delegate f 1
You can select common tasks or customize your own. ’ WJ"» e
s

" Delegate the following common tasks:

[ Create, delete. and manage user accounts -
[ Reset user passwords and force password change at next logon

[ Read all user information

[ Create. delete and manage groups

O Madify the membership of a aroup

O Create, delete. and manage inetOrgPerson accounts

[ Reset inetCOrgPerson passwords and force password change at nexd | ¥
< 3

{* Create a custom task to delegate!

<Back Next > Cancel | Hep |

8. On the Active Directory Object Type page, select the top option, This folder, existing
objects in this folder and creation of new objects in this folder, and click on Next.
Refer to the following screenshot:
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9. On the Permissions page, select General, Property-Specific, and Creation-deletion
of specific child objects and then under Permissions enable Full Control, as shown
in the following screenshot:

Delegation of Control Wizard x|

Select the pemissions you want to delegate. N

Show these pemissions:

W Generl
IV Property-specific
¥ Creation/deletion of specific child objects

Permissions:
Full Cortrol il
Read
Write
Create Al Child Objects
Delete Al Child Objects
Read Al Properties =

< Back Next > Cancel | Hep |

10. Click on Next to review the Wizard Completion page and click on Finish to close it out.

11. The next step will be to extend the AD schema in your lab. It's important to note that
if your lab has already had the AD schema extended in order to support SCCM 2007
you will not have to repeat this step, as the schema extensions have not changed.

’

12. While still logged into the domain controller, browse to your SCCM installation media.
Right-click on sSMSSetup\Bin\x64\Extadsch.exe and run it as an administrator.
Once the process is complete, you can verify success by taking a look at ExtADSch.
log, which should be on the root of C:\.

13. Next, you will need to install .NET 3.5.1 with WCF activation on the SCCM server.
From Server Manager, select Features, then click on Add features, and choose .NET
Framework 3.5.1 along with WCF activation. When presented with option to Add
required role services, do so. Click on Next and Next again to complete the wizard.
Confirm afterwards in Server Manager whether the following IS components have all
been installed:

o Common HTTP Features
o Static Content

o Default Document

o Directory Browsing
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[m]

[m]

HTTP Errors

HTTP Redirection
Application Development
ASP.NET

.NET Extensibility

ASP

ISAPI Extensions

ISAPI Filters

Health and Diagnostics
HTTP logging

Logging tools

Request Monitor

Tracing

Security

Basic Authentication
Windows Authentication

URL Authorization

Request Filtering

IP and Domain Restrictions
Performance

Static Content Compression
Management Tools

IIS Management Console

IIS Management Scripts and Tools
Management Service

IIS 6 Management Compatibility
IIS 6 Metabase Compatibility
IIS 6 WMI Compatibility

IIS 6 Scripting Tools

IIS 6 Management Console

Chapter 9

14. While you are still in the server management console, you will want to go ahead and
add the Background Intelligent Transfer Service (BITS) and Remote Differential

Compression. These two options can be found under features.
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19.

20.
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Next, we will install .NET Framework 4. This will need to be downloaded from
Microsoft. The wizard is very straightforward, simply run it on your SCCM server and
click on Next until it completes.

The next step is to install SQL server 2008. SCCM 2012 has very specific version
requirements for SQL, so make sure you are installing a version that is fully
supported. | generally stick with SQL Server 2008 R2 with SP1 and with a minimum
of Cumulative Update 6 for the labs I've built. Refer to this technet page to see all of
the versions that can be used with SCCM 2012: http://technet.microsoft.
com/en-us/library/gg682077.aspx#BKMK SupConfigSQLSrvReq

For the lab, we will be installing SQL directly onto the primary site server. Launch the
SQL installation from setup.exe contained in your SQL Server 2008 installation
media. For the purposes of this lab, you do not need to concern yourself too much
with the configuration; simply proceed through the wizard until you get to the
installation page, make sure to choose New SQL Server Standalone installation or
Add features to an existing installation.

Once all of the support files are installed, you will be presented with the Feature
Selection page. Click on the Select All button and proceed through the wizard until it
is completed.

After SQL is installed, install the correct service pack for your version and then install
the Cumulative Update. Reboot server before proceeding to the next step.

Now it's finally time to install SCCM 2012. To begin, insert the CD or mount the ISO
file and the installation wizard should appear. Refer to the following screenshot:

¥ System Center 2012 Configuration Manager Setup =10 x|

T Microsoft®
- System Center2012
Configuration Manager

Install
r@w Restart may be required

ié] Before you begin

Tools and Standalone Components Additional Resources
Assess server readiness Release Notes
Get the latest Configuration Manager updates Read Documentation
Install Configuration Manager console Obtain Installation Assistance
Download System Center Updates Publisher Configuration Manager Community
Configuration Manager Home
Browse the Installation Media
© 2012 Microsoft Carporation. All ights reserved. Exit
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21. Review the posted information on Before You Begin and then click on Next to
proceed, as shown in the following screenshot:

llh.] Before You Begin

This wizard walks you through the steps necassary to install or upgrade Configuration Manager 2012.
Setup also provides you with options to recover a site, perform site maintenance, and uninstall the site.

Before starting this wizard, you should.

1. Have a suppartad Microsoft SQL Server installation available for Configuration Manager.
2. Obtain the name of the computer that is running Microsoft SQL Server.

3. Ensure that your computer systems mest the minimum system requirements.

4. Review the Release Notes.

WARNING: This program is protected by copyright law and international treaties.

Unautharized reproduction or distribution of this program, or any portion of it, may result in severs civil and criminal
penalties, and will be prosscuted to the maximum extent possible under law.

To continue, click Next.

< Previous I MNaxt = I Cancel
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22. On the page titled Getting Started, you will be selecting the topology for this

installation. As we are just putting together a lab, we will choose the first option
Install a Configuration Manager primary site. Check the box for Use Typical
for a stand-alone primary site. Click on Next to proceed and then, click on OK
on the pop-up warning concerning to add a CAS server later on. Refer to the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Getting Started

Available Setup Options

Setup has not detected an existing instzllation of a primary site server, secondary site server, site system, or Configuration
Manager console on this computer.

% Install a Configuration Manager primary site
[ Use typical installation opticns for a stand-alone primary site

- Install a Configuration Manager primary site
- Use default installation path
- Configure local QL Server with default settings
- Enable a local management point for Configuration Manager
- Enable a local distribution point for Configuration Manager

" Install a Configuration Manager central administration site

Cu pgrade an existing Configuration Manager 2012 installation

(" Recover a site

€ Perform site maintenance or res

" Uninstall a Configuration Manager site

< Previous | Next > Cancel
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23. On the Product Key page, you can either enter your product key or choose to
install the product as an evaluation. Click on Next to proceed, as shown in the
following screenshot:

Chapter 9

Microsoft System Center 2012 Configuration Manager Setup Wizard

Product Key

(* Install this preduct as an evaluation

The product can be installed in Evaluation mode. Tt will be a fully functional version of the product for 130 days. It can be
converted to a full version by entering a product key after installation.

' Enter your 25-character product key:

< Previous | Next = Cancel
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24. The next page will present you with the EULA, agree to it, and click on Next to

proceed, as shown in the following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Microsoft Software License Terms

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ﬂ
MICROSOFT SYSTEM CENTER 2012 STANDARD EVALUATION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the evaluation software named
above, which includes the media on which you received it, if any. The terms also apply to any
Microsoft

. updates,

. supplements,

. Internet-based services, and
= support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use
the software.

As described below. using some features also operates as vour consent to the ;I

Print License Terms [¥ 1 accept thess license terms.

< Previous | Next = I Cancel
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25. The next page has more EULAs to agree to for additional products that will be
installed during the process, accept them, and click on Next to proceed. Refer to the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Licenses

During S=tup, Configuration Manager will download and store the following software on the site server and then automatically
install the software on the site systems or client computers as required. Ses the Configuration Manzger Privacy Statement for
more information.

Microsoft SQL Server 2008 R2 Express
Wiew the Microsoft SQL Server 2008 R2 Express License Terms

V1 accept thess License Terms

Microsoft SQL Server 2008 Native Client
View the Microsoft SQL Server 2008 Native Client License Terms

¥ 1 accept thess License Terms

Microsoft Silverlight 4
This software will automatically update after installation.
View the Microsoft Silverlight 4 License Terms online
View the Microsoft Silverlight 4 Privacy Statement online
[+ 1 accept thesa License Terms and automatic updates of Silverlight

< Previous | Mext = I Cancel
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26. On the Prerequisites Download page, give the wizard a file location to download
some data for the installation process. Click on Next to proceed, as shown in the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Prerequisite Downloads

Setup requires prerequisite files, Setup can automatically download the files to a location that you specify, or you can use files
that have been downloaded previausly.

' Download required files

Example: \\ServerName\ShareName or C:\Downloads

Path: IC: \downloads Browss... |

{~ Use previously downloaded files

Example: \\SarverName\ShareName or C\Downloads

Path: I Browse... |

< Pravious I Cancel
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27. Next, we have the Site and Installation Settings page, where we need to define Site
code, Site name, and Installation folder. One thing to remember: if this environment
had SCCM 2007 in it before, do not reuse the same Site code. You will need to
come up with a new one. Click on the Next button to move forward, as shown in the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Site and Installation Settings

——— 2@ |

The site code will be used to uniguely identify this Configuration Manager site in your hierarchy.
Site code: IQWE

Specify a site name that helps to identify the sits, (Example: Contoso Headquarters Site)

Site name: I HeadQuarters

Note:
The site code must be unigue in the Configuration Manager hisrarchy and cannat be changed after you install the site,

Installation folder: C:\Program Files\Microsoft Configuration Manager Browsa... |

Specify whether to instzll the Configuration Manager console to manage the Configuration Manager site from this computer. You
can remotely manage the site when you do not install the configuration Manager consale.

[ Install the Configuration Manager console

< Previous Next = Cancel
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28. Next, you will be presented with the option to join the end user experience
program, make your selection, and click on Next to proceed, as shown in the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Customer Experience Improvement Program Configuration

Do you want to join the Customer Experience Improvement Program (CEIP)?

The program collects information about computer hardware and how you use Configuration Manager, without interrupting you.
This helps Microsoft to improve Configuration Manager features. No information collected is used to identify or contact you.

Read the CEIP privacy statement anline

Read the privacy statement online

™~ Join the Customer Experience Improvement Program

% 1 don't want to join the program at this time

< Previous | Next = Cancel
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29. The next page is the Settings Summary page, review what you've done so far, and
if you're content with your selections, click on Next to proceed, as shown in the
following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard

Settings Summary

setup will install Configuration Manager with the following settings.

You have selected to install this site as a stand-alone primary site. If you continue this installation, you will not be able to join
this primary site to a hierarchy after this sits installs.

Setup Compenent | Component Detzils |-
Setup Type simple sstup
Site Code QWE
Site Name HeadQuarters
Role Communication Protocol Client configured to communicate ower both HTTP and HTTPS
Clients Usa PKI Certificate No
Product Key EvaL
Installation Directory C:\Program Files\Microsoft Configuration Manager
External Filz Folder Ci\downloads
SQL Server FinalSCCM2012.securalab.com
55E Port 4022
Database Name CM_QWE —
SMS Provider FinalSCCM2012.s2curelab.com
Management Point FinalSCCM2012.securelab.com
Protocol for Managsment Point HTTP ;I

To change thess sattings, click Previous. To apply the settings and start the installation prerequisite check, click Next.

< Previous | Next > Cancel
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30. Now the Prerequisite Check will run. This will verify that you installed all the
prerequisites correctly. If there are no issues, click on the Begin Install button to
proceed. If there are any errors, click on the More information button to learn what
steps need to be taken to remediate them, as shown in the following screenshot:

Prerequisite Check

Setup is checking for potential installation problems. If instzllation problems are found, Setup will display details about how to

rasolve tham,
Details:
Prerequisita Status System | |
Configuration for SQL Server memary usage ‘Warning Final=CCM2012.s2curalab.com
SQL Server process meamery allocation ‘Warning Final=CCM2012.securalab.com

Prerequisite checking has completad.

Click on any item to display details about how to resolve the problem, or view the ConfigMgrPrereg.log to help identify ;I
problems.

< Previous | Begin Install I Cancel |
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31. The installation will run for some time, perhaps 15 minutes or more. If everything is
processed correctly, at the end, you will be presented with many happy green check
marks. Click on Next to close the wizard, as shown in the following screenshot:

Microsoft System Center 2012 Configuration Manager Setup Wizard
Install

Core setup has completed

Elapsed time: 00:17:39

() Installing Database Motification Monitor ;I
&) Installing Site Control Managar

() Installing Hierarchy Manager

& Installing Inbox Manager

&) Installing policy provider

) Installing management point control manager

2 Installing boot image package

&) Configuring data replication service

& Installing Configuration Manager console

) Creating program group =

j ' You can closs the wizard while Setup complates site installation in the backaround. For a list of tasks to help you configure
your sit2, see Post-Setup Configuration Tasks in the Configuration Manager Documentation Library.

32. At this point, you could proceed with enabling the Primary Site's Endpoint Protection
role, but if you want the lab to cover both the server-side and the client-side aspects
of SCEP, you will need to deploy some clients. To do this, you will first need to
establish some boundaries in SCCM and then a method of discovery. For this lab
environment, | recommend utilizing at least the Active Directory System Discovery
method and an AD Site boundary.
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33. Next, you will need to set up the Client Installation properties in Administration\
Overview\Site Configuration\Sites. On the Accounts properties tab,
enter the Client Push service account we created in step one. Refer to the
following screenshot:

"General Accounts | instaliation Properties

Specify the accounts that can install the Corfiguration Manager cliert. The accounts must be a
member of the local Administrators group on the destination computer.

Cliert Push Installation accourts: I ?{l f]l ) Jil
Windows User Account x|
User name: Isecurelab"-—slientpush Browse... |

Example: Domain*Lser

Password: I.o.oo.oo

Confirm password: I"“"“

Verify == |

QK I Cancel

(7] oK Cancel Lpply

34. Once the AD system discovery has completed for the first time, you should start to
see some machine names populating the All Systems collection. You can install the
SCCM client on them by right-clicking on them and selecting Install client.
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The installation of SCCM has been greatly streamlined in the 2012 version compared to
earlier versions of the product, but still there is a fair amount of prep work that must be done
beforehand. Implementing the prerequisites correctly will help to ensure a smooth installation
of SCCM itself.

Once SCCM is up and stable, you can then follow the recipes in Chapter 2, Planning and
Rolling Installation, to implement SCEP.
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Appendix

With the previous version of SCEP (Forefront Endpoint Protection 2010), many organizations
opted to install the FEP 2010 Security Management Pack for SCOM, because it added the
ability to have real-time reporting. As SCEP has the real-time reporting capabilities natively,
this is not as necessary with the current version.

However, there could be other motivating factors that would cause an organization to still
choose to install the newly updated System Center Security Monitoring Pack for Endpoint
Protection, such as the way monitoring responsibilities have been allocated in your
organization, or you may be using an SEM appliance, which connects to SCOM and want to
have virus alerts filter up into the SEM.

Integrating SCEP with SCOM 2012

In order to install the System Center Security Monitoring Pack for Endpoint Protection, you will
need to use an account with administrator access to SCOM. You will also need to download
the management pack, which is available at the following URL:

http://www.microsoft.com/en-us/download/details.aspx?1d=9754
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Now, follow these steps:

1. Begin by logging into your SCOM management server and unpacking the MSI, which
you downloaded from Microsoft's website. To do so, double-click on £ep2010
security mp.msi and agree to EULA. Do not worry that the management pack
we just downloaded has FEP in the title; this MP works for SCEP as well. Refer to the

following screenshot:

i FEP2010 Security MP - Installer (-] I

License Agreement

Flease take a moment to read the licensze agreement now. |f you accept the terms below, click. |
accept”, then "Next". Otherwise click "Cancel".

PLEASE NOTE: Refer to your license terms for the Microsoft System Center
software product for which this supplement is applicable (the “software™) to
identify the entity licensing this supplement 1o you and for support information.
fou may use a copy of this supplerment with each validly licensed copy of the
software. You may not use the supplement if vou do not have a license for the
software. The license terms for the software apply to your use of this
supplement.

| have read. understood and agree to the terms of the license agreement and o signify by
clicking "'l accept" and proceeding to use this software.

= | do nat accept | accept

Cancel | < Back | Mext |

2. Next, select a destination path for the files to unpack to. Whether you stick with the
default or choose your own location is up to you. Either way make sure to copy the
path, as you will need it in a later step. Refer to the following screenshot:

= B
2

i';'!:" FEP2010 Security MP - Installer

Select Installation Folder

The ingtaller will inztall FEP2010 Security MP to the following folder

Tainstall in this falder, click “Mest. To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [#86]\System Center Management Packs\FEP2010 Browsze... |
Disk Cost... |

Install FEF2010 Security MP for yourself, or for anyone who uses this computer:

= Everyone
& Just me

Cancel < Back | Mewt > I
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3. Now just click on the Install button and wait for the task to complete, as shown in the
following screenshot:

i'é“ FEP2010 Security MP - Installer

Confirm Installation

The package FEP2010 Security MP will be installed to C:A\Program Files [BE]\System Center
Management Packs\FEP2010 Security MPY2.1.1116.107%

Click "Instal" to start the installation.

Cancel I < Back | Inztall |

4. Now you will need to open the SCOM management console, and select the
Administration tab. Locate the Management Packs object and then right-click on it.
Select the option for Import Management Packs, as shown in the following screenshot:

= Management Packs - C55-GLOBAL - Operations Manager

File Edit View Go Tasks Tools Help
I Search v L ./,'.- Find L:] Tasks| gd

Administration w

4 108 Administration
'_! Connected Management Groups

4 |75 Device Managemert
é‘ﬁ Agent Managed

i Agentless Managed

&l Management Servers

Il}iL Pending Management

d UNDHfLinux Computers
5 Management Packs

= 0l Di ‘Wizard. ..
4 = Metwork Management -3 e
_ﬂ Discovery Rules 5=, Create Management Pack
=2 Metwork Devices 5= Download Management Packs ...
ch’ Metwaork Devices Pending Manag| -2 Impart Management Packs
4 |- MNotifications 2
3 Channel o5 Mew User Role 3
fﬁJ Subscribers i) Create Run s Account...
_J' Subscriptions q Create Run As Profile...
4 &' Product Connectors
i =5 Mew channel 3
4 Internal Connectors ?
LE Mew subscriber...
24 Resource Pools =
4 45 Run s Configuration U4y Mew subseription. .
] Accounts M Add Management Group
2. Profiles =
= . {4 Refresh F5
1 UNDLinux Accounts
4 (3 Security
:_. User Roles

4% Settings
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5. The Import Management Packs wizard should appear. Next, click on the Add button,
as shown in the following screenshot:

E‘ Import Management Packs E
ARG
| - :__
& Help
T < Add ~ Properties ... 4 Remave
| Mame | Wersion | Releaze Date | Status | EULA | |
Statuz details :
Irmztall | Cancel |
A

6. You'll be prompted with an Online Catalog Connection dialog box, as we've already
downloaded the management pack. Now, click on No to proceed, as shown in the
following screenshot:

Online Catalog Connection [ | I

=% Some of the management packs you select may have

':.‘ ’.-' dependencies that cannok be located locally,

w'ould vou like to search the online catalog For
these dependencies?

Yes | Mo I
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You'll then be presented with a window that allows you to browse to the location
for which we unpacked the files to in step 2. The first file you'll need to pick is
Microsoft.FEPS.Libary.mp. Then, click on the Open button to proceed, as

shown in the following screenshot:

Appendix

I Select Management Packs to import
v |23 [ searchz.1.1116.107 2]

( )( ) ‘ ~ Program Files (x86) = System Center Management Packs + FEP2010 Security MP = 2.1,1116.107

= - 0 @

Organize v Hewfalder
Dt modfisd Type E= |

Mame ~
- Favorites

B Deskiop __| Microsoft. FEPS. Application.mp

[ ] y.mp

L Recent Pl ;
et Flates | Microsoft.FEPS.Reparts.mp

L2011 200 AN M File
MP File
7/1j2011 2:00 A M File

& Dovnloads

4 Lbraries
=| Documents
& Music
=] Pictures

B videos

‘& computer

i Network

=] [ Management Packs ¢ mp; * x|

File narne: | Microsoft.FEPS Library.mp

A

You will be brought back to the Import Management Packs wizard. If you've selected
the correct file, then you'll see a green check next to the filename. You'll need to click
on the Add button again and repeat the process for the other two files in the folder,

Microsoft.FEPS.Application.mp and Microsoft.FEPS.Reports.mp. Once
you've added all three . mp files, you can then click on the Install button, as shown in

the following screenshot:

F Import Management Packs

@) Help

<k Add = ' Properties ... ¢ Remove

Impart list

| Name | Version | Release Date | Status | ELILA

ft Forefront Endpoint Prote... [2.1.1116.107
21.1116.107
211116107

Q;.” Microsoft Forefront Endpoint Prote..

fo Microsoft Forefront Endpoint Prote.

Status details :
This management pack is ready to import.

Ingtall Cancel |
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9. The import process will likely take a few minutes, but once it's complete, you should
see the following screenshot:

E Import Management Packs

TR
Lo
Select Management Packs

@ Help

Downloading and imparting the selected managerent packs.

| Mame | Wersion | Statuz | |
-\\,-;?‘f Microzoft Forefront Endpoint Prote... 211116107 Imported

-\\;;7'\9 Microsoft Forefrant Endpaint Prate... 211116107 Imported

|/ | Microscit Farsfront Endpoint Prote... 211116107 [impated [ | ]

Import Status Details :

Stop Cloze |

10. Click on the Close button to complete the import procedure.

The procedure in this recipe will only import the management pack into your SCOM 2012
environment, in order. For clients, to start sending SCEP related data to SCOM, they will also
need to have the SCOM client deployed to them. In other words, the SCOM Management Pack
collects data directly from the Endpoint clients themselves, rather than pulling data out of
your SCCM 2012 server.

As such, there is a lot of overlap between SCCM 2012 with SCEP enabled and a SCOM server
with the Endpoint Protection Management pack installed. Therefore, it's recommended that
you only use the Management Pack if you have a good reason for doing so.
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Client deployment checklists

The client deployment checklist is provided in the following table:

Client Deployment Checklists

Notes

Has your SCCM 2012 been scaled out to support the
number of SCEP clients you're intending to deploy?

Have you implemented enough distribution points to
supply SCEP definitions on a daily basis without impacting
network performance?

Have you disseminated enough information about the
upcoming deployment to technical staff and end users?

Have you fully tested your legacy AV removal procedure?
If it's not absolutely 100% effective, what is the expected
percentage of failure?

Have you created a procedure for dealing with failed SCEP
installations?

Have you created and tested SCEP policies for all the
system types that your deployment targets?

Is there an existing channel of communication for end
users that experience performance issues after SCEP is
deployed?

Has there been a maintenance window created for
deploying SCEP to Windows servers?

Is your help desk ready to respond to an increased
number of virus detections?

Have you grouped your deployment targets into logical
groups of systems that will allow for deploying in a phased
manner?

List of SCEP logfiles

You can find the SCEP client logfiles in the following location:

» %allusersprofile%\Microsoft\Microsoft Antimalware\Support
contains the SCEP client operational logs, which include:

0O MPDetection-XXXXXXXX-XXXXXX.log that logs information pertaining to

malware detections

0O MPLog-XXXXXXXX-XXXXXX.log that logs all of the SCEP clients activity to
include definition updates, malware detections, and the raising of behavior

monitoring alerts
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» %allusersprofile%\Microsoft\Microsoft Security Client\Support
contains the SCEP client installation logs, which include:

o EppSetup.log

o MSSecurityClient Setup epp install.log

0 MSSecurityClient Setup epp install.log

o MSSecurityClient Setup mp ambits install.log

The primary log for client installation troubleshooting efforts will be EppSetup.log.

Using Windows Intune Endpoint Protection

Windows Intune is a subscription-based management solution that utilizes Microsoft
cloud-based services to manage Windows-based PCs wherever they may be. It is primarily
intended to provide all of the management power that SCCM has to offer to small to
medium-sized organizations that do not wish to implement on-premises servers.

One of the features it provides is Endpoint Protection. The anti-malware client used by Intune
is identical to the one SCEP uses, with the exception that Intune client reports back to
Microsoft's cloud services.

If you have not tried Intune before, Microsoft offers a free 30-day trial to grant you access to
all of its features. This recipe walks you through the process of installing the Intune client,
enabling Endpoint Protection from the console, and verifying that your Intune client reports
back to your Intune console when a virus is detected. The recipe assumes that you have
signed up for a trial or own a subscription to Intune.

If you have not signed up for Intune, a free trial is offered on the following link:

http://www.microsoft.com/en-us/windows/windowsintune/pc-management.
aspx

You will need to have administrator access to the Intune console and local administrator
permissions on the PC you're performing this recipe on.

Now, perform the following steps:

1. Begin by logging into the Intune console at https://manage.microsoft.com/
WindowsIntune from the PC that you are testing with. Click on the scroll-shaped
icon on the left-hand side of the console to access the Policy page. Refer to the
following screenshot:
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5 Help  Sign Out  Weicome secureish
£7 Windows Intune
'™ Policy s 5 Saarch pabicies a
31 Policy Overview
Overview
g AN Pobcies Policy Tasks
&1 Podcy Conflicts G Hoissues i Py
% Exchange Access for Mabile View Palicies
. Getling Started with Policy
] The Policy workspace lels you configure polies that manage seltings on compulers and mobile devices. You meate poboes based on Learn About
templates. You can soecify  value for each setting in & palicy, or decide not to configure values for some settings 5o thet they sre left tothe  Puley Dverview
o discrction of the end-uncr, managed by anathes policy, o corhgueed by ancther method. Alter you corfigure & policy for computers, you can [l o
[T dealoy it to groups of devices, After you canfigure & mobide device policy, you can deploy it 1o groups of users. okl S

To create a policy, dlick “Add Policy.”

bl

il

2. Next, click on the Add Policy button to create a new policy. The Create New Policy
wizard should appear within your browser. Select Windows Intune Agent Settings
and check the radio button next to the option for Create and Deploy a Custom
Policy. Then click on the button titled Create Policy to proceed, as shown in the
following screenshot:

Create a New Policy

Select a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannat change a template.

Template Name Windows Intune Agent Settings

Mobile Security Policy

Wind Ei I Setti This template contains settings for both the Windows Intune Endpoint

indows Firewall Settings . -

Protection and Windows Intune update agents. These settings let you do

such things as: schedule Endpoint Protection scans, exclude folders from

Windows Intune Center Settings scans, set the frequency for detecting new updates and applications, and
schedule the installation of updates and applications. Policies created
from this template can be deployed to device groups only, and will be
applied only to computers,

Windows Intune Agent Settings

You can use this template to create the default policy, or you can change
the settings to create a custom policy.

How would you like to use the selected template?
© Create and Deploy a Policy with the Recommended Settings

'@ Create and Deploy a Custom Policy

View the recommended settings for this policy template

Create Policy I I Cancel
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3. Your browser should now show you a policy template. Select Endpoint Protection
from the center ribbon and locate the section titled Endpoint Protection Service.
Click on the radio button next to the word Yes under the title Enable Endpoint
Protection. This will force the removal of competing anti-malware products and
the installation of Intune's Endpoint Protection client. The rest of the settings in
this section should look familiar to you; they are the same set of options that you
configure in SCEP when you are in the SCCM console. For now, just take the defaults
and click on the Save Policy button to proceed, as shown in the following screenshot:

~ Help  SignQut  Weicomse secursial
£7 Windows Intune
1 Policy | Create Policy: test policy
a Overview .
Al Poicies *Genenl General
S Poticy Conflicts Endpoint Protecion Canfigure a palicy containing settings for your enviranment
ﬁ Exchange Access for Mobide Upelates & pames
" test polk
0 User-Device Linking s
Network handwidth Dieseription:
i
#
HJ Tnme settings in this palicy ane not configueed
H you want o configure all settings, click this switch. Leam sbout configuring policy settings
=l
Endpoint Protectign,
Endpoint Protection Service
8 cnable Cndpoint Protection: (3
(=) ves
O Ho
_} Only on computers that are unprotected when Endpoint Prol
P Create a system restore point befare matware remediation: (@)
Yes il |
B Track resalved mabware {days): (@
7 -
Real-time Protection
B Enable real-time protection: (1)
Tes b
Save Policy cancel |
© 2012 Microsoft. ANl rights reserved  Privacy  Feedbisck. 0 Remote Tasks
184
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4. You will be prompted with the option to deploy the policy; select the Yes button to
proceed, as shown in the following screenshot:

Deploy Policy: test policy ES
Do you want to deploy this policy now?

This paficy has been saved but hiss not yet been deplayed. Deploying this palicy liows you
15 send it 15 the devices o users in the groups that you select.

Yes |__te

5. At this point, you can choose to deploy the policy to all of your Intune clients or a
subset of clients. In this example, | will apply the policy to all clients. To do so, select
All Devices from the column on the left-hand side and click on the Add button to

move it over to the selected groups column. Then, click on OK to proceed, as shown
in the following screenshot:

Manage Deployment: test policy

Select the groups to which you want to deploy this policy.

The type of policy template you selected can be deployed anly ta device groups.

Search groups P Selected groups: (1)
Group Name Group Path
4 All Devices

Ungrouped Devices All Devices All Devices
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6. Next, we will install the Windows Intune client on your test PC. Click on the bottom
button on left-hand side ribbon (the one with a screw driver and wrench) to get to the
Administration page. Click on the Download Client Software button and the client
software will download to your PC. Refer to the following screenshot:

nt Software Download indows Internet Explorer 1= =]

@: = [&] https: fmanage. microsoft. com/Windowsintune,/App. aspx?idp=orgidaaccounti= Le 11206 B ) x| [S5ng Pl
.7 Favarites | 9% @] Suggested Sites = @ Web Slice Gallery =
gg| -| L7 Migration | {8 Windows Intune: Client ... % | EewTab | | fr = E) - ) mh - Page~ Safety~ Tools~
. . Help Sign Out Welcome securelab
£7 Windows Intune
= Administration .
. Client Software Download
’_ Owerview a
o 1 = . el
Updates Step 1: Prepare for Deployment Ve Al
4:‘}1 4 Alerts and Notifications To use Windows Intune Endpoint Protection automatically on client computers, Deplay Windows Intune Client
we recommend that you uninstall any existing anti-malware applications, before Software
[ Alert Types

you deploy the Windows Intune client software to those clients.

i

i}}

Recipients
P Software requirements for client computers

Notification Rules

4
BTV EET  EREREmETE Step 2: Download and Deploy ~ Available seats: 25/25

Service Administrators . .
To enrall client computers and manage them by using Windows Intune,

2 Tenant Adminisirators download the client software, and then manually or automatically deploy the
Client Software Download software to the clients. After you install the Windows Intune client software,
i Windows Intune installs additional software on the computer so that Windows
Storage Use Intune can manage the computer. All Windows Intune client software is updated
ilj 4 Mobile Device Management sutomatically.
Exchange Connector Downl( I =% Download Client Software J
Company Portal

Manually deploy the client software

To manually deploy the Windows Intune client software, on each computer that
you want to enroll, double-click Windows_Intune_Setup.zip. When prompted,
click Extract all, extract the files to a secure location, and then double-click
Windows_Intune_Setup.exe to run the installer,

How to manually deploy the client software

Automatically deploy the client software
To automatically deploy the Windows Intune client software, you can use

© 2012 Microsoft. All rights reserved  Privacy ~ Feedback 0 Remote Tasks

Dane [ [T [ [ & mtemnetprowcted Mode: Off a v [ ®0% -
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7. Once the download is complete, extract the zip file and run Windows Intune
Setup, as shown in the following screenshot:

I windows_Intune_Setup[1] =10lx]

() (7) | .+ Administrator = My Documents - Windows_Intune_Setup[1] ~ 23 [ Search Windows_ntune_Setup[] \E"
Organize v Open Sharewith v  New folder = - E:l @
7 Favarites Name * Date modified Type Size | |

B Desktop (B windows_Intune_Setup 9/8/2012 1:53PM Application 17,052KB

18 Dowrloads | ] WindowsIntune.accounteert 9/3/2012 1:53PM ACCOUNTCERT File 38
] Recent Places

- Libraries
3 Documents
J? Music
[ Pictures

E Videos

18 Computer
E_-’ Lacal Disk (C:)

€ Network
. 3 windows_Intune_Setup Date modified: 9/3/2012 1:53 PM Date created: 9/8/2012 5:51 PM
Application Size: 16.6 MB

8. The Windows Intune Setup wizard should open. Click on Next on the first page to
proceed, as shown in the following screenshot:

JES

Welcome to the Windows Intune Setup
Wizard

4\
g\

i The Setup Wizard will install Windows Intune on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard,

Back: Cancel
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9. The installer will run for a few minutes; if all is successful, you will see a window
stating the wizard has completed. Click on Finish to close it out, as shown in the
following screenshot:

-
ﬁ Windows Intune Setup El_léj

Completed the Windows Intune Setup
Wizard

<

4\

Click the Finish button to exit the Setup Wizard.

10. To verify whether the Intune client is on your PC, check the system tray. The Intune
icon should now be there, as shown in the following screenshot:

Customize...
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11. After a few minutes, the Windows Intune Endpoint Protection client should
also appear in the system tray. If you open it, you will notice that it is identical
to the SCEP client except for the title on the top of the user interface. Refer to

the following screenshot:

E Windows Intune Endpoint Protection

PC status: Protected

Windows Intune Endpoint Protection is monitoring your PC and
helping to protect it.

® Real-time protection: On
& Virus and spyware definitions:  Up to date

Scan details

Scheduled scan: Not defined | Change my scan schedule

Last scan: Mo scheduled scan performed

Scan options:
@ Quick
Rl

() Custom

E=H El-g

12. In order to test whether the Endpoint Protection client is working correctly and
reporting to your Intune service in the cloud, | would suggest using the Eicar
string to simulate a malware event. Eicar can be accessed at the following URL:

http://www.eicar.org/

This is a completely safe packet of data that is added to the definitions of most anti-

malware products for testing purposes.
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13. Once you have triggered the Eicar detection, log back into your Intune dashboard and
click on the icon for Endpoint Protection (the blue and white shield) from the ribbon
on the left-hand side. If your client reported correctly, you should see an Eicar
test_file detection, as shown in the following screenshot:

Welp Sign Out - Wekome seooresn
£ Windows Intune
Iy Endpoint Protection Malware (1) filtered Fiters | Recertoy resorved v | | Searchmahvare B
£
: Overview |
= Wiew Properties Leamn About This Mabware. L] ]
& Al Mabware
51 Name Folow-Up Needed  RecentiyResohed Detectiors 1o Daste | Severity Last Dietection/Activity
= @ NinusDOS/EICAR Tect Fie a 1 1 Severs H/U/2012 92100 P
] View Properties
o Leam About This Mabware
imw Camguters That Need Follow-ts
Kl Wiew Comguters With Recently Resshved Malware
Copy Text
A

Virus:DOS/EICAR_Test_File v
Matare . .
() 1 Recently reschoed computers Severity  Severe
Category:  Virus

Leaen About: Virus DOSEICAR, Test File

© 2012 Microso. All ights reserved  Privacy  Foedback 0 Remote Tasks

Windows Intune is a cloud-based management solution that offers a host of features,
including the ability to deploy and manage a version of Microsoft's Endpoint Protection client.

Once the Intune client is on a PC, we can then deploy Endpoint Protection to the PC by setting
a policy which requires the client to be already installed. After the client is installed, visibility
into the state of the Endpoint Protection client as well as alerting for malware events, is
accessible through the Intune management console.

In addition to being a great option for small to medium-sized organizations, some large
companies may find Intune a suitable option for covering niche users. For example, if a large
organization was to acquire a smaller organization and needed a stopgap solution to manage
their systems, before their domains can be integrated into your root forest. Or, if for some
political reason, part of an organization needed to be permanently managed at arm's length.
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Excluded Files and Locations page 17
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Excluded files and locations menu option 14
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Protection Cookbook

About Packt Publishing

Packt, pronounced 'packed', published its first book "Mastering phpMyAdmin for Effective MySQL
Management" in April 2004 and subsequently continued to specialize in publishing highly focused
books on specific technologies and solutions.

Our books and publications share the experiences of your fellow IT professionals in adapting and
customizing today's systems, applications, and frameworks. Our solution-based books give you the
knowledge and power to customize the software and technologies you're using to get the job done.
Packt books are more specific and less general than the IT books you have seen in the past. Our
unique business model allows us to bring you more focused information, giving you more of what
you need to know, and less of what you don't.

Packt is a modern, yet unique publishing company, which focuses on producing quality,
cutting-edge books for communities of developers, administrators, and newbies alike.
For more information, please visit our website: www . PacktPub. com.

About Packt Enterprise

In 2010, Packt launched two new brands, Packt Enterprise and Packt Open Source, in order
to continue its focus on specialization. This book is part of the Packt Enterprise brand, home
to books published on enterprise software - software created by major vendors, including (but
not limited to) IBM, Microsoft and Oracle, often for use in other corporations. Its titles will offer
information relevant to a range of users of this software, including administrators, developers,
architects, and end users.

Writing for Packt

We welcome all inquiries from people who are interested in authoring. Book proposals should be
sent to author@packtpub. com. If your book idea is still at an early stage and you would like to
discuss it first before writing a formal book proposal, contact us; one of our commissioning editors
will get in touch with you.

We're not just looking for published authors; if you have strong technical skills but no writing
experience, our experienced editors can help you develop a writing career, or simply get some
additional reward for your expertise.
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Least Privilege Security for
Windows 7, Vista and XP

Least Privilege Security for

Windows 7, Vista and XP
ISBN: 978-1-84968-004-2 Paperback: 464 pages

Secure desktops for regulatory compliance and business
agility

1. Implement Least Privilege Security in Windows 7,
Vista and XP to prevent unwanted system changes

2. Achieve a seamless user experience with the
different components and compatibility features
of Windows and Active Directory

3. Mitigate the problems and limitations many users
may face when running legacy applications

Microsoft Data Protection
Manager 2010

Steve Buchanan

Microsoft Data Protection
Manager 2010

ISBN: 978-1-84968-202-2 Paperback: 360 pages

A practical step-by-step guide to planning deployment
installation, configuration, and troubleshooting of Data
Protection Manager 2010

1. A step-by-step guide to backing up your business
data using Microsoft Data Protection Manager
2010 in this practical book and eBook

2. Discover how to back up and restore Microsoft
applications that are critical in many of today's
businesses

3. Understand the various components and features
of Data Protection Manager 2010

4. Gain valuable insight into using Data Protection
Manager through the author's real world
experience

Please check www.PacktPub.com for information on our titles
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Microsoft Forefront UAG
2010 Administrator's

Handbook
ISBN: 978-1-84968-162-9 Paperback: 484 pages

Take full command of Microsoft Forefront Unified Access
Gateway to secure your business applications and
provide dynamic remote access with DirectAccess

Microsoft Forefront UAG 2010 o )
Administrator's Handbook 1. Maximize your business results by fU”y

understanding how to plan your UAG integration

2. Consistently be ahead of the game by taking
control of your server with backup and advanced
monitoring

Erez Ben-Ari Ran Dolev

3. An essential tutorial for new users and a great
resource for veterans

Microsoft Exchange 2010

PowerShell Cookbook
ISBN: 978-1-84968-246-6 Paperback: 480 pages

Manage and maintain your Microsoft Exchange 2010

L R il
o ": environment with Windows PowerShell 2.0 and the

S e O
Exchange Management Shell

e

1. Step-by-step instructions on how to write scripts
for nearly every aspect of Exchange 2010

Microsoft Exchange 2010

PowerShell Cookbook including the Client Access Server, Mailbox, and
Transport server roles

2. Understand the core concepts of Windows

Mike Pfeiffer [PACKT] enterprise™ PowerShell 2.0 that will allow you to write
sophisticated scripts and one-liners used with the
Exchange Management Shell

3. Learn how to write scripts and functions, schedule
scripts to run automatically, and generate complex
reports

Please check www.PacktPub.com for information on our titles
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