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About the CD-ROMs

The Linux distribution CD-ROM, Red Hat Linux 7.2, is included in the book, featuring the
2.4 kernel and Gnome 1.4. The Red Hat Linux distribution installs a professional-level and
very stable Linux system with KDE and Gnome GUI interfaces, providing you with all the
advantages of a Unix workstation on your PC, combined with the same ease of use and
versatility found on GUI systems like Windows and Mac/OS. An extensive set of Internet
servers are also included that are automatically installed along with flexible and easy-to-use
system configuration tools. You can find recent information about Red Hat at
www.redhat.com.

The CDs include both Gnome and the K Desktop Environment (KDE) GUI user interfaces,
along with an extensive number of Gnome and KDE applications. Red Hat 7.2 installs both
Gnome and KDE, as well as a comprehensive set of Linux software applications including the
GNU software packages (graphics, communications, publishing, editing, programming,
games), as well as development tools, and Internet servers (ftp, Web, mail, news, and DNS).
It also installs a complete set of Internet clients such as mail, news, FTP, and Web browsers.
There are clients for both the Gnome and KDE desktops, as well as for shell and window
manger interfaces. With your installation, you are entitled to join the Red Hat Network, which
provides you with automatic updates for your installed software and system. Periodically you
can check for updates. The needed software updates will be detected, downloaded, and
installed for you.

The CD-ROM and the Red Hat Web site (www.redhat.com) include extensive
documentation including HOW-TO documents, tutorials in Web page format, and online
manuals. Three very helpful Red Hat guides are the Red Hat Installation Guide, the Red Hat
Getting Started Guide, the Red Hat Linux Reference Guide, and the Red Hat Customization
Guide. All are in Web-page format and can be viewed with any Web browser on any system.
The Red Hat Installation Guide provides a detailed walk-through of the installation procedure
with graphics and helpful suggestions. It is best to check it before you install Red Hat. The
Red Hat Getting Started Guide provides an overview of basic Red Hat operations such as
working with Gnome and basic configuration. The Red Hat Linux Reference Guide covers
administration and configuration tasks in detail. The Red Hat Linux Customization Guide
covers specialize administration tasks, such as DNS, NFS, and Samba configuration, along
with using encryption and the Red Hat Package manager.

For added functionality, you can also download free personal editions of the StarOffice office
suite from www.sun.com and WordPerfect from linux.corel.com. Also, the Java Software
Development Kit is available for free at www.blackdown.org. Databases are available from
their respective Web sites, such as Oracle from www.oracle.com. Numerous applications, in
the easy-to-install RPM package format, are available on the CD-ROM included with this
book, and can also be downloaded from the Red Hat ftp site and its mirror sites,




ftp.redhat.com. You can both download and install these applications using either the Gnome
or KDE file managers. Several popular Internet sites where you can easily obtain Linux

applications are listed here.

Linux Applications
Red Hat FTP site

Linux Documentation Project

Java Software Development Kit
Window manger and desktop themes
Gnome applications

KDE applications

Linux Application in RPM packages
New Linux applications

Linux opensource applications and development sites
Linux applications

WordPerfect

Linux World

Linux Journal

Online Linux

Introduction

Internet Site

ftp.redhat.com (for manual updates
or added software)

www.linuxdoc.org

www.blackdown.org

www.themes.org

WWWwW.gnome.org

apps.kde.com
www.rpmfind.net

www.freshmeat.net

WWWwW. Sourceforge.net

www.linuxapps.com

linux.corel.com

www.linuxworld.com

www.linuxjournal.com

www.linux.org

The Red Hat Linux operating system has become one of the major Linux distributions,
bringing to the PC all the power and flexibility of a Unix workstation as well as a complete
set of Internet applications and a fully functional desktop interface. This book is designed not
only to be a complete reference on Red Hat Linux, but also to provide clear and detailed
explanations of Linux features. No prior knowledge of Unix is assumed; Linux is an operating

system anyone can use.

This book identifies seven major Linux topics: basic setup, environments and applications, the
Internet, servers, administration, and network administration. These topics are integrated into
the different ways Red Hat presents its distribution: as a desktop workstation, network
workstation, server, and development platform. The section on the Red Hat Desktop
workstation covers environments and applications. As a Red Hat network workstation,
Internet applications are added. For Red Hat servers, the configuration and setup of various
Internet servers are discussed. Included also are detailed sections on different system and
network administration topics such as configuring the kernel, accessing files systems, and
setting up firewalls. Though applicable primarily to programmers, the Red Hat development
section introduces you to different development tools, such as compilers, shell scripting, and
GUI construction. This section is available on the Web at www.osborne.com, should you

wish to peruse this topic.




The first two sections of the book are designed to cover tasks you would need to perform to
get your system up and running. They emphasize several of the key strengths provided by Red
Hat Linux such as automatic update procedures, painless software installations, an extensive
suite of software applications along with Red Hat specific configurations for them, and a
collection of easy-to-use administrative tools for networking, user management, and server
control. Red Hat distributions also include the most recent stable Linux software, such as
security applications like Tripwire and IP-Tables, and the newest stable versions of the
Gnome and KDE desktops, including the Nautilus file manager.

After an introduction to the working environment, including both Gnome and KDE desktops,
you learn how to quickly update your system, access CD-ROMs, and set up your printer. The
Red Hat Network makes software updates nearly automatic, letting you update the software
on your system, including applications, all at once, with just a couple of mouse clicks. Internet
access can be set up for modems, DSL, and Ethernet networks with easy-to-use GUI tools that
guide you every step of the way. Security is a primary concern for any networked system.
This section shows you how to implement basic protection methods such as encryption,
intrusion detection, and firewalls. Many people now use Red Hat Linux to set up a home or
local business network. The steps involved to implement a basic network can now be carried
out using simple software tools. All these topics are covered in greater detail later in the book.

Gnome and the K Desktop Environment (KDE) have become standard desktop Graphical
User Interfaces (GUI) for Linux, noted for their power, flexibility, and ease-of-use. These are
complete desktop environments that are more flexible than either Windows or the Mac/OS.
They support standard desktop features such as menus, taskbars, and drag-and-drop
operations. But they also provide virtual desktops, panel applets and menus, and Internet-
capable file managers. Gnome has become a standard GUI interface for Red Hat Linux
systems, though Red Hat also provides full support for KDE, including it in its standard
distribution. You can install both, run applications from one or the other, and easily switch
from one to the other. Both Gnome and KDE were designed with software development in
mind, providing a firm foundation that has encouraged the development of massive numbers
of new applications for these interfaces. They have become integrated components of Linux,
with applications and tools for every kind of task and operation. Instead of treating Gnome
and KDE as separate entities, Gnome and KDE tools and applications are presented
throughout the book. For example, Gnome and KDE mail clients are discussed along with
other mail clients in Chapter 17. Gnome and KDE FTP clients, editors, graphic tools,
administration tools, and others are also handled in their respective chapters (Chapter 5, 15,
16, 29, and 36).

Red Hat Linux is also a fully functional Unix operating system. It has all the standard features
of a powerful Unix system, including a complete set of Unix shells such as BASH, TCSH,
and the Z-shell. Those familiar with the Unix interface can use any of these shells, with the
same Unix commands, filters, and configuration features.

For the Internet, Linux has become a platform for very powerful Internet applications. You
are able not only to use the Internet, but also, with Linux, to become a part of it, creating your
own Web, FTP, and Gopher sites. Other users can access your Linux systems, several at the
same time, using different services. You can also use very powerful Gnome, KDE, and Unix
clients for mail and news. Linux systems are not limited to the Internet. You can use them on
any local intranet, setting up an FTP or Web site for your network. The Red Hat system
provided on the CD-ROMs with this book come equipped with variety of fully functional FTP



and Web servers already installed and ready to use. All you need to do is add the files you
want onto your site.

Red Hat Linux has the same administration features found on standard Unix systems as well
as several user-friendly GUI configuration tools that make any administration task a simple
matter of choosing items on a menu or clicking a checkbox. It has the same multiuser and
multitasking capabilities. You can set up accounts for different users, and each can access
your system at the same time. Each user can have several programs running concurrently.
With Linux you can control access, set up network connections, and install new devices. Red
Hat Linux includes very powerful and easy-to-use, window-based configuration tools for
tasks like configuring your printers and setting up your network connections. It is also
compatible with comprehensive configuration tools like Linuxconf and Webmin.

A wide array of applications operates on Linux. Many personal versions of commercial
applications are available for Linux free of charge, such as WordPerfect and Sybase
databases. You can download them directly from the Internet. Numerous Gnome and KDE
applications are continually released through their respective Web sites. The GNU public
licensed software provides professional-level applications, such as programming development
tools, editors and word processors, as well as numerous specialized applications, such as those
for graphics and sound. A massive amount of software is available at online Linux sites where
you can download applications and then easily install them onto your system.

What many may not realize is that all standard Linux systems support a wide range of
programming languages, allowing users to create their own programs easily. All Red Hat
Linux distributions include a large selection of programming platforms, including support for
numerous kinds of shell programming, a variety of higher level languages like Perl and Gawk,
and extensive GUI programming for desktops like Gnome and KDE. Once Red Hat Linux is
installed, you can start creating your own programs.

Since this book is really six books in one-an Internet book, a Gnome and KDE book, a Server
book, a Networking book, a Programming book, and an Administration book-how you choose
to use it depends upon how you want to use your Red Hat Linux system. Almost all Linux
operations can be carried out using either the Gnome or KDE interface. You need use the
Unix command line interface very little, if at all. You can focus on the Gnome and KDE
chapters and their corresponding tools and applications in the different chapters throughout
the book. On the other hand, if you want to delve deeper into the Unix aspects of Linux, you
can check out the Shell chapters and the corresponding shell-based applications in other
chapters. If you want to use Red Hat Linux only for its Internet services, then concentrate on
the Internet clients and servers, most of which are already installed for you. If you want to use
Linux as a multiuser system servicing many users or integrate it into a local network, you can
use the detailed system, file, and network administration information provided in the
administration chapters. None of these tasks are in any way exclusive. If you are working in a
business environment, you will probably make use of all three aspects. Single users may
concentrate more on the desktops and the Internet features, whereas administrators may make
more use of the Unix features.

Part [ provides an introduction to Red Hat Linux along with a listing of Red Hat Linux
resources, including software repositories, documentation sites, newsgroups, and Linux news
and development sites. This part also covers the streamlined installation procedure for Red
Hat, which takes about 30 minutes or less. The Red Hat installation tool provides excellent



commentary, describing each step in detail. In this section, you also learn the essentials of
using both Gnome and KDE, along with the basics of working on the shell command line.

Part II is designed to help you start using Linux quickly. System configuration tasks, such as
mounting CD-ROMs and adding new user accounts, are presented using the easiest methods,
without the complex detail described in the administration chapters. Basic network
configuration tasks are discussed, such as setting up a connection to an Internet Service
Provider (ISP) over a modem and entering ISP network information such as nameserver and
gateway addresses. Then, a brief discussion of network security methods shows you how to
quickly set up simple protection for a single system connected to the Internet, as well as
where to find out more if you have more complex security requirements. Finally, you learn
how to set up a small local network that could even include Windows systems. You see how
each host should be connected and configured, and how to create a gateway, connecting local
hosts to the Internet. You learn to quickly configure and run services, such as the Domain
Name Service, Samba, Sendmail, and a Web site.

Part I11 of this book deals with Red Hat Linux as a Desktop Workstation. Here you are
introduced to the different kinds of user environments and applications available for Linux,
starting with KDE and Gnome. Different features such as applets, the Panel, and
configuration tools are described in detail. Using either of these interfaces, you can run all
your applications using icons, menus, and windows. Plus, at any time, you can open up a
terminal window through which you can enter standard Linux commands on a command line.
The new Nautilus file manager for Gnome is covered in detail. You can also use the standard
Unix command-line interface to run any of the standard Unix commands. Next, the BASH
shell and its various file, directory, and filter commands are examined. The remaining
chapters in this section discuss the applications available for Linux, beginning with Office
suites such as KOffice and Star Office. KOffice is now distributed as part of KDE and can be
found on most Linux distributions. The different database management systems available are
also discussed along with the Web site locations where you can download them. A variety of
different text editors is also available, including several Gnome and KDE editors, as well as
the Vim (enhanced VI), gvim (graphical Vi), and GNU Emacs editors.

Part IV of this book incorporates the added features of Red Linux as a network workstation.
Here the book discusses in detail the many Internet applications you can use on your Linux
system. Red Hat Linux automatically installs mail, news, FTP, and Web browser applications,
as well as FTP and Web servers. Both KDE and Gnome come with a full set of mail, news,
FTP clients, and Web browsers. These are described in detail along with Netscape
communicator, now an integrated part of all Linux systems. On your CD-ROMs, there are
other mail clients, newsreaders, and Internet tools that you can easily install from your
desktop. In addition, the book describes Internet clients, such as Balsa, that you can download
from Internet sites and install on your system.

Part V discusses Internet servers you can run on Red Hat, including FTP, Web, and DNS
servers. Internet servers have become integrated components of most Linux systems. Both the
standard wu-ftpd FTP server and the newer ProFTPD server with its directive format are
presented. ProFTPD covers features like guest and virtual FTP sites. The Apache Web Server
chapter covers standard configuration directives such as those for automatic indexing as well
as the newer virtual host directives. Apache GUI configuration tools, such as comanche, are
also presented. Configuration files and features for the Domain Name System (DNS) and its
BIND server are examined in detail along with features like virtual domains and IP aliases.



With Linux, you can easily set up your own Domain Name Server for a home or small local
network. Both sendmail and POP mail servers are covered. The INN news server, the Squid
proxy server, and the ht:/DIG and WALIS search servers are also examined.

Part VI discusses system administration topics including user, software, file system, device,
kernel, and X Window administration. These chapters emphasize the use of GUI system
management configuration tools available on Red Hat Linux. There are also detailed
descriptions of the configuration files used in administration tasks and how to make entries in
them. First, basic system administration tasks are covered, such as selecting runlevels,
monitoring your system, and scheduling shutdowns. Then aspects of setting up and
controlling users and groups are discussed. Presentations include both the GUI tools you can
use for these tasks and the underlying configuration files and commands. Software installation
has been simplified with the Package Management System (RPMS). There are GUI tools like
GnomeRPM that you can use to easily install and uninstall software, much as you would with
the Windows Install Wizard. Different file system tasks are covered-mounting file systems,
selecting device names, and accessing Windows files. Device configuration covers topics
such as device files, installing printers, and using the kernel modules to support new devices.
Using, updating, and configuring the Linux kernel with its modules is covered in detail along
with procedures for installing new kernels. X Window system topics cover the XFree86
servers, window manager configuration, X Window system startup methods, such as the
display manger, and X Window system configuration commands.

Part VII covers network administration, dealing with topics such as configuring remote file
system access and setting up firewalls. Most network administration tasks can be performed
using Red Hat GUI configuration tools like netcfg. These are discussed in detail first. Next,
the various network file system interfaces and services, such as NFS for Unix, NIS, and
NetaTALK for AppleTalk networks, are presented. The next chapter on Samba shows how to
access Windows file systems and printers. Then the different aspects of network
administration are discussed, such as network connections and routers, Domain Name
Service, hostname designations, IP virtual hosts, and IP masquerading. Network security
topics cover firewalls and encryption using netfilter (iptables) to protect your system, the
Secure Shell (SSH) to provide secure remote transmissions, and Kerberos to provide secure
authentication (the older ipchains firewall system is also covered).

On the Web at www.osborne.com, you'll find several chapters that discuss basic components
used for development on Red Hat systems, beginning with shell programming for the BASH
shell where you can create complex shell scripts. Compilers, libraries, and programming tools
are then covered, including such topics as the GCC compiler, managing static and shared
libraries, and using development tools like make, the gdb debugger, and CVS revision
manager. Then both the development tools for KDE and Gnome programming are covered,
including KDevelop and Glade. Finally, a brief survey of Perl, Tcl/TK, and Gawk shows you
how to easily construct programs with powerful file-management capabilities, string
manipulation, and control structures, as well as GUI interfaces.

Part I: Introduction

Chapter List

Chapter 1: Introduction to Red Hat Linux
Chapter 2: Installing Red Hat Linux



Chapter 3: Interface Basics

Chapter 1: Introduction to Red Hat Linux

Overview

Linux is an operating system for PC computers and workstations that now features a fully
functional graphical user interface (GUI), just like Windows and the Mac (though more
stable). Linux was developed in the early 1990s by Linus Torvald, along with other
programmers around the world. As an operating system, Linux performs many of the same
functions as UNIX, Mac, Windows, and Windows NT. However, Linux is distinguished by its
power and flexibility. Most PC operating systems, such as Windows, began their development
within the confines of small, restricted personal computers, which have only recently become
more versatile machines. Such operating systems are constantly being upgraded to keep up
with the ever-changing capabilities of PC hardware. Linux, on the other hand, was developed
in a different context. Linux is a PC version of the UNIX operating system that has been used
for decades on mainframes and minicomputers, and is currently the system of choice for
workstations. Linux brings the speed, efficiency, and flexibility of UNIX to your PC, taking
advantage of all the capabilities that personal computers can now provide. Along with its
UNIX capabilities come powerful networking features, including support for Internet,
intranets, Windows, and AppleTalk networking. As a standard, Linux is distributed with fast,
efficient, and stable Internet servers, such as the Web, FTP, and Gopher servers, along with
domain name, proxy, news, mail, and indexing servers. In other words, Linux has everything
you need to set up, support, and maintain a fully functional network.

Now, with both Gnome and K Desktop, Linux also provides GUI interfaces with that same
level of flexibility and power. Unlike Windows and the Mac, you can choose the interface you
want and then customize it further, adding panels, applets, virtual desktops, and menus, all
with full drag-and-drop capabilities and Internet-aware tools. On your desktop, a file manager
window can access any Internet site, enabling you to display Web pages and download files
with a few simple mouse operations. To print a file, simply drag it to a Printer icon.

Linux does all this at a great price. Linux is free, including the network servers and GUI
desktops. Unlike the official UNIX operating system, Linux is distributed freely under a GNU
General Public License as specified by the Free Software Foundation, making it available to
anyone who wants to use it. GNU stands for "Gnu's Not UNIX" and is a project initiated and
managed by the Free Software Foundation to provide free software to users, programmers,
and developers. Linux is copyrighted, and it is not public domain. However, a GNU public
license has much the same effect as being in the public domain. The GNU public license is
designed to ensure Linux remains free and, at the same time, standardized. Only one official
Linux exists. Linux is technically the operating system kernel, the core operations. In addition
Linux is commonly bundled with an extensive set of software available under the GNU public
license, including environments, programming languages, Internet tools, and text editors.
People sometimes have the mistaken impression that Linux is somehow less than a
professional operating system because it is free. Linux is, in fact, a PC and workstation
version of UNIX. Many consider it far more stable and much more powerful than Windows.
This power and stability have made Linux an operating system of choice as a network server.



To appreciate Linux completely, you need to understand the special context in which the
UNIX operating system was developed. UNIX, unlike most other operating systems, was
developed in a research and academic environment. In universities, research laboratories, data
centers, and enterprises, UNIX is the system of choice. Its development paralleled the entire
computer and communications revolution over the past several decades. Computer
professionals often developed new computer technologies on UNIX, such as those developed
for the Internet. Although a sophisticated system, UNIX was designed from the beginning to
be flexible. The UNIX system itself can be easily modified to create different versions. In
fact, many different vendors maintain different official versions of UNIX. IBM, Sun, and
Hewlett-Packard all sell and maintain their own versions of UNIX. The unique demands of
research programs often require that UNIX be tailored to their own special needs. This
inherent flexibility in the UNIX design in no way detracts from its quality. In fact, this
flexibility attests to the ruggedness of UNIX, allowing it to adapt to practically any
environment. This is the context in which Linux was developed. Linux is, in this sense, one
other version of UNIX-a version for the PC. The development of Linux by computer
professionals working in a research-like environment reflects the way UNIX versions have
usually been developed. Linux is publicly licensed and free-and reflects the deep roots UNIX
has in academic institutions, with their sense of public service and support. Linux is a top-rate
operating system accessible to everyone, free of charge.

As a way of introducing Linux, this chapter discusses Linux as an operating system, the
history of Linux and UNIX, the overall design of Linux, and Linux distributions. This chapter
also discusses online resources for documentation, software, and newsgroups, plus Web sites
with the latest news and articles on Linux. Web and FTP site listings are placed in tables at
the end of this chapter for easy reference. Here you can find sites for different distributions,
Linux publications, software repositories, and Linux development, as well as for office suites
and commercial databases.

Red Hat Linux

Red Hat Linux is currently the most popular Linux distribution. As a company, Red Hat
provides software and services to implement and support professional and commercial Linux
systems. Red Hat freely distributes its version of Linux under the GNU Public License. Red
Hat generates income by providing professional-level support, consulting, and training
services. The Red Hat Certified Engineers (RHCE) training and certification program is
designed to provided reliable and highly capable administrators and developers to maintain
and customize professional-level Red Hat systems. Red Hat has forged software alliances
with major companies like Oracle, IBM, and Sun, often bundling applications such as IBM's
DB2 database system with Red Hat Linux. Red Hat also maintains a strong commitment to
open source Linux applications. Red Hat originated the RPM package system used on several
distributions, which automatically installs and removes software packages. Red Hat is also
providing much of the software development for the Gnome desktop, and it is a strong
supporter of KDE. Its distribution includes both Gnome and KDE.

The Red Hat distribution of Linux is available online at numerous FTP sites. It maintains its
own FTP site at ftp.redhat.com, where you can download the entire current release of Red
Hat Linux, as well as updates and third-party software. Red Hat was designed from its
inception to work on numerous hardware platforms. Currently, Red Hat supports Sparc, Intel,
and Alpha platforms. See www.redhat.com for more information, including extensive
documentation such as Red Hat manuals, FAQs, and links to other Linux sites.




If you purchase Red Hat Linux from Red Hat, you are entitled to online support services.
Although Linux is free, Red Hat as a company specializes in support services, providing
customers with its expertise in developing solutions to problems that may arise or using Linux
to perform any of several possible tasks, such as e-commerce or database operations.

Red Hat maintains an extensive library of Linux documentation that is freely accessible online
(see Table 1-1). On its Web page, you can link to its support page, which lists the complete
set of Red Hat manuals, all in Web page format for easy viewing with any Web browser.
These include the Reference Guide, the Getting Started Guide, and the Installation Guide. Tip,
HOW-TO, and FAQ documents are also provided. Of particular note is the Hardware
Compatibility Lists. This documentation lists all the hardware compatible with Red Hat
Linux. For PC users, this includes most hardware, with few exceptions. All the Red Hat
documentation is freely available under the GNU Public License.

Table 1-1: Red Hat Linux Resources

References Description
www.redhat.com Red Hat Web site
www.redhat.com/support Support page for Red Hat Linux, including links

to current online documentation

The Official Red Hat Linux Getting Started A getting started guide for first time users
Guide

The Official Red Hat Linux Installation Detailed installation guide for Red Hat Linux
Guide

Red Hat Linux Installation Gotchas Installation troubleshooting
Red Hat Reference Guide The Red Hat Reference
Red Hat Customization Guide Topics covering common customization tasks

and tools, such as server configurations,
GnomeRPM package manager, and Linuxconf
administration tool

Red Hat Linux FAQ Frequently asked questions for Red Hat Linux

Introduction to Linux Frequently asked questions on Linux

Before installing Red Hat Linux on your system, you should check the Installation guide. This
is a lengthy and detailed document that takes you through each step of the process carefully. If
your system is designed for any special tasks, be sure to consult the Customization guide. This
document covers a vriety of topics such as automatic installation on networks using Red Hat
kickstart; network services like Samba, Apache, and FTP; system administration tools; and
software package installation and management.

Red Hat also provides documentation on implementing PPP Internet connections, Samba file
sharing, Apache Web server, firewalls, mail servers, and for the Credit Card Verification
System (CCVS), a Red Hat commercial product.



Operating Systems and Linux

An operating system is a program that manages computer hardware and software for the user.
Operating systems were originally designed to perform repetitive hardware tasks. These tasks
centered around managing files, running programs, and receiving commands from the user.
You interact with an operating system through a user interface. This user interface allows the
operating system to receive and interpret instructions sent by the user. You only need to send
an instruction to the operating system to perform a task, such as reading a file or printing a
document. An operating system's user interface can be as simple as entering commands on a
line or as complex as selecting menus and icons on a desktop.

An operating system also manages software applications. To perform different tasks, such as
editing documents or performing calculations, you need specific software applications. An
editor is an example of a software application that enables you to edit a document, making
changes and adding new text. The editor itself is a program consisting of instructions to be
executed by the computer. To use the program, it must first be loaded into computer memory,
and then its instructions are executed. The operating system controls the loading and
execution of all programs, including any software applications. When you want to use an
editor, simply instruct the operating system to load the editor application and execute it.

File management, program management, and user interaction are traditional features common
to all operating systems. Linux, like all versions of UNIX, adds two more features. Linux is a
multiuser and multitasking system. In a multitasking system, you can ask the system to
perform several tasks at the same time. While one task is being done, you can work on
another. For example, you can edit a file while another file is being printed. You do not have
to wait for the other file to finish printing before you edit. In a multiuser system, several users
can log in to the system at the same time, each interacting with the system through his or her
own terminal.

Operating systems were originally designed to support hardware efficiency. When computers
were first developed, their capabilities were limited and the operating system had to make the
most of them. In this respect, operating systems were designed with the hardware in mind, not
the user. Operating systems tended to be rigid and inflexible, forcing the user to conform to
the demands of hardware efficiency.

Linux, on the other hand, is designed to be flexible, reflecting its UNIX roots. As a version of
UNIX, Linux shares the same flexibility designed for UNIX, a flexibility stemming from
UNIX's research origins. The UNIX operating system was developed by Ken Thompson at
AT&T Bell Laboratories in the late 1960s and early 1970s. The UNIX system incorporated
many new developments in operating system design. Originally, UNIX was designed as an
operating system for researchers. One major goal was to create a system that could support
the researchers' changing demands. To do this, Thompson had to design a system that could
deal with many different kinds of tasks. Flexibility became more important than hardware
efficiency. Like UNIX, Linux has the advantage of being able to deal with the variety of tasks
any user may face.

This flexibility allows Linux to be an operating system that is accessible to the user. The user
is not confined to limited and rigid interactions with the operating system. Instead, the
operating system is thought of as providing a set of highly effective tools available to the user.



This user-oriented philosophy means you can configure and program the system to meet your
specific needs. With Linux, the operating system becomes an operating environment.

History of Linux and UNIX

Since Linux is a version of UNIX, its history naturally begins with UNIX. The story begins in
the late 1960s when a concerted effort to develop new operating system techniques occurred.
In 1968, a consortium of researchers from General Electric, AT&T Bell Laboratories, and the
Massachusetts Institute of Technology carried out a special operating system research project
called MULTICS (MULTiplexed Information Computing System). MULTICS incorporated
many new concepts in multitasking, file management, and user interaction. In 1969, Ken
Thompson, Dennis Ritchie, and the researchers at AT&T Bell Laboratories developed the
UNIX operating system, incorporating many of the features of the MULTICS research
project. They tailored the system for the needs of a research environment, designing it to run
on minicomputers. From its inception, UNIX was an affordable and efficient multiuser and
multitasking operating system.

The UNIX system became popular at Bell Labs as more and more researchers started using
the system. In 1973, Dennis Ritchie collaborated with Ken Thompson to rewrite the
programming code for the UNIX system in the C programming language. Dennis Ritchie, a
fellow researcher at Bell Labs, developed the C programming language as a flexible tool for
program development. One of the advantages of C is it can directly access the hardware
architecture of a computer with a generalized set of programming commands. Up until this
time, an operating system had to be specially rewritten in a hardware-specific assembly
language for each type of computer. The C programming language allowed Dennis Ritchie
and Ken Thompson to write only one version of the UNIX operating system, which could
then be compiled by C compilers on different computers. In effect, the UNIX operating
system became transportable, able to run on a variety of different computers with little or no
reprogramming.

UNIX gradually grew from one person's tailored design to a standard software product
distributed by many different vendors, such as Novell and IBM. Initially, UNIX was treated
as a research product. The first versions of UNIX were distributed free to the computer
science departments of many noted universities. Throughout the 1970s, Bell Labs began
issuing official versions of UNIX and licensing the systems to different users. One of these
users was the Computer Science department of the University of California, Berkeley.
Berkeley added many new features to the system that later became standard. In 1975,
Berkeley released its own version of UNIX, known by its distribution arm, Berkeley Software
Distribution (BSD). This BSD version of UNIX became a major contender to the AT&T Bell
Labs version. Other independently developed versions of UNIX sprouted up. In 1980,
Microsoft developed a PC version of UNIX called Xenix. AT&T developed several research
versions of UNIX and, in 1983, it released the first commercial version, called System 3. This
was later followed by System V, which became a supported commercial software product.
You can find more information on UNIX in UNIX: The Complete Reference, written by the
UNIX experts at AT&T labs, Kenneth Rosen, Doug Host, James Farber, and Richard
Rosinski.

At the same time, the BSD version of UNIX was developing through several releases. In the
late 1970s, BSD UNIX became the basis of a research project by the Department of Defense's
Advanced Research Projects Agency (DARPA). As a result, in 1983, Berkeley released a



powerful version of UNIX called BSD release 4.2. This release included sophisticated file
management as well as networking features based on TCP/IP network protocols-the same
protocols now used for the Internet. BSD release 4.2 was widely distributed and adopted by
many vendors, such as Sun Microsystems.

The proliferation of different versions of UNIX led to a need for a UNIX standard. Software
developers had no way of knowing on what versions of UNIX their programs would actually
run. In the mid-1980s, two competing standards emerged, one based on the AT&T version of
UNIX and the other based on the BSD version. In bookstores today, you can find many
different books on UNIX for one or the other version. Some specify System V UNIX, while
others focus on BSD UNIX.

AT&T moved UNIX to a new organization, called UNIX System Laboratories, which could
focus on developing a standard system, integrating the different major versions of UNIX. In
1991, UNIX System Laboratories developed System V release 4, which incorporated almost
all the features found in System V release 3, BSD release 4.3, SunOS, and Xenix. In response
to System V release 4, several other companies, such as IBM and Hewlett-Packard,
established the Open Software Foundation (OSF) to create their own standard version of
UNIX. Two commercial standard versions of UNIX existed then-the OSF version and System
V release 4. In 1993, AT&T sold off its interest in UNIX to Novell. UNIX Systems
Laboratories became part of Novell's UNIX Systems Group. Novell issued its own versions of
UNIX based on System V release 4, called UNIXWare, designed to interact with Novell's
NetWare system. UNIX Systems Laboratories is currently owned by the Santa Cruz
Operation. With Solaris, Sun has introduced System V release 4 onto its Sun systems. Two
competing GUIs for UNIX, called Motif and OpenLook, have been superseded by a new
desktop standard called the Common Desktop Environment (CDE), which has since been
incorporated into OpenMotif, an open source version of Motif also for use on Linux.

Throughout much of its development, UNIX remained a large and demanding operating
system requiring a workstation or minicomputer to be effective. Several versions of UNIX
were designed primarily for the workstation environment. SunOS was developed for Sun
workstations and AIX was designed for IBM workstations. As personal computers became
more powerful, however, efforts were made to develop a PC version of UNIX. Xenix and
System V/386 are commercial versions of UNIX designed for IBM-compatible PCs. AUX is
a UNIX version that runs on the Macintosh. A testament to UNIX's inherent portability is that
it can be found on almost any type of computer: workstations, minicomputers, and even
supercomputers. This inherent portability made possible an effective PC version of UNIX.

Linux was originally designed specifically for Intel-based personal computers. Linux started
out as a personal project of a computer science student named Linus Torvald at the University
of Helsinki. At that time, students were making use of a program called Minix, which
highlighted different UNIX features. Minix was created by Professor Andrew Tannebaum and
widely distributed over the Internet to students around the world. Linus's intention was to
create an effective PC version of UNIX for Minix users. He called it Linux, and in 1991,
Linus released version 0.11. Linux was widely distributed over the Internet and, in the
following years, other programmers refined and added to it, incorporating most of the
applications and features now found in standard UNIX systems. All the major window
managers have been ported to Linux. Linux has all the Internet utilities, such as FTP file
transfer support, Web browsers, and remote connections with PPP. It also has a full set of
program development utilities, such as C++ compilers and debuggers. Given all its features,



the Linux operating system remains small, stable, and fast. In its simplest format, Linux can
run effectively on only 2MB of memory.

Although Linux has developed in the free and open environment of the Internet, it adheres to
official UNIX standards. Because of the proliferation of UNIX versions in the previous
decades, the Institute of Electrical and Electronics Engineers (IEEE) developed an
independent UNIX standard for the American National Standards Institute (ANSI). This new
ANSI-standard UNIX is called the Portable Operating System Interface for Computer
Environments (POSIX). The standard defines how a UNIX-like system needs to operate,
specifying details such as system calls and interfaces. POSIX defines a universal standard to
which all UNIX versions must adhere. Most popular versions of UNIX are now POSIX-
compliant. Linux was developed from the beginning according to the POSIX standard. Linux
also adheres to the Linux file system standard (FSSTND), which specifies the location of files
and directories in the Linux file structure. See www.pathname.com/fhs for more details.

Linux Overview

Like UNIX, Linux can be generally divided into three major components: the kernel, the
environment, and the file structure. The kernel is the core program that runs programs and
manages hardware devices, such as disks and printers. The environment provides an interface
for the user. It receives commands from the user and sends those commands to the kernel for
execution. The file structure organizes the way files are stored on a storage device, such as a
disk. Files are organized into directories. Each directory may contain any number of
subdirectories, each holding files. Together, the kernel, the environment, and the file structure
form the basic operating system structure. With these three, you can run programs, manage
files, and interact with the system.

An environment provides an interface between the kernel and the user. It can be described as
an interpreter. Such an interface interprets commands entered by the user and sends them to
the kernel. Linux provides several kinds of environments: desktops, window managers, and
command line shells. Each user on a Linux system has his or her own user interface. Users
can tailor their environments to their own special needs, whether they be shells, window
managers, or desktops. In this sense, for the user, the operating system functions more as an
operating environment, which the user can control.

The shell interface is simple and usually consists of a prompt at which you type a command,
and then press ENTER. In a sense, you are typing the command on a line; this line is often
referred to as the command line. You will find that the commands entered on the command
line can become quite complex. Over the years, several different kinds of shells have been
developed and, currently, three major shells exist: Bourne, Korn, and C shell. The Bourne
shell was developed at Bell Labs for System V. The C shell was developed for the BSD
version of UNIX. The Korn shell is a further enhancement of the Bourne shell. Current
versions of UNIX, including Linux, incorporate all three shells, enabling you to choose the
one you prefer. However, Linux uses enhanced or public domain versions of these shells: the
Bourne Again shell, the TC shell, and the Public Domain Korn shell. When you start your
Linux system, you are placed in the Bourne Again shell, an updated version of the Bourne
shell. From there, you can switch to other shells as you choose.

As an alternative to a command line interface, Linux provides both desktops and window
managers. These use GUIs based on the X Window System developed for UNIX by the Open



Group consortium (wWww.opengroup.org). A window manager is a reduced version of a
integrated desktop, supporting only window operation, but it still enables you to run any
application. A desktop provides a complete GUI, much like Windows and the Mac. You have
windows, icons, and menus, all managed through mouse controls. Currently, two desktops are
freely available and both are included with most distributions of Linux: Gnome and KDE.

In Linux, files are organized into directories, much as they are in Windows. The entire Linux
file system is one large interconnected set of directories, each containing files. Some
directories are standard directories reserved for system use. You can create your own
directories for your own files, as well as easily move files from one directory to another. You
can even move entire directories, and share directories and files with other users on your
system. With Linux, you can also set permissions on directories and files, allowing others to
access them or restricting access to you alone. The directories of each user are, in fact,
ultimately connected to the directories of other users. Directories are organized into a
hierarchical tree structure, beginning with an initial root directory. All other directories are
ultimately derived from this first root directory.

Desktops

With the K Desktop Environment (KDE) and the GNU Network Object Model Environment
(Gnome), Linux now has a completely integrated GUI interface. You can perform all your
Linux operations entirely from either interface. Previously, Linux did support window
managers that provided some GUI functionality, but they were usually restricted to window
operations. KDE and Gnome are fully operational desktops supporting drag-and-drop
operations, enabling you to drag icons to your desktop and to set up your own menus on an
Applications panel. Both rely on an underlying X Window System, which means as long as
they are both installed on your system, applications from one can run on the other desktop.
You can run KDE programs like the KDE mailer or the newsreader on the Gnome desktop.
Gnome applications like the Gftp FTP client can run on the KDE desktop. You can even
switch file managers, running the KDE file manager on Gnome. You lose some desktop
functionality, such as drag-and- drop operations, but the applications run fine. Desktop and
window manager sites are listed in Table 1-2. The Gnome and KDE sites are particularly
helpful for documentation, news, and software you can download for those desktops.

Both desktops can run any X Window System program, as well as any cursor-based program
like Emacs and Vi, which were designed to work in a shell environment. At the same time, a
great many applications are written just for those desktops and included with your
distributions. The K Desktop has a complete set of Internet tools, along with editors and
graphic, multimedia, and system applications. Gnome has slightly fewer applications, but a
great many are currently in the works. Check their Web sites at www.gnome.org and
www.kde.org for new applications. As new versions are released, they include new software.

Note Ximian currently maintains an enhanced version of Gnome called Ximian Gnome at
www.Ximian.com.

Table 1-2: Desktops and Window Managers
URL Internet Site

WWW.SNnome.org Gnome Web site

www.kde.org K Desktop Environment Web site



Table 1-2: Desktops and Window Managers

URL

www.xl1.org
www.fvwm.org

www.windowmaker.org

www.enlichtenment.org

www.afterstep.org

www.blackbox.org

www.lesstif.org

www.themes.org

www.xfree86.org

www.themes.org

www.Ximian.com

www.openmotif.org

Open Source Software

Internet Site

X Window System Web site, with links
FVWM window manager
WindowMaker window manager
Enlightenment window manager
AfterStep window manager

Blackbox window manager

Hungry Programmers OSF/Motif

Desktop and Window manager themes, including KDE
and Gnome

XFree86, GNU version of the X Window System
provided for Linux

Themes for window mangers and desktops
Ximian Gnome

OpenMotif, open source version of Motif

Linux was developed as a cooperative effort over the Internet, so no company or institution
controls Linux. Software developed for Linux reflects this background. Development often
takes place when Linux users decide to work on a project together. When completed, the
software is posted at an Internet site, and any Linux user can then access the site and
download the software. The potential for Linux-based software is explosive. Linux software
development has always operated in an Internet environment and it is global in scope,
enlisting programmers from around the world. The only thing you need to start a Linux-based

software project is a Web site.

Most Linux software is developed as open source software. This means that the source code
for an application is freely distributed along with the application. Programmers over the
Internet can make their own contributions to a software's development, modifying and
correcting the source code. Linux is considered open source. Its source code in included in all
its distributions and is freely available on the Internet. Many major software development
efforts are also open source projects such as the KDE and Gnome desktops along with most of
their applications. Netscape Communicator Web browser package has also become open
source, with all its source code freely available. The OpenOffice office suite supported by Sun
is an open source project based on the former StarOffice office suite. Recently much of the
Tcl/TK development tools have become open source projects. Many of the open source
applications that run on Linux have located their Web sites at Source Forge (sourceforge.net).
Source Forge is a hosting site designed specifically to support open source projects. You can
find more information about the open source movement and recent developments at both
Linuxcare (www.linuxcare.com) and at www.opensource.org. Red Hat also hosts open

source projects at sources.redhat.com.




Open source software is protected by public licenses. These prevent commercial companies
from taking control of open source software by adding a few modifications of their own,
copyrighting those changes, and selling the software as their own product. The most popular
public license is the GNU Public License provided by the Free Software Foundation. This is
the license that Linux is distributed under. The GNU Public License retains copyright, freely
licensing the software with the requirement that the software and any modifications made to it
are always freely available. Other public licenses have also been created to support the
demands of different kinds of open source project. The Lesser GNU Public License (LGPL)
lets commercial applications use GNU licensed software libraries. Netscape made its
Netscape Communicator software available under a Netscape Public License (NPL) that
covers modifications made directly to the Netscape source code. Additions made to Netscape
are covered under the Mozilla Public License. The QT Public License (QPL) lets open source
developers use the QT libraries essential to the KDE desktop. You can find a complete listing
at www.opensource.org.

Linux is currently copyrighted under a GNU public license provided by the Free Software
Foundation, and is often referred to as GNU software (see www.gnu.org). GNU software is
distributed free, provided it is freely distributed to others. GNU software has proven both
reliable and effective. Many of the popular Linux utilities, such as C compilers, shells, and
editors, are all GNU software applications. Installed with your Linux distribution are the GNU
C++ and Lisp compilers, Vi and Emacs editors, BASH and TCSH shells, as well as Tax and
Ghostscript document formatters. In addition there are many open source software projects
that are licensed under the GNU Public License (GPL). Many of these software applications
are available at different Internet sites, and these are listed in Table 1-3. Chapter 4 and
Chapter 31 describe in detail the process of downloading software applications from Internet
sites and installing them on your system.

Under the terms of the GNU General Public License, the original author retains the copyright,
although anyone can modify the software and redistribute it, provided the source code is
included. Also, no restriction exists on selling the software or giving it away free. One
distributor could charge for the software, while another one could provide it free of charge.

Lately, major software companies are also developing Linux versions of their most popular
applications. A Linux version of Sun's Java Software Development Kit (SDK) is also
available through www.blackdown.org. Corel has developed a Linux version of
WordPerfect, while Oracle provides a Linux version of its Oracle database. (At present, no
plans seem in the works for Microsoft applications.) Until recently, however, many of these
lacked a true desktop interface, but this has changed dramatically with the introduction of
KDE and Gnome. These desktops are not merely interfaces: They both provide extensive,
flexible, and powerful development libraries that software developers can use to create almost
any kind of application, which they are.

Linux Software

A great deal of Linux software is currently available from online sources. You can download
applications for desktops, Internet servers, office suites, and programming packages, among
others. Several centralized repositories make it easy to locate an application and find
information about it. Of particular note are sourceforge.net, freshmeat.net, rpmfind.net,
apps.kde.com, and linuxapps.com.




Software packages are distributed either in compressed archives or in RPM packages. RPM
packages are those archived using the Red Hat Package Manager. Compressed archives have
an extension such as .tar.gz or .tar.Z, whereas RPM packages have an .rpm extension. For
Red Hat, downloading the RPM package versions of software from their FTP sites is best.
Whenever possible, you should try to download software from a distribution's FTP site, but
you could also download the source version and compile it directly on your system. This has

become a simple process, almost as simple as installing the compiled versions (see Chapter
4).

Red Hat also has a large number of mirror sites from which you can download their software
packages. Red Hat mirror sites are listed at www.redhat.com/download/mirror.html. Most
Linux Internet sites that provide extensive software archives have mirror sites, such as
www.kernel.org, that hold the new Linux kernels. If you have trouble connecting to a main
FTP site, try one of its mirrors.

The following tables list different sites for Linux software. Repositories and archives for
Linux software are listed in Table 1-3, along with several specialized sites, such as those for
commercial and game software. When downloading software packages, always check to see if
versions are packaged for your particular distribution. For example, Red Hat will use RPM
packages. Many sites provide packages for the different popular distributions, such as Red
Hat, Caldera, and Debian. For others, first check the distribution FTP sites for a particular
package. For example, a Red Hat package version for ProFTPD is located at the
ftp.redhat.com FTP site. rpmfind.net, freshmeat.net, sourceforge.net, and
www.linuxapps.com are also good places for locating RPM packages for particular
distributions.

Table 1-3: Linux Software Archives, Repositories, and Links

URL Internet Site
www.linuxapps.com Linux Software Repository
sourceforge.net Source Forge, open source software

development sites for Linux applications and
software repository

www.happypenguin.org/ Linux Game Tome
www.linuxgames.org Linux games
www.linuxquake.com Quake

http://www.xnet.com/~blatura/linapps.shtml Linux applications and utilities page

freshmeat.net New Linux software
www.linuxlinks.com Linux links
filewatcher.org Linux FTP site watcher
www.linuxdoc.org/links.html Linux links

rpmfind.net RPM package repository
WWW.ZNu.org GNU archive
www.opensound.com Open sound system drivers
www.blackdown.org Web site for Linux Java

www.fokus.gmd.de/linux Woven goods for Linux




Table 1-3: Linux Software Archives, Repositories, and Links

URL Internet Site

metalab.unc.edu Mirror site for Linux software and
distributions

www.linux.com Linux software

sources.redhat.com Open-source software hosted by Red Hat

Linux Office and Database Software

Many professional-level databases and office suites are now available for Linux. These
include Oracle and IBM databases as well as the OpenOffice and K Office office suites. Table
1-4 lists sites for office suites and databases. Many of these sites provide free personal
versions of their software for Linux, and others are entirely free. You can download from
them directly and install on your Linux system.

Table 1-4: Database and Office Software

URL

www.oracle.com

www.sybase.com

www.software.ibm.com/data/db2/linux

www.informix.com/linux

www.cai.com/products/ingres.htm

www.softwareag.com

www.mysql.com

www.ispras.ru/~kml/gss

www.postgresql.org

www.fship.com/free.html

koffice.kde.org

gaby.netpedia.net

Office Software:
koffice.kde.org

linux.corel.com

www.sun.com/staroffice

www.openoffice.org

www.gnome.org/gw.html

www.redhat.com

Databases

Oracle database

Sybase database

IBM database

Informix database
Ingress 11

Adabas D database
MySQL database

The GNU SQL database
The PostgreSQL database

Flagship (Interface for xBase
database files)

Katabase (KOffice desktop
database)

Gaby (Gnome desktop personal
database)

Koffice

WordPerfect

StarOffice

Open Office

Gnome Workshop Project

Applixware (commercial)



Internet Servers

One of the most important features of Linux, as well as all UNIX systems, is its set of Internet
clients and servers. The Internet was designed and developed on UNIX systems, and Internet
clients and servers, such as those for FTP and the Web, were first implemented on BSD
versions of UNIX. DARPANET, the precursor to the Internet, was set up to link UNIX
systems at different universities across the nation. Linux contains a full set of Internet clients
and servers including mail, news, FTP, and Web, as well as proxy clients and servers. Sites
for Internet server software available for Linux are listed in Table 1-5. Most of these are
already included on the Red Hat CD-ROM included with this book; however, you can obtain
news, documentation, and recent releases directly from the server's Web sites.

Table 1-5: Network Servers and Security

URL

www.apache.org

www.proftpd.org

WWW.isc.org

www.sendmail.org

www.squid.org

www.samba.org

boombox.micro.umn.edu/pub/gopher

www.eudora.com/free/qpop.html

Netfilter.kernelnotes.org

netfilter.kernelnotes.org/ipchains

www.ssh.com

http://web.mit.edu/kerberos/www

www.openssh.com

Development Resources

Servers
Apache Web server
ProFTPD FTP server

Internet Software Consortium: BIND, INN,
and DHCPD

Sendmail mail server

Squid proxy server

Samba SMB (Windows network) sever
Gopher server

Qpopper POP3 mail server

IP Tables firewall server

IP Chains firewall server

Secure Shell encryption

Kerberos network authentication protocol
Open Secure Shell (free version of SSH)

Linux has always provided strong support for programming languages and tools. All
distributions include the GNU C and C++ compiler (gcc) with supporting tools like make.
Most distributions come with full development support for the KDE and Gnome desktops,
letting you create your own Gnome and KDE applications. You can also download the Linux
version of the Java Software Development Kit for creating Java programs. Perl and Tcl/TK
versions of Linux are also included with most distributions. You can download current
versions from their Web sites. Table 1-6 lists different sites of interest for Linux

programming.

Table 1-6: Linux Programming

URL

www.linuxprogramming.org

WWw.gnu.org

Internet Sites
Linux programming resources

Linux compilers and tools (gcc).



Table 1-6: Linux Programming

URL Internet Sites
dev.scriptics.com Tcl Developers Xchange, Tk/Tcl products
java.sun.com Sun Java Web site

www.perl.com Perl Web site with Perl software

www.blackdown.org Sun's Java Software Development Kit for Linux

developer.gnome.org Gnome developers Web site

www.openprojects.nu Open Projects Network

developer.kde.org Developer's library for KDE

www.linuxcare.org Linux open source software support

Online Information Sources

Extensive online resources are available on almost any Linux topic. The tables in this chapter
list sites where you can obtain software, display documentation, and read articles on the latest
developments. Many Linux Web sites provide news, articles, and information about Linux.
Several are based on popular Linux magazines, such as www.linuxjournal.com and
www.linuzgazzette.com. Others operate as Web portals for Linux, such as www.linux.com,
www.linuxworld.org, and www.linux.org. Some specialize in particular areas, such as
linuxheadquarters.org for guides on Linux software and www.linuxgames.com for the
latest games ported for Linux. Currently, many Linux Web sites provide news, information,
and articles on Linux developments, as well as documentation, software links, and other
resources. These are listed in Table 1-7.

Table 1-7: Linux Information and News Sites

URL Internet Site

www.linuxdoc.org Web site for Linux Documentation Project
www.lwn.net Linux Weekly News

www.linux.com Linux.com

www.linuxtoday.com Linux Today

www.linuxplanet.com Linux Planet

www.linuxpower.org Linux Power

Linux Focus
Linux World
Linux Mall

www.linuxfocus.org

www.linuxworld.org

www.linuxmall.com

www.linuxjournal.com

www.linuxgazette.com

www.linux.magazine.com

www.linux.org

www.li.org
www.linux.org.uk

Linux Journal

Linux Gazette

Linux Magazine

Linux Online

Linux International Web site

Linux European Web site



Table 1-7: Linux Information and News Sites

URL Internet Site
linuxheadquarters.com Linux guides and software
slashdot.org Linux forum
webwatcher.org Linux Web site watcher
WWwWw.opensource.org Open source Information

Distribution FTP and Web sites, such as www.redhat.com and ftp.redhat.com, provide
extensive Linux documentation and software. The www.gnome.org site holds software and
documentation for the Gnome desktop, while apps.kde.com holds software and
documentation for the KDE desktop. The tables in this chapter list many of the available sites.
You can find other sites through resource pages that hold links to other Web sites-for
example, the Linux Web site on the World Wide Web at www.linuxdoc.org/links.html.

Documentation

Linux documentation has also been developed over the Internet. Much of the documentation
currently available for Linux can be downloaded from Internet FTP sites. A special Linux
project called the Linux Documentation Project (LDP), headed by Matt Welsh, is currently
developing a complete set of Linux manuals. The documentation, at its current level, is
available at the LDP home site at www.linuxdoc.org. Linux documentations provided by the
LDP are listed in Table 1-8, along with their Internet sites.

Table 1-8: Linux Documentation Project

Sites Web Sites

www.linuxdoc.org LDP Web site

ftp.linuxdoc.org LDP FTP site

Guides Document Format

Linux Installation and Getting Started Guide DVI, PostScript, LaTeX, PDF, and
HTML

Linux User's Guide DVI, PostScript, HTML, LaTeX, and
PDF

Linux System Administrator's Guide PostScript, PDF, LaTeX, and HTML

Linux Network Administrator's Guide DVI, PostScript, PDF, and HTML

Linux Programmer's Guide DVI, PostScript, PDF, LaTeX, and
HTML

The Linux Kernel HTML, LaTeX, DVI, and PostScript

Linux Kernel Hacker's Guide DVI, PostScript, and HTML

Linux HOWTOs HTML, PostScript, SGML, and DVI

Linux FAQs HTML, PostScript, and DVI

Linux Man Pages Man page format



An extensive number of mirrors are maintained for the Linux Documentation Project. You
can link to any of them through a variety of sources, such as the LDP home site
www.linuxdoc.org and www.linuxjournal.org. The documentation includes a user's guide,
an introduction, and administration guides. These are available in text, PostScript, or Web
page format. Table 1-8 lists these guides. You can also find briefer explanations, in what are
referred to as HOW-TO documents. HOW-TO documents are available for different subjects,
such as installation, printing, and e-mail. The documents are available at Linux FTP sites,
usually in the directory /pub/Linux/doc/HOW-TO.

Table 1-9: Usenet Newsgroups

Newsgroup Title

comp.os.linux.announce Announcements of Linux developments

comp.os.linux.devlopment.apps For programmers developing Linux applications

comp.os.linux.devlopment.system For programmers working on the Linux
operating system

comp.os.linux.hardware Linux hardware specifications

comp.os.linux.admin System administration questions

comp.os.linux.misc Special questions and issues

comp.os.linux.setup Installation problems

comp.os.linux.answers Answers to command problems

comp.os.linux.help Questions and answers for particular problems

comp.os.linux.networking Linux network questions and issues

linux.dev.group There are an extensive number of development

newsgroups beginning with linux.dev, such as
linux.dev.admin and linux.dev.doc.

You can find a listing of different Linux information sites in the file META-FAQ located at
Linux FTP sites, usually in the directory /pub/Linux/doc. On the same site and directory, you
can also download the Linux Software Map (LSM). This is a listing of most of the software
currently available for Linux.

In addition to FTP sites, Linux Usenet newsgroups are also available. Through your Internet
connection, you can access Linux newsgroups to read the comments of other Linux users and
to post messages of your own. Several Linux newsgroups exist, each beginning with
comp.os.linux. One of particular interest to the beginner is comp.os.linux.help, where you
can post questions. Table 1-9 lists some of the Usenet Linux newsgroups you can check out,
particularly for posting questions.

Most of the standard Linux software and documentation currently available is already
included on your Red Hat CD-ROM. HOW-TO documents are all accessible in HTML
format, so you can view them easily with your Web browser. In the future, though, you may
need to access Linux Internet sites directly for current information and software.



Red Hat Commercial Enhancements

Red Hat offers several commercial products and services for business and e-commerce
solutions. These are bundled products where Red Hat Linux is combined with other
commercial and noncommercial applications to provide solutions for business. Each is
accompanied with extensive support to guarantee effective implementation and ongoing
reliability.

These include the Interchange E-Commerce Platform, the Stronghold Secure server, and the
Credit Card Verification Service (CCVS). The Interchange E-Commerce platform allows you
to manage complex catalogs with multiple vendors. Stronghold is a secure SSL Web server
based on the Apache Web server. CCVS processes online payments. In addition, the Red Hat
High Availability Server allows you to combine servers into clusters, providing balanced and
efficient access to key resources such as servers and shared applications.

Business suite products include full versions of IBM WebSphere Application Server, Lotus
Domino R5 Application Server, and DB2 Universal Database. The combination provides
businesses with collaboration, database, and Web server capabilities.

Other Linux Distributions

Although there is only one standard version of Linux, there are actually several different
releases. Different companies and groups have packaged Linux and Linux software in slightly
different ways. Each company or group then releases the Linux package, usually on a CD-
ROM. Later releases may include updated versions of programs or new software. Some of the
more popular releases, aside from Red Hat, are OpenLinux, SuSE, and Debian. The Linux
kernel is, of course, centrally distributed through www.kernel.org. All distributions use this
same kernel, although it may be configured differently.

Table 1-10 lists the Web sites for several of the more popular Linux distributions. Listed here
also are Linux kernel sites where the newest releases of the official Linux kernel are provided.
These sites have corresponding FTP sites where you can download updates and new releases,
as well as third-party software packaged for these distributions (see Table 1-11). For those not
listed, check their Web sites for FTP locations.

Table 1-10: Linux Distributions and Kernel Sites

URL Internet Site

www.redhat.com Red Hat Linux

www.caldera.com OpenLinux (Caldera)
WWW.suse.com SuSE Linux

www.debian.org Debian Linux
www.infomagic.com Infomagic

www.linuxppc.com LinuxPPC (Mac PowerPC version)
www.turbolinux.com Turbo Linux
www.slackware.com Slackware Linux Project

www.kernel.org The Linux Kernel




Table 1-10: Linux Distributions and Kernel Sites

URL Internet Site
www.kernelnotes.org Linux Kernel release information
www.linux-mandrake.com Mandrake

Table 1-11: Linux Distribution FTP Sites
URL Internet Site
ftp.redhat.com Red Hat Linux and updates
ftp.redhat.com/contrib Software packaged for Red Hat Linux
ftp.caldera.com OpenLinux (Caldera)
ftp.suse.com SuSE Linux
ftp.debian.org Debian Linux
ftp.linuxppc.com LinuxPPC (Mac PowerPC version)
ftp.turbolinux.com Turbo Linux (Pacific Hi-Tech)
OpenLinux

Caldera OpenLinux is designed for corporate commercial use. OpenLinux Linux system and
software packages include all the GNU software packages, as well as the X Window System
managers, Internet servers, WordPerfect, and the K Desktop. However, it does not presently
include Gnome. It is POSIX compliant, adhering to UNIX standards. Caldera distributes its
OpenLinux system free of charge.

Caldera has organized its OpenLinux distribution into several different packages, each geared
to different markets. These include the eDesktop package, which is designed for basic
workstation operations, and the eServer package, which is designed for Linux servers. The
eDesktop, included with this book, provides workstation software such as the KDE Desktop.
The eServer installs server software such as the mail, FTP, and DNS servers. See the Caldera
Web site at www.caldera.com for more information.

Caldera also offers a line of commercial and proprietary Linux packages. Such proprietary,
licensed software packages are not freely distributable. They include such products as the
Novell NetWare client. Recently Caldera merged with the Santa Cruz operation, which
develops and distributes SCO UNIX.

SuSE

Originally a German language-based distribution, SuSE has become very popular throughout
Europe and is currently one of the fastest growing distributions worldwide. Its current
distribution includes both KDE and Gnome. Its distributions include WordPerfect,
OpenOffice, and KOffice. It also bundles commercial products like AdabasD and the Linux
Office Suite. Currently, it supports only Intel platforms. For more information, see
WWWw.suse.com.




Debian

Debian Linux is an entirely noncommercial project, maintained by hundreds of volunteer
programmers. It does, however, incorporate support for commercial products in its
distribution. Debian currently maintains software associations with Corel and Sun, among
others. Currently it supports Alpha, Intel, Macintosh 68K, and Sparc platforms. For more
information, see www.debian.org. Debian Linux features a sophisticated package
management system and updating tool.

Slackware

Slackware is available from numerous Internet sites, and you can order the CD from Walnut
Creek Software. It includes both Gnome and KDE. The Slackware distribution takes special
care to remain as closely UNIX compliant as possible. Currently, it supports only Intel
platforms. See www.slackware.com for more information.

LinuxPPC

The LinuxPPC distribution provides versions of Linux designed exclusively for use on
PowerPC machines. The distribution will run on any PowerPC machine, including IBM,
Motorola, and Apple systems (including G4 and iMac machines). It provides support for the
USB on Mac systems. Its current distribution includes the Gnome desktop and the
Enlightenment window manager. See www.linuxppc.com for more information.

TurboLinux

TurboLinux provides English, Chinese, and Japanese versions of Linux. It includes several of
its own packages such as TurboPkg for automatically updating applications, the TurboDesk
desktop, and the Cluster Web Server. Like Red Hat, it supports RPM packages. It is currently
widely distributed in East Asia. Currently, TurboLinux supports only the Intel platform, but a
PowerPC version is in development. See www.turbolinux.com for more information.

Mandrake

Mandrake Linux is another popular Linux distribution with many of the same features as Red
Hat. It focuses on providing up-to-date enhancements and an easy-to-use installation and GUI
configuration. You can learn more about Mandrake at www.linux-mandrake.com.

Chapter 2: Installing Red Hat Linux

Overview

This chapter describes the installation procedure for Red Hat Linux. The installation includes
the Linux operating system, a great many Linux applications, and a complete set of network
servers. Different Linux distributions usually have their own installation programs. The Red
Hat installation program is designed to be efficient and brief, while installing as many features
as possible. Certain features, such as Web server support, would ordinarily require specialized



and often complex configuration operations. Red Hat automatically installs and configures
many of these features.

Note Red Hat provides a detailed installation manual at its Web site. The manual consists of
Web pages you can view using any browser. They include detailed figures and step-by-
step descriptions. Checking this manual before you install is strongly recommended.
This chapter presents all the steps in the installation process but is not as detailed as the
Red Hat manual. On the Red Hat Web site at www.redhat.com, click Support and
choose the link for your version of Red Hat, such as Red Hat Linux 7.1. This presents a
list of links, including the Official Red Hat Linux Installation Guide.

Installing Linux involves several steps. First, you need to determine whether your computer
meets the basic hardware requirements. These days, most Intel-based PC computers do. Red
Hat supports several methods for installing Linux. You can install from a local source such as
a CD-ROM or a hard disk, or from a network or Internet source. For a network or Internet
source, Red Hat supports NFS, FTP, and HTTP installations. With FTP, you can install from
an FTP site. With HTTP, you can install from a Web site. NFS enables you to install over a
local network. For a local source, you can install from a CD-ROM or a hard disk. In addition,
you can start the installation process by booting from your CD-ROM, from a DOS system, or
from boot disks that can then use the CD-ROM or hard disk repository. Red Hat
documentation covers each of these methods in detail. This chapter deals with the installation
using the CD-ROM provided by this book and a boot disk created from a boot image on the
CD-ROM. This is the most common approach.

Once the installation program begins, you simply follow the instructions, screen by screen.
Most of the time, you only need to make simple selections or provide yes and no answers. The
installation program progresses through several phases. First, you create Linux partitions on
your hard drive, and then you install the software packages. After that, you can configure your
network connection, and then your X Window System for graphical user interface support.
Both the X Windows System and network configurations can be performed independently at a
later time.

Once your system is installed, you are ready to start it and log in. Normally you will log in
using a graphical login, selecting the desktop you want, and entering your user name and
password. Alternatively you can log in to a simple command line interface. From the
command line, you can then invoke a desktop such as Gnome that provides you with a full
graphical user interface.

You have the option of installing just the operating system, the system with a standard set of
applications, or all the software available on the CD-ROM. If you choose a standard
installation, you can add the uninstalled software packages later. Chapter 4 and Chapter 19
describe how you can use the GnomeRPM utility or the Red Hat Package Manager to install,
or even uninstall, the software packages.

Hardware, Software, Information Requirements

Before installing Linux, you must ensure that your computer meets certain minimum

hardware requirements. You also need to have certain specific information ready concerning
your monitor, video card, mouse, and CD-ROM drive. All the requirements are presented in
detail in the following sections. Be sure to read them carefully before you begin installation.



During the installation program, you need to provide responses based on the configuration of
your computer.

Hardware Requirements

Listed here are the minimum hardware requirements for installing a standard installation of
the Linux system as provided by the Red Hat CD-ROM included with this book:

o A 32-bit Intel-based personal computer. At least an Intel or compatible 80386, 80486,
or Pentium class microprocessor is required.

e A 3 1/2-inch floppy disk drive (if you have a bootable CD-ROM or other means of
installing Linux, you don't really need a floppy drive, but for this particular
installation, I know it is necessary).

e Atleast 64MB RAM, though 256MB is recommended.

o Atleast 2GB free hard disk space; 3 to 6GB or more is recommended. The size
usually increases with each new release. You need at least 3GB to load and make use
of all the software packages on your CD-ROM. The standard installation of basic
software packages takes 2GB, plus 64 to 512MB for swap space depending on the
amount of RAM memory you have. If you have less than 1GB, you can elect to
perform a minimum install, installing only the Linux kernel without most of the
applications. You could later install the applications you want, one at a time.

e A 3 1/2-inch, DOS-formatted, high-density (HD) floppy disk drive, to be used to
create an install disk (if you are installing from a floppy).

e A CD-ROM drive.

e Two empty DOS-formatted, 3 1/2-inch, high-density (HD) floppy disks (for
installation from a floppy).

If you plan to use the X Windows graphical user interface, you will also need

e A video graphics card
e A mouse or other pointing device

Software Requirements

Only a few software requirements exist. If you intend to install using the floppy disks, you
need an operating system from which you can create the disks. The DOS operating system is
required to enable you to prepare your installation disks. Using a DOS system, you can access
the CD-ROM and issue DOS-like commands to create your installation disks. Any type of
DOS will do. You can even use the same commands on OS/2. However, you do not need
DOS to run Linux. Linux is a separate operating system in its own right.

If you want to have Linux share your hard disk with another operating system, like Windows,
you need certain utilities to prepare the hard disk for sharing. This way one part of your hard
disk could be used for Windows and another for Linux. For Windows, you need either the
defrag and fips utilities or disk management software like Partition Magic 4.0. The fips utility
is provided on your CD-ROM. This utility essentially frees space by reducing the size of your
current extended or primary partition. Defrag and fdisk are standard DOS utilities, usually
located in your dos directory. Defrag is used with fips to defragment your hard disk before
fips partitions it. This collects all files currently on the partition into one area, leaving all the
free space grouped in one large chunk. If you are installing on a new empty hard drive and



you want to use part of it for Windows, you can use fdisk to set up your Windows partitions.
All these tasks can also be carried out using GNU Partd and Partition Magic, mentioned
earlier.

Information Requirements

Part of adapting a powerful operating system like Linux to the PC entails making the most
efficient use of the computer hardware at hand. To do so, Linux requires specific information
about the computer components with which it is dealing. For example, special Linux
configuration files are tailored to work with special makes and models of video cards and
monitors. Before installing Linux, you need to have such information on hand. The
information is usually available in the manual that came with your hardware peripherals or
computer.

CD-ROM, Hard Disk, and Mouse Information

For some older SCSI CD-ROM drives, you need the manufacturer's name and model.

Decide how much of your hard drive (in megabytes) you want to dedicate to your Linux
system. If you are sharing with Windows, decide how much you want for Windows and how
much for Linux.

Decide how much space you want for your swap partition. Your swap partition for 7.1 should
be about the same as your RAM memory, but can work with as little as 64 megs. The size of

the swap partition was expanded with the 2.4 kernel. Your swap partition is used by Linux as

an extension of your computer's RAM.

Find the make and model of the mouse you are using. Linux supports serial, USB, PS/2,
IMPS/2, and bus mice. Most mice are supported, including Microsoft, Logitech, and Mouse
Systems.

Know what time zone you are in and to what time zone your hardware clock is set. This can
be either Greenwich mean time (GMT) or your local time zone.

Know which kind of port your mouse is using such as PS/2, USB, or serial port. Most systems
now use a PS/2 port. For a serial port mouse, you will need to know which port it is connected
to: COM1, COM2, or none.

Video and Monitor Information

Although most monitors and video cards are automatically configured during installation, you
might still need to provide the manufacturer's make and model in case the detection is wrong.
Find out the manufacturer for your monitor and its model, such as liyama VisionMaster 450
or NEC E500. Do the same for your video card-for example, Matrox Millennium G400 or
ATI XPERT@Play 98 (you can find a complete list of supported cards at www.xfree86.org).
This should be listed on the manuals or registration information provided with your computer.
For some of the most recent monitors and video cards, and some older, uncommon ones, you
may need to provide certain hardware specifications. Having this information on hand, if
possible, is advisable, just in case. At the end of the installation process, you are presented
with lists of video cards and monitors from which to choose your own. These lists are




extensive. In case your card or monitor is not on the list, however, you need to provide certain
hardware information about it. If the configuration should fail, you can always do it later
using an X Window System configuration utility such as Xconfigurator and XF86Setup. Of
particular importance is the monitor information, including the vertical and horizontal refresh
rates.

Video Card Information You should also know the following video card information,
although the chipset is most likely not necessary.

e What is the make and model of your video card?
e What chipset does your video card use?
e How much memory is on your video card?

Monitor Information What is the manufacturer and model of your monitor? Linux supports
an extensive list of monitors, covering almost all current ones. Your monitor will be
automatically detected and selected. Should the detection be wrong, you can find it and select
it from the list. If, however, your monitor is not on this list, you may need to provide the
following information. Be sure this information is correct. Should you enter a horizontal or
vertical refresh rate that is too high, you can seriously damage older monitors. Newer ones
will just shut down. You can choose a generic profile or you can enter information for a
custom profile. To do that, you need the following information:

e The horizontal refresh rate in Hz
e The vertical refresh rate in Hz

Network Configuration Information

Except for deciding your hostname, you do not have to configure your network during
installation. You can put configuration off until a later time and use network configuration
utilities like Linuxconf or netcfg to perform network configuration. If the information is
readily available, however, the installation procedure will automatically configure your
network, placing needed entries in the appropriate configuration files. If you are on a network,
you must obtain most of this information from your network administrator, unless your
network information is automatically provided by a DHCP server on your network. In this
case, you will only need your system's hostname. During the installation process, you will be
given the option of either using DHCP or entering the network information manually.

If you are setting up a network yourself, you have to determine each piece of information. If
you are using a dial-up Internet service provider, you configure your network access using a
PPP dial-up utility, such as kppp or Linuxconf, after you have installed the system. The
installation program will prompt you to enter in these values:

e Decide on a name for your computer (this is called a hostname). Y our computer will
be identified by this name on the Internet. Do not use "localhost"; that name is
reserved for special use by your system. The hostname should be a simple alphabetic
word; it can include numbers but not punctuation such as periods and backslashes. A
computer's name is made up of its hostname and domain name, so turtle.mytrek.com
has a host name turtle and a domain name mytrek.com.

e Your domain name.



e The Internet Protocol (IP) address assigned to your machine. Every host on the
Internet is assigned an IP address. This address is a set of four numbers, separated by
periods, which uniquely identifies a single location on the Internet, allowing
information from other locations to reach that computer.

e Your network IP address. This address is usually similar to the IP address, but with
one or more zeros at the end.

e The netmask. This is usually 255.255.255.0 for class C IP addresses. If, however, you
are part of a large network, check with your network administrator.

e The broadcast address for your network, if available. Usually, your broadcast address
is the same as your IP address with the number 255 used for the last number.

o Ifyou have a gateway, you need the gateway IP address for your network.

e The IP address of any name servers your network uses.

e The NIS domain and IP address if your network uses an NIS server.

e Samba server if your network is connected to a Windows network.

Upgrade Information for Currently Installed Linux Systems

If you have a version of Linux already installed and you want to upgrade it you can either
overwrite your current installation, starting new, or update the current one, keeping your
current configuration settings. If you are installing a new system or just overwriting the old
one, you can skip this section.

If you already have installed a previous version of Red Hat Linux (kernel 2.0 and above), you
may have personalized your system with different settings that you would like to keep. If you
choose the Upgrade option, rather than Install, during the installation process, these settings
will be kept. All your previous configuration files are saved in files with a .rpmsave
extension. However, Upgrade only works for Red Hat versions 3.0.3 and up.

For Red Hat versions older than 3.0.3, or for other installed Linux distributions, you should
save your settings first. You may want to back up these settings anyway as a precaution.
These settings are held in configuration files that you can save to a floppy disk and then use
on your new system, in effect retaining your original configuration (if you use mcopy, be sure
to use the -t option). You may want to preserve directories and files of data, such as Web
pages used for a Web site. You may also want to save copies of software packages you have
downloaded. For these and for large directories, using the following tar operation is best.

tar cvMf /dev/fd0 directory-or-package

Make copies of the following configuration files and any other files you want to restore. You
only need to copy the files you want to restore.

Files Description

/etc/X11/XF86Config X Windows configuration file
/etc/lilo.conf Boot manager configuration file
/etc/hosts IP addresses of connected systems
/etc/resolv.conf Domain name server addresses
/etc/fstab File systems mounted on your system

/etc/passwd Names and passwords of all users on your system



Files Description

/home/user Any home directories of users with their files on your system,
where user is the username. (For a large number of files, use
tar cfM/dev/fd0/home/user)

.netscape Each home directory has its own .netscape subdirectory with
Netscape configuration files such as your bookmark entries

Web site pages and FTP files |You may want to save any pages used for a Web site or files
on an FTP site you are running. On Red Hat versions, these
are located at /var//httpd/html and /var/ ftpd.

Once you have installed your system, you can mount the floppy disk and use the information
to configure the newly installed versions for your applications. In many cases you may be
able to copy the saved files from the floppy to your system, overwriting those initially set up.
However, new versions of applications may include changes in the format of configuration
files. If the formats have changed, copying old configuration files will not work. In these
cases, though, the new software versions will usually include utilities for converting old
configuration files to new versions. Be sure to check software documentation before you
replace any configuration files. This is particularly true for Internet server configuration files.
For example, to convert from inetd to xinetd configuration files, you use the inetdconvert
program.

If you want to restore the /ete/lilo.conf file from your previous system, you must also install
it, using the following command:

# 1lilo /etc/lilo.conf

To restore archives that you saved on multiple disks using the tar operation, place the first
disk in the floppy drive and use the following command:

tar xvMf /dev/£fd0
Opening Disk Space for Linux Partitions for Shared Hard Disks

If you are using an entire hard drive for your Linux system or if you are upgrading a currently
installed Linux system and you want to use the same partitions, you can skip this section and
go on to installing Linux. If, however, your Linux system is going to share a hard drive with
your Windows or DOS system, you need to organize your hard drive so that part of it is used
for DOS and the remaining part is free for Linux installation. How you go about this process
depends on the current state of your hard disk. If you have a new hard disk and you are going
to install both Windows and Linux on it, you need to be sure to install Windows on only part
of the hard drive, leaving the rest free for Linux. This means specifying a size smaller than the
entire hard disk for your Windows partition that you set up during the Windows install
procedure. You could also use fdisk to create partitions manually for Windows that will take
up only a part of the hard disk. If you want to install Linux on a hard disk that already has
Windows installed on its entire area, however, you need to resize your primary or extended
partition, leaving part of the disk free for Linux. The objective in each situation is to free
space for Linux. When you install Linux, you will then partition and format that free space for
use by Linux.



Several different options exist for partitioning your hard drive, depending on whether it
already contains data you need to preserve. A commercial partitioning software such as
Partition Magic and GNU Partd (http://www.gnu.org/software/parted/) can help you do this
easily and safely. Red Hat also has an option whereby Linux can be installed on a current
Windows partition, requiring no partitioning. In all cases you need to make sure that your
hard drive has the available free space for installing your Linux system.

A hard disk is organized into partitions. The partitions are further formatted to the
specifications of a given operating system. When you installed Windows, you first needed to
create a primary partition for it on your hard disk. If you have only one disk on your hard
drive, then you only have a primary partition. To add more partitions, you create an extended
partition and then, within that, logical partitions. For example, if you have C, D, and E disks
on your hard drive, your C disk is your primary partition and the D and E disks are logical
partitions set up within your extended partition. You then used the DOS format operation to
format each partition into a Windows disk, each identified by a letter. For example, you may
have divided your disk into two partitions, one formatted as the C disk and the other as the D
disk. Alternatively, you may have divided your hard disk into just one partition and formatted
it as the C disk. To share your hard drive with Linux, you need to free some space by either
deleting some of those partitions or reducing their size.

First, decide how much space you need for your Linux system. You probably need a
minimum of 3GB, though more is recommended. As stated earlier, the basic set of Linux
software packages takes up 1GB, whereas the entire set of software packages, including all
their source code files, take several GBs. In addition, you need space for a Linux swap
partition used to implement virtual memory-the same size as your RAM is recommended,
though you can get by with as little as 64 megs.

Once you determine the space you need for your Linux system, you can then set about freeing
that space on your hard drive. To see what options are best for you, you should first determine
what your partitions are and their sizes. You can do this with the fdisk utility. To start this
utility, type fdisk at the DOS prompt, and press ENTER.

C:\> fdisk

This brings up the menu of fdisk options. Choose Option 4 to display a list of all your current
partitions and the size of each. Press ESC to leave the fdisk utility. You can use the DOS
defrag and Linux fips or partd utilities to reduce the size of the partitions, creating free space
from unused space on your hard drive. You should still make a backup of your important data
for safety's sake. First, check if you already have enough unused space on your hard drive that
can be used for Linux. If you do not, you must delete some files. When Windows creates and
saves files, it places them in different sectors on your hard disk. Your files are spread out
across your hard disk with a lot of empty space in between. This has the effect of fragmenting
the remaining unused space into smaller sections, separated by files. The defrag utility
performs a defragmentation process that moves all the files into adjoining space on the hard
disk, thereby leaving all the unused space as one large continuous segment. Once you have
defragmented your disk, you can use the fips utility to create free space using part or all of the
unused space. fips is a version of fdisk designed to detect continuous unused space and
remove it from its current Windows partition, opening unpartitioned free space that can then
be used by Linux. All your Windows partitions and drives remain intact with all their data and
programs. They are just smaller.



To run the defrag utility, enter the command defrag. This is a DOS command usually found
in the dos or windows directory. You can also run it from Windows.

C:\> windows\defrag

Defrag displays a screen with colored blocks representing the different sectors on your hard
disk. It carries out an optimization of your hard disk, moving all your used sectors, your data
and programs, together on the hard disk. This may take a few minutes. When it is complete,
you will see the used sectors arranged together on the screen. You can then exit the defrag
utility.

Now you are ready to run the fips utility to free space. fips is located on your Red Hat Linux
CD-ROM, also in the directory named dosutils. Change to your CD-ROM drive and run the
fips utility. In the following example, the CD-ROM drive is drive E:

C:\> e:
E:\> \dosutils\fips

The fips utility displays a screen showing the amount of free space. Use your arrow keys to
make the space smaller if you do not need all your free space for Linux. You should leave
some free space for your Windows programs. Then press ENTER to free the space.

Creating the Red Hat Boot Disks

If your computer is fairly new, it most likely has the ability to boot from your CD-ROM. In
this case, you can just use your CD-ROM as your installation disk, and skip this section (you
may need to configure your BIOS to boot from your CD-ROM). If you cannot boot from your
CD-ROM, you will have to create floppy install disks as described here.

You can install Red Hat using an install disk whose image is located on the Red Hat CD-
ROM. You create the install disk using the MS-DOS program rawrite and an install disk
image. The install disk has to be created on a computer that runs DOS. Install disk images
exist for local installation (boot.img), installing from an network source like a Web site
(netimage.img), and installing with PCMCIA support (pemcia.img). Begin by first starting
your computer and entering DOS. Then perform the following steps.

Insert the Red Hat CD-ROM into your CD-ROM drive. At your DOS prompt, change to your
CD-ROM drive, using whatever the letter for that drive may be. For example, if your CD-
ROM drive is the E drive, just type e: and press ENTER. Once you have changed to the CD-
ROM drive, you then need to change to the \images directory. The install disk images are
there, boot.img, pcmia.img, and netboot.img. The rawrite command is in the dosutils
directory, \dosutils\rawrite.

To create the install disk, insert a blank floppy disk into your floppy drive. Now start the
rawrite command. The rawrite command will actually write the disk image to your floppy
disk. The rawrite command first prompts you for the name of the disk image file you want to
copy. Enter the full name of the install image file (in this example, boot.img). The command
then asks you to enter the letter of the floppy drive where you put your floppy disk. On many
systems, this is the A drive.

E:\> cd images



E:\col\launch\floppy > e:\dosutils\rawrite
Enter source file name: boot.img
Enter destination drive (A or B) and press ENTER: a

Press ENTER to confirm that you have a blank floppy disk in the drive. rawrite will then
copy the image file to your floppy disk, creating your install disk. When it finishes, remove
your disk from the floppy drive. This is the disk that the installation procedure (described
later) refers to as the install diskette. If you need to create a network boot disk, use
netimage.img instead. For PCMCIA support, use pcmcia.img.

Installing Linux

Installing Linux involves several processes, beginning with creating Linux partitions, and then
loading the Linux software, configuring your X Windows interface, installing the Linux
Loader (LILO) that will boot your system, and creating new user accounts. The installation
program is a screen-based program that takes you through all these processes, step by step, as
one continuous procedure. You can use either your mouse or the keyboard to make selections.
When you finish with a screen, click the Next button at the bottom to move to the next screen.
If you need to move back to the previous screen, click the Back button. You can also use the
TAB, the arrow keys, SPACEBAR, and ENTER to make selections. You have little to do
other than make selections and choose options. Some screens provide a list of options from
which you make a selection. In a few cases, you are asked for information you should already
have if you followed the steps earlier in this chapter. You are now ready to begin installation.
The steps for each part of the procedure are delineated in the following sections. This should
not take more than an hour.

Starting the Installation Program

If you followed the instructions in the first part of the chapter, you have freed space on your
hard drive, and created your install and module disks. Now you are ready to create your Linux
partitions. To do this, you need to boot your computer using the install disk you made earlier.
When you start your computer, the installation program will begin and, during the installation,
you can create your Linux partitions.

You can start the installation using one of several methods. If your computer can boot from
the CD-ROM, you can start the installation directly from the CD-ROM. Just place the Red
Hat CD-ROM in the CD-ROM drive before you start your computer. After turning on your
computer, the installation program will start up.

Note To boot from a CD-ROM, you may first have to change the boot sequence setting in
your computer's BIOS so that the computer will try to boot first from the CD-ROM.
This requires some technical ability and knowledge of how to set your motherboard's
BIOS configuration.

If you have a DOS system installed on your hard drive, you can start up DOS and then use the
autoboot.bat command in the dosutils directory to start the installation, as shown here. You
have to execute this command from a DOS system, not the Windows DOS window. Only
DOS can be running for this command to work.

e:\dosutils\autoboot.bat



If neither of these options is feasible for you, you can use the install floppy disk (see the
previous section on creating a boot disk). This is perhaps the most fail-safe method of
installing Linux. Insert the Linux install disk into your floppy drive and reboot your computer.
Performing a cold boot is best: turn off the computer completely and then turn it on again with
the install disk in the floppy drive.

The installation program will start, presenting you with an Introduction screen. After a
moment, the following prompt will appear at the bottom of your screen:

boot:

Press ENTER. (If necessary, you can enter boot parameters as described in the Red Hat
manual.) Configuration information will fill your screen as the installation program attempts
to detect your hardware components automatically.

Your system then detects your hardware, providing any configuration specifications that may
be needed. For example, if you have a IDE CD-Write drive, it will be configured
automatically as a SCSI drive so that CD Writing software can use it (see Chapters 4 and 32).
If you are installing from a floppy disk, it will detect your CD-ROM. If for some reason it
cannot do so, your system will ask you to select yours from a list. If you still have difficulty,
you may have to specify the CD-ROM at the boot prompt.

Boot: linux hdx=cdrom

Replace the x with one of the following letters, depending on the interface the unit is
connected to, and whether it is configured as master or a slave: a-First IDE controller master,
b-First IDE controller slave, c-Second IDE controller master, d-Second IDE controller slave.

As an alternative to the CD-ROM installation, you can copy the entire CD-ROM to a
Windows partition (one large enough), and then install using that partition instead of the CD-
ROM. You need to know the device name of the partition and the directory to which you
should copy the CD-ROM files. When asked to choose the installation method, you can select
hard disk. You then have to specify the partition name and the directory.

To perform multiple installations on different systems, Red Hat provides kickstart. With
kickstart, an administrator can create a profile listing all the information needed for each stage
of the installation process. Users can access the profile on a server and use it to automatically
install Red Hat on their system. The profile can also be placed on an install floppy disk and
used in floppy disk installations, providing the same kind of automatic installation. A kickstart
profile is generated automatically when you install. You can edit it with the Kickstart
Configurator to modify entries.

Note As each screen appears in the installation, default entries will be already selected,
usually by the auto-probing capability of the installation program. Selected entries will
appear highlighted. If these entries are correct, you can simply click the Next button to
accept them and go on to the next screen.

Red Hat Installation

The first screen asks you to select the language you want to use. Click the language you want
and then click the Next button. On the following screen, you will configure your keyboard.



The screen displays lists for selecting your keyboard model, layout, and options. A generic
model works in most cases.

On the next screen, you configure your mouse (see Figure 2-1). The screen lists the different
mouse brands along with specific models. One will already be automatically detected and
selected for you. If the automatic detection is wrong, you can select another. Click a + symbol
to expand a model list. Select your mouse. You can also check a button at the bottom of the
screen to have a two-button mouse emulate a three-button mouse. A generic two-button PS/2
or serial mouse will work if your model is not listed. If you select a serial mouse, you also
must select the port and device to which it is connected.
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Figure 2-1: Mouse configuration
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Now that the keyboard and mouse are configured, you can begin the installation process. The
next screen displays a Welcome to Red Hat message. Click the Next button to continue.

On the following screen, labeled Install Type, you select whether you want to install a new
system or upgrade a previous one. On the panel labeled Install Type, click the button for
either Install or Upgrade. You use the Upgrade option to upgrade a version of Red Hat (3.0.3
or higher) that is already on your system. All your current configuration files are preserved in
files with a .rpmsave extension. You can use them to restore your system configuration. With
new software versions, configuration files sometimes change format, so be sure to check for
any changes. If you do not have any complex and customized configuration files, it may be
better simply to do a basic install and make what small changes you may need later.

Should you select the Install option, you can then specify a different class of installation. You
can select a workstation installation, a server installation, a laptop installation, or a custom
installation. Most first-time users will want to use a custom installation. The other classes of
installation also perform automatic formatting of your partitions, erasing all current data on
them. Use them only if you are sure of what you are doing. Workstation installations



automatically erase any and all Linux partitions on your computer and use them to install Red
Hat Linux.

Note Be very careful with the Server installation. The Server installation will erase all
partitions on your computer hard drives, including Windows and OS/2 partitions. The
Server installation is intended for computers that will operate as dedicated servers,
performing only network server tasks. Should you be using Windows on the same
computer that you want to use Linux on, do not select the Server option.

The workstation installations will install all the needed applications for a Linux workstation
with either the Gnome or KDE desktop as your default desktop. Server installation will install
server programs to enable your Linux system to operate as a network server. The custom
installation enables you to choose what software packages you want installed on your system,
letting you select a combination of workstation and server software or to just install
everything.

Partitions

If you choose the Custom install option, an Automatic Partitioning screen is displayed with
three options: Have installer automatically partition for you, manually partition with Disk
Druid, and Manually partition with fdisk [for experts only]. Automatic partitioning can be
used for a hard disk that will only be running Linux and have no customized requirements
such as RAID devices or specialized partitions. Red Hat will detect and set up standard Linux
partitions for you. Disk Druid is an easy-to-use partition manager that employs a graphical
interface, while fdisk is the Linux fdisk utility that uses a simple command line interface. Use
fdisk only if you are familiar with it already.

If you choose the Workstation or Server options, an Automatic Partitioning screen is
displayed with three options: Manually partition with Disk Druid, Manually partition with
fdisk, and Automatically partition and Remove data. If you choose either manual partition
entry, you can control and select the partitions you want set up and formatted. If you choose
the Remove data entry, the Workstation install will erase any current Linux partition on your
system, whereas the Server install will erase all your partitions (including Windows). Should
you want to back out to select a custom installation, you can just click the Back button.

If you choose a Custom installation or the Manual partition in the Automatic Partitioning
screen, the Partitions screen is displayed. Here, you can manually create Linux partitions or
select the one where you want to install Red Hat. The top pane displays a graphics of your
partitions, and the lower pane lists the partitions in a tree format. There is a graphic for each
hard drive on your system, and each partition is displayed proportionally according to the
amount of space it takes up. You can edit a partition by selecting its image and clicking the
Edit button. The buttons above the Partitions pane enables you to create, edit, and delete
partitions. The Partitions screen is actually an interface for the Red Hat Disk Druid program,
used in previous Red Hat installation programs.

You are advised to set up at least two Linux partitions: a swap partition and a root partition.
The root partition is where the Linux system and application files are installed. If you are
sharing a large hard drive with other systems like Windows, you can install the Linux root
partition anywhere on the hard drive.



Except for the swap partition, when setting up a Linux partition you must specify a
mountpoint. A mountpoint is a directory where the files on that partition are connected to the
overall Linux file structure for your system. The mountpoint for your root partition is the root
directory, represented by a single slash, /. The mountpoint for your boot partition is the path
/boot. For a users' partition, it would be /home.

When creating a new partition, you must specify its size, though you can have the partition
automatically expand to the available free space on your hard drive. The size of the swap
partition should be the same size as your RAM memory, with a recommended minimum size
of 64 megs. With 256 megs of RAM, you could use a 256 meg swap partition. If you have a
large amount of RAM, you can make the swap partition the same size. If your disk space is
limited, you should make your swap size at least 64 megs.

Be sure enough space is available for it on your hard drive. If not, you will receive an
Unallocated Requested Partition message. You can free space by deleting unwanted partitions
already set up or edit the new partition's entry and change its requested size. Check the entry
for your hard drive in the Drive Summaries pane to find out how much free space is available
on your hard drive.

To create the new partition, click the Add button to display a dialog box where you can enter
the mountpoint, the size (in megabytes), the file system type, and the hard disk on which you
want to create the partition. For the size, you can select a "Grow to fill disk" option to have
the partition automatically expand to the size of the remaining free space on the disk. You can
have this option selected for more than one partition. In that case, the partition size will be
taken as a required minimum, and the remaining free space will be shared equally among the
partitions. For file system type, select ext3, the Linux native type for standard Linux
partitions, and select the Linux swap type for your swap partition. You can even use Disk
Druid to create DOS partitions. You can also select the hard drive on which to create the
partition. To make any changes later, you can edit a partition by selecting its segment in its
drive graphic displayed on the upper half of the screen. Then click the Edit button.

Note With Red Hat 7.2, the standard Linux file system type is ext3, which replaces ext2.

If you want to change the size of partition that has been already created, you must first delete
it and then create a new one. Remember, deleting a partition erases all data on it. To delete a
partition, select it and click the Delete button.

You also have the option of creating software RAID disks. First, create partitions and select as
their type Software RAID (see Chapter 32 for more details on RAID). Once you have created
your partitions, you can create a RAID disk. Click the Make RAID button and then select the
previously created partitions that you want to make up the RAID disk. Choose the type of
RAID disk as well.

If you are formatting any old Linux partitions that still have data on them, a dialog will
appear, listing them and asking you to confirm that you want to format them (new Linux
partitions that you create will automatically be formatted). If you already have a Linux system
and have installed Red Hat on it, you will most likely have several Linux partitions already.
Some of these may be used for just the system software, such as the boot and root partitions.
These should be formatted. Others may have extensive user files, such as a /home partition



that normally holds user home directories and all the files they have created. You should not
format such partitions.

Boot Loaders

Once your partitions are prepared, you install a boot loader. You can choose either the LInux
LOader (LILO) or the Grand Unified Boot loader (GRUB). GRUB is now the default boot
loader. You use a boot loader to start Red Hat Linux from your hard drive. You can also use it
to start any other operating system you may have installed on your computer, such as
Windows. You have two choices for where to install the boot loader: the Master Boot Record
(MBR) or the root partition. The recommended place is the MBR.

The Boot Loader Configuration screen lists various boot loader options. Here you can select
where to install boot loader (MBR or root partition), specify a label for the Linux system
(usually linux), decide whether it is to be the default system (if you have more than one
operating system), and specify any kernel parameters your system may require for Linux. At
the top of the screen are options for creating a boot disk selecting either the GRUB or LILO
boot loaders, and nof to install a boot loader. GRUB will be selected by default. The boot disk
creation option is also automatically selected for you. You can use the boot disk to start your
Linux system should there ever be a problem starting from your hard drive (for example, if
you reinstall Windows on your hard drive, the boot loader is removed and you will need to
use the boot disk to start Linux so that you can reinstall the boot loader).

The bottom of the screen displays a list of bootable partitions. Selecting one enables you to
enter specific information for the partition in the top pane, such as the label you want to give
to this partition and any kernel parameters required. The root or boot linux partition is usually
given the label "linux"; a Window partition could be given a label like "win."

Network Configuration

The Network Configuration screen displays tabbed panes in the top half for the different
network devices on your computer (see Figure 2-2). Click the tab for the device you want to
configure. For computers already connected to a network with an Ethernet card, the tab is
usually labeled eth0. Such a tab displays a pane with boxes for entering the various IP
addresses for the network accessible through this device. These include the device's IP
address (usually your computer's IP address), the network's address, and the broadcast
address, along with the netmask. You could have a computer with several Ethernet devices,
each connected to a different (or the same) network. If your network supports DHCP, you can
click the DHCP button instead of manually entering in these addresses. DHCP automatically
provides your computer with the needed IP addresses. You can also choose to have the device
activated when your system boots or not.
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Figure 2-2: Network configuration

The bottom pane holds boxes for entering the IP addresses for your network's domain name
servers (DNS) and gateway computer, as well as the hostname you want to give to your
system. In the Hostname box, enter the fully qualified domain name for your computer.

Next, the Firewall Configuration screen lets you create basic default levels of network
security. You can choose a high, medium, or low level of security. You can opt to use default
firewall rules or customize your configurations specifying trusted devices and services to
allow, such as Web or FTP connections. On Red Hat 7.2, the Firewall Configuration still
implements older IP-Chains firewall rules. If you plan to use the newer IP-Tables, you will
have to remove this configuration first (see Chapters 6 and 40).

The next screen lets you choose the language you want to use.

On the Time Zone Configuration screen, you have the option of setting the time by using a
map to specify your location or by using Universal Coordinated Time (UTC) entries.

On the Account Configuration screen, you can set the root password for the root account on
your system. This is the account used for system administration operations, such as installing
software and managing users. On this same screen, you can also add ordinary user accounts.
Click the Add button to create the account. A dialog is opened with entries for the user name,
the user's full name, the password, and the password confirmation. Once you have entered in
the information and clicked OK, the new user will be listed. Use the Edit button to change
entries and the Delete button to remove users.

On the Authentication Configuration screen, you can add further levels of security for
passwords. MD5 allows for long passwords up to 256 characters and shadow passwords that
will save password information in a secure file on your system. There are tabbed panels for
enabling different kinds of authentication services along with specifying their servers. There
are panels for NIS, LDAP, Kerberos, and SMB. On the NIS (Network Information Service)



panel, you can enable NIS and enter your NIS domain. On the LDAP panel, you can enable
LDAP (Lightweight Directory Access Protocol) and specify your LDAP server if you have
one; and on the Kerberos panel, you can enable Kerberos authentication. On the SMB panel,
you can specify an SMB server and its workgroup for a Window network.

For custom installations, you are presented with a Package Group Selection screen. Here you
can choose to install whole sets of packages for different categories. For example, you can
install all the packages you would need for the Gnome desktop or the X Window System. To
install all packages, select the Everything entry at the end of the list.

If you want to select individual software packages, click the "Select individual packages"
check box. This will display a new screen with two panes, the left showing an expandable tree
of software categories and the right displaying icons for the individual software packages. To
select a package for installation, double-click it. You can also single-click, and then click the
"Select package for installation" check box below. Whenever you single-click any icon, a
description of the package is displayed on the bottom pane. Many software packages require
that other software packages also be installed. This is called a dependency. Should you not
have these already selected for installation, then an Unresolved Dependencies screen is
displayed showing the packages you need to install. You can then select them for installation.

The Installing Packages screen is then displayed, which shows each package as it is installed
and the progress of the installation. When the installation finishes, the Next button will
become active. You can then move on to the Boot Disk Creation screen. Here, you can create
a boot disk using a standard floppy disk (or you can elect to skip it).

X Window System Configuration

The X Configuration screen (see Figure 2-3) then finishes the configuration of the X Window
System. This enables GUI interfaces, such as Gnome and KDE. X configuration uses the
Xconfigurator utility to detect your video card and monitor automatically.
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Figure 2-3: X configuration

On the Monitor Configuration screen, you select your monitor (see Figure 2-4). Initially,
Xconfigurator will automatically probe your monitor and select a make and model from those
listed on the screen. Check to see that the correct monitor is selected. If not, find its entry and



click it. Monitor entries are organized by company in an expanding tree. If you have a
Hewlett-Packard monitor, click the + symbol next to the hp entry to list all the monitors that
Hewlett-Packard makes. Then click your model. When you select a monitor, the horizontal
and vertical boxes at the bottom of the screen will display your monitor's horizontal sync
range and vertical sync range (these values are generally available in the documentation that
accompanies your monitor or from your monitor's vendor or manufacturer).
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Figure 2-4: Monitor configuration

If your monitor does not appear on the list, then select a Generic entry (usually Generic
multisync). Xconfigurator will then supply horizontal and vertical frequency values in the
labeled boxes at the bottom of the screen. Check that the correct horizontal and vertical
frequencies are entered. If you enter values that are too high, you could overclock your
monitor and possibly damage or destroy it. Do not select a monitor "similar" to your monitor
unless you are certain the monitor you are selecting does not exceed the capabilities of your
monitor.

On the Customize Graphic Configuration screen, you can set different video card
configuration features such as the amount of video memory or the color depth (see Figure 2-
5). If you know how much video memory is on your video card, you can check for the
appropriate entry for that amount located in the drop-down menu. If an incorrect amount is
selected, you can select the appropriate one.
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Figure 2-5: Graphic configuration

You can specify your card's resolution and color depth by selecting the specification you want
from their drop-down menus. Auto-probed entries will already be selected. You can change
them to other entries if you wish. An 800 x 600 resolution is usually used for 15- and 17-inch
monitors, and 1024 x 768 for 19- and 21-inch monitors.

You can also choose to use a graphical login instead of the command line login. The graphical
login check box will already be checked for you. If you choose this option, when you start,

the Gnome Desktop Manager (GDM) will start and display a login screen where you can enter
the user name and password. A Sessions submenu in the Options menu enables you to choose
whether to start KDE, Gnome, or the AnotherLevel window manager. When you log in, your
desktop automatically starts up. When you log out of your desktop, the GDM login window is
redisplayed. Select Shutdown from the Options menu to shut down Linux.

If you do not choose this option, you will start up with the command line interface. Enter the
user name at the login prompt and the password at the password prompt to log in. Use startx
to start Gnome and switchdesk to switch to KDE or AnotherLevel. The logout command logs
out, and CTRL-ALT-DEL will shut down Linux. You can also enter the shutdown or halt
command while logged in to shut down Linux.

To set your default desktop, select either Gnome or KDE from the Default Desktop pop-up
menu.

When you finish, Xconfigurator will generate an X Window System configuration file called
/ete/X11/XF86Config. This is the file the X Window System uses to start up.

If you are having difficulty, you can always click the Skip X Configuration check box to skip
the X Window System configuration and perform it later, after you have installed your
system.

Finishing Installation

Once your boot disk is created, installation is finished. Click the Exit button of the final
screen. Your system will reboot. If you chose GRUB as your boot loader, then a GRUB menu
will be displayed listing Linux and other operating systems you specified such as Windows.



Use the arrow key to move to the Linux entry, if it is not already there, and press ENTER. If
you chose LILO as your boot loader, then a command line boot prompt is displayed. If you set
up Linux as your default operating system, just press ENTER or do nothing. Linux will then
start up. If Linux is not your default, then enter the label you gave it when configuring LILO
(usually "linux"). If you booted from a CD, your CD will be ejected before rebooting. If you
booted directly from the CD-ROM, you may want to change your boot sequence in the BIOS
back to your floppy drive.

When your system restarts, the login prompt or the GDM login screen will appear, depending
upon whether you chose to have the X Window System start up automatically. You can then
log into your Linux system using a login name and a password for any of the users you have
set up. If you log in as the root user, you can perform administrative operations, such as
installing new software or creating more users. To log in as the root user, enter root at the
login prompt and the root user password at the password prompt.

If you are upgrading from a previously installed Red Hat Linux system and used the upgrade
options, you can restore your previous configuration files, which are currently saved on your
new system with the .rpmsave extension to their filenames. If you are upgrading from a
another Linux system and have manually saved configuration files, you can restore them now.
Be sure to save any current configuration files generated by your newly installed software.
Check documentation for any configuration changes. You may not be able to use the old
configuration files as they are.

Should you want copies of your boot disk in case you lose or damage the one you made
during installation, you can create more with the mkbootdisk command. Enter this command
in a terminal window or at the command line, and specify the kernel version number (2.4.7-10
for Red Hat 7.2), as shown here:

mkbootdisk 2.4.7-10

You can also create boot disks from the Gnome desktop using the qmkbootdisk tool,
accessible from the Gnome system menu. This tool also lets you specify different kernels to
boot (see Chapter 34). The current kernel will already be selected.

When you finish, log out of your account using the command logout. You then need to shut
down the entire system. From the GDM login window, select Halt from the Options menu.
From the command line interface, enter the halt command. If the system should freeze on you
for any reason, you can hold down the CTRL and ALT keys and press DEL (CTRL-ALT-
DEL) to safely shut it down. Never just turn it off as you do with DOS.

Should your Linux system fail to boot at any time, you can use the boot disk you created to
perform an emergency boot. You can also use the install disk and, at the boot prompt, enter
boot rw root= with the device name of the root Linux partition. For example, if your root
Linux partition is /dev/hda4, then you would enter boot rw root=/dev/hda4 as shown here:

boot> boot rw root=/dev/hda4d

Chapter 3: Interface Basics



Overview

To start using Linux, you must know how to access your Linux system and, once you are on
the system, how to execute commands and run applications. Accessing Linux involves more
than just turning on your computer. Once Linux is running, you have to log into the system
using a predetermined login name and password. Once on the system, you can start executing
commands and running applications. You can then interact with your Linux system using
either a command line interface or a graphical user interface (GUI). The Linux systems use
GUI interfaces like Gnome and KDE with which you can use windows, menus, and icons to
interact with your system. Most distributions, including Red Hat Linux, allow you to use a
graphical login. A simple window appears with menus for selecting login options and text
boxes for entering your user name and password.

Obtaining information quickly about Linux commands and utilities while logged into the
system is easy. Linux has several online utilities that provide information and help. You can
access an online manual that describes each command or obtain help that provides more
detailed explanations of different Linux features. A complete set of manuals provided by the
Linux Documentation Project is on your system and available for you to browse through or
print. Both the Gnome and KDE desktops provide help systems that give you easy access to
desktop, system, and application help files.

Note To make effective use of your Linux system, you must know how to configure certain
features. Administrative operations such as adding users, specifying network settings,
accessing CD-ROM drives, and installing software can now be performed with user-
friendly system tools as well as the original command line utilities.

This chapter discusses how to access your Linux system, including logging in and out of user
accounts, as well as starting the system and shutting it down. Linux commands and utilities
are also covered, along with basic operations of the Gnome and KDE desktops. The chapter
ends with an explanation of basic system administration operations, such as creating new user
accounts and installing software packages.

User Accounts

You never directly access a Linux system. Instead, Linux sets up an interface called a shell
through which you can interact. A Linux system can actually set up and operate several user
shells at once, accommodating several users simultaneously. In fact, you can have many users
working off the same computer running a Linux system. Each particular user appears to be the
only one working on the system, as if Linux can set up several virtual computers and each
user can then work on his or her own virtual computer. Such virtual computers are actually
individually managed interfaces whereby each user interacts with the Linux system.

These user shells are frequently referred to as accounts. UNIX, which Linux is based on, was
first used on large minicomputers and mainframes that could accommodate hundreds of users
at the same time. Using one of many terminals connected to the computer, users could log
into the UNIX system using their login names and passwords. All of this activity was
managed by system administrators. To gain access to the system, you needed to have a user
account set up for you. This was commonly known as "opening an account." A system
administrator created the account on the UNIX system, assigning a login name and password
for it. You then used your account to log in and use the system.



Each account is identified by a login name with access protected by a password. Of course,
you can access any account if you know its login name and password. On your Linux system,
you can create several accounts, logging into different ones as you choose. Other people can
access your Linux system, making use of login names and passwords you provide for them.
They have their own accounts on your system. Recall that in the previous chapter on installing
Linux, you created a login name and password for yourself. These are what you use to access
Linux regularly. When you created the login name and password, you were actually creating a
new user account for yourself.

Note You can, in fact, create other new user accounts using special system administration
tools. These tools become available to you when you log in as the root user. The root
user is a special user account reserved for system administration tasks, such as creating
users and installing new software. Basic system administration operations are discussed
briefly in Chapter 5, but they are discussed in detail in Chapters 29-39. For now, you
only need your regular login name and password.

Accessing Your Linux System

To access and use your Linux system, you must carefully follow required startup and
shutdown procedures. You do not simply turn off and turn on your computer. If you have
installed a boot loader, either GRUB or LILO, when you turn on or reset your computer, the
boot loader first decides what operating system to load and run. GRUB will display a menu of
operating systems to choose, whereas LILO will display a command-line prompt, as shown
here:

LILO: linux

If, instead, you wait a moment or press the ENTER key, the boot loader loads the default
operating system. (Recall that earlier you designated a default operating system.) If there is a
Windows system listed, you can choose to run that instead.

You can think of your Linux operating system as operating on two different levels, one
running on top of the other. The first level is when you start your Linux system, and the
system loads and runs. It has control of your computer and all its peripherals. You still are not
able to interact with it, however. After Linux starts, it displays a login prompt, waiting for a
user to come along and log into the system to start using it. To gain access to Linux, you have
to log in first.

You can think of logging in and using Linux as the next level. Now you can issue commands
instructing Linux to perform tasks. You can use utilities and programs such as editors or
compilers, or even games. Depending on a choice you made during installation, however, you
may either be interacting with the system using a simple command line interface or using the
desktop directly. There are both command line login prompts and graphical login windows. In
the case of most Linux distributions such as Red Hat, if you choose to use a graphical
interface at the end of the installation, you are presented with a graphical login window at
which you enter your login and password. If you choose not to use the graphical interface,
you are presented with a simple command line prompt to enter your login name.



Gnome Display Manager: GDM

With the graphical login, your X Window System starts up immediately and displays a login
window with boxes for a user login name and a password. When you enter your login name

and password, and then click the OK or GO button, your default GUI starts up. On Red Hat,
this is usually Gnome.

For Red Hat, graphical logins are handled by the Gnome Display Manager (GDM). The GDM
manages the login interface along with authenticating a user password and login name, and
then starting up a selected desktop. If problems ever occur using the X Window System
display of the GUI interface, you can force a shutdown of the X Window System and the GUI
with the CTRL-ALT-BACKSPACE keys. For GUI logins, it will restart the X Window
System, returning you to the login screen. Also, from the GDM, you can shift to the command
line interface with the CTRL-ALT-F1 keys, and then shift back to the X Window System with
the CTRL-ALT-F7 keys.

When the GDM starts up, it shows a login window with a box for login, as shown in Figure 3-
1. Three menus are at the top of the window, labeled Session, Language, and System. To log
in, enter your login name in the Login box and press ENTER. Then you are prompted to enter
your password. Do so, and then press ENTER. By default, the Gnome desktop is then started

up.
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Figure 3-1: The Gnome Display Manager

When you log out from the desktop, you return to the GDM login window. To shut down
your Linux system, click the System menu to display the entries Reboot or Halt. Select Halt to
shut down your system. Alternatively, you can also shut down when you log out from Gnome.
Gnome will display a logout screen with the options to log out, shut down, or reboot. Logout
is the default, but selecting Shutdown will also shut down your system. Selecting reboot will
shut down and restart your system. (You can also open a terminal window and enter the
shutdown, halt, or reboot commands as described in the next section. Halt will log out and
shut down your system.)

From the Session menu, you can select the desktop or window manager you want to start up.
Figure 3-2 shows the default entries for Red Hat's Session menu. Here you can select KDE to
start up the K Desktop instead of Gnome, among others. The Language menu lists a variety of
different languages Red Hat Linux supports. Choose one to change the language interface.
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Figure 3-2: GDM Sessions menu

Command Line Interface

For the command line interface, you are initially given a login prompt. The system is now
running and waiting for a user to log in and use it. You can enter your user name and
password to use the system. The login prompt is preceded by the hostname you gave your
system. In this example, the hostname is turtle. When you finish using Linux, you first log
out. Linux then displays exactly the same login prompt, waiting for you or another user to log
in again. This is the equivalent of the login window provided by the GDM. You can then log
into another account.

Red hat Linux release 7.2 (Enigma)
Kernel 2.4.7-10 on 1686

turtle login:

If you want to turn off your computer, you must first shut down Linux. If you don't shut down
Linux, you could require Linux to perform a lengthy systems check when it starts up again.
You shut down your system in either of two ways. First, log into an account and then enter the
halt command. This command will log you out and shut down the system.

$ halt

Alternatively, you can use the shutdown command with the -h option. With the -r option, it
shuts down the system and then reboots it. In the next example, the system is shut down after
five minutes. To shut down the system immediately, you can use +0 or the word now (see
Chapter 29 for more details).

# shutdown -h now
Note Shutting down involves a series of important actions, such as unmounting file systems
and shutting down any servers (never simply turn off the computer).

You can also reboot your system from the login prompt. Logging out does not shut down the
system: it is still running and has control of your machine. To shut down and reboot your
system, hold down the CTRL and ALT keys, and then press the DEL key (CTRL-ALT-DEL).
You system will go through the standard shutdown procedure and then reboot your computer.
At this point it is safe to turn off your computer if you wish, or just let the system restart.

When you shut down, you will see several messages as Linux shuts itself down. It is not
finished until you see the "System is halted" message. If you are rebooting, Linux will shut
down and then reboot your system, at which time you can turn it off if you wish. The
following steps include all the startup and shutdown procedures for the command line
interface:
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Boot your computer.

2. At the boot loader, make sure the "linux" entry is selected and press ENTER. (Or,
press ENTER if Linux is your default.)

3. After a few messages, the login prompt appears, and then you can log into the system
and use it.

4. When you finish working in an account, you can log out. The login prompt then
reappears, and you can log into another account.

5. If you are finished working on Linux and want to shut it down, enter the halt
command while still logged into your account (shutdown -r will reboot).

6. At the login prompt, you can also shut down and reboot the system with CTRL-ALT-

DEL. The system first shuts down and then restarts, at which time you can turn off

your computer or just let the system start up again.

Once you log into an account, you can enter and execute commands. Logging into your Linux
account involves two steps: entering your user name, and then your password. You already
know what the login prompt looks like. Type in the login name for your user account. If you
make a mistake, you can erase characters with the BACKSPACE key. In the next example,
the user enters the user name richlp and is then prompted to enter the password:

Red hat Linux release 7.2 (Enigma)
Kernel 2.4.7-10 on 1686

turtle login: richlp
Password:

When you type in your password, it does not appear on the screen. This is to protect your
password from being seen by others. If you enter either the login or password incorrectly, the
system will respond with the error message "Login incorrect" and will ask for your login
name again, starting the login process over. You can then reenter your login name and
password.

Once you enter your user name and password correctly, you are logged into the system. Your
command line prompt is displayed, waiting for you to enter a command. Notice the command
line prompt is a dollar sign ($), not a sharp sign (#). The $ is the prompt for regular users,
whereas the # is the prompt solely for the root user. In this version of Linux, your prompt is
preceded by the hostname and the directory you are in. Both are bounded by a set of brackets.

[turtle /home/richlp]$

To end your session, issue the logout or exit commands. This returns you to the login prompt,
and Linux waits for another user to log in.

[turtle /home/richlp]$ logout

Once logged into the system, you have the option of starting an X Window System GUI, such
as Gnome or KDE, and using it to interact with your Linux system. In Linux, the command
startx starts the X Window System along with a GUI, which then enables you to interact with
the system using windows, menus, and icons. On Red Hat, the startx command starts the
Gnome desktop by default, though you can configure it to start up another desktop such as
KDE or even a window manager. Once you shut down the GUI interface, you will return to
your command line interface, still logged in.



On Red Hat, you can use the switchdesk command, while in your desktop, to switch between
Gnome, KDE, or the FVWM window manager. You make your selection and then quit the
desktop to return to the command line interface. When you start up the GUI again, the
desktop you selected is used.

Gnome Desktop

The Gnome desktop display shown in Figure 3-3 initially displays a panel at the bottom of the
screen, as well as any icons for folders and Web pages initially set up by your distribution.
For Red Hat, you see several Web page icons and a folder for your home directory. The panel
at the bottom of the screen contains icons for starting applications, such as Mozilla (the
Mozilla logo) and the Help system (the question mark logo). You can start applications using
the main menu, which you display by clicking the Gnome icon (the image of a bare footprint),
located on the left side of the panel.

Em fm xes Go jreanis Peiwes ey

4 P 4 & 424 @ =

[

i [T,
i} a ;
d
T aiies B e Foap
Fin Bl Fww o (feeimsls  Sobeemes g S L ‘le_shi_ -
|| = & & & & HH

Bml L Pl s el Taawh

R =
Lpemmse s _"-H‘._. . rl

U i e Geeh G0 fesesehs B e

;9.- # h—!- 'H [ £ rl.\.l-rﬂlih-p:]_..m

AP B | L
Figure 3-3: Gnome

When you click the folder for your home directory on your desktop or select the File Manager
entry on the main menu, a file manager window opens showing your home directory. You can
display files in your home directory and use the UP ARROW button to move to the parent
directory. Back and Forward buttons move through previously displayed directories. In the
location window, you can enter the pathname for a directory to move directly to it. The file
manager is also Internet-aware. You can use it to access remote FTP directories and to display
or download their files (though it cannot display Web pages).

To move a window, left-click and drag its title bar or right-click its other borders. Each
window supports Maximize, Minimize, and Close buttons, as well as a Stick Pin button.
Double-clicking the title bar will "shade" a window, or rather reduce it to only its title bar;
you can redisplay the window with another double-click. The desktop supports full drag-and-
drop capabilities. You can drag folders, icons, and applications to the desktop or other file
manager windows open to other folders. The move operation is the default drag operation. To



copy files, click and drag, and then press the CTRL key before releasing the mouse button. To
create links, hold down the SHIFT key when you click and drag. In most cases, you would
use links for desktop icons.

The panel also contains a pager for desktop areas, which appears as four squares. Clicking a
square moves you to that area. You can think of the desktop work area as being four times
larger than your monitor screen, and you can use the pager to display different parts. You can
configure your Gnome interface, setting features such as the background, by using the
Preferences window in the Start Here window. Click the image of a compass with a map on
the panel to open the Start Here window (see Figure 3-3). To configure system settings, such
as adding users, installing printers, and setting up network connections, open the System
Settings window in the Start Here window (see Figure 3-4). To execute a command using the
command line interface, open a terminal window by clicking the image of a monitor on the
panel. In that window, at the $ prompt, type in your command.
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Figure 3-4: Desktop Switcher

To quit the Gnome desktop, select the logout entry at the bottom of the main menu. If you
entered from a login window, you are then logged out of your account and returned to the
login window. If you started Gnome from the command line, you are returned to the
command line prompt, still logged into your account.

Although Gnome is the default desktop for Red Hat, you can easily switch to the KDE
desktop. Red Hat installs the complete KDE desktop as part of its distribution. If you are
performing a graphical login using the Gnome Desktop Manager, you can use the Session
menu on the Options button to select KDE as the desktop you want to run. If you are logging
into Linux using the command line interface, and then starting the desktop with the startx
command, you can start the Gnome desktop and then use the Desktop Switcher located in the
System directory to select KDE. When you quit Gnome and restart with the startx command,
KDE is used as your desktop instead of Gnome. On KDE, you can then use the Desktop
Switcher located in the Red Hat System menu to switch back to Gnome.

The K Desktop

The KDE Desktop display, shown in Figure 3-5, initially displays a panel at the bottom of the
screen, as well as any icons for folders and Web pages initially set up by your distribution. In

the upper-left corner, you can see a row of icons with labels like Autostart, Trash, and Printer.
When a user starts KDE for the first time, the KDE Setup Wizard is run, displaying a series of



four windows advising you to set up icons for KDE Web pages, as well as CD-ROM and
printer icons. Initially, the KDE Wizard enables you to choose a theme, such as a Windows,
KDE standard, or Mac theme. You can change this later if you want. The next windows ask if
you want to add icons for your CD-ROM and printer, and links to certain Web sites, such as
the KDE Web site.
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You can start applications using the main menu, which you display by clicking the button in
the panel with the large K on a cogwheel. This button is located on the left side of the panel.
When you click the folder for your home directory on your panel (the icon of a folder with a
house on it) or select the File Manager entry on the main menu, a file manager window opens,
showing your home directory. You can display files in your home directory and use the UP
ARROW button to move to the parent directory. Back and Forward buttons move through
previously displayed directories. In the location window, you can enter the pathname for a
directory to move directly to it. The file manager is also Internet-aware and a fully functional
Web browser. You can use it to access remote Web and FTP sites, displaying Web pages or
downloading files from an FTP site.

To move a window, click and drag its title bar or click and drag its other borders. Each
window supports Stick Pin, Maximize, Minimize, and Close buttons. Double-clicking the title
bar reduces the window to only its title bar (known as shading), which can redisplay with
another double-click. The desktop supports full drag-and-drop capabilities. You can drag
folders, icons, and applications to the desktop or to another file manager window open to
other folders. Clicking the cogwheel in the right corner of a file manager window opens a
duplicate window.

Selection of an icon in a file manager window is different than in other GUIs. To select an
item, CTRL-click instead of making a single left-click. The single left-click is the same as a
double-click on other GUISs, executing the item or opening it with its associated application.
So, if you single-click on a folder icon, you open the folder (as opposed simply to selecting
it). If you single-click a file, you start up the application using that file. To select items, be
sure to CTRL-click them. To unselect a selected item, be sure to CTRL-click again. When
you click and drag a file to the desktop or another file manager window, a pop-up menu
appears, which then enables you to choose whether you want to move, copy, or create a link
for the item.



The panel also contains a pager for virtual desktops. This appears as four squares. Clicking a
square moves you to that desktop. You can think of the virtual desktops as separate desktops,
and you can use the pager to move to the different ones. To execute a command using the
command line interface, open a console window. Click the image of a monitor on the panel.
In that window, at the $ prompt, type in your command. You can modify your KDE interface
at any time using the KDE Control Center. Click the image of a monitor with a circuit board
on the panel or select the KDE Control Center from the main menu.

To quit the KDE desktop, select the Logout entry at the bottom of the main menu. If you
entered from a login window, you are logged out of your account and returned to the login
window. If you started KDE from the command line, you are returned to the command line
prompt, still logged into your account.

Command Line Interface

When using the command line interface, you are given a simple prompt at which you type in
your command. Even with a GUI, you sometimes need to execute commands on a command
line. Linux commands make extensive use of options and arguments. Be careful to place your
arguments and options in their correct order on the command line. The format for a Linux
command is the command name followed by options, and then by arguments, as shown here:

$ command-name options arguments

An option is a one-letter code preceded by a dash, which modifies the type of action the
command takes. Options and arguments may or may not be optional, depending on the
command. For example, the Is command can take an option, -s. The Is command displays a
listing of files in your directory, and the -s option adds the size of each file in blocks. You
enter the command and its option on the command line as follows:

$ 1ls -s

An argument is data the command may need to execute its task. In many cases, this is a
filename. An argument is entered as a word on the command line after any options. For
example, to display the contents of a file, you can use the more command with the file's name
as its argument. The more command used with the filename mydata would be entered on the
command line as follows:

$ more mydata

The command line is actually a buffer of text you can edit. Before you press ENTER, you can
perform editing commands on the existing text. The editing capabilities provide a way to
correct mistakes you may make when typing in a command and its options. The
BACKSPACE and DEL keys enable you to erase the character you just typed in. With this
character-erasing capability, you can BACKSPACE over the entire line if you want, erasing
what you entered. CTRL-U erases the whole line and enables you to start over again at the
prompt.

Note You can use the UP ARROW to redisplay your previously executed command. You can
then reexecute that command, or you can edit it and execute the modified command.
This is helpful when you have to repeat certain operations over and over, such as editing



the same file. This is also helpful when you've already executed a command you entered
incorrectly.

Help

A great deal of help is already installed on your system, as well as accessible from online
sources. Both the Gnome and KDE desktops feature Help systems that use a browser-like
interface to display help files. To start KDE Help, click the Book icon in the panel. Here, you
can select from the KDE manual, the Linux Man pages, or the GNU info pages. KDE Help
features browser capabilities, including bookmarks and history lists for documents you view.

To start the Gnome Help browser, click the icon with the question mark (?) in the panel. You
can then choose from the Gnome user guide, Man pages, and info pages (see Figure 3-6). The
Gnome Help browser and KDE Help Center also feature bookmarks and history lists.

Eile Eot Yeew o Hotkmicks Prificinces Help

4 B A & @ ] ) IEI

Forewd Up Rebieith Homa Web Sawch

Lezon: [unniinbrigrm b T Brired 41 TRl Pl sl View &t Web Pags 2

GNOME Project +Jd

HTML page, 500 byles
Bep 5 2001 a1 12:58 PM

F ]
- ‘ﬂ'
DPP"I wilth Bdodin
Cpan waih HEtoaps G- O-Mc-
Oty vl

HELF INDEX

Figure 3-6: Gnome Help browser

Both Gnome and KDE, along with other applications, such as Linuxconf, also provide
context-sensitive help. Each KDE and Gnome application features detailed manuals that are
displayed using their respective Help browsers. Also, applications like Linuxconf feature
detailed context-sensitive help. Most panels on Linuxconf have Help buttons that display
detailed explanations for the operations on that panel.

Note In addition, extensive help is provided online. The Red Hat desktops display Web page
icons for support pages, including online manuals and tutorials.

On your system, the /usr/share/doc directory contains documentation files installed by each
application. Within each directory, you can usually find HOW-TO documents for that
application.

You can also access the online manual for Linux commands from the command line interface
using the man command. Enter man with the command on which you want information.

S man 1ls



Pressing either the SPACEBAR or the F key advances you to the next page. Pressing the B
key moves you back a page. When you finish, press the Q key to quit the man utility and to
return to the command line. You activate a search by pressing either the slash (/) or question
mark (?). The / searches forward and the ? searches backward. When you press the /, a line
opens at the bottom of your screen, and you then enter a word to search for. Press ENTER to
activate the search. You can repeat the same search by pressing the N key. You needn't
reenter the pattern.

Note You can also use either the Gnome or KDE Help system to display Man pages.
Online Documentation

When you start up your browser, a default Web page lists links for documentation both on
your own system and at the Red Hat Web site. To use the Red Hat Web site, you first must be
connected to the Internet. However, your CD-ROM and your system contain extensive
documentation showing you how to use the desktop and take you through a detailed
explanation of Linux applications, including the Vi editor and shell operations. Other
documentation provides detailed tutorials on different Linux topics.

The /usr/share/doc directory contains the online documentation for many Linux applications,
including subdirectories with the names of installed Linux applications that contain
documentation, such as readme files. You can access the complete set of HOW-TO text files
in the /usr/share/doc/HOWTO directory. The HOW-TO series contains detailed
documentation on all Linux topics from hardware installation to network configuration. In
addition, /usr/share/doc/HOWTO/HTML holds documentation in the form of Web pages
you display with a Web browser. You can use the following URL on a Web browser, such as
Netscape, to view the documents:

file:/usr/share/doc/HOWTO/HTML

Online documentation for GNU applications, such as the gcc compiler and the Emacs editor,
also exists. You can access this documentation by entering the command info. This brings up
a special screen listing different GNU applications. The info interface has its own set of
commands. You can learn more about it by entering info info. Typing m opens a line at the
bottom of the screen where you can enter the first few letters of the application. Pressing
ENTER brings up the info file on that application.

Note You can also display info documents using either the Gnome or KDE Help browser.

Part II: Basic Setup
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Overview

To make effective use of your Linux system, you must know how to configure certain
features. Administrative operations such as adding users, accessing CD-ROM drives, and
installing software can now be performed with user-friendly system tools. This chapter
discusses basic system administration operations that you need to get your system up and
running, as well as to perform basic maintenance such as adding new users or printers.

There are three basic system configuration tasks that you most likely will have to deal with:
user management, file system access, and printer setup. You can manage users, adding new
ones and removing others. File systems such as floppy disks, CD-ROMSs, or other hard drives
can be attached to your system at specific directories. You can also add different kinds of
printers. All of these tasks you were asked to perform during installation. You can make
changes or additions easily using the administration tools described in this chapter.

When logged in as the root user, you can also perform certain configuration operations from
the command line. You can manually access system configuration files, editing them and
making entries yourself. For example, the domain name server entries are kept in the
/etc/resolv.conf file. You can edit this file and type in the addresses.

Note Configuration tools are only accessible by the root user. You will first need to log in
using root as your user name and providing the root password you specified during
installation.

Configuration operations can be performed either from a GUI interface such as Gnome or
KDE, or they can be performed using a simple shell command line at which you type in
configuration commands. Red Hat also provides a set of cursor-based configuration tools,
referred to as the Text Mode Setup Utility, which can be run from any shell command line.
These tools cover a variety of tasks such as mouse, network, and X Windows System
configuration (network configuration is covered in Chapter 5), and are shown in Table 4-1.

GUI Administration Utilities: Linuxconf and Webmin

On Red Hat, the primary administrative tools are a set of specialized GUI-based
administrative tools developed and supported by Red Hat such as for network configuration
and the Red Hat PPP Dialer for modem configuration. In addition, you can also use third-
party GUI administrative tools such as Linuxconf and Webmin. Both provide comprehensive
administration support covering tasks from users and group management to file systems and
server configuration. Linuxconf was used as the primary administrative tool in Red Hat
releases 6.0-7.0, and is still included with Red Hat 7.1. A full installation of Red Hat Linux
7.1 will install Linuxconf, but a standard installation will not. If you performed a standard
installation, you will have to manually install Linuxconf yourself. You can also download
Linuxconf or Webmin from their Web sites , as listed in Table 4-1. Commercial
administration tools are also available such as Volution from Caldera.

Table 4-1: Red Hat Configuration Tools
Red Hat Administration Tool Description or Site

Linuxconf www.solucorp.qc.ca./linuxconf




Table 4-1: Red Hat Configuration Tools

Red Hat Administration Tool Description or Site

Webmin www.webmin.com

printconf Printer configuration tool

setuptool Text Mode Setup Utility, cursor-based
configuration tool

TimeTool Tool to set the system time and date

Linuxconf

Linuxconf provides an extensive set of configuration options, enabling you to configure
features, such as user accounts and file systems, as well as your Internet servers, dial-up
connections, and LILO. The version included with Red Hat does not provide support for
servers. You can access the main Linuxconf interface with its entire set of configuration
options or use specialized commands that display entries for a particular task, such as
configuring user's accounts or entering your network settings. The specialized commands
include userconf for user accounts, fsconf for file systems, and netconf for networks. In all
cases, you need to log in as the root user.

Linuxconf supports three interfaces: an X Window System interface, a cursor-based interface,
and a Web interface. The X Window System interface runs under Gnome using gnome-
linuxconf to provide Gnome desktop features. You can use the cursor-based interface from a
Linux command line, and you needn't be running a GUI. The interface presents a full-screen
display on which you can use arrow keys, the TAB key, the SPacebar, and the ENTER key to
make selections. With the Web-based interface, you use your Web browser to make selections
(though this is meant for use on local networks). Use the URL for your system with a :98
attached, as in turtle.mytrek.com:98.

Tip The Gnome interface for Linuxconf is installed by a separate package called the gnome-
linuxconf package. Be sure this is installed to use Linuxconf on Gnome.

Webmin

Webmin is a Web page-based interface that you can run on any Web browser by accessing
port 10000 at localhost http://localhost:10000. The initial Webmin page, shown in Figure 4-
1, will have panels for different kinds of configuration tasks such as system, hardware, and
servers. For basic administration tasks, click the System panel to show icons for different
system administration tasks such as managing users and mounting file systems. With
Webmin, you can perform all the tasks that the Red Hat tools perform.
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Figure 4-1: Webmin for Red Hat

For example, on Webmin you can manage users with the Users and Groups page selected
from the System page. Here you can add new users, entering their user names and passwords.
Current users are listed each with the user name as a link you can use to display a page for
editing a user's account.

Configuring Users

Currently, the easiest and most effective way to add new users on Red Hat is to use the Red
Hat User Manager. You can access it from the Gnome Desktop's Start Here window's System-
Settings window. The User Manger window will display panels for listing both users and
groups (see Figure 4-2). A button bar will list various tasks you can perform, including
creating new users or groups, editing current ones (Properties), or deleting a selected user or
group.
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Figure 4-2: Linuxconf user account configuration

To create a new user, click on the New button. This opens a window with entries for the user
name, password, login shell, along with options to create a home directory and a new group
for that user. Once you have created a user, you can edit its properties to add or change
features. Select the user's entry and click the Properties button. This displays a window with
tabbed panels for User Data, Account Info, Password Info, and Groups. On the Groups panel,
you can select the groups that the user belongs to, adding or removing group membership.

Alternatively you can use the useradd command to add user accounts and the userdel
command to remove them. The following example adds the user dylan to the system:

$ useradd dylan

One common operation performed from the command line is to change a password. Any user
can change his or her own password with the passwd command. The command prompts you
for your current password. After entering your current password and pressing ENTER, you
are then prompted for your new password. After entering the new password, you are asked to
reenter it. This is to make sure you actually entered the password you intended to enter.
Because password characters are not displayed when you type them, it is easy to make a
mistake and to press a wrong key.

$ passwd

0ld password:

New password:

Retype new password:

$
Tip From the Gnome interface you can also use the Password tool on the System menu to
change your password.



Managing File Systems and CD-ROMs

Files and directories contained on different hardware devices such as floppy disks, CD-
ROMs, and hard disk partitions are called file systems. The Linux partition you used to install
your Linux system on is called the root partition. This is where you mounted the root file
system, the root directory indicated with a single slash, /.The root partition contains the main
file system with a directory tree, starting from the root and spreading out to different system
and user subdirectories. To access files on another file system-say, a CD-ROM disc-you need
to attach that file system to your main system. Attaching a file system is called mounting the
file system. You first set up an empty directory to which you want to mount the file system.

Note On Red Hat, the /mnt/cdrom directory is already reserved for mounting CD-ROMs, and
the /mnt/floppy directory is reserved for floppy disks. If you have more than one CD-
ROM, numbered directories will be added, for example, /mnt/cdrom1 for the second
CD-ROM.

Managing CD-ROMs

The Red Hat Gnome interface also provides a simple method for mounting and unmounting a
CD-ROM. Simply insert the CD-ROM into your CD-ROM drive; you then see an icon
labeled CD-ROM appear on the Gnome desktop. A CD-ROM is automatically mounted. A
Gnome file manager window also automatically appears, which displays the contents of the
CD-ROM. You can also mount and unmount the CD-ROM using a pop-up menu on the CD-
ROM icon. Right-click it to display a pop-up menu with options to mount and unmount the
CD-ROM along with other options (see Figure 4-3). Selecting Unmount Volume at the
bottom of the pop-up menu will automatically unmount and eject the CD-ROM from your
drive. You can access the CD-ROM you placed in your CD drive by double-clicking the CD-
ROM icon. Your CD-ROM drive remains locked until you select the Unmount entry that is
now displayed on the pop-up menu. If you do not see an icon for your CD-ROM, you must
first make it user-mountable. Use fsconf or Linuxconf to select the local drive and double-
click the CD-ROM entry in the Local volume window. Then, on the Options panel, select the
user-mountable option. Click Act/Changes to register the change. Then right-click the desktop
and select Rescan Desktop Shortcuts from the pop-up menu.
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Figure 4-3: Gnome CD-ROM icon

You can also perform simple mount and unmount operations using the Disk Management tool
accessible from the Gnome System menu. This tool will list all the file systems that can be
mounted and will display buttons for mounting or unmounting them.

From any shell command line, you can also easily mount and unmount file systems with the
mount and umount commands. To mount your CD-ROM, you only have to enter the



command mount and the directory /mnt/cdrom. You can then access the contents of the CD-
ROM at the /mnt/cdrom directory.

$ mount /mnt/cdrom

When you finish, unmount the CD-ROM with the umount command.

$ umount /mnt/cdrom
Note You can also manually mount and unmount floppy disks and hard disk partitions. See
Chapter 32 for a detailed discussion.

Installing IDE CD-R and CD-RW Disks

If your system has a CD write (CD-R) or read/write (CD-RW) drive that uses an IDE
interface, it may have been detected during installation. To support CD-R and CD-RW IDE
drives, a kernel module called ide-scsi has to be loaded. The installation process will detect
your CD-R or CD-RW and configure your system to automatically load the ide-scsi module.
In that case your CD-R or CD-RW drive is ready to use. You can check to see if your CD-R
or CD-RW drive was configured correctly by entering the following command. Information
about your SCSI drives should be displayed.

cdrecord -scanbus

If configured correctly there should be an entry in your /ete/lilo.conf file for an append line
that loads the module for your CD-R or CD-RW device. GRUB will add the argument to the
command executed from its menu, which you can edit if you want.

append="hdc=ide-scsi"
Note SCSI CD-R and CD-RW drives will be automatically configured during the install
process.

In this case, hdd is the device name for a CD-RW drive. There are four possible IDE devices
on standard PCs, corresponding to the four primary and secondary master and slave IDE
ports. The device name used in Linux depends on what IDE port you connected your CD-
ROM or CD-R/CD-RW drives to. The primary master IDE port is hda and is usually used for
an IDE hard drive. The other IDE ports are usually used for the CD drive. The primary slave
IDE port is hdb, the secondary master is hdc (the most common connection), and the
secondary slave is hdd. The above example is for a CD-R or CD-RW drive connected to the
secondary master IDE port (hdc).

Many systems will have both a CD-R or CD-RW drive and a regular CD-ROM drive. If you
want to copy CD-ROMs directly from the CD-ROM drive to the CD-RW drive, then you
need to configure the CD-ROM drive as a SCSI drive. In the following example, there is an
IDE CD-ROM drive on the secondary slave port (hdd). The /etc/lilo.conf append line would
have to be modified to include the hdd drive.

append="hdc=ide-scsi hdd=ide-scsi"

When you restart, your CD-R and CD-RW-as well as CD-ROMs-should be installed as SCSI
drives and can be used by CD write software like cdrecord and KreateCD. See the "Installing
Software Packages" section later in this chapter for how to download and install KreateCD.




If the cdrecord -scanbus command still does not display any SCSI drives, then your CD-R or
CD-RW drive was not detected and the ide-scsi module was not loaded. In this case, the
entries in the /etc/lilo.conf file would be missing. Your CD-RW and CD-R drives are working
as simple CD-ROMs, with no CD read/write capabilities. You can try to add this line to your
/etc/lilo.conf file and then re-execute LILO with the lilo command (entered at the prompt in a
terminal window).

You can also manually specify the ide-scsi module as a kernel parameter when your system
boots up. GRUB uses this method. At the boot: prompt, enter the following kernel parameter.

boot: 1linux hdc=ide-scsi

Enter as many CD drive entries as you need. For example, if you need to configure both the
CD-ROM and the CD-RW, you could enter:

boot: linux hdx=ide-scsi hdd=ide-scsi

Your CD drives will be configured only until the system is shut down. The next time you boot
up, you will have to enter the parameters again if you wish to do CD write tasks. Should this
fail, you can manually install the ide-scsi module and change your CD drive device links, as
described in Chapter 33.

Printer Configuration

As part of the installation procedure for Red Hat Linux, you configured a printer connected to
your computer. To change configurations or to add a new printer later, you can use printconf.
You can access printconf on the Gnome System menu. The printconf utility enables you to
select the appropriate driver for your printer, as well as to set print options such as paper size
and print resolutions. You can use printconf to access a printer connected directly to your
local computer or to a printer on a remote system on your network (see Chapter 33).

When you start up printconf, you are presented with a window that lists your installed printers
(see Figure 4-4). To add a new printer, click the New button. To edit an installed printer,
double-click its entry or select it and click the Edit button. Once you have made your changes,
you can click on the Apply button to save your changes and restart the printer daemon. If you
have more than one printer on your system, you can make one the default by selecting it and
then clicking the Default button. The Delete button will remove a printer configuration.
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Figure 4-4: printconf

When you select New, a series of dialogs will take you through the process of configuring a
printer, starting with entering the printer name and choosing its type (see Figure 4-5). When



you edit a printer, a different dialog is displayed showing four tabbed panels: Name and
Aliases, Queue Type, Driver, and Driver Options.
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Figure 4-5: printconf printer name

On the Queue panel, entries are listed for printer devices with buttons at the bottom for
scanning devices, manually setting up devices, and automatically detecting a device's driver.
The device is the port to which the printer is connected. For the first three parallel ports, these
are Ip0, Ip1, Ip2; for serial ports, these are ttyS0, ttyS1, and ttyS2; and so on (see Figure 4-
6). From a drop-down menu, you can also specify whether the printer is local or remotely
connected through a UNIX, Windows (SMB), or NetWare network.
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Figure 4-6: printconf printer queues

For the driver selection you are presented with an expandable tree of printer types. You first
select the manufacturer, such as Cannon or Apple, which then expands to a list of particular
printer models (see Figure 4-7). Click yours.
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Figure 4-7: printconf printer queues

For the options selection, you can specify printer features such as paper size and resolution.
Configuration Using Red Hat Setup

Red Hat also provides a Text Mode Setup Utility (setuptool) with which you can configure
different devices and system settings, such as your keyboard, mouse, and time zone. The
setuptool utility is useful if you have changed any of your devices-say, installed a new mouse,
keyboard, or sound card. The setuptool utility is designed to be run from the command line
interface. You start the utility with the command setup, which you enter at a shell command
line. You can also select the Text Mode Tool menu on the Gnome System menu to run
setuptool from within Gnome. The setuptool utility provides a full-screen, cursor-based
interface where you can use arrow, TAB, and ENTER keys to make your selections. Initially,
setuptool displays a menu of configuration tools from which you can choose. Use the arrow
keys to select one, and then press the TAB key to move to the Run Tool and Quit buttons.
Figure 4-8 shows the initial Text Menu Setup Utility menu.
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The setuptool utility is actually an interface for running several configuration tools (see Table
4-2). You can call any of these tools separately using their commands. For example, the
kbdconfig command starts the keyboard configuration utility that enables you to select the
type of keyboard, while the mouseconfig command enables you to select the type of mouse.



Table 4-2: Text Mode Setup Utility

Tools Description

setuptool Red Hat Text Mode Setup Utility interface listing configuration tools
for system and device settings

authconfig Authentication options, such as enabling NIS, shadow passwords, and
MDS5 passwords

kbdconfig Selects the keyboard type

mouseconfig Selects the mouse type

ntsysv Selects servers and daemons to start up at boot time

sndconfig Detects and configures your sound card

timeconfig Selects the time zone

Xconfigurator Configures your X Window System for your video card and monitor

With kbdconfig, you can select the type of keyboard you are using. A text-based dialog box
appears with a list of different keyboard types, which should be run from the command line
interface, not a desktop.

With mouseconfig, you can select the type of mouse you are using. A cursor-based dialog box
appears with a list of different mouse device types. Your system is automatically probed for
the type of the mouse connected to your system, and the cursor is positioned at that entry. If
you have a two-button mouse, you can select the three-button emulation option to let a
simultaneous click on both the left and right mouse buttons emulate a third mouse button.
This should be run from the command line interface, not from a desktop.

The ntsysv utility is a simple utility for specifying which servers and services should be
automatically started at boot time (see Chapter 15). The dialog box lists the possible servers
and services from which to choose. Move to the entry you want and use the SPACEBAR to
toggle it on or off. An entry with an asterisk next to it is selected and is started automatically
the next time you boot your system.

The sndconfig utility enables you to select and configure your sound card. It should be run
from the command line interface, not from a desktop. Initially, the sndconfig utility tries to
detect your sound card automatically. If the automatic detection fails, a dialog box appears
with a listing of different sound cards. Select the one on your system. Another dialog box
appears where you need to enter the setting for your sound card. sndconfig then tries to play
sample sound and MIDI files to test the card. As an alternative to sndconfig, you can obtain,
load, and configure sound drivers yourself (see Chapter 33).

Xconfigurator

One important utility is Xconfigurator, the X Window System configuration program. If you
have trouble with your X Window System configuration, you can use this utility to configure
it again. Xconfigurator is also helpful for updating your X Window System if you change
your video card. Simply run Xconfigurator again and select the card. You can run
Xconfigurator by entering the Xconfigurator command on the command line, or by selecting
the X configuration entry in the setuptool utility's menu.



Xconfigurator first probes your system in an attempt to determine what type of video card you
have. Failing that, Xconfigurator presents a list of video cards. Select your video card from
the list and press ENTER. If your video card does not appear on the list, XFree86 may not
support it. If you have technical knowledge about your card, however, you may choose
Unlisted Card and attempt to configure it by matching your card's video chipset with one of
the available X servers.

Once you select your video card, the installation program installs the appropriate XFree86
server, and Xconfigurator presents a list of monitors. If your monitor appears on the list,
select it and press ENTER. If it is not on the list, select Custom. This displays a screen where
you enter the horizontal sync range and vertical sync range of your monitor (these values are
generally available in the documentation that accompanies your monitor or from your
monitor's vendor or manufacturer). Be careful to enter the correct horizontal and vertical
frequencies. If you enter values that are too high, you may overclock your monitor, which
could damage older models. You should not select a monitor similar to your monitor unless
you are certain the monitor you are selecting does not exceed the capabilities of your monitor.

The next screen prompts you for the amount of video memory installed on your video card. If
you are not sure, please consult the documentation accompanying your video card. Choosing
more memory than is available does not damage your video card, but the XFree86 server may
not start correctly if you do.

If the video card you selected has a video clock chip, Xconfigurator presents a list of clock
chips. The recommended choice is No Clockchip Setting because, in most cases, XFree86 can
automatically detect the proper clock chip.

In the next screen, Xconfigurator prompts you to select the video modes you want to use.
These are screen resolutions you may want to use. You can select one or more by moving to it
and pressing the SPACEBAR. Xconfigurator then starts the X Window System and displays a
dialog box asking if you can see it.

Note Xconfigurator then generates an X Window System configuration file called
/ete/X11/XF86Config. This is the file the X Window System uses to start up.

Updating Red Hat with the Red Hat Network

Updating your Red Hat system has become a very simple procedure, using an automatic
update utility called the Red Hat Update Agent. With the Red Hat Update Agent,
downloading and installing updates can be accomplished with just a few mouse clicks. The
Red Hat Update Agent takes advantage of an update service provided by the Red Hat
Network. Registering with and configuring access to the Red Hat Network is a very simple
procedure.

New versions of distributions are often released every 6 to 12 months. In the meantime, new
updates are continually being prepared for particular software packages. These are posted as
updates you can download from the Red Hat FTP site and install onto your system. These
include new versions of applications, servers, and even the kernel. In the period between
major releases, Red Hat posts RPM package updates for software installed from your CD-
ROM on its Web sites on the Red Hat Errata page at www.redhat.com/support/errata. Here
you will find updates for different Red Hat releases. For the current release, updates are




organized by security advisories, bug fixes, and package enhancement. Such updates may
range from single software packages to whole components-for instance, all the core,
application, and development packages issued when a new release of Gnome, KDE, or
XFree86 is made available.

Red Hat provides the Red Hat Network (RHN) that you can use to update your Red Hat
system securely and automatically. The Red Hat Network provides secure access to officially
certified updates, including bug fixes and security advisories. You can access the RHN either
through a Web browser or with the Red Hat Update Agent installed on your system. This is an
improved version of the Update Agent used in 6.2. With the Red Hat Update Agent, you can
automatically locate, download, and install any updates for your Red Hat system. To use the
Red Hat Network, however, you first must register using the Red Hat Network Registration
client. Once registered, you are then provided with a user name and password with which to
access the Red Hat Network where you can set up access to the Software Manager that will
automatically download your updates through the Red Hat Update client. To start the Red Hat
Network, select its entry in the Gnome System menu.

The first time you use RHN, you will be asked to register. You are asked for your root user
password as an added precaution. You will need to specify a user name and password, along
with any other user information you want to provide. A system profile is then created,
consisting of your hardware specifications and the packages you want to update. Your system
is automatically probed for its hardware configuration. A list of all the RPM packages on your
system is then generated with all entries selected. These will be the packages that the RHN
network will update. You have the option of deselecting those you don't want to update.

You then need set up access by your system to the Software Manager, identifying your
computer by its host name. This enables access to Red Hat updates. Log into the Red Hat
Network using your username and password, and then click the Your Network tab at the top
to display the overview screen for your network. An entry should be there for your registered
system with an upgrade link under the service level. Click the upgrade link (see Figure 4-9).
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Figure 4-9: Red Hat network system overview

This displays a screen showing your status and the systems that have been added to the
Software Manager. Initially your system will be in the "no service" box, shown on the left in
Figure 4-10. Click its entry and click the Upgrade >> button to add it to the Software Manager



box on the left. Then click the Update Account button at the bottom. Your Red Hat Update
Agent now has access to the Red Hat Network and its updates. When you return to the
network overview screen, you will see that your system has been activated and the upgrade
link is gone.
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Figure 4-10: Red Hat Network Software Manager access

Once you have registered and set up access to the Software Manager, you can access the RNN

automatically with the Red Hat Update Agent (or manually with a Web browser). Once

notified of updates, the Red Hat Update Agent will download and install them for you. To use

the Red Hat Update Agent, you first have to configure it. On the Gnome desktop, select the
Update Agent Configuration entry on the System menu. This displays the Configuration
dialog box, shown in Figure 4-11, with three tabbed panels: General, Retrieval/Installation,
and Package Exceptions. On the General panel you can enable your HTTP proxy server,
should your ISP or local network use one. The Retrieval/Installation panel is where you enter
download instructions and the download directory you want to use. The Package Exceptions
panel holds the names of any packages you do not want to automatically update.
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Figure 4-11: Red Hat Update Agent configuration

You are now ready to run the Red Hat Update Agent. Select Update Agent from the Gnome
System menu. The first time you use the agent, you are prompted to install Red Hat GPG key.
Click Yes to install. The Red Hat Update Agent then lists the possible updates it found. You
can select individual packages by clicking the checkboxes nextto them or click the Select All
Packages checkbox to select them all (see Figure 4-12).
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Figure 4-12: Red Hat Update Agent package selection

When you click Next, the packages you selected are downloaded. Information for each
package is displayed along with its download progress (See Figure 4-13). Once downloaded,
the packages are installed. That is all there is to it.
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Figure 4-13: Red Hat Update Agent software download
Note Network administrators can use the Red Hat Network to download and install updates to
several Red Hat systems on their network.
Tip If you installed Ximian Gnome (see Chapter 8), you can use Ximian's Red Carpet update
utility to update Red Hat.

Installing Software Packages

Now that you know how to start Linux and access the root user, you can install any other
software packages you may want. Installing software is an administrative function performed
by the root user. Unless you chose to install all your packages during your installation, only
some of the many applications and utilities available for users on Linux were installed on your
system. Red Hat uses the Red Hat Package Manager (RPM) to organize Linux software into
packages you can automatically install or remove. An RPM software package operates like its
own installation program for a software application. A Linux software application often
consists of several files that must be installed in different directories. The program itself is
most likely placed in a directory called /usr/bin, online manual files go in another directory,
and library files in yet another directory. In addition, the installation may require modification
of certain configuration files on your system. The RPM software packages on your Red Hat
CD-ROM perform all these tasks for you. Also, if you later decide you don't want a specific
application, you can uninstall packages to remove all the files and configuration information
from your system (see Chapter 19 for more details).

The RPM packages on your CD-ROMs represent only a small portion of the software
packages available for Linux. You can download additional software in the form of RPM
packages from distribution sites, such as ftp.redhat.com for Red Hat packages. In addition,
these packages are organized into lib5 and lib6 directories: lib5 refers to the packages using
the older libraries, whereas lib6 refers to those using the new GNU 2.x libraries. For Red Hat
7.0, you should use the lib6 versions, though lib5 versions also work. An extensive repository
for RPM packages is located at http://rpmfind.net/. Packages here are indexed according to
distribution, group, and name. This includes packages for every distribution, including
previous versions of those distributions. You can also locate many of the newest Linux




applications from http://freshmeat.net or www.linuxapps.com. Here, you can link to the
original development sites for these applications and download documentation and the recent
versions. Table 4-3 lists several Linux software sites.

Table 4-3: Linux Software Sites

Internet Site Description

www.linuxapps.com Linux software repository

freshmeat.net New Linux software

rpmfind.net RPM package repository

metalab.unc.edu Mirror site for Linux software and distributions

ftp.redhat.com Red Hat Linux and updates

sourceforge.net Source Forge Opensource software repository and
development site

apps.kde.com KDE software applications

WWW.gnome.org Gnome software applications

Installing Packages on Red Hat

On Gnome, you can use GnomeRPM to install RPM packages. Select the GnomeRPM entry
in the Gnome main menu under Systems. With GnomeRPM, you can locate packages on your
file system. Choose the packages you want to install. GnomeRPM lists packages already
installed. You can select them to view their details and file list.

Problems can occur if the package requires that another package be installed or updated first.
This is often the case where an application may need an updated version of a shared library.
In this case, you will be notified of the problem and asked if you want to proceed. You can
cancel at that time, and then locate and install any packages that are required first.

Updating Red Hat Manually

Red Hat also posts all updates in its update directory at its FTP site at ftp.redhat.com. You
can simply download updates directly from the FTP site and install them manually. You can
use an FTP client, such as ncftp, to download them all at once, including any subdirectories
(see Chapter 19). Then change to that directory and use the rpm -Uvh command to install the
packages. U will update a previously installed package, v specifies a verbose install, and h
will display hatch symbols across the screen to show the install progress. See the following
section for a more detailed explanation of RPM packages and how they work.

RPM update packages are kept in the Red Hat update site at ftp.redhat.com and its mirror
sites. You can access the site, locate the updates for your distribution version, and then
download them to your system. Then you can install them using an RPM utility, such as
GnomeRPM, or the rpm command using the update option, -U. Perhaps the easiest way to do
this is to use the Gnome file manager to download the files first. First, open a file manager
window and enter the URL for the Red Hat update site in its location box. Then access the
update site. Within that directory, move to the current directory, where you can see a list of
all the updates. Download any new updates or all of them if this is the first update for your
version. To download, open another file manager window and create a new directory to hold




your update. Now open that directory. Then select and drag the update files from the file
manager window for the update site to that new directory. You may not need all the files. In
the case of kernel updates, you only need the kernel file for your processor: 1386, 1586
(Pentium), or 1686 (Pentium II). As files are downloaded, a dialog box displays the filename
and the percentage downloaded.

Once the update is downloaded, you can open a Terminal window and change to that new
directory. You open a Terminal window by clicking the Monitor icon in the panel. Then use
the cd command to change to that directory. If the directory name is redup, you would enter

# cd redup

Then issue the rpm command with the Uvh options. You should install any libraries or kernel
updates first, paying attention to any dependency warnings. The * is a special operator that
will match on filenames. For example, *rpm will match on all files ending with "rpm." You
can use this to install selected groups of packages. The following example installs all KDE
packages:

$ rpm -Uvh kde*rpm

You can also open the GnomeRPM utility, and then open the dialog box for installing
packages. From the file manager window displaying the packages, you can drag and drop the
files to the GnomeRPM install dialog box. You may receive error messages noting
dependency requirements. You usually can safely ignore these messages. If you also receive
install conflicts, you may be trying to install two versions of the same package. In that case,
you must install one or the other.

Command Line Installation

If you do not have access to the desktop or you prefer to work from the command line
interface, you can use the rpm command to manage and install software packages. The
command name stands for the Red Hat Package Manager. This is the command that actually
performs installation, removal, and verification of software packages. Each software package
is actually an RPM package, consisting of an archive of software files and information about
how to install those files. Each archive resides as a single file with a name that ends with
.rpm, indicating it is a software package that can be installed by the Red Hat Package
Manager.

You can use the rpm command either to install or uninstall a package. The rpm command
uses a set of options to determine what action to take. Table 4-4 lists the set of rpm options.
The -i option installs the specified software package, and the -U option updates a package.
With an -e option, rpm uninstalls the package. A g placed before an i (-qi) queries the system
to see if a software package is already installed and displays information about the software (-
gpi queries an uninstalled package file). The «-h option provides a complete list of rpm
options. The syntax for the rpm command is as follows (rpm-package-name is the name of
the software package you want to install):

rpm options rpm-package-name
Table 4-4: rpm Options
Option Action



Table 4-4: rpm Options

Option Action

-U Update package

-i Install package

-e Remove package

-qi Display information for an installed package

-ql Display file list for installed package

-qpi Display information from an RPM package file (used for uninstalled
packages)

-qpl Display file list from an RPM package file (used for uninstalled
packages)

The software package name is usually quite lengthy, including information about version and
release date in its name. All end with .rpm. In the next example, the user installs the
linuxconf package using the rpm command. Notice that the full filename is entered. To list
the full name, you can use the Is command with the first few characters and an asterisk, Is
linuxconf*. You can also use the * to match the remainder of the name, as in linuxconf-
1.16*.rpm. In most cases, you are installing packages with the -U option, update. Even if the
package is not already installed, -U still installs it.

$ rpm -Uvh linuxconf-1.21r6-1.i386.rpm

When RPM performs an installation, it first checks for any dependent packages. These are
other software packages with programs the application you are installing needs to use. If other
dependent packages must be installed first, RPM cancels the installation and lists those
packages. You can install those packages and then repeat the installation of the application. In
a few situations, such as a major distribution update where packages may be installed out of
order, installing without dependency checks is all right. For this, you use the «-nodeps option.
This assumes all the needed packages are being installed, though.

To determine if a package is already installed, use the -qi option with rpm. The -q stands for
query. To obtain a list of all the files the package has installed, as well as the directories it
installed to, use the -ql option.

To query package files, add the p option. The -qpi option displays information about a
package, and -qpl lists the files in it. The following example lists all the files in the Linuxconf
package:

S rpm -gpl linuxconf-1.21r6-1.i386.rpm

To remove a software package from your system, first use rpm -qi to make sure it is actually
installed, and then use the -e option to uninstall it. As with the -qi option, you needn't use the
full name of the installed file. You only need the name of the application. In the next example,
the user removes the xtetris game from the system:

$ rpm -e xtetris



An important update you may need to perform is to update the Xfree86 packages. If you
install a new video card or a monitor, and the current Xfree86 package does not support it,
chances are the new one will. Simply download those packages from the distribution update
sites and install them with the RPM update operation, as shown here:

$ rpm -Uvh --nodeps XFree86*rpm
Installing Source Code Applications

Many programs are available for Red Hat only in source code format. These programs are
stored in a compressed archive that you need to decompress and then extract. The resulting
source code can then be configured, compiled, and installed onto your system. The process
has been simplified to the extent that it involves not much more than installing an RPM
package. The following example shows how to extract, compile, and install the KreateCD
program, a CD writer and ripper.

Note Be sure that you have installed all Red Hat development packages onto your system.
Development packages contain the key components like the compiler, Gnome and KDE
headers and libraries, and preprocessors. You cannot compile source code software
without them.

1. First, locate the software-in this case, from apps.kde.com-and then download it to
your system. KreateCD is downloaded in a file named kreadcd-1.0.0.tar.gz.

2. Then decompress and extract the file using the tar command with the xvzf options, as
shown here.

tar xvzf kreatcd-1.0.0.tar.gz

3. This will create a directory with the name of the software, in this case kreated-1.0.0.

Change to this directory with the cd command.
cd kreadcd-1.0.0

5. Now issue the command ./configure. This generates a compiler configuration for your
particular system.

N

./configure

6. Compile the software with the make command.

make

7. Finally, install the program with the make install command.

make install

That is it. Most KDE and Gnome software will also place an entry for the program in the
appropriate menus; for example, a KreateCD entry will be placed in the KDE Applications
menu. You can then run KreateCD from the menu entry. You could also open a terminal
window and enter the program's name.

Note You can change your display manager interface using the GDM Configurator accessible
from the Gnome System menu. Here you can change the background image, set up



automatic logins, and elect to display a user face browser to show a selectable image for
each user on your system.

Chapter 5: Network Configuration

Overview

This chapter discusses the network configuration tools available for easily configuring
network connections on Red Hat Linux. Network configuration differs depending on whether
you are connected to a local area network (LAN) with an Ethernet card or you use a dial-up
ISP connection. You had the opportunity to enter your LAN network settings during the
installation process. For a dial-up ISP using a modem, you will have to configure your
network connection using a PPP configuration utility such as the Red Hat PPP Dialer or
KDE's Kppp. Table 5-1 lists the different Red Hat network configuration tools.

On Red Hat Linux, you can configure both LAN and PPP connections using the Red Hat
Network Configuration tool (redhat=config=network). As an alternative to Network
Configuration, you can use Webmin. For PPP connections, you can use RP3, the Red Hat PPP
Dialer, as well as Kppp Network Configuration. The Red Hat PPP Dialer utility provides an
easy-to-use interface with panels for login information, modem configuration, and dial-up
connections. For DSL and ISDN, you can use asdl-config and isdn-config, accessible from the
Internet on the System menu.

Table 5-1: Network Configuration Utilities
Network Configuration Utility Description

redhat=config=network Red Hat Network Configuration, access on System
menu

RP3 Red Hat PPP Dialer, access on Internet menu

Webmin Webmin network configuration, access with browser on
localhost: 10000

isdn-config ISDN configuration, access on System menu with

internet-config

adsl-config DSL configuration, access on System menu with
internet-config

adsl-setup DSL configuration (command line interface), part of the
rp-pppoe package (Roaring Penguin Point to Point
Protocol on Ethernet)

Kppp K Desktop PPP configuration and connection, access
through internet-config on System menu

pppd Point to Point Protocol daemon, enter on a command
line

wvdial PPP connection, enter on a command line and use

connection script



LAN

If you are on a network, you can obtain most of your network information from your network
administrator or from your ISP (Internet service provider). You will need the following
information. See Chapter 2 about detailed descriptions for the information you will need for
your LAN configuration.

e The device name for your network interface connection card (NIC) This is
usually an Ethernet card and has the name ethO or ethl.

e Hostname Your computer will be identified by this name on the Internet. Do not use
"localhost"; that name is reserved for special use by your system. The hostname
should be a simple alphabetic word, which can include numbers but not punctuation
such as periods and backslashes. The hostname includes the name of the host and its
domain. For example, a hostname for a machine could be "turtle," whose domain is
mytrek.com, giving it a hostname of turtle.mytrek.com.

e Domain name This is the name of your network.

e The Internet Protocol (IP) address assigned to your machine Every host on the
Internet is assigned an IP address. This address is a set of four numbers, separated by
periods, which uniquely identifies a single location on the Internet, allowing
information from other locations to reach that computer.

e Your network IP address This address is usually similar to the IP address, but with
one or more zeros at the end.

e The netmask This is usually 255.255.255.0 for most networks. If, however, you are
part of a large network, check with your network administrator or ISP.

o The broadcast address for your network, if available (optional) Usually, your
broadcast address is the same as your IP address with the number 255 added at the
end.

e The IP address of your network's gateway computer This is the computer that
connects your local network to a larger one like the Internet.

e Nameservers The IP address of the name servers your network uses. These enable
the use of URLs.

e NIS domain and IP address for an NIS server Necessary if your network uses an
NIS server (optional).

Red Hat Network Configuration

Red Hat provides an easy-to-use network configuration tool called redhat-config-network. On
the Start Here System-settings window, its icon is labeled Network Configuration, and is
referred here as such in this section. The Network Configuration window consists of four
tabbed panels: Hardware, Devices, Hosts, and DNS (see Figure 5-1). Clicking a tab displays
its panel. Basic configuration of your network requires you to specify the hostname and IP
address of your own system, the IP addresses of your network's name servers and gateway,
the network netmask, and your network devices. Using the Network Configuration tool, you
can easily enter all this information. The DNS panel is where you enter your own system's
hostname and your network's name server addresses. The Hosts panel lists host IP addresses
and their domain names, including those for your own system. On the Devices panel, you add
and configure your network interfaces, such as an Ethernet or PPP interface. The Hardware
panel is where you list your network hardware devices. If you already configured your
network during installation, your entries are already in these panels.
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Figure 5-1: Network Configuration Names panel

The Hardware panel list your system's network cards, such as Ethernet network interface

cards (NIC), or any modems you have installed.

The DNS panel has two boxes at the top, labeled Hostname and Domain (see Figure 5-2).
Here, you enter your system's fully qualified domain name and your network's domain name.
For example, turtle.mytrek.com is the fully qualified domain name and mytrek.com is the
domain name. There are boxes for entering the IP addresses for your system's primary,
secondary, and tertiary DNS servers. You can then list search domains, with buttons for
editing, deleting, or changing the priority of a domain to search. Both the search domain and
the name server addresses are saved in the /etc/resolv.conf file. The hostname is saved to

your /etc/ HOSTNAME file.
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Figure 5-2: Network Configuration DNS panel

The Hosts panel has a single pane with Add, Edit, and Delete buttons (see Figure 5-3). This
panel lists entries that associate hostnames with IP addresses. You can also add aliases
(nicknames). The Hosts panel actually displays the contents of the /etc/hosts file and saves
any entries you make to that file. To add an entry, click the Add button. A window opens with
boxes for the hostname, IP address, and nicknames. When you click OK, the entry is added to
the Hosts list. To edit an entry, click the Edit button and a similar window opens, enabling
you to change any of the fields. To delete an entry, select it and click the Remove button.
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Figure 5-3: Network Configuration Hosts panel

Note If you are having trouble connecting with an Ethernet device, make sure the Hosts panel
lists your hostname and IP address, not just localhost. If your hostname is not there, add
it.



The Devices panel lists configured network devices on your system (see Figure 5-4). Making
entries here performs the same function as ifconfig. An entry shows the device name and its
type. Use the Add, Edit, Copy, and Delete buttons to manage the device entries. When you
add or edit a device, you open a tabbed panel for configuring it, enabling you to specify its IP
address, host name, gateway, and the hardware device it uses. For example, when you
installed Red Hat, any Ethernet network devices you had installed would be listed here.
Editing the device opens a configuration window with three tabbed panels: General,
Protocols, and Hardware Device. The Hardware panel selects a hardware device to use from a
list of installed devices. In the General panel, you can set features such as activation at boot
time or edit the nick name. The Protocols panel will list the protocols used on this device,
usually TCP/IP. Editing the protocol will open a TCP/IP Settings window with tabbed panels
for TCP/IP, Hostname, and Routing. Here you can enter the IP address assigned to the device,
along with its netmask and network gateway (see Figure 5-4). In the Hostname panel, you can
enter the devices hostname. Should you add a new network device, you will need to use the
Device panel and its Protocol and TCP/IP settings windows to assign the device an IP
address, hostname, netmask, and gateway, among other features.
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Figure 5-4: Network Configuration Devices

When you finish and are ready to save your configuration, click the Apply button to have your
changes take effect. If you want to abandon the changes you made, you can close without
saving. You can run Network Configuration at any time to make changes in your network
configuration.

You can also use Network Configuration to configure a PPP device for a modem. When you
click Add and select modem as the interface, a Modem Dialup Configuration window opens
with several panels including Provider, Options, and Protocol. Select the Provider panel to
display entries for your ISP's dial-up phone number as well as your login name and password.
On the Options panel, you can set PPP options (see Chapter 36). In the Protocol's TCP/IP



entry, you can elect to have your DNS information, such as your hostname and name servers,
obtained automatically from the provider.

Network Configuration with Linuxconf and Webmin

To configure a LAN connection in Linuxconf, start netconf from a terminal window. This
displays a window with buttons for various network configuration options. Click the Basic
Host Information button to display the host configuration window. In the first Adapter panel,
you can enter the IP address, network device (usually eth0), and the kernel module to use (the
drivers for your Ethernet card) along with other data like the hostname and netmask. Then, in
the Network Configurator window, click the Name Server Specification button to display the
Resolver Configuration window, where you can enter the IP addresses for the domain name
servers on your network (see Figure 5-3). Click the Routers and Gateway button to enter the
IP address for the gateway computer.

To use netconf to configure PPP connections, click the PPP/SLIP/PLIP button on the Network
Configurator window. A window then opens that asks you to choose the type of interface you
want. Select PPP. Then a small window opens displaying a ppp0 entry. Double-click it to
display the PPP interface window with panels for setting your modem connections, the phone
number to dial, and the Expect and Send entries for your login name and password. To
activate a connection, click Connect. You can also use dial-up managers like Kppp and
gnomeppp to set up and manage your PPP connections.

With Webmin, select the Network Configuration page on the Hardware page. From the
Network Configuration page, select the Network Interfaces page to configure your Ethernet
device, entering information like the IP address, the netmask, and the device name (see Figure
5-4). On the Routing and Gateways page, you enter the IP address of your network's gateway,
and on the DNS page you enter your name server addresses. On the Host Address page, you
enter the hostname and IP address for your system along with any others you want.

DSL and ISDN

To connect using DSL you use adsl-config, and for ISDN connections you use isdn-config.
Both can be accessed through internet-config on the System menu. This will open a dialog
box where you can select A-DSL/T-DSL, ISDN, or modem connections. The modem
connection starts up Kppp, which is described in Chapter 36. You can also start them
independently by entering their command in a terminal window.

adsl-config will display a dialog labeled Red Hat Internet Configuration. There will be entries
for entering your login name, password, and the Ethernet interface your DSL modem is
attached to (see Figure 5-5). You will also need to enter the IP addresses for the DNS servers
provided by your ISP. You can also elect to have the connection automatically made up when
your system starts up.
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Figure 5-5: adsl-config, configuring DSL connections

adsl-config makes use of the pppoe utility to make your DSL connections. pppoe enables the
use of dynamic IP addresses with an ISP over a DSL connection. Red Hat Linux uses the
Roaring Penguin package of pppoe commands (rp-pppoe). As an alternative to adsl-config,
you can use the adsl-setup command to configure your DSL connection. adsl has a command
line interface and can be run at any shell prompt. As with adsl-config, you are prompted to
enter your user name, password, Ethernet card, and domain name server addresses. You can
also specify basic firewall security levels. You can then establish your DSL connection with
the adsl-start command, and disconnect with the adsl-stop command.

isdn-config will display a dialog labeled Red Hat ISDN config and showing four panes
labeled Dial, Provider, Hardware, and About (see Figure 5-6). On the Dial pane you can make
a connection to a selected ISP. On the Provider pane you enter information about your ISP.
You use the Hardware pane to configure your ISDN modem.
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Figure 5-6: isdn-config, configuring ISDN connections



The Red Hat PPP Dialer

If you have a dial-up connection to an Internet service provider (ISP), you need to configure a
PPP interface. Almost all ISPs currently use PPP connections. You can easily set up a PPP
connection using the Red Hat PPP Dialer (rp3). Select its entry in the Internet submenu on the
Gnome desktop. If you do not have any Internet connections set up already, the Add New
Internet Connection dialog box starts up (to add a new connection, you can click the New
button on the Red Hat Dialup Configuration Tool window, opened from its entry on the
Gnome Internet menu). If you have not yet configured your modem, the dialer automatically
attempts to detect your modem and to provide information, such as the speed and serial device
it uses. You see a screen displaying this information, along with the sound level, which you
can adjust (see Figure 5-7).
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Figure 5-7: Red Hat PPP Dialer modem configuration

Next, you are asked to enter the name you want to use to identify this connection on your
system, the account name (see Figure 5-8). You also enter the phone number used to dial your
ISP.
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Figure 5-8: Red Hat PPP Dialer name and phone number

You then enter the user name for your ISP account, along with its password (see Figure 5-9).
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Figure 5-9: Red Hat PPP Dialer user name and password

When you finish, the final screen appears listing the account name, user name, and phone
number, as shown in Figure 5-10.
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Figure 5-10: Red Hat PPP Dialer final setup screen

Each time you want to connect, select the Red Hat PPP Dialer entry from the Gnome Internet
menu. This displays a Choose window listing all your network connections, including any
you created with the Red Hat PPP Dialer (see Figure 5-11). Double-click the account name
you set up for your PPP connection. In Figure 5-11, the account name used for the PPP
connection is myisp, which also shows an Ethernet connection (eth0) and the localhost
connection.
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Figure 5-11: Red Hat PPP Dialer

You are then prompted as to whether you want to start up the connection. Click the Yes
button. A window appears that monitors the connection, showing a graph indicating the
current activity on it (See Figure 5-12). You can minimize the monitor, docking it to the
Gnome panel. Right-clicking the Monitor icon displays a menu with entries for starting,
stopping, and configuring the connections, along with the connection properties. The
Properties dialog box enables you to set such features as calculating the time and the cost of a
connected session. The monitor is actually part of the Red Hat Network Monitor tool. You
can select this tool independently on the Gnome Internet menu and display monitors for all
your network connections.
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Figure 5-12: Red Hat Network Monitor tool
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You can also place the network monitor for your PPP connection on the Gnome panel. Here it
is displayed in a smaller size as a Gnome applet. To start your PPP connection, you only need
to double-click the PPP network monitor. Right-clicking the monitor image displays a menu
with options for starting and configuring your connection. To add a monitor to the Gnome
panel, use the Panel menu on the Gnome Main menu. In the Panel menu, select Add Applet,
and then the Network submenu, and, from there, select the RH PPP Dialer entry. This displays
a list of all the network connections on your system. Select the one you want placed on the
panel. The monitor bears the name you have to the PPP connection. In Figure 5-13, the PPP
network monitor has the name myisp. You can place any of your network monitors on the
Gnome panel. Figure 5-13 shows a monitor for both the Ethernet and PPP connections.
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To change your setting or to add a new connection, use the Red Hat PPP Dialer Configuration

tool. On the Gnome Internet menu, select the Dialup Configuration Tool entry to start up the
Configuration tool. It then displays a window with two tabbed panels: one listing your
accounts and the other for your modem configuration. Buttons on the right side of the
Accounts panel enable you to add new connections or to edit current ones (see Figure 5-14).
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Figure 5-14: Red Hat PPP Dialer Configuration tool

The Edit button opens a window with panels for modifying connection and modem
information (see Figure 5-15). On the Account Info panel, you can change your login name
(user name), password, and phone number for your ISP. On the Advanced panel, you can
enter information such as the IP address of your ISP's domain name servers.
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Figure 5-15: Editing a PPP connection

The Red Hat PPP Dialer uses the wvdial utility to perform the connection operations. You can
find the configuration information for your connections in the /etc/wvdial.conf file. You can,
if you choose, edit this file directly to configure your PPP connections.



Command Line PPP Access: wvdial

If, for some reason, you have been unable to set up your X Window System, you may have to
set up such a network connection from the command line interface instead of a desktop. The
following discussion shows how to make such a connection using wvdial. wvdial is the
standard dialer used on Red Hat systems.

For a dial-up PPP connection you can use the wvdial dialer, the same dialer used for the Red
Hat PPP Dialer. wvdial is an intelligent dialer, which not only dials up an ISP service but also
performs login operations, supplying your user name and password. wvdial first loads its
configuration from the /etc/wvdial.conf file. In here, you can place modem and account
information, including modem speed and serial device, as well as ISP phone number, user
name, and password. The wvdial.conf file is organized into sections, beginning with a section
label enclosed in brackets. A section holds variables for different parameters that are assigned
values, such as username = chris. The default section holds default values inherited by other
sections, so you needn't repeat them. Table 5-2 lists the wvdial variables.

Variable

Inherits
Modem
Baud

Initl ... Init9

Phone
Area Code
Dial Prefix

Dial Command
Login

Login Prompt
Password

Password Prompt
PPPD PATH
Force Address
Remote Name

Carrier Check

Table 5-2: wvdial Variables
Description

Explicitly inherit from the specified section. By default, sections
inherit from the [Dialer Defaults] section.

The device wvdial should use as your modem. The default is
/dev/modem.

The speed at which wvdial communicates with your modem. The
default is 57,600 baud.

Specifies the initialization strings to be used by your modem.
wvdial can use up to 9. The default is "ATZ" for Initl.

The phone number you want wvdial to dial.
Specifies the area code, if any.

Specifies any needed dialing prefix-for example, 70 to disable call
waiting or 9 for an outside line.

Specifies the dial operation. The default is "ATDT".

Specifies the user name you use at your ISP.

If your ISP has an unusual login prompt, you can specify it here.
Specifies the password you use at your ISP.

If your ISP has an unusual password prompt, you can specify it
here.

If pppd is installed on your Linux system somewhere other than
/usr/sbin/pppd, you need to specify its location with this option.

Specifies a static IP address to use (for ISPs that provide static IP
addresses to users).

For PAP or CHAP authentication, you may have to change this to
your ISP's authentication name. The default value is *.

Setting this option to No disables the carrier check by your



Table 5-2: wvdial Variables

Variable Description
modem. Used for a modem that reports its carrier line is always
down.

Stupid Mode In Stupid Mode, wvduak does not attempt to interpret any
prompts from the terminal server and starts pppd after the modem
connects.

New PPPD Enable this option for use with pppd version 2.3.0 or newer.

Instructs pppd to look for a required file /etc/ppp/peers/wvdial.

Default Reply Specifies the default response for prompts that wvdial does not
recognize. The default is ppp.

Auto Reconnect If enabled, wvdial attempts to reestablish a connection
automatically if you are randomly disconnected by the other side.
This option is on by default.

You can use the wvdialconf utility to create a default wvdial.conf file for you automatically.
wvdialconf will detect your modem and set default values for basic features. You can then
edit the wvdial.conf file and modify the Phone, Username, and Password entries with your
ISP dial-up information. Remove the preceding ; to unquote the entry. Any line beginning
with a ; is ignored as a comment.

$ wvdialconf

You can also create a named dialer, such as myisp in the following example. This is helpful if
you have different ISPs you log into. The following example shows the /etec/wvdial.conf file:

/etc/wvdial.conf

[ModemO]

Modem = /dev/ttyS0
Baud = 57600

Initl = ATZ
SetVolume = 0

Dial Command = ATDT

[Dialer Defaults]
Modem = /dev/ttyS0
Baud = 57600

Initl = ATZ
SetVolume = 0

Dial Command = ATDT

[Dialer myisp]
Username = chris
Password = mypassword
Modem = /dev/ttyS0
Phone = 555-5555

Area Code = 555

Baud = 57600

Stupid mode = 0



To start wvdial, enter the command wvdial, which then reads the connection configuration
information from the /etc/wvdial.conf file. wvdial then dials the ISP and initiates the PPP
connection, providing your user name and password when requested.

$ wvdial

You can set up connection configurations for any number of connections in the
/etc/wvdial.conf file. To select one, enter its label as an argument to the wvdial command, as
shown here:

$ wvdial myisp
Modem Setup

If you have a modem connected to your PC, it is connected to one of four communications
ports. The PC names for these ports are COM1, COM2, COM3, and COM4. These ports can
also be used for other serial devices, such as a serial mouse (though not for PS/2 mice).
Usually, a serial mouse is connected to COM1 and a modem is connected to COM?2, though
in many cases your modem may be connected to COM4. Find out which ports your modem
and mouse are connected to, because you must know this to access your modem. On the PC,
COMI1 and COM3 share the same access point to your computer; the same is true of COM2
and COMA4. For this reason, if you have a serial mouse connected to COM1, you should not
have your modem on COM3. You could find your mouse cutting out whenever you use your
modem. If your mouse is on COM1, your modem should either be on COM2 or COM4.

In Linux, you use the serial communication ports for your modem. Serial ports begin with the
name /dev/ttyS, with an attached number from 0 to 3. (Notice the numbering begins from 0,
not 1.) The first port, COM1, is /dev/ttyS0, and /dev/ttyS1 is the second port. The third and
fourth ports are /dev/ttyS2 and /dev/ttyS3. In many Linux communication programs, you
need to know the port for your modem, which is either /dev/ttyS1 for COM?2 or /dev/ttyS3
for COM4.

Some communication programs try to access the modem port using only the name
/dev/modem. This is meant to be an alias, another name, for whatever your modem port
actually is. If your system has not already set up this alias, you can easily create this alias
using the In -s command or the modemtool utility on Red Hat. modemtool has a GUI interface
and is run on an X Window System desktop, such as Gnome or KDE. It displays four entries,
one for each serial port. Click the one that applies to your system.

You can also create an alias on the command line using the In command. The following
example creates an alias called modem for the COM2 port, /dev/ttyS1. If your modem port is
/dev/ttyS3, use that instead. (You must be logged in as a root user to execute this command.)
The following example sets up the /dev/modem alias for the second serial port, /dev/ ttyS1:

# 1In -s /dev/Sttyl /dev/modem

Your /dev/mouse alias should already be set up for the port it uses. For a serial mouse, this is
usually the COM1 port, /dev/ ttyS0. If the alias is not set up or if you need to change it, you
can use the In -s command. The following example sets up the /dev/mouse alias for the first
serial port, /dev/ ttyS0.



# 1In -s /dev/ttyS0 /dev/mouse

Chapter 6: Security Configuration

Overview

Once you have installed your Linux system, you should carry out some basic security
measures to protect your system from outside attacks. Systems connected to the Internet are
open to attempts by outside users to gain unauthorized access. This usually takes the
following forms:

e Trying to break into the system

e Having broken in, changing or replacing system files with hacked or corrupt versions
e Attempting to intercept communications from remote users

e Changing or replacing messages sent to or from users

e Pretending to be a valid user

Firewalls, intrusion protection, encryption, data integrity, and authentication are ways of
protecting against such attacks (see Chapter 40 also).

o A firewall prevents any direct unauthorized attempts at access.

o Intrusion protection checks the state of your system files to see if they have been
tampered with by someone who has broken in.

e Encryption protects transmissions by authorized remote users, providing privacy.

o Integrity checks like modification digests guarantee that messages and data have not
been intercepted and changed or substituted en route.

o Authentication methods such as digital signatures can verify that the user claiming to
send a message or access your system is actually that person.

You can use encryption, integrity checks, and authentication to protect both messages you
send as e-mail or files you attach. The GNU Privacy Guard encryption package lets you
encrypt your e-mail messages or files you want to send, as well as letting you sign them with
an encrypted digital signature authenticating that the message was sent by you. The digital
signature also includes encrypted modification digest information that provides an integrity
check, allowing the recipient to verify that the message received is the original and not one
that has been changed or substituted.

You will also need to check the integrity of your system to make sure that it has not already
been broken into. With the Tripwire intrusion detection software, you can take a snapshot of
your system, taking note of different features for critical files like size and permissions of
configuration files. Later, you can check the current state of those critical files with your
previous snapshot version to see if they have changed in any way. If they have, it may be
evidence that an intruder has entered your system and is changing files.

A good foundation for your network security is to set up a Linux system to operate as a
firewall for your network, protecting it from unauthorized access. You can use a firewall to
implement either packet filtering or proxies. Packet filtering is simply the process of deciding
whether a packet received by the firewall host should be passed on into the local network. It
checks the address of the packet and sends the packet on, if it's allowed. The firewall package



currently in use for Red Hat is Netfilter (iptables). Older releases of Red Hat (kernel 2.2 and
below) use an earlier version called ipchains. To implement a firewall, you simply provide a
series of rules to govern what kind of access you want to allow on your system. If that system
is also a gateway for a private network, the system's firewall capability can effectively protect
the network from outside attacks.

Another way to protect access to your system is to provide secure user authentication with
encrypted passwords, a Lightweight Directory Access Protocol (LDAP) service, and
Pluggable Authentication Modules (PAM). These are discussed in detail in Chapter 30. User
authentication can further be controlled for certain services by Kerberos servers, discussed in

Chapter 40.

To protect remote connections from hosts outside your network, transmissions can be
encrypted. For Linux systems, you can use the Secure Shell (SSH) suite of programs to
encrypt any transmissions, preventing them from being read by anyone else. If you don't use
SSH, it is best to avoid the standard remote communications tools such as telnet and rcp (see
Chapter 21) for remote access over an unprotected networks like the Internet. Outside users
may also try to gain unauthorized access through any Internet services you may be hosting,
such as a Web site. In such a case, you can set up a proxy to protect your site from attack. For
Linux systems, use Squid proxy software to set up a proxy to protect your Web server (see

Chapter 27).

This chapter will show you some simple steps you can take to provide a basic level of
security. The GNU Privacy Guard encryption and Tripwire intrusion detection software are
covered in detail. Netfilter, Squid, and SSH are covered briefly (see Chapters 27 and 40 for a
more detailed analysis of these applications). Table 6-1 lists security applications used on Red
Hat systems.

Note Numerous older security applications are also available for Linux such as COPS
(Computer Oracle and Password System) to check password security; Tiger, which
scans your system for unusual or unprotected files; and SATAN (Security
Administration Tool for Analyzing Networks), which checks your system for security
holes. Crack is a newer password auditing tool that you can use to check how well your
password security performs under dictionary attacks.

GNU Privacy Guard: Encryption and Authentication

To protect messages that you send by e-mail, Red Hat provides GNU Privacy Guard (GnuPG)
encryption and authentication. GnuPG is GNU open source software that works much like
Pretty Good Privacy (pgp) encryption. With GnuPG, you can both encrypt your messages and
digitally sign them-protecting the message and authenticating that it is from you. Currently,
KMail and exmh both support GnuPG encryption and authentication. On KMail, you can
select the encryption to use on the Security panel in the Options window.

Table 6-1: Security Applications
Applications Description
GNU Privacy Guard (GPG) Encryption and digital signatures (Chapter 6)
Tripwire Intrusion detection (Chapter 6)



Table 6-1: Security Applications

Applications Description

Netfilter (iptables and lokkit) Firewall packet filtering (Chapter 40)

Squid Web proxy server (Chapter 27)

SSH Secure Shell encryption and authentication for
remote access (Chapter 40)

Kerberos User authentication for access to services (Chapter
40)

Pluggable Authorization Modules (PAM) Authentication management and configuration
(Chapter 30)
Shadow passwords Password encryption (Chapter 30)

Lightweight Directory Access Protocol ~ |User management and authorization (Chapter 30)
(LDAP)

Public-Key Encryption and Digital Signatures

GnuPG makes use of public-key cryptography to encrypt data. Public-key encryption uses
two keys to encrypt and decrypt a message, a private key and a public key. The private key
you always keep and use to decrypt messages you have received. The public key you make
available to those you send messages to. They then use your public key to encrypt any
message they want to send to you. The private key decrypts messages, and the public key
encrypts them. Each user has private and public keys. Reciprocally, if you want to send
messages to another user, you would first obtain the user's public key and use it to encrypt the
message you want to send to the user. The user then decrypts the messages with his or her
own private key. In other words, your public key is used by others to encrypt the messages
you receive, and you use other user's public keys to send messages to them. Each user on your
Red Hat system can have their own public and private keys. They will use the gpg program to
generate them and keep their private key in their own directory.

A digital signature is used to both authenticate a message and provide a integrity check.
Authentication guarantees that the message has not been modified-that it is the original
message sent by you-and the integrity check verifies that it has not been changed. Though
usually combined with encrypted messages to provide a greater level of security, digital
signatures can also be used for messages that can be sent in the clear. For example, you would
want to know if a public notice of upgrades of a Red Hat release was actually sent by Red
Hat, and not by someone trying to spread confusion. Such a message still needs to be
authenticated, checked to see if it was actually sent by the sender or, if sent by the original
sender, was not somehow changed en route. Verification like this protects against
modification or substitution of the message by someone pretending to be the sender.

Digitally signing a message involves generating a checksum value from the contents of the
message using an encryption algorithm such as the MD5 modification digest algorithm. This
is a unique value that accurately represents the size and contents of your message. Any
changes to the message of any kind would generate a different value. Such a value provides a
way to check the integrity of the data. The MD5 value is then itself encrypted with your
private key. When the user receives your message, they decrypt your digital signature with
your public key. The user then generates an MD5 value of the message received and



compares it with the MDS5 value you sent. If they are the same, the message is authenticated-it
is the original message sent by you, not a false one sent by a user pretending to be you. The
user can use GnuPG to decrypt and check digital signatures.

Normally, digital signatures are combined with encryption to provide a more secure level of
transmission. The message would be encrypted with the recipient's public key, and the digital
signature encrypted with your private key. The user would decrypt both the message (with
their own private key) and then the signature (with your public key). They would then
compare the signature with one the user generates from the message to authenticate it. When
GnuPG decodes a message, it will also decode and check a digital signature automatically.
Figure 6-1 shows the process for encrypting and digitally signing a message.

Ercryped message wid
digital signanare s scrt

dylan @an
[re——]
||' ﬂ‘n. e
dylan decodes the r i dylan
digmnal sigpemure dylan \.l.i"'\‘l"
wrh, R L n\ mpe with
pubil bis peivaie ey
and aurhenticaes
Lhe P gy
J :
PO TV
mewage with
dvlan’s publi lay
Liser oy b Bas privase Ukser diylan hess o o vl
by el clylan®s pubie by ' il oo pasbbhe by

Figure 6-1: Public-key encryption and digital signatures

GPG operations are carried out with the gpg command, which uses both commands and
option to perform tasks. Commonly used commands and options are listed in Table 6-2. Some
commands and options have a short form that use only one dash. Normally two are used.

GnuPG Setup:gpg

Before you can use GnuPG on Red Hat, you will have generate your private and public keys
(see the Red Hat Customization Guide for details). On the command line (terminal window)
enter the gpg command with the --gen-key command. The gpg program will then prompt with
different options for creating your private and public keys. You can check the gpg Man page
for information on using the gpg program.

gpg --gen-key

You are first asked to select the kind of key you want. Normally, you would just select the
default entry, which you can do by just pressing the ENTER key. Then you choose the key
size, usually the default 1024. You then specify how long the key is to be valid-usually there
is no expiration. You will then be asked to enter a user ID, comment, and e-mail address.
Press ENTER to then be prompted for each in turn. These elements identify the key, any of
which can be used as the key's name. You use the key name when performing certain GPG
tasks like signing a key or creating a revocation certificate. For example, the following
elements create a key for the user richlp with the comment "author" and the e-mail address
richlp@turtle.mytrek.com.



Table 6-2: GPG Commands and Options

GPG Commands

-s, --sign

--clearsign

-b, --detach-sign
-¢, —-encrypt
--decrypt [file]

--verify [[sigfile] [signed-files]]

--list-keys [names]

--list-public-keys [names]

--list-secret-keys [names]
--list-sigs [names]

--check-sigs [names]

--fingerprint [names]
--gen-key
--edit-key name

--sign-key name

--delete-key name

--delete-secret-key name

--gen-revoke

--export [names]

--send-keys [names]

--import [files]
-a, --armor

-0, --output file
--default-key name

Description

Signs a document, creating a signature. May be
combined with --encrypt.

Creates a clear text signature.
Creates a detached signature.
Encrypts data. May be combined with --sign.

Decrypts file (or stdin if no file is specified) and writes
it to stdout (or the file specified with --output). If the
decrypted file is signed, the signature is verified.

Verifies a signed file. The signature can either be
contained with the file or be a separate detached
signature file.

Lists all keys from the keyrings or those specified.

Lists all keys from the public keyrings or those
specified.

Lists your private (secret) keys.
Lists your keys along with any signatures they have.

Lists keys and their signatures and verifies the
signatures.

Lists fingerprints for specified keys.
Generates a new set of private and public keys.

Edits your keys. Use commands to perform most key
operations such as sign to sign a key or password to
change your passphrase.

Signs a public key with your private key. Same as sign
in --edit-key.

Removes a public key from the public keyring.

Removes private and public key from both the secret
and public keyrings.

Generates a revocation certificate for your own key.

Exports a specified key from your keyring. With no
arguments, exports all keys.

Exports and sends specified keys to a keyserver. The
option --keyserver must be used to give the name of
this keyserver.

Imports keys contained in files into your public
keyring.

Creates ASCII armored output, ASCII version of
encrypted data.

Writes output to a specified file.

Specifies the default private key to use for signatures.



Table 6-2: GPG Commands and Options
GPG Commands Description

--keyserver site The keyserver to look up public keys not on your
keyring. Can also specify the site to send your public
key to. host -1 pgp.net | grep www.keys will list the

keyservers.

-r, --recipient names Encrypts data for the specified user, using that user's
public key.

--default-recipient names Specifies the default recipient to use for encrypting
data.

Richard Petersen (author) <richlp@turtle.mytrek.com>

You can use any unique part of a key's identity to reference that key. For example, the string
"Richard" would reference the above key, provided there are no other keys that have the
string "Richard" in them. "richlp" would also reference the key, as would "author". Where a
string matches more than one key, all the matched ones would be referenced.

gpg will then ask you to enter a passphrase, used to protect your private key. Be sure to use a
real phrase, including spaces, not just a password. gpg then generates your public and private
keys and places them in the .gnupg directory. The private key is kept in a file called the
secring.gpg in your .gnupg directory. The public key is placed in the pubring.gpg file, to
which you can add the public keys of other users. You can list these keys with the --list-keys
command.

In case you later need to change your keys, you can create a revocation certificate to notify
others that the public key is no longer valid. For example, if you forget your password or
someone else discovers it, you can use the revocation certificate to tell others that your public
key should no longer be used. In the next example, the user creates a revocation certificate for
the key richlp and places it in the file myrevoke.asc:

gpg --output myrevoke.asc --gen-revoke richlp

For other users to decrypt your messages, you have to make your public key available to
them. They, in turn, have to send you their public keys so that you can decrypt any messages
you receive from them. In effect, enabling encrypted communications between users involves
all of them exchanging their public keys. The public keys then have to be verified and signed
by each user that receives them. The public keys can then be trusted to safely decrypt
messages.

If you are sending messages to just a few users, you can manually e-mail them your public
key. For general public use, you can post your public key on a key server, which anyone can
then download and use to decrypt any message they receive from you. The OpenPGP Public
Keyserver is located at www.keyserver.net. You can send directly to the key server with the -
keyserver option and --send-key command. The send-key command takes as its argument
your e-mail address. You only need to send to one keyserver, as it will share your key with
other key servers automatically.

gpg --keyserver search.keyserver.net --send-key chris@turtle.mytrek.com



If you want to send your key directly to another user, you will should generate an armored
text version of the key that you can then e-mail. You do this with the --armor and --export
options, using the --output option to specify a file to place the key in. The --armor option
will generate an ASCII text version of the encrypted file so that it can be e-mailed directly,
instead of as an attached binary. Files that hold an ASCII encoded version of the encryption
normally have the extension .ase, by convention. Binary encrypted files normally use the
extension .gpg. You can then e-mail the file to users to whom you want to send encrypted
messages.

# gpg -—armor --export richlp@turtle.mytrek.com --output richlp.asc
# mail -s 'mypubkey' george@rabbit.mytrek.com < richlp.asc

Many companies and institutions post their public key files on their Web sites where they can
be downloaded and used to verify encrypted software downloads or official announcements.

Note Some commands and options for GPG have both a long and short form. For example the
--armour command can be written as -a, --output as -0, --sign as -s, and --encrypt as -
e. Most others, like --export, have no short form.

To decode messages from other users, you will need to have their public keys. They can either
send them to you or you can download them from a key server. Save the message or Web
page containing the public key to a file. You will then need to import, verify, and sign the
key. Use the file you received to import the public key to your pubring file. In the following
example, the user imports george's public key, which he has received as the file
georgekey.asc.

gpg --import georgekey.asc

You should, for example, download the Red Hat public key, currently located at
http://www.redhat.com/about/contact.html. Click on the Public Encryption Key link. From
there you can access a page that displays just the public key. You can then save this page as a
file and use that file to import the Red Hat public key to your keyring. In the following
example, the user saved the page showing just the Red Hat public key as myredhat.asc, and
then imported that file:

gpg --import myredhat.asc
Note You can remove any key, including your own private key, with the --delete-key and --
delete-secret-key commands.

To manually check that a public key file was not modified in transit, you can check its
fingerprint. This is a hash value generated from the contents of the key, much like a
modification digest. Using the --fingerprint option you can generate a hash value from the
key you installed, then contact the sender and ask them what the hash value should really be.
If they are not the same, you know the key was tampered with in transit.

gpg --fingerprint george@rabbit

You do not have to check the fingerprint to have GPG operate. This is just an advisable
precaution you can perform on your own. The point is that you need to be confident that the
key you received is valid. Normally you can accept most keys from public servers or known
sites like Red Hat as valid, although it is easy to check their posted fingerprints. Once assured



of the key's validity, you can then sign it with your private key. Signing a key notifies GPG
that you officially accept the key.

To sign a key you use the gpg command with the --sign-key command and the key's name.

gpg —--sign-key george@rabbit

Alternatively, you can edit the key with the --edit-key command to start an interactive session
in which you can enter the command sign to sign the key and save to save the change.
Signing a key involves accessing your private key, so you will be prompted for your
passphrase. Once finished, leave the interactive session with the quit command.

Normally, you would want to post a version of your public key that has been signed by one or
more users. You can do the same for other users. Signing a public key provides a way to
vouch for the validity of a key. It indicates that someone has already checked it out. Many
different users could sign the same public key. For a key that you have received from another
user, and that you have verified, you can sign and then return the signed version to that user.
Once you have signed the key, you can generate a file containing the signed public version.
You can then send this file to the user.

gpg -a --export george@rabbit --output georgesig.asc
The user would then import the signed key and then export it to a key server.

Tip Should you want to start over from scratch, you can just erase your .gnupg directory,
although this is a drastic measure-you lose any keys you have collected.

Using GnuPG

GnuPG encryption is currently supported on Red Hat by KMail and exmh mail clients. You
can also use the GNU Privacy Assistant (GPA), a GUI front end, to manage gpg tasks. You
can also use the gpg command to manually encode and decode messages, including digital
signatures if you wish. As you perform GPG tasks you will need to reference the keys you
have using their key names. Bear in mind that you only need a unique identifying substring to
select the key you want. GPG performs a pattern search on the string you specify as the key
name in any given command. If the string matches more than one key, all those matching will
be selected. In the following example, the Sendmail string selects matches on the identities of
two keys.

# gpg --list-keys "Sendmail"
pub 1024R/CC374F2D 2000-12-14

Sendmail Signing Key/2001 <sendmail@Sendmail.ORG>
pub 1024R/E35C5635 1999-12-13

Sendmail Signing Key/2000 <sendmail@Sendmail.ORG>

gpg provides several options for managing secure messages. The e option encrypts messages,
the a option generates an armored text version, and the s option adds a digital signature. You
will need to specify the recipient's public key, which you should already have imported into
your pubring file. It is this key that is used to encrypt the message. The recipient will then be
able to decode the message with their private key. Use the --recipient or -r options to specify
the name of the recipient key. You can use any unique substring in the user's public key name.



The e-mail address usually suffices. You use the d option to decode received messages. In the
following example, the user encrypts (e) and signs (s) a file generated in armored text format
(a). The -r option indicates the recipient for the message (whose public key is used to enrypt
the message).

gpg e -s —a -o myfile.asc -r george@rabbit.mytrek.com myfile
# mail george@rabbit.mytrek.com < myrile.asc

You can leave out the ASCII armour option if you want to send or transfer the file as a binary
attachment. Without --armour or -a options, gpg generates an encoded binary file, not an
encoded text file. A binary file can only be transmitted through e-mail as an attachment. As
noted previously, ASCII armour versions usually have an extension of .asc, whereas binary
version use .gpg.

When the other user receives the file, they can save it to a file named something like
myfile.asc, and then decode the file with the -d option. The -0 option will specify a file to
save the decoded version in. GPG will automatically determine if it is a binary file or an
ASCII armour version.

gpg -d -o myfile.txt myfile.asc

To check the digital signature of the file, you use the gpg command with the --verify option.
This assumes that the sender has signed the file:

gpg —--verify myfile.asc

However, you will need to have the signer's public key to decode and check the digital
signature. If you do not, you will receive a message saying that the public key was not found.
In this case, you will first have to obtain the signer's public key. You could access a key
server that you think may have the public key, or request the public key directly from a Web
site or from the signer. Then import the key as described previously.

You do not have to encrypt a file to sign it. A digital signature is a separate component. You
can either combine the signature with a given file, or generate one separately. To combine a
signature with a file you generate a new version that incorporates both. Use the --sign or -s
commands to generate a version of the document that includes the digital signature. In the
following example, the mydoc file is digitally signed with mydoc.gpg file containing both the
original file and the signature.

gpg -o mydoc.gpg --sign mydoc

If, instead, you want to just generate a separate signature file, you use the --detach-sig
command. The signature file usually has an extension like .sig. This has the advantage of not
having to generate a complete copy of the original file. That file remains untouched. In the
following example, the user creates a signature file called mydoc2.sig for the mydoc?2 file.

gpg -o mydoc2.sig --detach-sig mydoc2

To verify the file using a detached signature, the recipient user specifies both the signature file
and the original file.



gpg --verify mydoc2.sig mydoc?2

You could also generate a clear sign signature to be used in text files. A clear sign signature is
a text version of the signature that can be attached to a text file. The text file can be further
edited by any text editor. Use the --clearsign option to create a clear signature. The following
example creates a clear signed version of a text file called mynotice.txt.

gpg -0 mysignotice.txt --clearsign mynotice.txt
Note Numerous GUI front ends and filters are available for GnuPG at www.gnupg.org. GPA
(GNU Privacy Assistant) provides a Gnome-based front end to easily encrypt and
decrypt files. You can select files to encode, choose the recipients (public keys to use),
and add a digital signature if you wish. You can also use GPA to decode encoded files
you receive. You can also manage your collection of public keys, the keys on your
keyring file.
Tip Steganography is another form encryption that hides data in other kinds of objects such as
images. You can use JPEG Hide and Seek software (JPHS) to encode and retrieve data in
a JPEG image (jphide and jpseek). See linux01.gwdg.de/~alatham/stego.html for more
details.

Checking Software Package Digital Signatures

One very effective use for digital signatures is to verify that a software package has not been
tampered with. It is feasible that a software package could be intercepted in transmission and
some of its system-level files changed or substituted. Software packages distributed by Red
Hat, as well as those by reputable GNU and Linux projects, are digitally signed. The signature
provides modification digest information with which to check the integrity of the package.
The digital signature may be included with the package file or posted as a separate file. You
use the gpg command with the --verify option to check the digital signature for a file.

First, however, you will need to make sure that you have the signer's public key. The digital
signature was encrypted with the software distributor's private key. That distributor is the
signer. Once you have that signer's public key, you can check any data you receive from
them. In the case of a software distributor, once you have their public key, you can check any
software they distribute. To obtain the public key, you can check a key server or, more likely,
check their Web site. You can download the Red Hat public key from the Red Hat Web site at
http://www.redhat.com/about/contact.html, as noted previously. Once you have
downloaded the public key, you can add to your keyring with the -import option, specifying
the name you gave to the downloaded key file (in this case, myredhat.asc):

# gpg --import redhat.asc

gpg: key CBA29BF9: public key imported
gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

To download from a key server instead, you use the --keyserver option and the keyserver
name.

You can use the --fingerprint option to check a key's validity if you wish. If you are
confident that the key is valid, you can then sign it with the -sign-key command. In the
following example, the user signs the Red Hat key, using the string "Red Hat" in the key's



name to reference it. The user is also asked to enter his or her passphrase to allow use of his or
her private key to sign the Red Hat public key.

# gpg --sign-key "Red Hat"
pub 1024R/CBA29BF9 created: 1996-02-20 expires: never trust: -/qg
(1) . Red Hat Software, Inc. <redhat@redhat.com>
pub 1024R/CBA29BF9 created: 1996-02-20 expires: never trust: -/qg
Fingerprint: 6D 9C BA DF D9 60 52 06 23 46 75 4E 73 4C FB 50
Red Hat Software, Inc. <redhat@redhat.com>

Are you really sure that you want to sign this key

with your key: "Richard Petersen (author) <richlp@turtle.mytrek.com>"
Really sign? yes

You need a passphrase to unlock the secret key for

user: "Richard Petersen (author) <richlp@turtle.mytrek.com>"

1024-bit DSA key, ID 73F0A73C, created 2001-09-26

Enter passphrase:

#

Once you have the public key, you can check any RPM software packages for Red Hat with
the rpm command and -K option. The following example checks the validity of the xcdroast
and balsa software packages:

# rpm -K xcdroast-0.98alpha9-1.i386.rpm
xcdroast-0.98alpha9-1.1386.rpm: md5 OK
# rpm -K balsa-1.1.7-1.i386.rpm
balsa-1.1.7-1.i386.rpm: md5 OK

Many software packages in the form of compressed archives, .tar.gz or tar.bz2, will provide
signatures in separate files that end with either the .asc or .sig extension. To check these, you
use the gpg command with the --verify option. For example, the most recent Sendmail
package is distributed in the form of a compressed archive, .tar.gz. Its digital signature is
provided in a separate .sig file. First, you would download and install the public key for
sendmail software obtained from the Sendmail Web site.

# gpg -—import sendmail.asc

You should then sign the Sendmail public key that you just imported. In this example, the e-
mail address was used for the key name.

gpg --sign-key sendmail@Sendmail.ORG
You could also check the fingerprint of the key for added verification.

You would then download both the compressed archive and the digital signature files.
Decompress the .gz file to the .tar file with gunzip. Then, with the gpg command and the --
verify option, use the digital signature in the .sig file to check the authenticity and integrity of
the software compressed archive.

# gpg --verify sendmail.8.12.0.tar.sig sendmail.8.12.0.tar

gpg: Signature made Fri 07 Sep 2001 07:21:30 PM PDT using RSA key ID
CC374F2D

gpg: Good signature from "Sendmail Signing Key/2001
<sendmail@Sendmail.ORG>"



You could also just specify the signature file and gpg will automatically search for and select
a file of the same name, but without the .sig or .asc extension.

# gpg --verify sendmail.8.12.0.tar.sig

In the future, when you download any software from the Sendmail site that uses this key, you
just have to perform the --verify operation. Bear in mind though that different software
packages from the same site may use different keys. You would have to make sure that you
have imported and signed the appropriate key for the software you are checking.

Intrusion Detection: Tripwire

When someone breaks into a system, they will usually try to gain control by making their own
changes to system administration files such as password files. They could create their own
user and password information, allowing them access at any time, or simply change the root
user password. They could also replace entire programs, such as the login program, with their
own version. One method of detecting such actions is to use an integrity checking tool like
Tripwire to detect any changes to system administration files. An integrity checking tool
works by first creating a database of unique identifiers for each file or program to be checked.
These can include features such as permissions and file size, but also, more importantly,
checksum numbers generated by encryption algorithms from the file's contents. For example,
in Tripwire, the default identifiers are checksum numbers created by algorithms like the MD5
modification digest algorithm and Snefru (Xerox secure hash algorithm). An encrypted value
that provides such a unique identification of a file is known as a signature. In effect, a
signature provides an accurate snapshot of the contents of a file. Files and programs are then
periodically checked by generating their identifiers again and matching them with those in the
database. Tripwire will generate signatures of the current files and programs and match them
against the values previously generated for its database. Any differences are noted as changes
to the file, and Tripwire then notifies you of the changes.

Note AIDE (Advanced Intrusion Detection Environment) is an alternative to Tripwire. It
provides easy configuration and detailed reporting.

The Linux version of Tripwire is freely available as an open source product distributed under
the GPL license. Tripwire also provides commercial versions for other operating systems.
You can find out more about Tripwire at www.tripwire.com, and download the most recent
release from www.tripwire.org. Tripwire is included with Red Hat and is discussed in the
Red Hat Reference Manual. Detailed documentation is provided in a series of Man pages.
tripwire discusses the tripwire command and its options. twpoelicy describes in detail how
Tripwire rules and directives work in the twpol.txt file. twconfig covers the configuration
variables set in twefg.txt. twfiles lists the different directories that Tripwire uses such as the
/var/lib/tripwire/report directory that holds Tripwire check results. twadmin describes the
usage of the twadmin command to create and display the policy (tw.pol) and configuration
(tw.cfg) files.

Note Tripwire is not included in the Publisher's Edition. You can download it from the Red
Hat FTP site.

You should install Tripwire when your system is in a secure state-as in not connected to any
network. On Red Hat, Tripwire is installed as part of the standard installation. However, you



should remain disconnected from a network after the installation while you configure and
initialize Tripwire. Using Tripwire is a continual process of checking the Tripwire database
for changes, making any configuration or policy changes that may be needed, and
reinitializing the Tripwire database to reflect valid changes. The commands and files used in
the Red Hat installation of Tripwire are listed in Table 6-3.

Note You can also check your log files for any suspicious activity. See Chapter 28 for a
discussion on system logs. /var/log/messages in particular is helpful in checking for
critical events such as user logins, FTP connections, and superuser logins.

Tripwire Configuration

To first use Tripwire, you will have to generate a configuration file and a policy file. These
files are generated by the twinstall.sh script. If you just want to use the standard
configuration, you can generate the files immediately by running the twinstall.sh script.

If you want to customize your configuration and policy files, you will have to first modify
their editable versions in the /etc/tripwire directory. There are two versions of these files.
One is a .txt file that you can edit to customize your configuration, and the other will be
generated by twinstall.sh script using the .txt file. The configuration file will specify the
Tripwire application directories and files, such as the directory where the Tripwire database is
placed and reports are stored. twefg.txt is the editable version of the configuration file. This
file will already include the standard administrative files. You can edit this file to add any
files of your own. The policy file holds the files, programs, and directories that you want
Tripwire to check. The twpol.txt file is its editable version. You can edit this file to add or
change policies to fit your system's particular needs. Once you have made the changes you
want to the twefg.txt and twpol.txt files, you can then use the twinstall.sh script to generate
the tw.cfg and tw.pol files. These are the actually configuration and policy files that Tripwire
uses, and, for security reasons, should never be touched.

Commands and Files
tripwire

twadmin

twprint

siggen

twinstall.sh
/ete/tripwire/tw.cfg
/ete/tripwire/tw.pol
/etc/tripwire/twcfg.txt
/ete/tripwire/twpol.txt
/var/lib/tripwire/report

/var/lib/tripwire

Table 6-3: Tripwire Commands and Files

Description
Initialize and perform integrity checking.

Administer Tripwire configuration and policy files, as well as
Tripwire encryption keys.

Print and display Tripwire database and reports.

Generate new passphrases.

Generate keys and encrypted configuration and policy files.
Encrypted Tripwire configuration file.

Encrypted Tripwire policy file.

Plain text Tripwire configuration file.

Plain text Tripwire policy file.

Holds Tripwire reports.

Holds Tripwire databases.



The Tripwire policy file holds rules used to determine what files and programs to monitor and
how they are checked. Rules consist of an object and a property mask. An object is either a
directory or file and its entry in the rule consists of the full pathname for that file or directory.
The property mask is a list of the object's properties to be checked, such as the size,
permissions, or a checksum value like MD5. The object and property mask are separated by a
-> symbol, and the entire rule is terminated by a semicolon. You can only have one rule per
object. The property mask is a series of single-character codes denoting different file and
directory features, such as p for permissions, s for size, t for type, and M for MD5 value. You
can specify whether a property is to be checked or not with the + and - signs. +p says to check
an object's permissions, -p says not to. See the Man page for twpolicy for a complete listing
of the property codes. In the next example, the /chris/myfile object will have its permissions
and size checked:

/chris/myfile -> +ps;

Tripwire also defines several built-in variables that hold standard property sets for different
types of objects. For example, ReadOnly lists standard properties for a file or directory that
should have read-only access. The Dynamic built-in is used for monitoring files that tend to
change. It will check properties like permissions and users that tend not to change, ignoring
those like size and MD5 values that do. IgnoreAll will simply check to see if a file exists or
not, ignoring all other properties. IgnoreNone will apply all properties to a file. This can be
used for providing a high level of security.

/usr/bin -> ReadOnly;
/usr/sbin/slogin -> IgnoreNone
/usr/chris/mydoc -> Dynamic

You can further qualify rules with attributes such as severity to indicate the severity of a
violation or emailto, in which you can specify an e-mail address to which a message is to be
sent in case of a violation. Attributes are entered within parentheses following the rule.
Separate several attributes with commas.

/chris/myfile -> +ps (emailto = chris@turtle.mytrek.com);
/usr/bin -> ReadOnly (severity = 70, emailto = admin@turtle.mytrek.com);

You can also group rules together and apply the same attributes to them all. In this case, the
rules are encased in braces and the attributes are listed in preceding parentheses. With this
feature, you can avoid having to repeat attributes for several files. Also, you can easily add an
attribute for several files at once. In the following example, the /chris/myfile and
/chris/myproject directories are both assigned attributes for an e-mail address and a severity
level:

(

severity = 70,

emailto = chris@turtle.mytrek.com
)

{

/chris/myfile -> +ps;
/chris/myproject -> +sM;

}

There are four attributes: rulename, emailto, severity, and recurse. The rulename attribute
is often used to group rules under a title that will then be used in the Tripwire reports to list



any violations in that group. The recurse attribute specifies if property checks for a directory
are also applied to its subdirectories. The default is true, and a false value will not check any
files in the directory. In the following example, rulename gives the name Chris Important
Files to the rules listed in the previous example. Be sure to separate attributes with commas.
Also the files and subdirectories in the /chris/myproject directory are not checked.

(

rulename = "Chris Important Files",
severity = 70,
emailto = chris@turtle.mytrek.com

)

{

/chris/myfile -> +ps;

/chris/myproject -> +sM (recurse = false);

}

Tripwire also supports directives in which you can define variables or rules for certain hosts
or file systems, as well as global variables. This allows an administrator to create a single
policy file to be used on different hosts (see the twpolicy Man page for more details). A
directive begins with @@section. On a standard Red Hat policy file, you will have a directive
for the global variables, GLOBALS, and one for the Linux file system, FS. The GLOBALS
section defines locations of Tripwire files and directories. On Red Hat, the FS section sets the
variables used for different property sets, such as SEC_ INVARIANT that is assigned the
properties +tpug to check type, permissions, user, and group. This is used for files and
directories that should not be changed. You will find the following entry in the Red Hat
twpol.txt file:

SEC_INVARIANT = +tpug ;

A variable is evaluated by encasing it with parentheses and preceding it with the $ operator.
$(SEC_INVARIANT) would be use as the property mask in different rules. The following
example says that the /home directory itself should never be changed (those under it can,
recurse = 0):

/home -> $(SEC_INVARIANT) (recurse = 0) ;

On Red Hat, even the built-in variables are also assigned to variables, some with certain
qualifications. In the following example, the properties for ReadOnly are assigned to the
SEC BIN variable:

SEC_BIN = $(ReadOnly) ; # Binaries that should not change

The most widely used variable is SEC_CRIT, which is set to all the properties with
IgnoreNone, with the SHa (S) and Havel (H) checksum values and the timestamp (a) property
removed:

SEC_CRIT = S (IgnoreNone)-SHa ; # Critical files that cannot change

Dynamic is used for configuration files, and Growing for log files, as shown here:

SEC_CONFIG = $(Dynamic) ; # Config files
SEC_LOG = $(Growing) ; # Files that grow



In addition, variables are set for security values. These include SIG MED, SIG LOW, and
SIG_HIGH for noncritical, moderately critical, and severely critical violations. The following
example is a segment of the Red Hat twpol.txt file, showing the rules for kernel
administrative programs:

S i
# % 4

# Kernel Administration Programs # #
# ##

FHEHH AR AH AR AR A

(
rulename = "Kernel Administration Programs",
severity = $(SIG HI)

)

{
/sbin/adjtimex -> $(SEC CRIT) ;
/sbin/ctrlaltdel -> $(SEC_CRIT) ;
/sbin/depmod -> $(SEC_CRIT) ;
/sbin/insmod -> $(SEC_CRIT) ;
/sbin/insmod.static -> $(SEC CRIT) ;
/sbin/insmod ksymoops clean -> $(SEC_CRIT) ;
/sbin/klogd -> $(SEC CRIT) ;
/sbin/ldconfig -> $(SEC CRIT) ;
/sbin/minilogd -> $(SEC CRIT) ;
/sbin/modinfo -> $(SEC CRIT) ;
/sbin/sysctl -> $(SEC_CRIT) ;

}

E-mail entries are not included in the Red Hat attributes for different rule groups. If you want
Tripwire to notify you by e-mail when a certain violation occurs, you will have to edit the
twpol.txt file and insert emailto attributes into the attribute list for those rule groups. For
example, for the previous example you could have Tripwire notify the admin user when a
kernel program is violated. Be sure to place a comma at the end of the preceding attribute-in
this case, the severity attribute:

(

rulename = "Kernel Administration Programs",
severity = $(SIG HI),
emailto=admin@turtle.mytrek.com

)

The Tripwire configuration file, twefg.txt, is already set up for a Red Hat Linux installation.
It will contain a number of Tripwire variables that you can modify should you wish. The
DBFILE variable holds the directory that contains the database file. REPORTFILE specifies
the directory where reports are stored. POLFILE contains the policy file. SITEKEYFILE and
LOCALKEYFILE specify the location of your local and site key files.

The twinstall.sh script will create digitally signed configuration and policy files. To do this, it
will prompt you for local and site passphrases. The passphrases are passwords you will need
to create a Tripwire database and to access Tripwire reports. You are then prompted to enter
the site and local passphrases to generate the configuration and policy files:

/etc/tripwire/twinstall.sh



twinstall.sh actually runs a siggen command to create your passphrases and then the
twadmin command to create your policy and configuration files. If you later want to change
the configuration or policy files, you can run twadmin directly, without changing your
passphrases. If you want to just change your passphrases, you can run the siggen command.
To replace both files and both passphrases, you can just run twinstall.sh again.

Should you later want to make changes to the Tripwire configuration file, you can edit the
/etc/tripwire/twcefg.txt file and use it with the twadmin command to create a new signed
tw.cfg file, as shown here:

twadmin --create-cfgfile /etc/tripwire/twcfg.txt
Creating a new policy file is more complicated and is covered in the policy update section.
Using Tripwire

Once the configuration and policy files have been created, you can create the database of
signatures for your monitored files and programs by invoking Tripwire with the --init option.
You will initially be prompted to enter your local passphrase, which you specified when you
ran twinstall.sh:

tripwire --init

The Tripwire datebase is kept in /var/lib/tripwire and given the name of the host with the
extension .twd. For example, the Tripwire database for turtle.mytrek.com will be
/var/lib/tripwire/turtle.mytrek.com.twd.

Note It is recommended, for strong security, to place the Tripwire database on read-only
media, like a floppy disk or CD-ROM. You can reconfigure specifying a new Tripwire
database directory, or use the -d option to manually specify the location of the Tripwire
database with your Tripwire commands.

Now that your database is created, you can use Tripwire to periodically check the integrity of
your system. You can do this manually with the --check option. You could also set up
Tripwire --check commands as cron jobs to be run automatically at specified times. Red Hat
will place a Tripwire --check command in the /etc/cron.daily file and will run Tripwire daily:

tripwire --check

Tripwire will check all the files listed in your policy file and generate a report. Tripwire
reports are placed in files bearing as their name the hostname, date, and time of the report,
with the extension .twr. For example, the report generated on August 12, 2001 at 10:29:54
will have the name 20010812-102954.twr. These files are kept in the
/var/lib/tripwire/report directory. The report will list any violations, noting a severity level
and indicating whether files were added, removed, or modified.

Note If you performed a standard install, you will notice many error messages for missing
files. Red Hat assumes a full installation and has set the Tripwire policy file to check for
all Red Hat software files. Many of these will be in the Root Config Files rule and in the
System Boot Changes rule (daemons). You will have to edit the twpol.txt file to remove
these entries, and then generate a new policy and database file (see policy update



section).

To view reports, you use the twprint command with the --print-report option. You will have
to specify the file you want with the -r option as well. The report is displayed on the standard
input, scrolling across your screen. You can redirect it to a file to save it, or pipe it to the
more or less commands to view it screen by screen. The following example opens the
20010812-102954.twr report, piping the output to the more command:

twprint --print-report -r /var/lib/tripwire/report/20010812-102954.twr |
more

You can also use twprint to query the database for information about particular files. Use the
--print-dbfile option and the filename:

twprint --print-dbfile /etc/passwd

As your system changes with files being modified, your Tripwire database can become
outdated. You can update the Tripwire database to incorporate those reported violations as
correct entries by using the --update option. You will have to specify the particular report file
that holds the errors reports for the valid data.

tripwire --update -r /var/lib/tripwire/report/20010812-102954.twr

Tripwire will first open the file in an editor with those selected as updates to be incorporated
having an [x] in front of their entries (unselected ones will have empty brackets, [ ]). Should
you notice any valid violations that are marked for update, you can deselect them by
removing the preceding x. When finished, save and quit the file with the Editor's save
command (the EDITOR variable in the twefg.txt file determines what editor to use-Vi by
default). You are then prompted to enter a local passphrase for your local key.

Note To control the monitoring of files that no longer exist or are newly installed on your
system, you will have to change the policy file (see the next section). The update
procedure only deals with modification or feature changes.

Changing Policies

As your system changes over time, you may want to add or remove files that you want to have
monitored by Tripwire. The situation becomes aggravated as you install and remove software,
adding files not covered by Tripwire and removing those that no longer exist. Tripwire will
report any removed files as violations. You can easily add or remove files that Tripwire
monitors by inserting or deleting entries in the Tripwire policy file. You can also change the
level of checking for different files. You do not edit the Tripwire policy file directly. Instead
you edit the text version, /etc/tripwire/twpol.txt. If you are removing missing file entries, it
is advisable to just comment them out. If you later install the software for them, you will just
have to remove the comment. For example, to remove the entries for innd (the INN news
server) and for tux (the Tux Web server), just insert a # symbol before their entry as shown
here:

# /var/lock/subsys/innd -> $(SEC_CONFIG) ;
# /var/lock/subsys/tux -> $(SEC_CONFIG) ;



Once you have made your changes, you issue the following command to generate a new
signed tw.pol policy file that Tripwire will actually use. Be sure to specify the text version
you are using.

twadmin --create-polfile /etc/tripwire/twpol.txt

You will then be prompted to enter the site key. A new tw.pol file is then generated. You will
then have to regenerate a new version of the Tripwire database. First remove the old one, and
then initialize a new one:

rm /var/lib/tripwire/turtle.mytrek.com.twd
tripwire --init

Alternatively, you can combine the process by using the tripwire command with the --
update-policy option to create your policy and update your database:

tripwire --update-policy /etc/tripwire/twpol.txt
Setting Up a Simple Firewall with lokkit

The process of setting up and maintaining a firewall can be complex. To simplify the process,
you can use a firewall configuration tool, such as lokkit. lokkit provides a configuration
interface for maintaining simple firewall rules. With lokkit, you can select the level of firewall
protection as High, Medium, or None (see Figure 6-2). You can run lokkit by entering the
command lokkit at a command line or in a terminal window. See Chapters 7 and 40 for
detailed information on setting up a firewall.
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Figure 6-2: lokkit
Tip You can also run gnome-lokkit, which will prompt you for different settings using
Gnome dialog boxes.

An advanced option lets you select different services to be allowed such as mail, the secure
shell, FTP, the Web server, and the FTP server (see Figure 6-3). For any service that is not
listed, you can enter its name and the protocol it uses manually, such as imap:tcp for the
IMAP mail service using the TCP protocol.
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Figure 6-3: lokkit advanced options

lokkit uses the older IP Chains firewalling rules and places them in the
/ete/sysconfig/ipchains file.

Should you want to remove your firewall, you can use lokkit and select the No Firewall
option. lokkit is also used by the installation program to set up your firewall, enabling
ipchains.

Note lokkit only supports the older IP Chains, not the newer IP Tables. If you want to use IP
Tables, you first have to remove the /etc/sysconfig/ipchains file and then use the
Service Configuration tool, chkconfig, or setup to remove ipchains as a startup service.
You can then set up iptables as a startup service and create an /etc/sysconfig/iptables
file for its rules (see Chapter 40).

If you need more refined firewall protection than lokkit can provide, you can use the packet-
filtering program iptables in which you can manually list your firewall rules. With the
iptables command, you can enter rules with which you can control access to your system.
iptables has been developed by the Netfilter Project at netfilter.samba.org. The iptables
program is the successor to ipchains, used on older versions of Linux. See Chapter 40 for a
detailed description of iptables.

Proxies (Squid)

Squid is a proxy-caching server for Web clients, designed to speed Internet access. It
implements a proxy-caching service for Web clients that caches Web pages as users make
requests and provides security controls for Web site access. Squid is supported and distributed
under a GNU Public License by the National Laboratory for Applied Network Research
(NLANR) at the University of California, San Diego. The work is based on the Harvest
Project. You can obtain current source code versions and online documentation from the
Squid home page at http://squid.nlanr.net and the Squid FTP site at ftp.nlanr.net.

Tip You can also configure Squid using Linuxconf or Webmin. In Webmin, select the Squid
Proxy Server from the Servers page.

To configure Squid to provide security to your Web server, you first define access control
lists (ACL) using the acl command, in which you create a label for the systems on which you
are setting controls. You then use commands such as http_access to define these controls.
You can define a system, or a group of systems, according to several acl options, such as the



source IP address, the domain name, or even the time and date. For example, the sre option is
used to define a system or group of systems with a certain source address. To define a mylan
acl entry for systems in a local network with the addresses 192.168.1.0 through
192.168.1.255, use the following ACL definition:

acl mylan src 192.168.1.0/255.255.255.0

Once these are defined, you can use an ACL definition in a Squid option to specify a control
you want to place on those systems. For example, to allow access by the mylan group of local
systems to the Web through the proxy, use an http_access option with the allow action
specifying mylan as the acl definition to use, as shown here:

http access allow mylan

By defining ACLs and using them in Squid options, you can tailor your Web site with the
kind of security you want. See Chapter 18 for a more detailed discussion of Squid.

Secure Shell (SSH)

Although a firewall can protect a network from attempts to break in to it from the outside, the
problem of securing legitimate communications to the network from outside sources still
exists. A particular problem is one of users who want to connect to your network remotely.
Such connections could be monitored, and information such as passwords and user IDs used
when the user logs into your network could be copied and used later to break in. One solution
is to use SSH for remote logins and other kinds of remote connections such as FTP transfers.
SSH encrypts any communications between the remote user and a system on your network.

SSH was originally designed to replace remote access operations, such as rlogin, rcp, and
telnet (see Chapter 18) as well as FTP. The ssh-clients package contains corresponding SSH
clients to replace these applications. With slogin or ssh, you can log in from a remote host to
execute commands and run applications, much as you can with rlogin and rsh. With scp, you
can copy files between the remote host and a network host, just as with rcp. With sftp you can
transfer FTP files secured by encryption.

Unlike PGP, SSH uses public key encryption for the authentication process only. Once
authenticated, participants agree on a common cipher to use to encrypt transmission.
Authentication will verify the identity of the participants. Each user who intends to use SSH
to access a remote account first needs to create the public and private keys along with a
passphrase to use for the authentication process. A user then sends his or her public key to the
remote account they want to access and installs the public key on that account. When the user
attempts to access the remote account, that account can then use the user's public key to
authenticate that the user is who he or she claims to be. The process assumes that the remote
account has set up its own SSH private and public key. For the user to access the remote
account, he or she will have know the remote account's SSH passphrase. SSH is often used in
situations where a user has two or more accounts located on different systems and wants to be
able to securely access them from each other. In that case the user already has access to each
account and can install SSH on each, giving each its own private and public keys along with
their passphrases.



You create a SSH public and private keys and select a passphrase, with the ssh-keygen
command. The ssh-keygen command prompts you for a passphrase, which it will use as a
kind of password to protect your private key. The passphrase should be several words long.
The ssh-keygen command generates the public key and places it in your .ssh/identity.pub
file; it places the private key in the .ssh/identity file. If you need to change your passphrase,
you can do so with the ssh-keygen command and the -p option. Each user will have his or her
own SSH configuration directory, called .ssh, located in their own home directory. The public
and private keys, as well as SSH configuration files, are placed here.

Note The .ssh/identity file name is used in SSH version 1, still distributed by default in Red
Hat 7.2. SSH version 2 uses a different file name, .ssh/id_dsa. The authorized keys file
is also slightly different, .ssh/authorized keys2.

A public key is used to identify a user and its host. You use the public key on a remote system
to allow that user access. The public key is placed in the remote user account's
.ssh/authorized_keys file. Recall that the public key is held in the .ssh/identity.pub file. If a
user wants to log in remotely from a local account to an account on a remote system, he or she
would first place their public key in the .ssh/authorized_keys file in the account on the
remote system they wants to access. If the user larisa on turtle.mytrek.com wants to access
the aleina account on rabbit.mytrek.com, larisa's public key from
/home/larisa/.ssh/identity.pub first must be placed in aleina's authorized_keys file,
/home/aleina/.ssh/authorized keys.

With ssh, you can log in from a local site to a remote host on your network and then send
commands to be executed on that host. ssh is also capable of supporting X Window System
connections. This feature is automatically enabled if you make an ssh connection from an X
Window System environment, such as Gnome or KDE. A connection is set up for you
between the local X server and the remote X server. The remote host sets up a dummy X
server and sends any X Window System data through it to your local system to be processed
by your own local X server.

To log in with SSH, you enter the ssh command with the address of the remote host, followed
by an -l option and the login name (username) of the remote account you are logging into.
You will then be prompted for the remote account's SSH passphrase. The following example
logs into the aleina user account on the rabbit.mytrek.com host:

ssh rabbit.mytrek.com -1 aleina

You use scp to copy files from one host to another on a network. Designed to replace rcp, scp
actually uses ssh to transfer data and employs the same authentication and encryption. If
authentication requires it, scp requests a password or passphrase. Directories and files on
remote hosts are specified using the username and the host address before the filename or
directory. The username specifies the remote user account that scp is accessing, and the host
is the remote system where that account is located. You separate the user from the host
address with an at sign (@), and you separate the host address from the file or directory name
with a colon (:). The following example copies the file party from a user's current directory
to the user aleina's birthday directory, located on the rabbit.mytrek.com host:

scp party aleina@rabbit.mytrek.com:/birthday/party



Of particular interest is the -r option, which enables you to copy whole directories. In the next
example, the user copies the entire reports directory to the user justin's projects directory:

scp -r reports Jjustin@rabbit.mytrek.com:/projects

Chapter 7: Setting Up a Local Area
Network with Red Hat

Overview

Creating a local network of your own involves just a few simple steps. You can set up a Red
Hat system to server as the main server for your own local area network (LAN), providing
services like e-mail, a Web site, or shared printers. You can even connect different types of
systems such as those running Windows or the Mac OS. You can also configure you system
to serve as a gateway to the Internet, through which all your other systems will connect. In
fact, you could have one Internet connection on your gateway that each host on your network
could use. A few security precautions allow your system to work as firewall, protecting your
local hosts from outside attacks. You could also set up a very simple configuration to provide
Web access only. This chapter will cover the basic procedures for setting up such a network.
Later chapters in this book will cover these topics in detail.

Your local area network consists of a collection of host systems connected to the main host
running Red Hat Linux. This main host will be referred to as the gateway. The steps for
setting up a local network involve the following:

e Setting up and configuring the Ethernet cards on each system. Your Red Hat gateway
should have two Ethernet cards.

e Setting up a proxy server to provide direct Web access (DNS not required).

e Setting up your DNS server on the Red Hat gateway.

o Configuring your DNS server to allow all other local hosts to access the Internet.

e Setting up firewall protection.

e Enabling e-mail services.

e Setting up local host access to the Internet through DNS (proxy server not required).

o Sharing printers with Windows hosts.

e Setting up a local Web site.

Along with setting up your connections, you will have to run at least one service on the main
gateway computer you set up for your network. You can start and stop a service with the
service command, and have the service automatically started with the Text Mode Setup
utility. For a simple network, you should have the DNS and Network services running. If you
have Windows systems on your network and you want to share printers with them, you will
need the Samba service. The Network, Squid, Sendmail, DNS, and Samba may have to be
restarted as you configure them. You will have to know the names used for the DNS,
Sendmail, Squid, and Samba server programs to restart them with the service tool. They are
shown here. In addition, you will have to add a firewall rule to enable your local hosts to
access the Internet through your firewall.

Service Name Service Program



Service Name Service Program

Domain Name Service (DNS) named
Samba smb
Network connections network
Firewall iptables
Squid squid
Sendmail sendmail

You use the start, stop, and restart arguments to start, stop, and restart a service. To restart
the DNS service you would use the following:

service named restart

To have a service start automatically, select the Text Mode Setup Tool from the Gnome
System menu, then use the arrow keys to move down to the System Services entry and press
ENTER. This will list the different service programs such as smb and named. To start the
DNS service automatically, use the arrow keys to move to the named entry and press the
SPACEBAR to select it (some services may already be selected). Use the TAB key to move
to the OK button and press ENTER.

Physical Configuration

To set up the physical connections between different computers on your system, you will need
to install an Ethernet device on each. Some computers, such as Mac systems, may have this
device built-in. Many computers may already have an Ethernet card installed. Most Ethernet
configurations use lightweight cables to connect computers, though there are some that are
wireless. The computers on a network are referred to as hosts. To connect several hosts
together on a network, you will need Ethernet cables for each and a hub that will connect
them all together. To connect up a host, connect one end of the cable to its Ethernet card and
the other to the hub. A hub will have several plugs, one for each host on your network. For a
larger network, you can connect several hubs together.

In the configuration described here, the host running a Red Hat Linux system will be used as
the main server and gateway for the local network. Here, you will install various servers like
the DNS and Web servers. This host also will function to connect all the local hosts to the
Internet (or a larger network). To do this effectively, this gateway/server host will need an
Ethernet card and an Internet connection device such as a modem, DSL (digital subscriber
line) modem, or another Ethernet card. The type of device you use depends on the type of
service that your Internet service provider (ISP) gives you. Some provide only modem
connections in which you dial in to connect to the Internet (AOL connections do not work for
a LAN). Those that provide DSL connections will use a special DSL modem to allow you
connect to the Internet. Both connect to a phone outlet. Cable modems, however, work like
Ethernet networks. You need a second Ethernet network card that you connect to the cable
modem. This is also the case if you are connecting directly to a larger Ethernet network. The
examples in this chapter use a second Ethernet connection.

Note Another kind of network configuration uses a coaxial cable (thin Ethernet cable) to
which hosts connect directly instead of to a hub.



When you start up your Red Hat system, Red Hat will automatically detect your Internet
connection device and install the appropriate module for it. For some older Ethernet cards,
you may have to perform special configuration tasks, such as making entries in
/etc/modules.conf with certain parameters (see "Ethernet Parameters" in the Red Hat
Reference Guide).

Web Access with Squid

If you want only to provide your hosts Internet Web access, you can do so by just running the
Squid server on your gateway host. You will not have to set up and run a DNS server. Squid
is a proxy server and can handle the Internet connection between a browser and Internet sites
directly. You only have to configure the network connections for each host, providing their IP
address. Squid is included with the basic installation.

Note Squid also provides extensive security options, making it advisable to control Web
access through a proxy server like Squid.

Once it is installed on the gateway host, you then have to configure Squid to allow access by
hosts on your network. Edit the /ete/squid/squid.conf file and place the following entries in
the security section.

acl mylan src 192.168.0.0/255.255.255.0
http access allow mylan

The squid.conf file is a very large file with default settings commented in detail. An easy way
to make your entries is to search for the corresponding localhost entries and add your network
ones below them. The acl entry for localhost will begin with "acl localhost". The one for
access will begin with "http access allow localhost". Squid configuration is discussed in
detail in Chapter 27. You can also use Linuxconf or Webmin to configure Squid.

Once it is configured, you can run Squid with the service command.

service squid start

Use chkconfig to have it start automatically when you boot.

chkconfig --level 35 squid on

When configuring a Web browser, select the Proxy option and enter for the proxy server, the
I[P address of the gateway running Squid and port 3128. On Netscape select the Proxy entry
under Advanced in the Options panel, and then view the manual proxy connections. For
example, using the sample network described in this chapter, the Squid proxy server would be
running on 192.168.0.1 and use port 3128. So the entry used in Web browsers would be the
following for the different servers:

192.168.0.1

And then use 3128 for the port:

3128



Now any user on your network with a correctly configured browser can access the Web.
DNS Setup

Now that your local network is physically set up, your Red Hat gateway/server needs to run
certain services to allow your hosts to communicate over the network. You first have to
configure and run a Domain Name Service (DNS), which will allow all the hosts on your
local network to identify each other using a hostname. This involves several steps:

1. Decide on the IP addresses to assign to each local host. Use 192.168.1 as the network
address.

Decide on the domain name for your local network.

Decide on the hostname for each host on your network.

Each host has to be configured with its IP address and domain name address.

On the Red Hat gateway/server, configure a DNS server listing each host's IP address
and hostname.

6. Start the DNS service.
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All hosts on the Internet are identified by their IP addresses. When you send a message to a
host on the Internet, you must provide its IP address. Using a sequence of four numbers of an
IP address, however, can be difficult. They are hard to remember, and it's easy to make
mistakes when typing them. To make identifying a computer on the Internet easier, the
Domain Name Service (DNS) was implemented. The DNS establishes a fully qualified
domain name address for each IP address. The fully qualified domain name consists of the
name of the host and the network (domain) that it belongs to. Whenever you use that name, it
is automatically converted to an IP address, which is then used to identify that Internet host.
The fully qualified domain name is far easier to use than its corresponding IP address. For
example, the name www.linux.org has an IP address of 198.182.196.56. A DNS server will
translate www.linux.org into its IP address, 198.182.196.56.

In Figure 7-1 the user at rabbit.mytrek.com wants to connect to the remote host
lizard.mytrek.com. rabbit.mytrek.com first sends a request to the network's DNS server-in
this case, turtle.mytrek.com-to look up the name lizard.mytrek.com and find its IP address.
It then returns the IP address for lizard.mytrek.com, 192.168.0.3, to the requesting host,
rabbit.mytrek.com. With the IP address, the user at rabbit.mytrek.com can then connect to
lizard.mytrek.com.
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Figure 7-1: DNS server operation



You can then set up domain name services for your network by running a DNS server on one
of the machines. This machine becomes your network's DNS server. You can then give your
machines fully qualified domain names and configure your DNS server to translate the names
to their corresponding IP addresses. As shown in Figure 7-2, for example, you could give the
machine 192.168.0.1 the name turtle.mytrek.com, and the machine 192.168.0.2 the name
rabbit.mytrek.com. You can also implement Internet services on your network such as FTP,
Web, and mail services by setting up servers for them on your machines. You can then
configure your DNS server to let users access those services using fully qualified domain
names. For example, for mytrek.com network, the Web server could be accessed using the
name www.mytrek.com.

Ot to larger network such as Internet

|

Network [P address  192,168.0
Metwork domain name  mytrek.com

e 5 server for network is
turtle.mytrek.com

192.168.0.2 192.168.03
rabbit.mytrek.com lizard.mytrek.com

Figure 7-2: DNS server and network

Note Instead of a Domain Name Service, you could have the /etc/hosts files in each machine
contain the entire list of IP addresses and domain names for all the machines in your
network. But, for any changes, you would have to update each machine's /etc/hosts file.

IP Addresses

Most networks, including the Internet, use a set of network protocols called TCP/IP, which
stands for Transmission Control Protocol/Internet Protocol. On a TCP/IP network such as the
Internet, each computer is given a unique address called an /P address. The IP address is used
to identify and locate a particular host-a computer connected to the network. It consists of a
number, usually four sets of three numbers separated by periods. An example of an IP address
is 192.168.0.1.

You will have to assign an IP address to each host on your network. The IP address consists
of a number composed of four segments separated by periods. Depending on the type of
network, several of the first segments are used for the network address and several of the last
segments are used for the host address. For a small local network, the first three segments are
the computer's network address and the last segment is the computer's host ID (as used in
these examples). For example, in the address 192.168.0.2, 192.168.0 is the network address
and 2 is the computer's host ID within that network. Together, they make up an IP address
with which the computer can be addressed from anywhere on the Internet. IP addresses,
though, are difficult to remember and easy to get wrong.



To set up a DNS server for a local area network (LAN) whose hosts are not directly connected
to the Internet, you would use a special set of [P numbers reserved for such non-Internet
networks (also known as private networks or intranets). This is especially true if you are
implementing IP masquerading, where only a gateway machine has an Internet address, and
the others make use of that one address to connect to the Internet. For a small network (254
hosts or less), these are numbers that have the special network number 192.168.0, as used in
these examples. If you are setting up a LAN, such as a small business or home network, you
are free to use these numbers for your local machines. For a local network, assign IP
addresses starting from 192.168.0.1. The host segment can range from 1 to 254, where 255 is
used for the broadcast address. If you have three hosts on your home network, you can give
them the addresses 192.168.0.1, 192.168.0.2, and 192.168.0.3.

The network address for such a network would be the first three segments of the IP address,
192.168.0. The network netmask would cover those first three segments, using the number
255.255.255.0. The network netmask is used to determine the host and network parts of an IP
address. The broadcast address is used to allow an administrator to contact all hosts at once.
You would then use these three IP addresses when configuring a host.

Network IP address 192.168.0.0

Network netmask 255.255.255.0

Host IP addresses From 192.168.0.1 to 192.168.0.254
Broadcast address 192.168.0.255

In the sample network used in these examples, there are three hosts, each with its own IP
addresses and hostnames listed here. The network address, netmask, and broadcast address are
the same as those listed above:

192.168.0.1
192.168.0.2
192.168.0.3

Figure 7-3 shows the format of the sample network with their Ethernet connections and IP
addresses, along with their hostnames.
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Figure 7-3: Sample local network Ethernet connections, IP addresses, and hostnames




IP Addresses for the Gateway

Though it may look like a single IP address is assigned to an entire computer, it is important
to realize that this is not actually the case. An IP address is really assigned to a network device
such as an Ethernet card or DSL modem. Ordinary computers on a network will have only
one network device, giving them only one IP address. However, a gateway computer will
normally have at least two network devices, each with its own IP address. The device used for
the local network will have the IP address you decided to give it. The device used for the
Internet connection will have an IP address assigned to it by your ISP. For example, in the
sample network used in these examples, the computer used as the gateway will have two
Ethernet cards, one for the local network and one for the Internet. Each will have its own IP
address. The Ethernet card used for the local network will have the address 192.168.0.1, and
the one used for the Internet connection will have the address 10.0.0.1 assigned by the ISP (a
fabricated address used for this example):

10.0.0.1

Along with its IP address, each device will have its own hostname, as described in the next
section. The Ethernet card for the local network will have the hostname you decided to give it,
and the Ethernet card connected to the Internet will have a hostname assigned to it by your
ISP. The hostnames used in these examples are turtle.mytrek.com for the local Ethernet card
and myhost.my-internet-isp.com.

The Internet connection device on the gateway will either use a static or dynamic IP address.
A static IP address, such as those used for cable and DSL modems, will remain the same. This
is the IP address you would assign to your Internet network device. The sample network
described here uses a static address, 10.0.0.1. If your Internet connection device is a modem
(in some cases, also DSL), your IP address is dynamic. Your ISP assigns you a different one
each time you connect from a pool it keeps on hand. Since your Internet IP address keeps
changing, you do not know what it will be any given time you connect. For this situation,
when you have to reference the Internet IP address in your configurations, you reference the
Internet network device instead.

Domain Name

Next you will have to decide on a domain name for your local network. The domain name is
the name used to identify your network. It will be translated into the network part of the IP
address, the first three segments. The domain name can be any name you want to give it. The
extension is used to denote the type of domain:

domain-name.extension
The following is the domain name for a local network called mytrek:

mytrek.com

Hostnames will be attached to the front of the domain name to provide a complete domain
name address for a particular host computer. This is referred to as the Fully Qualified Domain
Name (FQDN), but actually references a particular host.



Hostnames

For the hosts on your local network, you need to create your own hostnames. The hostname
itself can be any name you choose. The term "hostname" is also used to refer to the fully
qualified domain name, also referred to as the full hostname. This consists of the hostname
attached to the domain name. On a large network such as the Internet, the host is referenced
with its fully qualified domain name. The full hostname consists of the hostname, the name
you gave to your computer; a domain name, the name that identifies your network; and an
extension that identifies the type of network you are on. Here is the syntax for the fully
qualified domain name:

host—-name.domain—-name.extension

In the following example, the fully qualified domain name references a computer called turtle
on a network referred to as mytrek. It is part of a commercial venture, as indicated by the
extension com:

turtle.mytrek.com

For hosts within a local network, hosts can reference each other using just their hostname,
without the domain name or extension:

turtle

Note For hosts connected directly to the Internet, their domain name and IP addresses are
officially registered with an Internet domain name registry like the American Registry
for Internet Number (ARIN) so that each computer on the Internet can have a unique
name. This is handled by your ISP, who will then give your computer a unique
hostname with the ISP's domain name.

Configuring Hosts

For each host on your network, you will have to enter network configuration information such
as the IP address and hostname that you decided to give this host. Other information like the
netmask and the host that will run the local network's DNS server will also be needed.

The sample network described here uses three hosts in the domain mytrek.com with the IP
addresses shown here:

turtle.mytrek.com 192.168.0.1
rabbit.mytrek.com 192.168.0.1
lizard.mytrek.com 192.168.0.1

In addition, the gateway, turtle.mytrek.com, will have another Ethernet card that functions as
the Internet connection device. It will have the hostname and IP address shown here:

myhost.my-internet-isp.com 10.0.0.1

Linux Hosts

To configure any Linux hosts on your network, you just follow the network configuration
instructions in Chapter 5. For Red Hat systems, you can use netcfg, the network configuration



tool. Be sure to specify that the system holding your Internet connection is specified as your
gateway. For example, the rabbit.mytrek.com host has to have its DNS name and its IP
address (192.168.0.2) entered in its /etc/hosts file. You do this on netcfg using the Hosts
panel and entering the DNS name and the IP address. You also have to specify the interface
used and its IP address. On netcfg, you do this by clicking on the Interface panel and entering
the Ethernet card device name (eth0) and its IP address. The gateway it will use is
turtle.mytrek.com at 192.168.0.1. On netcfg, you do this by clicking on the Routing panel
and entering the IP address of the gateway in the Default Gateway box. The gateway
computer will have a slightly different configuration in that you will also have to add Internet
connection information. With netcfg, on the Names panel you add the DNS name and IP
address given by your ISP for your host. On the Interface panel, add the network device used
for the Internet connection, giving its device name and IP address assigned by the ISP. In this
example, it is the second Ethernet card, eth1, with the IP address 10.0.0.1. If you are using a
dial-up modem and your ISP provides you with a dynamic IP address, you simply specify the
Internet device, such as ppp0, instead of the IP address. On the Routing panel, you enter the
gateway used by the ISP in the Default Gateway box-in this example, it is 10.0.24.1. Do not
use the gateway for your local network. Also, be sure to click the check box labeled Network
Packet Forwarding to enable your local hosts to access the Internet.

The DNS servers also have to be specified in the /etc/resolv.conf file. You can do this with
netcfg on the Names panel. In this example, the DNS server for the local network hosts would
be 192.168.0.1, turtle.mytrek.com. The gateway host with the Internet connection would
also have any DNS servers provided by the ISP. So the /etc/resolve.conf file on
turtle.mytrek.com will list itself (192.168.0.1), the DNS server for the local network, and
any DNS servers provided by the ISP it is connected to. You will see later that the local host
can connect through the gateway host to access the Internet and use the ISP DNS servers as if
they were the gateway host.

Note You can also list the ISP DNS servers on your local hosts.

Windows Hosts

To configure a Windows host, you need to access the TCP/IP panel that controls its Ethernet
card. On Windows 95/98/ME, double-click on the Network icon in the Control Panel window.
If there is already a TCP/IP entry for your Ethernet card, click on it. If not, you need to add
one by selecting the Ethernet card entry and clicking on the Add button. Click on Protocol to
open the Select Network Protocol window, then click Microsoft and double-click TCP/IP. A
TCP/IP entry for the Ethernet card will appear.

Double-clicking on the TCP/IP entry opens a TCP/IP Properties window with several panels.
Click on IP Address and enter the address you decided to give this host, along with the
network mask, 255.255.255.0. Click the DNS Configuration tab and enter the IP address of
the DNS server-in this example, it is 192.168.0.1. Click the Gateway tab and enter the IP
address for the Linux gateway host-in this example, it is 192.168.0.1.

On Windows 2000, NT, and XP, you select Network and Dialup connections from the
Settings menu. This folder will list network connection icons for all of your network
connection devices such as Ethernet cards or modems. A local area connection icon will be
listed for the Ethernet card connected to your local network. Double-click on it to open a
status window, and then click on the Properties button to open the Local Area Connection



Properties window. Click on Internet Protocols in the Components list and click the Properties
button. In the Internet Properties window, you can enter the [P addresses for the host address,
netmask (subnet mask), default gateway, and DNS server. In the sample network, assuming
that lizard is a Windows system, you would enter 192.168.0.3 for the IP address,
255.255.255.0 for the netmask, 192.168.0.1 for the default gateway, and 192.168.0.1 for the
DNS server.

To set the computer host and domain name, click on System in the Control Panels and select
the Network Identification panel. Click the Properties button to enter the hostname and the
domain name.

Checking IP Configurations

Once you have set up your connections and configured all your hosts, you can see if the
physical and host configurations are working by trying to contact them with the ping
command. From a host computer, use the ping command with the IP address of other hosts to
see if they can be accessed. If an IP address is not found, that host is either not connected, its
connection device is not working, or its network configuration is faulty. If the connection
device is not working, it may require a different driver or certain parameters specified.

ping 192.168.0.2

If you need to make changes, you can just restart the network service to have them take effect.

service network restart
Configuring the DNS Server

To configure the DNS server, you will have to enter the IP addresses and hostnames for your
different hosts in the DNS configuration file. You can do so easily with the Bind
Configuration tool. Bind is the kind of DNS software used on most networks. Select bindconf
from the Gnome System menu. You will need to create two zone configurations: a forward
master zone and a reverse master zone.

Note Any computer on the Internet can maintain a file that manually associates IP addresses
with domain names. On Linux systems, this file is called the /etc/hosts file. Here, you
can enter the IP addresses and domain names of computers you commonly access.
Using this method, however, each computer needs a complete listing of all other
computers on the Internet, and that listing must be updated constantly.

Your forward master zone is where you enter your main DNS configuration entries for the
host domain names and their IP addresses. Click the Add button and select Forward Master
Zone. You will initially be asked to enter a domain name. Enter the domain name you decided
on for your local network, such as mytrek.com, as shown here:



' Select a zane type ||E

# Forvard Master Zone
@ « Reverse Master Zone

Q w alave Zone

Domain name: ]mytrek.cnm

<:9CIK I‘ & Cancel

A window then opens labeled Master Zone with several entries for your DNS server (see
Figure 7-4). Default settings based on the domain name you previously entered have already
been entered for you. The Name box will hold the domain name you just specified.

File Name is the name for the master zone file and will be the name of the domain along with
the extension .zone. The e-mail address is the address of the person managing the DNS
server, by default set to the root user. Feel free to change this to another user's address. The
Primary Name Server entry will have an @ as its default. The @ symbol merely represents
the name of the DNS server. The Serial Number field will have an initial value of 1. It will
increment automatically whenever you make changes to the configuration files. The Time
Settings button opens a dialog box where you can set refresh, retry, and expiration dates. You
can leave these as they are. These, as well as the other settings, are covered in detail in

Chapter 25.
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Figure 7-4: bindconf Master Zone screen

In the Records section of the Master Zone window, you add and edit the host and domain
entries. A domain entry will already be added for you. It will bear the name of your domain.
You will have to edit this entry to specify the host running the DNS server. If your network
has a mail server, as discussed in Chapter 26, then you would enter that here also. The host
running the DNS server is referred to as the name server. Usually these are the same. Select
the entry and click the Edit button. This opens a window with two sections, one for the name
servers and one for the mail servers (larger networks could have several mail servers and
slave name servers). Figure 7-5 shows the domain window with two entries added for the
name server and the mail server. For a small network, you would not normally have a mail



server. Each host would operate as its own mail server and does not need to be specified in the
DNS configuration. Larger networks that have centralized mail service operations would
make use of DNS mail entries to configure mail delivery on their network (see Chapter 26 for
more details).
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Figure 7-5: Domain window

Click the Add button in the name server section to open a window where you enter the
hostname of the name server, as shown next. Be sure to add a period at the end of the name
server's hostname. In this example, it is turtle.mytrek.com.

Mame Server Properties
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Should you have a network with its own centralized mail server, like large networks may
have, you can add it now. A small network like a home network would not normally have
such a server. Click the Add button in the mail server section to open a window where you
enter both the host running the mail server and the priority of the mail server. For a single
mail server, just set the priority to 0, as shown here:
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Once you have added the name and any mail servers, click OK to return to the Master Zone
window.

You now need to add entries for the different hosts on your system, providing both their
hostname and IP address. To add an entry, you click the Add button. This opens a window
with boxes for entering the hostname and its [P address, as shown next. For the hostname, you
do not have to include the domain name. That will be automatically added for you. You will
see the domain name listed next to the entry box. The host rabbit is added for the
mytrek.com domain with the IP address 192.168.0.2.

. Add a record

Add Record Resource:  Host = |
? Host Hame:  [rabbit mylrek com
Addess:  [152.160.0.3 |

Aok | | X cancel |

Note If you want to set up a Web site on the gateway host, you should add an alias for it,
where the alias uses the host name www. When adding the alias, select Alias from the
pop-up menu labeled Add Resource Record.

A completed example of a master zone configuration is shown in Figure 7-6. The domain is
mytrek.com and there are three hosts: turtle, rabbit, and lizard. Press OK to finish your
master zone configuration.
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Figure 7-6: Master zone example



You then have to create a reverse master zone. Click the Add button and select Reverse
Master Zone (see the next illustration). In the Zone Type window that first appears, click on
the Reverse Master Zone check box. The entry box on this window will then be labeled IP
Address (first three octets). Here, enter the network part of your host IP address. This is the
first three numbers for the IP addresses you are using for the hosts on your system. For
example, the [P address for turtle.mytrek.com is 192.168.0.1, so the network part is
192.168.0. The network part will be the same for all your hosts.
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A Reverse Master Zone window will then open up with the IP address and the File Name
already filled in for you (see Figure 7-7). You then need to add entries for all the hosts on
your network. In the Reverse Address Table section, click the Add button to open a window
where you enter the IP address and hostname for the host. In the [P Address box, enter just the
host part of the host's IP address. This will be a single number, usually starting from 1. For
example, for the IP address 192.168.0.2, you would just enter 2. In the Full Host Name box,
you enter the full hostname of the host, including an ending period. For the rabbit host you
would enter

rabbit.mytrek.com.
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Figure 7-7: Reverse master zone

In the next illustration, the information for the turtle.mytrek.com host is entered. For the IP
address, 1 is added, giving an IP address of 192.168.0.1. For the full hostname, the domain
name and an ending period are entered, turtle.mytrek.com.
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You then need to add an entry for the DNS server. In the Name Server section click the Add
button. Then enter the name of the host that will run your DNS server. Be sure to include a
trailing period. In this example, the name server host is

turtle.mytrek.com.
A completed example of a reverse master zone is shown in Figure 7-7.

To save your bindconf configuration, select the Apply entry to generate the DNS server
configuration files. You can then quit.

Starting the DNS Service

To manually start your DNS service, use the service command and the service name named
with the start option. named is the name of the DNS server used on Linux:

service named start

When checking for errors or making changes, you can restart the DNS service with the
restart option:

service named restart

You can check to see if your DNS server is working by trying to access a particular host using
its hostname. Use the ping command with the hostname to see if you can make contact. The
following command checks to see if the rabbit host is running:

ping rabbit

You can also add the domain name:

ping turtle.mytrek.com

Logged into the gateway, you can ping your Internet connection to see if it is working:
ping myhost.my-internet-isp.com

Once everything is working, you can have the DNS service started automatically whenever

you start your system. Use the Text Mode Setup Text tool on the Gnome System menu and
select System Services. Then, move to the named entry and press the SPACEBAR. Tab to the



Quit button and press ENTER. Alternatively, you can use chkconfig with the --level 35 and
on options:

chkconfig --level 35 named on
Setting Up Your Firewall

To set up your firewall, run lokkit on the gateway host, as described in Chapter 6. However,
be sure that lokkit has not been run on any of the other local hosts, or that any of the local
hosts have any kind of firewall running. You can use lokkit to remove the firewall, if
necessary. The firewall should only run on the gateway. Furthermore, the gateway will have
two network connections, one for the local network and an Internet connection device for the
Internet. Make sure that the firewall is applied to the device used for the Internet device, not
for your local network. On lokkit you do this by making the local network device a trusted
device. Select the Customize button and then, in the list of trusted devices, TAB to the device
used for your local network and press the SPACEBAR. An x will appear. Make sure that the
firewall network device is left blank.

In the network example used here, the firewall is run on the eth0Q network device (the first
Ethernet card), which functions as the gateway. The local network is connected through the
eth1 network device (the second Ethernet card). In Figure 7-8, the eth1 device is trusted and
the ethO device is not, making it the firewall device.
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Figure 7-8: lokkit trusted devices
Note lokkit uses the older IP-Chains firewall rules. If you want to use the newer IP Tables
rules, you will need to manually enter rules and install them on your system. See
Chapter 40 for more details.

If you are creating a strong firewall, but still want to run a service like a Web server, allow
users to perform FTP file transfers on the Internet, or allow remote encrypted connections
such as SSH, you will have to specify them in the lokkit customization window. Figure 7-8
shows Web, FTP, SSH, and mail communications permitted.

Setting Up E-mail Services

There are several ways to enable e-mail services on your network. You can set up your
network in one of two ways: have a central server that handles e-mail for all the users on your
network, or have each host handle its own user's independently. An independent setup is the
easier and is described here. Central servers are examined in Chapter 26. Internet mail setup



also varies depending on whether you have a stand-alone system, a small network with one
connection, or a larger network with its own official domain address (see Chapter 26). All
setups entail configuring the Sendmail server. Sendmail is an e-mail server used to send and
deliver mail on a network. Sendmail is provided with your Red Hat distribution.

Configuring Sendmail involves manually editing the /etc/mail/sendmail.mc file and making
changes. This is a text file that can be edited using any text editor like emacs, vi, or any of the
Gnome or KDE text editors. Be sure to make a backup copy of the file first. Once you have
made your changes and saved your file, you then have to install them in Sendmail with the
following m4 operation to generate a /etc/sendmail.cf file. The /etc/sendmail.cf file is the
actual Sendmail configuration file.

m4 /etc/mail/sendmail.mc > /etc/sendmail.cf

You then need to restart Sendmail to have the changes take effect.

service sendmail restart
Local Network Connections

For messages sent between hosts on your network, you only need to run the Sendmail server
on each, making a few changes to their Sendmail configurations. The Sendmail server on one
of your hosts can be configured to handle the task of relaying messages between hosts. Using
the network example described earlier, the hosts turtle, rabbit, and lizard will be running their
own Sendmail servers. The Sendmail server on the turtle host will be configured to relay
messages between all the hosts, itself included.

On each host on your network, edit the /etc/mail/sendmail.mc file and make the following
change. Comment out the DAEMON_OPTIONS line in the default Red Hat sendmail.mc
file by placing a dnl word in front of it, as shown here. Removing this feature will allow you
to receive messages over your local network. This entry is restricting Sendmail to the
localhost (127.0.0.1):

dnl DAEMON OPTIONS (" Port=smtp,Addr=127.0.0.1, Name=MTA')dnl

In the sendmail.me file located on the host that you want to have handle the relaying of
messages, you need to also add the following line.

FEATURE (relay entire domain)dnl

Run the m4 operation to install the changed configuration and then restart the server with the
service operation, as described earlier.

You can now e-mail messages from one user to another across your network. For example,
george@turtle.mytrek.com can now email a message to larisa@rabbit.mytrek.com. The
local Sendmail servers will take care of sending and delivering mail to users both within their
hosts and those located on other network hosts.



Internet Connections

To send mail to and from the Internet, you should make use of the e-mail services provided by
your ISP. This can vary depending upon the kind of service you have. For a small network,
like a home network, you may have only one Internet connection. In this case, your ISP
normally provides e-mail services for you such as a number of mailboxes for designated
users. If you have a larger network, your ISP may have set up a separate official domain for
you and is relaying mail to your network. In this case you can set up your own mail server to
handle Internet mail. This is discussed in Chapter 26.

To make use of the mail services that your ISP provides, you can use a mail client like those
described in Chapter 17. For a basic Internet connection, ISPs will normally provide you with
an e-mail address, along with the choice of several other addresses. You could assign these to
different users on your network. Your ISP will be operating an smtp and POP or IMAP mail
server to handle mail for their users. Your users could then access their mail on these servers
directly. Mail clients like Netscape, Mozilla, and Kmail let you specify a remote smtp or POP
server. The smtp server is used to send mail out, and the POP and IMAP servers are used to
receive mail. As also discussed in Chapter 17, you can also arrange to have mail delivered
directly to a user account on one of your hosts, using fetchmail.

Using your own Sendmail servers to handle Internet mail is a much more complicated process
and is described in detail in Chapter 26.

Internet Access by Local Hosts

You can configure your network so that hosts on your local network can access the Internet,
using your gateway host's Internet connection. In this scheme, the host will pretend to be the
gateway host, using its Internet connection as if it were its own. This way, you only need one
Internet connection for all the hosts on your network. The method is called IP masquerading,
and it works by the local hosts pretending to have the IP address of the gateway. In effect, all
your local hosts share the same Internet [P address. First, make sure that iptables is enabled on
your system. You can use the System services list in the Text Mode Setup utility to select
iptables for automatic startup.

Tip If you only want to provide Web access to users on your network, you just need to
configure and run the Squid proxy server on your gateway. You do not need DNS or IP
masquerading implemented.

Note Be sure that a firewall program is not also running on any of your local hosts. This can

happen if you ran lokkit on any of your local hosts. Run lokkit again on the local host
and select No Firewall. This will shut off the firewall on that host.

[P masquerading is implemented as part of the IP-Chains or IP-Tables firewall programs,
depending on the one you are using. If you set up your firewall with lokkit, you are using IP-
Chains. To implement IP masquerading, you need to add a new rule to the collection of rules
already set up by lokkit. To do so, you need only enter a simple rule on the command line
using the ipchains command, as shown here. The -0 option is used to specify the device you
are using for your Internet connection. The first Ethernet device, eth0, is used in this example.
If you are using a modem, the device would be ppp0 for the first modem device. IP
masquerading with iptables is described in detail in Chapter 40.



ipchains -A forward -i ethO -j MASQ

You then use the iptables service script with the save option to save your new rule, along with
the ones already set up by lokkit:

service ipchains save

The rules will be placed in the /etc/sysconfig/ipchains file, which will be read whenever you
start up your system. Bear in mind that if you run lokkit again, it will overwrite this file. You
will have to enter the iptables masquerading command again and save your rules to enable IP
masquerading.

Also, check to see if IP forwarding is turned on. You can do this with netcfg on the gateway

host. Click the Routing panel and then click the check box at the top labeled Network Packet
Forwarding. This sets the value of the /proc/sys/net/ipv4/ip_forward file to 1, turning on IP
forwarding. You can do this manually instead if you want with the following command.

echo 1 > /proc/sys/net/ipv4/ip forward

If you are using IP Tables, you follow much the same procedure, except that you do not use
lokkit and you use iptables commands to implement firewall rules. The rule to add
masquerading with [P Tables for a first Ethernet device (eth0) is as follows:

iptables -t nat -A POSTROUTING -o eth(O -3 MASQUERADE

Rules will be saved using the service command with the iptables option, instead of ipchains.
They will be saved to the /etc/sysconfig/iptables file.

service iptables save
Using Remote Printers

Once you have set up your network, you can use any Linux host to access printers connected
to other hosts on the network, whether they be Linux, Windows, or Novell systems. The
Linux host to which a printer is connected will first have to install that printer with printconf,
as described in Chapter 4. Another Linux host can then access that printer by installing it as a
remote printer. Once installed, the Linux host can print directly to that remote printer. For
example, if an Epson printer is connected and installed on the turtle.mytrek.com host, the
rabbit.mytrek.com host can install it as a remote printer, giving it a name of its own. Users
on the rabbit.mytrek.com host can then print directly to the Epson printer connected on the
turtle host. In fact, you could have all your printers connected to a single host and have all
your other hosts print through it.

You use the printconf tool to install a remote printer. Select Printer Configuration from the
Gnome system menu and click the New button. A series of dialogs will be displayed for
entering the printer name, the type of remote printer, the printer's remote queue name, and the
remote host the printer is connected to. For other Linux systems, entries are displayed for both
the hostname and the IP address for the remote host (see Figure 7-9). Be sure to also enter the
device driver and name information as described in Chapter 4.
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Figure 7-9: Remote Linux printer

The method works similarly with both Windows and Netware systems. However, to access
Windows systems, you have to set up and run Samba. Samba will interface a Linux network
with a Window network, allowing access to devices on Windows hosts like printers, CD-
ROM:s, and file systems. Samba is described in detail in Chapter 37.

To access a printer attached to a Windows system from a Linux host, you use the printconf
tool on that Linux host to configure the printer as a remote Windows printer. In the printconf
tool, select Queue and then select Windows Printer from the pop-up menu. Five entries are
displayed. In the Share box, you enter the name of the Windows host, preceded by //, then
followed by the name of the printer on that host, separated by a single slash. For example, the
share name for a printer called myepson on the host lizard is

//lizard/myepson

Then enter the IP address of the Windows host. The workgroup is the workgroup that the
Windows host belongs to. Though you can create passwords for each user, a simple approach
is to just specify a guest user with no password. Be sure to set appropriate share and password
permissions on the Windows host. Figure 7-10 shows remote Windows printer entries.
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Figure 7-10: Remote Windows printer




If you want to allow Windows hosts to access a printer attached to a Linux system, you have
to configure the printer in Samba. You need to first enable the use of swat with the following
command:

chkconfig swat on

Then select Samba Configuration on the Gnome System menu. This opens a Web page on
your browser with Samba buttons across the top. Click on the Printers button to display a page
with buttons for selecting your printer. From the pop-up menu, select your printer, then click
the Choose Printer button. Though you can set allowed users, a simple approach is to allow
guest users to log in as the nobody user. To allow guest users, select Yes for "guest ok". Once
you have made your changes, click on the Commit Changes button. Figure 7-11 shows a
Samba printer page, where the printer myepson has been selected and guest access is allowed.
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Figure 7-11: Samba printers

Once you have made changes, you can have them take effect by restarting Samba with the
following command:

service smb restart
Note Macintosh printers on Macintosh systems are connected using a different network
protocol called NetaTalk (see Chapter 32).

Setting Up a Web Server

For a standard installation, Red Hat installs the Apache Web server. Any user on your
network can access the Web server using the name of the host it is running on. For this
example, the Web server is running on the gateway host, turtle.mytrek.com. Normally, an
alias is set up that is used for the hostname, such as www.mytrek.com. Entering this address
in a Web browser will display the main document page of the Apache Web server. Web pages
for your site are kept in /var/www/html. You can add your own pages here, building your
Web site. The Apache manual will already be there.
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Overview

The GNU Network Object Model Environment, also known as Gnome, is a powerful and
easy-to-use environment consisting primarily of a panel, a desktop, and a set of GUI tools
with which program interfaces can be constructed. Gnome is designed to provide a flexible
platform for the development of powerful applications. Currently, Gnome is strongly
supported by Red Hat and is its primary GUI interface, though Gnome is also provided by
most other distributions. Gnome is completely free under the GNU Public License. You can
obtain the source directly, as well as documentation and other Gnome software, from the
Gnome Web site at www.gnome.org. Several companies have joined together to form the
Gnome Foundation, an organization dedicated to coordinating the development of Gnome and
Gnome software applications. These include such companies as Sun, IBM, and Hewlett-
Packard as well as Linux distributors like Red Hat, Caldera, and TurboLinux along with
Gnome developers such as Ximian. Modeled on the Apache Foundation, which developed the
Apache Web server, the Gnome Foundation will provide direction to Gnome development as
well as organizational financial, and legal support. Recently Sun announced that it was
adopting Gnome as the desktop interface for its Solaris operating system, replacing the Motif-
based Common Desktop Environment (CDE).

The core components of the Gnome desktop consist of a panel for starting programs and
desktop functionality. Other components normally found in a desktop, such as a file manager,
Web browser, and window manager, are provided by Gnome-compliant applications. Gnome
provides libraries of Gnome GUI tools that developers can use to create Gnome applications.
Programs that use buttons, menus, and windows that adhere to a Gnome standard can be said
to be Gnome-compliant. For a file manager, the Gnome desktop currently uses a Gnome
version of Midnight Commander-and will soon replace it with Nautilus. The Gnome desktop
does not have its own window manager as KDE does. The Gnome desktop uses any Gnome-
compliant window manager. Currently, the Sawfish window manager is the one bundled with
the Gnome distributions.

Integrated into Gnome is support for component model interfaces, allowing software
components to interconnect regardless of the computer language in which they are
implemented or the kind of machine on which they are running. The standard used in Gnome



for such interfaces is the Common Object Request Broker Architecture (CORBA), developed
by the Object Model Group for use on Unix systems. Gnome uses the ORBit implementation
of CORBA. With such a framework, Gnome applications and clients can directly
communicate with each other, enabling you to use components of one application in another.
With Gnome 2.0, Gnome will officially adopt GConf and its libraries as the underlying
method for configuring Gnome and its applications. GConf can configure independently
coordinating programs such as those that make up the Nautilus file manager.

You can find out more about Gnome at its Web site at www.gnome.org. This site not only
provides a detailed software map of current Gnome projects with links to their development
sites, it also maintains extensive mailing lists for Gnome projects to which you can subscribe.
The Web site provides online documentation, such as the Gnome User's Guide and FAQs. If
you want to develop Gnome programs, check the Gnome developer's Web site at
developer.gnome.org. The site provides tutorials, programming guides, and development
tools. Here you can find the complete API reference manual online, as well as extensive
support tools such as tutorials and Interactive Development Environments (IDE). The site also
includes detailed online documentation for the GTK+ library, Gnome widgets, and the Gnome
desktop.

A new file manager for the Gnome desktop, called Nautilus, has been released (originally
developed by Eazel). With Gnome 1.4, Nautilus officially replaces the GNU Midnight
Commander file manager now used on Gnome desktop. Nautilus is designed to operate as a
desktop shell that can support numerous components, letting you operate a Web browser
within it or decompress files. Nautilus development is now being carried on independently.
You can download Nautilus source from the Gnome CVS depository or from
www.ximian.com. You can find out more about nautilus from the Nautilus User's Manual
that is part of the Gnome 1.4 User's Guide at www.gnome.org.

Note An enhanced version of Gnome known as Ximian Gnome can be downloaded from
Ximian at www.ximian.com. There are versions for most distributions, including Red
Hat.

GTK+

GTK+ is the widget set used for Gnome applications. Its look and feel was originally derived
from Motif. The widget set is designed from the ground up for power and flexibility. For
example, buttons can have labels, images, or any combination thereof. Objects can be
dynamically queried and modified at runtime. It also includes a theme engine that enables
users to change the look and feel of applications using these widgets. At the same time, the
GTK+ widget set remains small and efficient.

The GTK+ widget set is entirely free under the Library General Public License (LGPL). The
LGPL enables developers to use the widget set with proprietary, as well as free, software
(GPL would restrict it to just free software). The widget set also features an extensive set of
programming language bindings, including C++, Perl, Python, Pascal, Objective C, Guile, and
Ada. Internalization is fully supported, permitting GTK+-based applications to be used with
other character sets, such as those in Asian languages. The drag-and-drop functionality
supports both Xdnd and Motif protocols, allowing drag-and-drop operations with other widget
sets that support these protocols, such as Qt and Motif.



The Gnome Interface

The Gnome interface consists of the panel and a desktop, as shown in Figure 8-1. The panel
appears as a long bar across the bottom of the screen. It holds menus, programs, and applets.
An applet 1s a small program designed to be run within the panel. On the panel is a button
with a large bare foot imprint on it. This is the Gnome applications menu, the main menu. The
menu operates like the Start menu in Windows, listing entries for applications you can run on
your desktop. You can display panels horizontally or vertically, and have them automatically
hide to show you a full screen.
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Figure 8-1: Gnome

The remainder of the screen is the desktop. Here, you can place directories, files, or programs.
You can create them on the desktop directly or drag them from a file manager window. A
click-and-drag operation with the middle mouse button enables you to create links on the
desktop to installed programs. Initially, the desktop only holds an icon for your home
directory. Clicking it opens a file manager window to that directory. A right- click anywhere
on the desktop displays a desktop menu (see Table 8-1) with which you can open new
windows, create new folders, and mount floppy disks and CD-ROMs.

Table 8-1: The Gnome 1.4 Desktop Menu (Nautilus)

‘Menu Item ‘Description

New Window Starts a new Nautilus file manager window on your desktop,
showing your home directory.

New Terminal Launches a new Gnome terminal window that navigates to the
desktop directory.

‘New Folder ‘Creates a new directory on your desktop.

‘Clean Up by Name ‘Arranges your desktop icons.

‘Disks ‘Displays submenu that lists floppy and CD-ROM devices that you




Table 8-1: The Gnome 1.4 Desktop Menu (Nautilus)
Menu Item Description

can select to mount. Mounted disks will appear as CD-ROM or
floppy icons on your desktop, which you can use to access them or
unmount later.

Change Desktop Opens Gnome Control Center with the Background caplet selected
Background to let you select a new background for your desktop.

From a user's point of view, you can think of the Gnome interface as having four components:
the desktop, the panel, the main menu, and the file manager. In its standard default
configuration, the Gnome desktop displays a Folder icon for your home directory in the
upper-left corner. Some distributions may include other icons, such as links to the Gnome
Web site or to the Linux Documentation site. Initially, a file manager window opens on the
desktop, displaying your home directory. The panel has several default icons: The main menu
(Bare Foot), a screen lock feature (a padlock), the terminal program (Monitor), the Gnome
Help System (Question Mark), the Start Here window (Pocket compass), the Gnome pager
(Squares), and a clock. Red Hat 7.2 includes Mozilla.

To start a program, you can select its entry in the main menu, click its application launcher
button in the panel (if there is one), double-click its icon in either the desktop or the file
manager window, drag a data file to its icon, or select the Run Program entry in the main
menu. This opens a small window where you can type in the program name.

When you first start Gnome, the Start Here window is displayed. From here, you can access
your favorite Web sites and files (Favorites), select and run applications (Programs),
customize your Gnome desktop (Preferences), and perform administrative tasks for both your
system and your servers (Server Configuration and System Settings). Double-clicking an icon
opens a window listing icons for sub-windows or tools. In effect, the Start Here window is
mimicking the Main menu; you can select and run applications from the Start Here's Program
window, just as you can from the Main menu's Program menu. The Preferences window lists
Gnome configuration tools (capplets) for setting up your Gnome preferences. In effect, it
replaces the Gnome Control Center window used in previous versions. See the Gnome
Configuration section for more details. If you need to configure administrative tasks, such as
setting up network connections or managing servers, you can choose the Server Configuration
or System Settings windows. Most of those tools are accessible only by the root user.

To quit Gnome, you select the Logout entry in the main menu or click the terminal icon
displaying the moon (on Ximian Gnome you choose the Logout entry in the Menu panel's
System menu). You can also add a Logout button to the panel, which you could use instead.
To add the Logout button, right-click the panel and select the Add Logout Button entry. A
Logout button then appears in the panel. When you log out, the Logout dialog box is
displayed. You have three options. The first option, Logout, quits Gnome, returning you to the
login window (or command line shell still logged into your Linux account, if you started
Gnome with startx). The second option, Halt, not only quits Gnome, but also shuts down
your entire system. The third option, the Reboot entry, shuts down and reboots your system.
The Logout entry is selected by default. Halt and Reboot are only available to the root user. If
normal users execute them, they are prompted to enter the root user password to shut down.
You can also elect to retain your desktop by clicking the "Save current setup" check box. This
reopens any programs or directories still open when you logged out. Gnome-compliant



window managers also quit when you log out of Gnome. You then must separately quit a
window manager that is not Gnome-compliant after logging out of Gnome.

The Gnome Help system, shown in Figure 8-2, provides a browser-like interface for
displaying the Gnome user's manual, Man pages, and info documents. It features a toolbar
that enables you to move through the list of previously viewed documents. You can even
bookmark specific items. A Web page interface enables you to use links to connect to
different documents. You can easily move the manual or the list of Man pages and info
documents. You can place entries in the location box to access specific documents directly.
Special URL-like protocols are supported for the different types of documents: ghelp: for
Gnome help, man: for man pages, and info: for the info documents.
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Figure 8-2: The Gnome Help system
The Gnome Desktop

The Gnome desktop provides you with all the capabilities of GUI-based operating systems
(see Figure 8-3). You can drag files, applications, and directories to the desktop, and then
back to Gnome-compliant applications. If the desktop stops functioning, you can restart it by
starting the Gnome file manager (Nautilus). The desktop is actually a backend process in the
Gnome file manager. But you needn't have the file manager open to use the desktop. The
Gnome 1.4 desktop with Nautilus is described in this section.
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Although the Gnome desktop supports drag-and-drop operations, these work only for
applications that are Gnome-compliant. You can drag any items from a Gnome-compliant
application to your desktop, and vice versa. Any icon for an item that you drag from a file
manager window to the desktop also appears on the desktop. However, the default drag-and-
drop operation is a move operation. If you select a file in your file manager window and drag
it to the desktop, you are actually moving the file from its current directory to the Gnome
desktop directory, which is located in your home directory and holds all items on the desktop
(notice this is a dot file). For Gnome 1.2, the desktop directory is .gnome-desktop. In the case
of dragging directory folders to the desktop, the entire directory and its subdirectories would
be copied to the Gnome desktop directory.

In most cases, you only want to create on the desktop another way to access a file without
moving it from its original directory. You can do this by creating a link or a program
launcher, instead of moving the file. To create a link, click and drag the file while holding
down the SHIFT key. A copy of the icon then appears with a small arrow in the right corner
indicating it is a link. You can then click this link to start the program, open the file, or open
the directory, depending on what kind of file you linked to.

You can then use that icon to access the item directly. This is often used for starting common
programs. For example, you can SHIFT-click and drag the Netscape icon to the desktop to
create a Link icon for Netscape. Double-clicking the icon starts Netscape. You can do the
same with files. In this case, their respective program is started. If the item is a directory, the
file manager starts up opened to that directory. If you want to have an application placed on
your desktop that is not Gnome-compliant, you can manually place a link in your home
directory's Gnome desktop directory.

You can also copy a file to your desktop by clicking-and-dragging it from a file manager
window to your desktop, and then pressing the CTRL key before you release the left mouse
button. You will see the small arrow in the upper right-hand corner of the copied icon change
to a + symbol, indicating that your are creating a copy instead of a link.

As an alternative to the desktop, you can drag any program, file, or directory to the panel; a
launcher applet is then automatically created for it on the panel. The item is not moved or
copied. You can also right-click anywhere on the empty desktop to display a menu. You will



notice entries for a New Folder. Remember, this entry creates a new directory on your
desktop, specifically in the Gnome desktop directory. The entries for this menu are listed in
Table 8-1.

The desktop also displays icons for any drives you have mounted, such as a CD-ROM or
floppy drives, provided they are user mountable. Nautilus automatically mounts CD-ROMs
when you insert them into your CD-ROM drive, displaying the CD-ROM icon and opening a
Nautilus window displaying the CD-ROM's contents.

You can manually mount a CD-ROM or floppy disk by right-clicking anywhere on the
desktop to display the desktop menu and then selecting the CD-ROM or Floppy entry in the
Disks menu. An icon for that device will appear with the name of the CD-ROM or floppy
disk. You can then access the disk in the CD-ROM drive either by double-clicking it or right-
clicking and selecting the Open entry. A file manager window opens to display the contents of
the CD-ROM disk. To unmount a CD-ROM, right-click the CD-ROM icon and select the
Unmount entry. The CD-ROM disk is automatically ejected. The same procedure works for
floppy disks, using the Floppy Disk icon. Be sure you don't remove a mounted floppy disk
until you have first unmounted it, selecting the Unmount entry in the pop-up menu.

Usually a window manager extends a desktop into several areas that appear as different
screens. Gnome's drag-and-drop operation works on desktop areas provided by a Gnome-
compliant window manager. Gnome does not directly manage desktop areas, though you can
use the Gnome pager to move to them. You use the window manager configuration tool to
configure them-in this case Sawfish, which is the default window manager for Gnome used in
Red Hat. In addition, most window managers, including Sawfish, also support virtual
desktops. Instead of being extensions of the same desktop area, virtual desktops are separate
entities. The Gnome pager on the Panel supports virtual desktops, creating icons for each in
the panel, along with task buttons for any applications open on them. You can use the Gnome
pager to move to different virtual desktops and their areas.

Window Managers

Gnome works with any window manager. However, desktop functionality, such as drag-and-
drop capabilities and the Gnome pager, only work with window managers that are Gnome-
compliant. The current release of Gnome uses the Sawfish window manager. Its is completely
Gnome-compliant and is designed to integrate with the Gnome desktop without any
duplication of functionality. However, other window managers such as Enlightenment,
FVWM, IceWin, and Window Maker can also be used. Check a window manager's
documentation to see it is Gnome-compliant.

Sawfish employs much the same window operations as used on other window managers. You
can resize a window by clicking any of its sides or corners and dragging. You can move the
window with a click-and-drag operation on its title bar. You can also right-click and drag any
border to move the window, as well as ALT-click anywhere on the window. The upper-right
corner lists the Maximize, Minimize, and Close buttons. If the Gnome pager is running in
your panel, then Minimize creates a button for the window in the panel that you can click to
restore it. If the Gnome pager is not present, the window will iconify, minimizing to an icon
on the desktop. You can right-click on the title bar of a window to display a window menu
with entries for window operations. These include a desktop entry to move the window to



another desktop area and the Stick option, which displays the window no matter to what
desktop area you move.

You can also access the Sawfish desktop menu. To display the menu, middle-click anywhere
on the desktop (hold both mouse buttons down at the same time for a two- button mouse). A
pop-up menu then appears with submenus for Gnome, user, and other applications, as well as
the Desktop, Themes, and Sawfish configurations. You can use this menu to start any
application, if you want. With the desktop menus, you move to different desktop areas and
virtual desktops. The Themes menu enables you to choose different Sawfish themes (these are
separate from KDE themes). Sawfish also has extensive configuration options, discussed in a
later section.

If you have several window managers installed on your system, you can change from one to
the other using the Window Manager capplet. Capplet is the term used for a control applet, a
module used to configure your desktop. Select the entry in the main menu to start the Window
Manager Settings menu, or select its icon in the Desktop window, which you open from
Preferences in the Start Here window. A panel is displayed listing your window managers. To
add others to the list, click the Add button on the right side of the panel. This opens a window
that prompts you to enter an identifying name for the window manager, the command that
starts the window manager, and any configuration tool it may use. If the window manager is
Gnome-compliant, you can click the button Window Manager Is Session Managed. Once you
finish making your entries and click OK, the new window manager appears in the list on the
Window Manager panel. Select it and click Try to run that window manager. If you want to
run the window manager's configuration tool, click the Run Configuration Tool button.

The Gnome (1.4) File Manager: Nautilus

With Gnome 1.4, the file manager for Gnome was changed from Gnome Midnight
Commander (GMC) to Nautilus (Red Hat 7.1 still uses GMC). Nautilus supports the standard
features for copying, removing, and deleting items as well as setting permissions and
displaying items just as GMC does. Nautilus also provides enhancements such as zooming
capabilities, user levels, and theme support. You can enlarge or reduce the size of your file
icons, select from novice, intermediate, or expert levels of use, and customize the look and
feel of Nautilus with different themes. Nautilus also lets you set up customized views of file
listings, enabling you to display images for directory icons and run component applications
within the file manager window. For example, a directory of MP3 files could have an album
cover for its directory icon and run a component MP3 player within the file manager window
to play a file.

Nautilus was designed as a desktop shell in which different components can be employed to
add functionality. For example, within Nautilus, a Web browser can be executed to provide
Web browser capabilities within a Nautilus file manager window. Nautilus is not only a file
manager, but also a desktop shell based on a component architecture. Different components,
such as a Web browser, compression commands, or an image viewer, can be used to add
capabilities to this desktop shell.

Note Earlier versions of Linux, including Red Hat 7.1, still use Gnome 1.2 with the Gnome
Midnight Commander (GMC) file manager, but are compatible with Gnome 1.4 and
Nautilus.



The standard Nautilus window displays a menu bar and toolbar of file manager commands
along with a Location box at the top (see Figure 8-4). The rest of the window is divided into
two panes. The left pane is a sidebar used to display information about the current working
directory. The right pane is the main panel that displays the list of files and subdirectories in
the current working directory. A status bar at the bottom of the window displays information
about a selected file or directory.

[ ] —Balx
File Edi View Go Eoolmarks FPreforances Halp
< F 4 @ iz g, = E
Barl Ui Refrash Hows 'Wab Search Gt
Lok [.-lmn-.'xu-a = & -F View as lcons |
.@ é
= himewark Tiypeos My
larisa 1 #em 0 e A bl
Todder, 5 ilems
Iy &l 1:24:33 P h__ﬂ i L
oy o M
| gt
rypCct myirip [ E gy
27 ryles &3 byt 11 boyies

Figure 8-4: Nautilus file manager

With the preferences menu, you can set your level of expertise: advanced, intermediate, or
beginner. The different levels allow for simpler methods of managing files. If you only need
the basic file management capabilities, you can choose beginner, leaving advanced and
intermediate for the more complex tasks. Next to the Location box is an element for zooming
in and out the view of the files. Click the + button to zoom in and the - button to zoom out.
Next to the zoom element is a drop-down menu for selecting the different views for your files
such as icons, small icons, or details.

The sidebar has five different tabbed views for displaying additional information about files
and directories: Tree, History, News, Help, and Notes. The Tree view will display a tree-
based hierarchical view of the directories and files on your system, highlighting the one you
have currently selected. You can use this tree to move to other directories and files. The tree
maps all the directories on your system, starting from the root directory. You can expand or
shrink any directory by clicking the + or - symbol before its name. Select a directory by
clicking the directory name. The contents of that directory are then displayed in the main
panel. The History tab shows previous files or directories you have accessed, handy for
moving back an forth between directories or files. The Help tab provides access to
documentation such as Gnome manuals, info pages, and Man documentation. On the Notes
tab, you can enter notes about your current working directory. The News tab will display
breaking news from sites you have selected. Click the Select Site button to display a list of
news sites such as CNN, Gnome News, or Linux Today. URLs for different stories will
appear in the sidebar when the News panel is selected.

You can view a directory's contents as icons, as a detailed list, as music, or as a custom
(other) view. You select the different options from the pop-up menu located on the right side
of the Location bar. The List view provides the name, permissions, size, date, owner, and
group. For a custom view, you can select the informational fields you want displayed for your



files. In the List views, buttons are displayed for each field across the top of the main panel.
You can use these buttons to sort the lists according to that field. For example, to sort the files
by date, click the Date button; to sort by size, click the Size button.

In the Icon view you can sort icons, change their sizes, and even preview their contents
without opening them. To sort items in the Icon view, select the Lay Out Items entry in the
View menu, and then select a layout option. To change an icon's size, select Stretch Icon.
Handles will appear on the icon image. Click and drag the handles to change its size. To
restore the icon, select Restore Icon's Original Size in the Edit menu. Certain types of files
have their icons display previews of their contents. Image files will have their icon display a
small version of the image. A music file like an MP3 file will start playing when the mouse
pointer moves over its icon. A text file will display in its icon the first few words of its text.

The music view lets you treat directories of MP3 files as if they were your own digital music
albums. When you select the music view, only MP3 files are displayed. Clicking on a file
starts the music player, which will automatically play from track to track. You can even select
a cover image for your music directory icon.

You can click anywhere on the main panel to display a pop-up menu with entries for
managing and arranging your file manager icon (see Table 8-2). To create a new folder, select
New Folder, and to open a new file manager window, select New Window. The Lay Out
Items entry displays a submenu with entries for sorting your icons by name, size, type, date,
or even emblem. The Manually entry lets you move icons wherever you want on the main
panel. The Clean up by Name entry will display your icons alphabetically. The Zoom in entry
will enlarge your view of the window, making icons bigger, and Zoom out will reduce your
view, making them smaller. Normal Size restores them to the standard size. Reset
Background lets you change the background used on the File Manager window, useful for
music folders where you display your favorite album cover. You can also cut, copy, or paste
files to let you more easily move or copy them between folders.

Menu Item
New Window
New Folder
Lay Out Items

Clean Up by Name
Cut, Copy, Paste

Zoom in
Zoom out
Normal Size

Reset Background

Table 8-2: Nautilus File Manager Menu

Description
Open a file or directory in a separate window.
Create a new subdirectory in the directory.

Displays a submenu to arrange files by name, size, type, date,
or emblems.

Orders files alphabetically.

Cuts, copies, and pastes files to let you more easily move or
copy them between folders.

Close-up view of icons, making them appear larger.
Distant view of icons, making them appear smaller.
Restores view of icons to standard size.

Sets the background image for the file manager main panel.

Note The Lay Out Item submenu is not provided in the Nautilus pop-up menu when the main
panel displays files in the list mode.



The Nautilus file manager operates similarly to a Web browser. It maintains a list of
previously viewed directories; you can move back and forth through that list using the toolbar
buttons. The LEFT ARROW button moves you to the previously displayed directory, and the
RIGHT ARROW button moves you to the next displayed directory. The UP ARROW button
moves you to the parent directory, and the Home button moves you to your home directory.
To use a pathname to go directly to a given directory, you can type the pathname in the
Location box and press ENTER.

To search for files or directories, click the Find icon on the toolbar if there is one (see
following Note). Depending on the expertise level you set, Nautilus can perform simple or
complex searches (simple for beginners and complex for advanced and intermediate). The
Location box is replaced by the Find box, where you can enter the pattern you want to search
for. Then click on the Find Them button to the right. Complex searches let you specify
different attributes such as type, owner, or even file contents. For complex searches, two pop-
up menus are added with which you can further refine your search. These menus specify
criteria such as searches by name, content, file type, size, date modified, and owner. Nautilus
searches make use of a search daemon called Medusa that creates an index of all your files,
enabling very fast searches. Medusa even indexes the contents of your file, supporting text
searches of file contents. (For Medusa to work, the crond daemon must be running.)

Note Red Hat 7.2 with version 1.0 for Nautilus does not include support for Find operations.
A Find icon is not displayed. If you are using Ximian Gnome, you can use a Find utility
located on the System menu in the Menu panel. It has many of the same features as the
Nautilus Find operation.

To open a subdirectory, you can double-click its icon or single-click the icon and select Open
from the File menu. If you want to open a separate Nautilus window for that directory, right-
click the directory's icon and select Open in a New Window.

As a Gnome-compliant file manager, Nautilus supports GUI drag-and-drop operations for
copying and moving files. To move a file or directory, click and drag from one directory to
another as you would on Windows or Mac interfaces. The move operation is the default drag-
and-drop operation in Gnome. To copy a file, click and drag with the right mouse button (not
the left) and select Copy Here from the pop-up menu. You can also click and drag normally
and then press the CTRL key before you lift up on the left mouse button.

Note If you move a file to a directory on another partition (file system), it will be copied
instead of moved.

You can also perform remove, duplicate, and link creation operations on a file by right-
clicking its icon and selecting the action you want from the pop-up menu that appears (see
Table 8-3). For example, to remove an item, right-click it and select the Move to Trash entry
from the pop-up menu. This places it in the Trash directory where you can later delete it by
selecting Empty Trash from the Nautilus File menu. To create a copy of a file, you can select
Duplicate from the pop-up menu to create a duplicate version in the same directory. The name
of the copy will begin with the term "Duplicate". To create a link, right-click the file and
select Create Link from the pop-up menu. This creates a new link file that begins with the
term "Link" (see Figure 8-5 for an example of the Duplicate, Link, and Rename operations).
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Figure 8-5: Nautilus duplicate, link, and rename operations
Table 8-3: The Nautilus File Pop-Up Menu

Menu Item Description

Open Open the file with its associated application. Directories are
opened in the file manager.

Open in a New Window Open a file or directory in a separate window.

Open With Select an application with which to open this file. A
submenu of possible applications is displayed.

Show Properties Display the Properties dialog box for this file. There are
three panels: Statistics, Options, and Permissions.

Move to Trash Move a file to the Trash directory, where you can later
delete it.

Duplicate Create a duplicate copy of the file in the same directory.

Make Link Create a link to that file in the same directory.

Rename Rename the file.

Stretch Icon Change the size of a selected icon.

Remove Custom Image Remove a custom image you selected for the icon.

Restore Icon's Original Size A selected icon you enlarged earlier is restored to its

standard size.

To rename a file you can either right-click on the file's icon and select the Rename entry from
the pop-up menu or slowly click on the name of the file shown below its icon. The name of
the icon will be highlighted in a black background, encased in a small text box. You can then
click on the name and delete the old name, typing a new one. You can also rename a file by
entering a new name in its Properties dialog box. Use a right-click and select Show Properties
from the pop-up menu to display the Properties dialog box. On the General tab, you can
change the name of the file.

File operations can be performed on a selected group of files and directories. You can select a
group of items in several ways. You can click the first item and then hold down the SHIFT
key while clicking the last item. You can also click and drag the mouse across items you want
to select. To select separated items, hold the CTRL key down as you click the individual
icons. If you want to select all the items in the directory, choose the Select All entry in the
Edit menu. You can also select files based on pattern matches on the filenames. Choose the



Select Files entry in the Edit menu. You can then enter a pattern using Linux file-matching
wildcard symbols such as * (See Chapter 11). For example, the pattern *.c would select all C
source code files (those ending with the extension ".c"). You can then click and drag a set of
items at once. This enables you to copy, move, or even delete several files at once. To move
files between directories, open two file manager windows to the respective directories. Then
click and drag the items from one window to the other.

You can start any application in the file manager by double-clicking either the application
itself or a data file used for that application. If a file does not have an associated application,
you can right-click the file and select the Open With entry. A submenu displays a list of
possible applications. If your application is not listed, you can select Other application to open
a dialog box where you can choose the application with which you want to open this file. You
can also use a text viewer to display the bare contents of a file within the file manager
window. Drag-and-drop operations are also supported for applications. You can drag a data
file to its associated application icon (say, one on the desktop); the application then starts up
using that data file.

With the Properties dialog box, you can view detailed information on a file and set options
and permissions (see Figure 8-6). A Properties box has three panels: Basic, Emblems, and
Permissions. The Basic panel shows detailed information such as type, size, location, and date
modified. The type is a MIME type, indicating the type of application associated with it. The
file's icon is displayed at the top with a text box showing the file's name. You can edit the
filename in this text box, changing that name. A button at the bottom labeled Select Custom
Icon will open a dialog box showing available icons you can use. You can select the one you
want from that window. The Remove Custom Icon button will restore the default icon image.
The Emblems panel enables you set the emblem you want displayed for this file, displaying
all the emblems available. The Permissions panel shows the read, write, and execute
permissions for user, group, and other, as set for this file. You can change any of the
permissions here, provided the file belongs to you. The panel will also show the file's owner
and its group. The group name expands to a pop-up menu listing different groups, allowing
you to select one to change the file's group.
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Figure 8-6: File properties on Nautilus

You can set preferences for your Nautilus file manager in the Preferences dialog box. Access
this dialog box by selecting the Edit Preferences item in the Preferences menu. The
Preferences dialog box shows a main panel with a sidebar with several configuration entries,
including Appearance, Windows & Desktop, Icon & List Views, Sidebar panels, Search,
Navigation, and Speed tradeoffs (see Figure 8-7). You use these dialog boxes to set the
default display properties for your Nautilus file manager. For example, Windows & Desktop
allows you to select which bars to display by default, such as the sidebar or the toolbar.
Appearance lets you select the style you want to use. For the Sidebar panel, you can select
which tab to display, such as history or tree. On the Search menu, you can specify the default
Web search site to use.
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Figure 8-7: Nautilus Preferences dialog box



Nautilus as a Web Browser

Nautilus is also an operational Web browser (see Figure 8-8). You can use the Location box
to access any Web or FTP site. Just enter the URL for the Web site in the Location box and
press ENTER (you do not need to specify www or http://). However, Nautilus is not a fully
functional Web browser. When you access a page, it will display buttons in the sidebar to
open the page using one of several Web browsers installed on your system, such as Netscape,
Mozilla, or Lynx. The Go menu and History tab in the sidebar maintain a history list of Web
sites you have previously accessed. You can also right-click on the Back and Forward buttons
to display this history list. To clear the history list, select Forget History in the Go menu.
Nautilus also supports Bookmarks, which can be displayed and edited using the Bookmarks
menu. Clicking on the Web Search icon will open the page of your favorite Web search
engine, such as Yahoo or Google.
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Figure 8-8: Nautilus as a Web browser

Note Nautilus is also Internet-aware. You can use the Location box to access an FTP site and
display the directories on that remote site, and then drag and drop files to another file
manager window to download them to your system. Be sure to include the FTP protocol
specification, ftp://.

The Gnome Panel

The panel is the center of the Gnome interface (see Figure 8-9). Through it you can start your
applications, run applets, and access desktop areas. You can think of the Gnome panel as a
type of tool you can use on your desktop. You can have several Gnome panels displayed on
your desktop, each with applets and menus you have placed in them. In this respect, Gnome is
flexible, enabling you to configure your panels any way you want. You can customize a panel
to fit your own needs, holding applets and menus of your own selection. You may add new
panels, add applications to the panel, and add various applets.
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Figure 8-9: The Gnome panel

You can hide the panel at any time by clicking either of the Hide buttons located on each end
of the panel. The Hide buttons are thin buttons showing a small arrow. This is the direction in
which the panel will hide. To redisplay the panel, move your mouse off the screen in that
direction at the bottom of the screen. If you want the panel to automatically hide when you are



not using it, select the Auto-Hide option in the panel configuration window. Moving the
mouse to the bottom of the screen redisplays the panel. You can also move the panel to
another edge of the screen by clicking and dragging on either end of the panel with your
middle mouse button (both buttons simultaneously for two-button mice).

To add a new panel, select the Create Panel entry in the Panel menu. You can then select the
panel type, choosing from a menu, edge, floating, sliding, or aligned panel. The default is an
edge panel. An edge panel is displayed across one of the edges of the screen. Your original
panel is an edge panel. A menu panel is a panel implemented as a menu bar across the top of
the desktop with menus for Programs, Favorites, Settings, and Desktop. It can hold any
objects that a standard panel can hold. A floating panel is one that you can position anywhere
on the desktop. A sliding panel is sized to the number of items in the panel and can be placed
anywhere on the edge of the desktop. An aligned panel is a smaller panel also sized to the
number of items on it and is positioned in the center of the edge of a desktop. You can change
a panel's type at any time by right-clicking the panel and selecting the alternate configuration.
Figure 8-10 shows examples for the different types of Gnome panels.
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Figure 8-10: Gnome panel types

A panel can contain several different types of objects. These include menus, launchers,
applets, drawers, and special objects. The main menu is an example of a panel menu. You can
create your own, or even drag submenus down to the panel from the main menu. Launchers
are buttons used to start an application or execute a command. The Netscape icon is an
example of a launcher button. You can drag any application entry in the main menu to the
panel and create a launcher for it on the panel. An applet is a small application designed to run
within the panel. The Gnome Desk Guide showing the different desktops is an example of a
Gnome applet. A drawer is an extension of the panel that can be open or closed. You can
think of a drawer as a shrinkable part of the panel. You can add anything to it that you can to
a regular panel, including applets, menus, and even other drawers. Special objects are used for
special tasks not supported by other panel objects. For example, the Logout and Lock buttons
are special objects.

Adding Applications and Applets

Adding applications to a panel is easy. For an application already in the main menu, you only
need to go to its entry and right-click it. Then select the Add This Launcher To Panel entry.



An application launcher for that application is then automatically added to the panel. Suppose
you use gEdit frequently and want to add its icon to the panel, instead of having to go through
the main menu all the time. Right-click the gEdit menu entry and select the Add This
Launcher To Panel option. The gEdit icon now appears in your panel.

To add an application icon not in the Main menu, first right-click the panel to display the pop-
up menu and select the Add New Launcher entry. This opens the Create Launcher Applet
window for entering properties for the applications launcher. You are prompted for the
application name, the command that invokes it, and its type. To select an icon for your
launcher, click the Icon button. This opens the Icon Picker window, listing icons from which
you can choose.

You can also group applications under a Drawer icon. Clicking the Drawer icon displays a list
of the different application icons you can then select. To add a drawer to your panel, right-
click the panel and select the Add Drawer entry. If you want to add a whole menu of
applications on the main menu to your panel, right-click the menu title displayed at the top of
the menu and select the Add This As Drawer To Panel entry. The entire menu appears as a
drawer on your panel, holding icons instead of menu entries (see Figure 8-11). For example,
suppose you want to place the Internet applications menu on your panel. Right-click the
Internet item and select Add This As Drawer To Panel. A drawer appears on your panel
labeled "Internet", and clicking it displays a pop-up list of icons for all the Internet
applications.

@ &g Applications

w P Dia
= M| 3} Calendar

?(F [%=] Address Book
J(J% | @ Time tracking toal
9 | J 24 gedit

| oy .%‘f Grutmeric
Eea‘}ﬁ =] * .

s fFhoto
#-CD-Roast
{‘
W w 3 Emacs
| Ical

Mo b w

Figure 8-11: Gnome panel drawers and menus

A menu differs from a drawer in that a drawer holds application icons instead of menu
entries. You can add menus to your panel, much as you add drawers. To add a submenu in the
main menu to your panel, right-click the menu title and select the Add This As Menu To
Panel entry. The menu title appears in the panel; you can click it to display the menu entries.



You can also add directory folders to a panel. Click and drag the Folder icon from the file
manager window to your panel. Whenever you click this Folder button, a file manager
window opens, displaying that directory. You already have a Folder button for your home
directory. You can add directory folders to any drawer on your panel.

Moving and Removing Panel Objects

To move any object on the panel, even the Menu icon, just drag it with the middle mouse
button. You can also right-click on it and choose Move Applet to let you move the applet.
You can move it either to a different place on the same panel or to a different panel. When
moving objects, you can have them either push over, switch with, or jump over other objects
that they run into on the panel. To push over an object, you hold the SHIFT key down while
moving the object. To switch with an object, you hold down the CTRL key; and to jump over
an object, you hold down the ALT key.

To remove an object from the panel, right-click on it to display a pop-up menu for it and then
and choose the Remove From Panel entry.

Main Menu

You open the main menu by clicking its button on the panel. The Main Menu button is a
stylized picture of a bare foot. It is initially located on the left side of your panel, the lower
left-hand corner of your screen. You only need to single-click the Main Menu button. You
needn't keep holding your mouse button down. The menu pops up much like the Start menu in
Windows.

You can configure menus using the Menu Properties dialog box. To change the properties for
a menu on the panel, including the main menu, right-click its icon in the panel and select the
Properties entry. This displays the Menu Properties dialog box, which has two sections: Menu
Type and Main Menu. In the Main Menu section, you can set properties for that main menu.
Several possible submenus can be displayed on the main menu, either directly or in other
submenus. You can choose from the System, Applets, Favorites, KDE, and distribution
menus. You can place these menus on the main menu or make them submenus. Distribution
menus are those used for a specific distribution like Red Hat that are not specifically Gnome
applications. KDE is used for KDE applications, if the KDE desktop is also installed on your
system.

You can customize the main menu, adding your own entries, with the Menu Editor. To start
the Menu Editor, select the Menu Editor entry in the Setting submenu located in the main
menu. The Menu Editor is divided into two panes, the left being a tree view of the main menu.
You can expand or shrink any of the submenus. The right pane holds configuration
information for a selected entry. There are two panels: basic and advanced. The basic panel
displays the name, command, and application type, as well as the icon. You can click the icon
to change it. You can also change the Name, Command, or Type fields.

To add a new application, click the New Item button on the toolbar. The new item is placed in
the currently selected menu. Enter the name, command, and type information, and then select
an icon. Then click the Save button to add the entry to the menu. You can move the menu
item in the menu by clicking the Up or Down Arrow button in the toolbar, or by dragging it



with the mouse. If you are a user, remember you can only add entries to the User menu, not to
the Systems menu.

An easier way to add an application is to use the drag-and-drop method. Locate the
application you want to add with the file manager, and then drag and drop its icon to the
appropriate menu in the Menu Editor. The entry is made automatically, using configuration
information provided for that application by the file manager.

Panel Configuration

You use the Global Panel Configuration dialog box to configure properties for all Gnome
panels. Either right-click the panel and select Global Properties or select Global Properties in
the Panel submenu in the main menu to display this dialog window. The Global Panel
Configuration dialog box has six tabbed panels: Animation, Launcher Icon, Drawer Icon,
Menu Icon, Logout Icon, and Miscellaneous. With the Animation panel, you can enable panel
animations, setting various options for them. The various icon panels enable you to select the
images you want to use to denote active or inactive elements, among other features, such as
border and depth. On the Miscellaneous panel, you set certain options such as allowing pop-
up menus on the desktop, prompting before logout, or keeping panels below windows.

To configure individual panels, you use the Panel Properties dialog box. To display this
dialog box, you right-click the particular panel and select the This Panel Properties entry in
the pop-up menu, or select This Panel Properties in the main menu's Panel menu. For
individual panels, you can set features for edge panel configuration and the background. The
Panel Properties dialog box includes a tabbed panel for each. On the edge panel, you can
choose options for positioning an edge panel and for minimizing it, including the Auto-Hide
feature. The Hide Buttons feature enables you to hide the panel yourself.

On the Background panel, you can change the background image used for the panel. You can
select an image, have it scaled to fit the panel, and select a background color. For an image,
you can also drag and drop an image file from the file manager to the panel, and that image
then becomes the background image for the panel.

Special Panel Objects

Special panel objects perform operations not supported by other panel objects. Currently these
include the Lock, Logout, and Run buttons, as well as swallowed applications and the status
dock. The Lock button shows a padlock and will lock your desktop, running the screensaver
in its place. To access your desktop, click on it and then at the password prompt, enter your
user password. The Logout button shows a monitor with a half- moon. Clicking it will display
the Logout dialog box and you can then log out. It is the same as selecting Logout from the
main menu. The Run button shows a hand on a terminal window. It opens the Run dialog box,
which allows you to enter or select an application to run.

Any application can be run as applets on the panel. This process is referred to as swallowing
the application. In effect, instead of being run in a Gnome window, the application is run as
an applet on the panel. To swallow an application, you first start the application and take note
of its window title. Then, in the Create Swallowed Application dialog box, enter the title of
the application to swallow. You can further specify the applet's dimensions. If you want start



the application directly as an applet, you can specify its program name in the Command
window.

The status dock is designed to hold status docklets. A status docklet provides current status
information on an application. KDE applications that support status docklets can use the
Gnome status dock, when run under Gnome.

Gnome Applets

As previously stated, applets are small programs that perform tasks within the panel. To add
an applet, right-click the panel and select Add to Panel, and then Applets from the pop-up
menu. This, in turn, displays other pop-up menus listing categories of applets with further
listings of available applets. Select the one you want. For example, to add the clock to your
panel, select Clock from the Utility menu. To remove an applet, right-click it and select the
Remove From Panel entry. You can also select the Applets menu in the Main menu and select
and applet to add to your panel.

Gnome features a number of helpful applets, such as a CPU monitor and a mail checker.
Some applets monitor your system, such as the Battery Monitor, which checks the battery in
laptops; and CPU/MEM Usage, which shows a graph indicating your current CPU and
memory use; as well as separate applets for CPU and memory load: CPULoad and MemLoad.
The Mixer applet displays a small scroll bar for adjusting sound levels. The CD player
displays a small CD interface for playing music CDs.

For network tasks, there are MailCheck, Modem Lights, and Web Control applets. MailCheck
checks for received mail. To configure MailCheck, right-click it and select the Properties
entry. You can set the frequency of checks, as well as specify a more sophisticated mail
checker to run, such as fetchmail. The Modem Lights feature monitors your modem
connection. You can configure it to monitor a PPP connection to an ISP over a modem. Web
Control enables you to start your Web browser with a specified URL.

Several helpful utility applets provide added functionality to your desktop. The Clock applet
can display time in a 12- or 24-hour format. Right-click the Clock applet and select the
Properties entry to change its setup. You use the Printer applet to print your files. To print a
file, drag its icon to the Printer applet. To configure the Printer applet, right- click it and select
Properties. Here, you can specify the printer name and the printer command to use-helpful if
you have more than one printer. The Drive Mount applet enables you to mount a drive using a
single click. You can create a Drive Mount applet for each device you have, such as a floppy
drive and a CD-ROM. To mount a file system, all you have to do is click the appropriate
Drive Mount icon in the panel. To specify the file systems to mount, use the applet's Drive
Mount Settings dialog box.

Gnome Desk Guide

The Gnome Desk Guide, shown next, appears in the panel and shows a view of your virtual
desktops along with their desktop areas. Virtual desktops and their desktop areas are defined
in the window manager. Desk Guide lets you easily move from one to another with the click
of a mouse. The Gnome Desk Guide is a panel applet that works only in the panel.
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Note If the Desk Guide is not already active, you can activate the Gnome Desk Guide by
right-clicking the panel and selecting Add New Applet from the pop-up menu. This, in
turn, displays other pop-up menus listing categories of applets and their listings of
available applets. Select the Utility category and, in that menu, select Desk Guide.

The Desk Guide shows your entire virtual desktop as separate rectangles within a box. Each
rectangle in turn is cut into small adjoining squares to show the desktop areas for each virtual
desktop. Open windows show up as small colored rectangles in these squares. You can move
any window from one virtual desktop or area to another by clicking and dragging its image in
the Desk Guide with your middle mouse button. If you click the small arrow to the right of the
Desktop view, the task list window opens, listing all the tasks (windows) currently open and
running. (If the arrow is not displayed, open the Desk Guide properties and select Show
Tacklist Arrow.) You can select a task to move to its window and the desktop it is currently
positioned in. The previous illustration shows a simple Desk View applet displaying two
virtual desktops, each with four desktop areas. The next illustration shows a more complex
Desktop view with four virtual desktops each with four desktop areas.
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Note Various window managers use different terms to describe virtual desktops and their
desktop areas. Enlightenment uses the terms "desktops" and "screens," whereas Sawfish
uses "workspaces" that are then divided into "columns" and "rows." Desk Guide
officially calls them "desktops" and "viewports."

To configure the Desk Guide, right-click it and select Properties to display the Properties
dialog box. Here, you can choose from panels to configure the display, tasks, geometry, and
advanced features like window manager options. You can set the size of the Desk Guide to
extend beyond the height of the panel, elect to display any virtual desktop names, or even
show hidden tasks. Remember, the window manager you are using may also have a pager you
can use that may operate much like the Desk Guide. Check your window manager
documentation on how to activate it.

Gnome Tasklist

The Tasklist shows currently opened applications. The Tasklist arranges tasks currently
running in a series of buttons, one for each window. A task can be any open application,
usually denoted by a window displayed on the screen. These can include applications such as
a Web browser or a file manager window displaying a directory. You can move from one task
to another by clicking on its button, in effect moving from one window to another. When you
minimize a window, you can later restore it by clicking on its entry in the Tasklist. The next
illustration shows a tasklist displaying buttons for several different kinds of windowed
applications.
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A right-click on a window's Tasklist entry opens a menu that lets you iconify or restore,
shade, stick, or close the window. The iconify operation will reduce the window to its Tasklist
entry. A right-click on the entry will display the menu with a Restore option instead of an
iconify one, which you can then use to redisplay the window. The Shade entry will reduce the
window to its title bar and the Stick entry will display the window in any desktop you move
to. The Kill entry will close the window, ending its application.

To configure the Tasklist, you right-click on it and select the Properties entry. Here, you can
set features such as the size of the tasklist, the number of rows, whether to display mini-icons,
and the tasks to show.

Quicklaunch

You can use the Quicklaunch applet in the panel to start programs. The Quicklaunch applet
holds a collection of small icons for application launchers. Click them to launch your
application. The Quicklaunch applet can use only launchers that are already set up either on
the main menu or on your desktop. To add a launcher to Quicklaunch, drag and drop the
launcher to the Quicklaunch applet in the panel. A small icon is then created for it in the
Quicklaunch applet. For main menu items, click an item and drag it to the Quicklaunch
applet. Right-click a particular application's icon and select Properties to configure that
launcher.

Gnome Configuration

You can configure different parts of your Gnome Interface using tools called capplets. Think
of capplets as modules or plug-ins that can be added to enable you to configure various
applications. Capplets exist for the core set of Gnome applications, as well as for other
applications for which developers may have written capplets. To access capplets on Red Hat
7.2, you use the Start Here window and open the preferences window. This window will
display icons for each category of capplets supported by the control center. Selecting one will
open a window displaying icons for individual capplets. Double-clicking on a particular icon
will open its caplet window. You can have several open at once (see Figure 8-12). You can
also select a capplet from the Settings menu on the Gnome main menu.
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Figure 8-12: The Gnome Control Center Desktop capplets




Tip It is possible to also open the Control Center window listing all capplets using an
expandable tree. To do so, you need to enter the gnomecc command in a terminal
window.

Your Gnome system provides several desktop capplets you can use to configure your desktop:
Background, Screensaver, Theme Selector, and Window Manager. You use the Background
capplet to select a background color or image, the Screensaver capplet to select the
screensaver images and wait time, the Theme selector to choose a theme, and the Window
Manager capplet to choose the window manager you want to use.

On the Gnome Default Editor entry, you choose an editor as your default editor for Gnome,
the editor the Gnome file manager uses to open text files. The Gnome File Types capplet
enables you to specify Multipurpose Internet Mail Extensions (MIME) type entries for your
system, associating given MIME types with certain applications. Notice that basic MIME type
entries are already present. You can edit an entry and change its associated application. Also
listed are Multimedia and Peripheral capplets. For the sound configuration, you can select
sound files to play for events in different Gnome applications. For your keyboard, you can set
the repeat sensitivity and click sound. You can configure mouse buttons for your right or left
hand, and adjust the mouse motion. With the Session Manager capplet, you can configure
certain Gnome session features, specifying non-Gnome programs to start up and whether you
want a logout prompt.

Several User Interface capplets enable you to configure different interface components, such
as menus, toolbars, and status bars. There are capplets for setting these features for
applications, dialog boxes, and the Multiple Document Interface (MDI). You can specify
whether toolbars and menus can be detached, whether they have relief borders, and whether
they include icons. For dialog boxes, you can set features such as the arrangement of buttons
or the position of the dialog box on the screen when it appears. The default MDI used for
Gnome is modal. You can choose two other interfaces: toplevel and notebook.

Gnome sets up several configuration files and directories in your home directory. The .gnome
directory holds configuration files for different desktop components, such as gme for the file
manager, panel for the panels, and gmenu for the main menu. .gtkre holds configuration
directives for the GTK+ widgets. The .gnome-desktop directory holds all the items you
placed on your desktop.

Gnome Directories and Files

Most distributions install Gnome binaries in the /usr/bin directory on your system. Gnome
libraries are located in the /usr/lib directory. Gnome also has its own include directories with
header files for use in compiling and developing Gnome applications, /usr/ include/libgnome
and /usr/include/libgnomeui (see Table 8-5). The directories located in /usr/share/gnome
contain files used to configure your Gnome environment.

Table 8-5: Gnome Configuration Directories
System Gnome Directories Contents
/usr/bin Gnome programs

/usr/lib Gnome libraries



Table 8-5: Gnome Configuration Directories

System Gnome Directories

/usr/include/libgnome
/usr/include/libgnomeui

/usr/share/gnome/apps
/usr/share/gnome/help

/usr/share/doc/gnome*
/etc/X11/gdm/gnomerc

/etc/gconf
User Gnome Directories

.gnome

.gnome-desktop

.gnome-help-browser

.gnome_private
.gtkre

.gconf

.gconfd

Jnautilus

Contents

Header files for use in compiling and developing
Gnome applications

Header files for use in compiling and developing
Gnome user interface components

Files used by Gnome applications
Files used by Gnome Help system

Documentation for various Gnome packages,
including libraries

Gnome configuration file invoked with the
Gnome Display Manager (GDM)

GConf configuration Files
Contents

Holds configuration files for the user's Gnome
desktop and Gnome applications. Includes
configuration files for the panel, Control Center,
background, GnomeRPM, MIME types, and
sessions

Directory where files, directories, and links you
place on the desktop will reside

Contains Gnome Help System configuration
files, including history and bookmark files set up
by the user

The user private Gnome directory
GTK+ configuration file

GConf configuration database

GConf gconfd daemon management files

Configuration files for the Nautilus file manager
(Gnome 1.4)

Gnome sets up several hidden directories for each user in their home directory that begin with
.gnome and include a preceding period in the name. .gnome holds files used to configure a
user's Gnome desktop and applications. Configuration files for the panel, Control Center,
GnomeRPM, MIME types, and sessions, among others, are located here. The files Gnome,
GnomeHelp, Background, and Terminal all hold Gnome configuration commands for how
to display and use these components. For example, Gnome holds general display features for
the desktop, while GnomeHelp specifies the history and bookmark files for the help system.
Configuration files for particular Gnome applications are kept in the subdirectory apps. On
Red Hat, the redhat-apps directory holds .desktop files containing Gnome instructions on
how to handle different Red Hat utilities, such as netcfg. .gnome-desktop holds any files,
folders, or links the user has dragged to the desktop. .gnome-help-browser holds the
bookmark and history files for the Gnome Help system. These are the bookmarks and
the list of previous documents the user consulted with the Gnome Help browser. .gtckre is the



user configuration file for the GTK+ libraries, which contains current desktop configuration
directives for resources such as key bindings, colors, and window styles.

With Gnome 2.0, Gnome will officially implement GConf to provide underlying
configuration support. GConf corresponds to the registry use on Windows systems. GConf
consists of a series of libraries used to implement a configuration database for a Gnome
desktop. This standardized configuration database allows for consistent interactions between
Gnome applications. Gnome applications that are built from a variety of other programs, as
Nautilus is, can use GConf to configure all those programs according to a single standard,
maintaining configurations in a single database. Currently Red Hat implements the GConf
database as XML files in the user's .gconf directory. Database interaction and access is carried
out by the GConf daemon, gconfd.

Sawfish Window Manager

Sawfish is a fully Gnome-compliant window manager. It is designed to perform window
managing tasks only and does not include features like application docks found on other
window managers like Afterstep. This minimal approach to window management means that
Sawfish does not duplicate Gnome desktop features as other window managers do (such as
Enlightenment). At the same time, Sawfish is designed to be extensible, providing a Lisp-
based set of commands you can use to fully configure all aspects of window management.
Sawfish can be fully configured within Gnome using the Gnome Control Center sawfish
capplet. First select Sawfish in Start Here's preferences window. This runs the Sawfish
configuration program, displaying the Sawfish configuration window shown in Figure 8-13.
You can find out more about Sawfish and obtain current versions from its Web site at
www.sawfish.org or sawmill.sourceforge.net (Sawfish was originally named sawmill, so

many of its Internet sites still bear that name). The site also provides detailed documentation
of Sawfish commands and features. If you download the source code and want to compile it
for use on Gnome, be sure to include the --enable-capplet option to add it in the Gnome
Control Center.
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Figure 8-13: Sawfish configuration

The Sawfish Configuration window displays a list of configuration topics on the left and the
panel for the selected topic on the right. Basic options set window displays, enabling you to
select resize and move methods. With the Desktops option, you can create virtual desktops



and specify the number of desktop areas for each one. On the panel are two configuration
tools. The left one, labeled Size Of Virtual Screen, is used to determine the number of desktop
areas. The right one, labeled Separate Desktops, is used to specify the number of virtual
desktops. Recall, however, that the Gnome desktop is only supported on the first virtual
desktop, not on any others. This means drag-and-drop operations do not work on the other
virtual desktops. They do, however, work on any of the desktop areas on that first virtual
desktop. The Gnome pager supports all the virtual desktops, displaying rectangles for each in
the panel. Other topics cover features such as sounds, special effects, window focus, keyboard
shortcuts, and backgrounds. You can set different backgrounds for each virtual desktop.

The Themes panel enables you to use a Sawfish theme, from which there are many to choose.
Enlightenment is known for its magnificent themes. See sawmill.themes.org for themes you
can download. To make a theme available, place it in your home directory's .sawfish/themes
directory. Make sure that file has a .sawfishtheme extension. Sawfish maintains its own
configuration directory, called .sawfish, in your home directory. It contains subdirectories for
themes, backgrounds, and windows.

Gnome Themes

You can display your Gnome desktop using different themes that change the appearance of
desktop objects such as windows, buttons, and scroll bars. Gnome functionality is not affected
in any way. You can choose from a variety of themes. Many are posted on the Internet at
gtk.themes.org. Technically, these are referred to as GTK themes, which allows the GTK
widget set to change their look and feel.

To select a theme, use the Gnome Control Center and select Themes in the Desktop listing.
You can select a theme from the Available Themes list on the Configuration panel. The Auto
Preview button enables you to see an example of the theme. To use the theme, click Try. To
install a theme you have downloaded from the Internet, click the Install New Theme button
and locate the theme file. The theme is then installed on your system, and an entry for it
appears in the Available Themes list.

The Ximian Gnome

Currently Ximian is developing software for Gnome, which is distributed under the GNU
License, making it available to everyone free of charge. Ximian is an active member of the
Gnome Foundation. Ximian is working to make the Gnome an effective and user-friendly
desktop, adding enhancements such as improved desktop utilities and office applications.
They currently provide an improved version of Gnome known as Ximian Gnome (see Figure
8-14) and are planning to offer a full suite of office applications. Currently, they offer a full-
featured mail client called Evolution and a spreadsheet called Gnumeric. Evolution is a fully
loaded communications application that includes a mail client, address book, calendar, and
contact manager (still under development). Their next project is a full-featured word
processor. You can obtain more information about Ximian from its Web site at
www.Ximian.com.
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Figure 8-14: Ximian Gnome

Ximian Gnome is an enhancement of Gnome that is fully compatible with all Gnome
software. You first need to have Gnome installed on your system, and then you can download
and install Ximian Gnome. You can download Ximian Gnome from its Web site at
www.ximian.com, selecting the version for your particular Linux distribution.

Ximian Gnome displays a Menu panel at the top where you can access programs and perform
tasks like logging out and locking your screen. A taskbar at the bottom of the screen shows
currently running programs and windows. The Ximian Gnome interface is shown in Figure 8-
14. However, there are several others that you can choose from. When you first run Ximian,
you have the opportunity to customize your desktop, and you can choose from several
arrangements, including a CDE panel or a traditional Gnome panel. In the Login window, you
also have the option of logging into a traditional Gnome interface, labeled Gnome.

Updating Gnome

Currently, new versions of Gnome are being released frequently, sometimes every few
months. Gnome releases are designed to enable users to upgrade their older versions easily.
Be sure to obtain the release for your particular distributions (though you can install from the
source code if you want). For Red Hat, you can use the Red Hat update agent to update any
Gnome updates located on the Red Hat FTP site automatically. If you are using Ximian
Gnome, you can use the Ximian red carpet update utility to automatically update Gnome.

Note The Gnome Web site (www.gnome.org) provides a link to Ximian at
www.ximian.com, where you can download the Ximian version of Gnome for different
distributions. Ximian versions tend to be more current.

Packages tailored for various distributions can also be downloaded from the Gnome FTP site
at ftp.gnome.org. To manually download the update files and install them yourself, you first
log in as the root user and then create a directory to hold the Gnome files. Then connect to an
FTP site such as the Gnome FTP site at ftp.gnome.org or the updates directory for the Red
Hat distributions located at ftp.redhat.com. You can use a Web browser, such as Netscape,
but using an FTP client such as nctp, ftp, gFTP, or even the Gnome file manager (Nautilus or
GMC) is preferable. Download the files for the new version to your new directory. For Red
Hat, these are a series of RPM package files. To download using the Gnome file manager,




enter the FTP URL in a file manager window's Location box to access the site. Move to the
directory holding the Gnome files. Then select the files and drag and drop them to another file
manager window that is open to the local directory in which you want them placed. The files
are downloaded for you. To download using the ftp client, be sure to turn off prompts with
the prompt command and use mget * to download all the files at once.

Once the RPM packages are downloaded, you can use the rpm command with the -Uvh
option to install them or the GnomeRPM utility. Be sure to read any installation instructions
first. These can be found in readme or install files. You may have to install some packages
before others. The GnomeRPM utility will tell you if a certain package requires that other
packages be installed first. It will list these other packages as dependencies, meaning that the
package you want to install is dependent on them and needs to have these other packages
already installed.

To install a particular Gnome RPM package manually, use the rpm command with the -Uvh
options or an RPM package utility like GnomeRPM (see Chapter 31). This example installs
the games package:

rpm -Uvh gnome-games-1.2.4-6.1386.rpm

Many of the most recent updates are provided in the form of source files that you can
download and compile. These are usually packages in compressed archives with .tar.gz
extensions. At ftp.gnome.org, these are currently located in pub/Gnome/stable/ sources.
Check the Gnome Web site for announcements. For example, a new version of the Gnome
core programs could be:

ftp.gnome.org/pub/GNOME/stable/sources/gnome-core/gnome-core-1.4.0.4.tar.gz

Once you download the archive, use the tar command with the xvzf options to decompress
and extract it. In the directory generated, use the ./configure, make, and make install
commands to configure, create, and install the programs.

tar xvzf gnome-core-1.4.0.4.tar.gz

Chapter 9: The K Desktop Environment:
KDE

Overview

The K Desktop Environment (KDE) is a network transparent desktop that includes the
standard desktop features, such as a window manager and a file manager, as well as an
extensive set of applications that cover most Linux tasks. KDE is an Internet-aware system
that includes a full set of integrated network/Internet applications, including a mailer, a
newsreader, and a Web browser. The file manager doubles as a Web and FTP client, enabling
you to access Internet sites directly from your desktop. KDE aims to provide a level of
desktop functionality and ease of use found in MAC/OS and Windows systems, combined
with the power and flexibility of the Unix operating system.



Note KDE version 2.2 has superseded the earlier 1.1 version of KDE. This chapter describes
version 2.2. There are many similarities with version 1.1; however, users familiar with
the old KDE will find some important changes, such as a new file manager and control
center.

The KDE desktop is developed and distributed by the KDE Project, which is a large open
group of hundreds of programmers around the world. KDE is entirely free and open software
provided under a GNU Public License and is available free of charge along with its source
code. KDE development is managed by a core group: the KDE Core Team. Anyone can
apply, though membership is based on merit.

Note KDE applications are developed using several supporting KDE technologies. These
include KIO, which offers seamless and modular access of files and directories across a
network. For interprocess communication, KDE uses the Desktop Communications
Protocol (DCOP). KParts is the KDE component object model used to embed an
application within another, such as a spreadsheet within a word processor. The XML
GUI uses XML to generate and place GUI objects such as menus and toolbars. KHTML
is an HTML 4.0 rendering and drawing engine.

Numerous applications written specifically for KDE are easily accessible from the desktop.
These include editors, photo and paint image applications, spreadsheets, and office
applications. Such applications usually have the letter K as part of their name-for example,
KWord or KMail. A variety of tools are provided with the KDE desktop. These include
calculators, console windows, notepads, and even software package managers. On a system
administration level, KDE provides several tools for configuring your system. With KUser,
you can manage user accounts, adding new ones or removing old ones. kppp enables you to
connect easily to remote networks with Point-to-Point Protocol (PPP) protocols using a
modem. Practically all your Linux tasks can be performed from the KDE desktop. KDE
applications also feature a built-in Help application. Choosing the Contents entry in the Help
menu starts the KDE Help viewer, which provides a Web page-like interface with links for
navigating through the Help documents. KDE version 2.2 includes support for an office
application suite called KOffice, based on KDE's KParts technology. KOffice includes a
presentation application, a spreadsheet, an illustrator, and a word processor, among other
components (see Chapter 14 for more details). In addition, an Interactive Development
Environment (IDE), called KDevelop, is also available to help programmers create KDE-
based software.

KDE was initiated by Matthias Ettrich in October 1996, and it has an extensive list of
sponsors, including SuSE, Caldera, Red Hat, O'Reilly, DLD, Delix, Live, Linux Verband, and
others. KDE is designed to run on any Unix implementation, including Linux, Solaris, HP-
UX, and FreeBSD. The official KDE Web site is www.kde.org, which provides news
updates, download links, and documentation. KDE software packages can be downloaded
from the KDE FTP site at ftp.kde.org and its mirror sites. Several KDE mailing lists are
available for users and developers, including announcements, administration, and other topics.
See the KDE Web site to subscribe. A great many software applications are currently
available for KDE at apps.kde.com. Development support and documentation can be
obtained at developer.kde.org. Various KDE Web sites are listed in Table 9-1.

Table 9-1: KDE Web Sites



Web Site Description

www.kde.org KDE Web site
ftp.kde.org KDE FTP site
apps.kde.com KDE software repository
developer.kde.org KDE developer site
www.trolltech.com Site for Qt libraries
koffice.kde.org KOffice office suite
kde.themes.org KDE desktop themes
lists.kde.org KDE mailing lists

Qt and Harmony

KDE uses as its library of GUI tools the Qt library, developed and supported by Troll Tech
(www.trolltech.com). Qt is considered one of the best GUI libraries available for Unix/Linux
systems. Using Qt has the advantage of relying on a commercially developed and supported
GUI library. Also, using the Qt libraries drastically reduced the development time for KDE.
Troll Tech provides the Qt libraries as open-source software that is freely distributable.
Certain restrictions exist, however: Qt-based (KDE) applications must be free and open
sourced, with no modifications made to the Qt libraries. If you develop an application with the
Qt libraries and want to sell it, then you have to buy a license from Troll Tech. In other words,
the Qt library is free for free applications, but not for commercial ones.

The Harmony Project is currently developing a free alternative to the Qt libraries. Harmony
will include all Qt functionality, as well as added features such as multithreading and
theming. It will be entirely compatible with any KDE applications developed using Qt
libraries. Harmony will be provided under the GNU Library Public License (LGPL). See
www.gnu.org/software/harmony for more information.

KDE Desktop

One of KDE's aims is to provide users with a consistent integrated desktop, where all
applications use GUI interfaces (see Figure 9-1). To this end, KDE provides its own window
manager (kwm), file manager (Konqueror), program manager, and desktop panel (Kicker).
You can run any other X Window System-compliant application, such as Netscape, in KDE,
as well as any Gnome application. In turn, you can also run any KDE application, including
the Konqueror file manager, with any other Linux window manager, including Blackbox,
Afterstep, and even Enlightenment. You can even run KDE applications in Gnome.



Figure 9-1: The KDE destp

When you start KDE on Red Hat, the KDE panel is displayed at the bottom of the screen.
Located on the panel are icons for menus and programs, as well as buttons for different
desktop screens. The button for the K Menu shows a large K on a cog wheel with a small
arrow at the top indicating it is a menu. This button is known as the Application Starter. Click
this button to display the menu listing all the applications you can run. The K Menu operates
somewhat like the Start menu in Windows. The standard KDE applications installed with the
KDE can be accessed through this menu. You can find entries for different categories such as
Internet, Systems, Multimedia, and Utilities. These submenus list KDE applications you can
use. For example, to start the KDE mailer, select the Mail Client entry in the Internet
submenu. To quit KDE, you can select the Logout entry in the K Menu. You can also right-
click anywhere on the desktop and select the Logout entry from the pop-up menu. You can
also click the Logout icon on the KDE panel located below the Lock icon. If you leave any
KDE or X11 applications or windows open when you quit, they are automatically restored
when you start up again. Should you just want to lock your desktop, you can click the Lock
icon and your screen saver will appear. To access your desktop, click on the screen and a box
appears prompting you for your login password. When you enter the password, your desktop
reappears.

Note You can display a menu for desktop operations across the top of the desktop screen by
selecting "Enable Desktop Menu" on the Desktop pop-up menu displayed when you
right-click on the desktop. You can use this menu to create new shortcuts called desktop
files for applications and devices, as well as for accessing open windows or changing to
different virtual desktops. You can bring up the same set of menus by clicking anywhere
on the desktop background.

A row of icons are displayed along the left side. These include a home directory folder icon,
the Trash icon, a Printer icon, and floppy and CD-ROM icons. The Trash icon operates like
the Recycle Bin in Windows or the trash can on the Mac. Drag items to it to hold them for
deletion. To print a document you can drag it to the Printer icon. You can use the floppy and
CD-ROM icons to mount, unmount, and display the contents of CD-ROMs and floppy disks.

Tip When you use KDE the first time, you are asked to personalize your desktop using
KPersonalizer. To change your settings, you can run this program again by selecting
Desktop Settings Wizard on the System menu. With KPersonalizer, you can select the



kind of desktop style you want to use, changing the appearance of your windows and
menus.

The KDE panel displayed across the bottom of the screen initially shows small buttons for the
Application Starter, the window list, your home directory, the Help center, a terminal
window, and buttons for virtual desktops, among others. The Window List icon looks like
several grouped windows. It displays a list of all open windows and the desktop they are on.
The Home Directory icon shows a folder with a house. Click it to open a file manager
window showing your home directory. The Help Viewer icon is an image of a book. The
Terminal Window icon is a picture of two computer monitors. Click this to open a terminal
window where you can enter Linux shell commands.

The desktop supports drag-and-drop operations. For example, to print a document, drag it to
the Printer icon. You can place any directories on the desktop by simply dragging them from a
file manager window to the desktop. With KDE 2.2, the desktop also supports copy-and-paste
operations, holding text you copied from one application in a desktop clipboard that you can
then use to paste to another application. For example, you can copy a Web address from a
Web page and then paste it into an e-mail message or a word processing document. This
feature is supported by the Klipper utility located on the panel.

You can create new directories on the desktop by right-clicking anywhere on the desktop and
selecting Create New and then Directory from the pop-up menu. All items that appear on the
desktop are located in the Desktop directory in your home directory. There you can find the
Trash directory, along with any others you place on the desktop. To configure your desktop,
either click the Desktop icon located on the right of your panel or right-click the desktop and
select the Display Properties entry. This displays a window with several tabbed panels for
different desktop settings, such as the background or style.

Desktop Files

On the KDE 2.2 desktop, special files called desktop files are used to manage a variety of
tasks, including device management, Internet connections, program management, and
document types. You create a desktop file by right-clicking the desktop and then selecting
Create New. From this menu, you choose the type of desktop file you want to create.

W3 llustration Document...
g4 Presentation Document...
HH Spread Sheet Document...
% Text Document...

5 Directory...

@] HTML File...

[] Tewt File..

(@) CDROM Device. .

&> Floppy Device...

&> Hard Disk..

455 Link To Application...
Link Ta Location {URL)...




The Directory entry lets you create a link to a directory on your system. The CD-ROM and
Floppy Device entries each create a desktop file that can mount CD-ROMs or floppy disks on
your system. The Text File and HTML File entries are used to reference text files and Web
pages on your system. The Link to Application entry is for launching applications. The Link
to Location (URL) entry holds a URL address that you can use to access a Web or FTP site.
The Application and Device entries are covered in the Applications section.

Given a desktop file that holds an Internet URL address, you can access that site directly by
simply clicking the Desktop icon on the desktop. You can also place the desktop file on your
desktop or put it in your panel, where it is easily accessible. You can configure the file to
display any icon you choose. In effect, you can have an icon on your desktop you can click to
immediately access a Web site. When you click the URL desktop file, the file manager starts
up in its Web browser mode and will access that address, displaying the Web page. For FTP
sites, it performs an anonymous login and displays the remote directory. The Red Hat icon
labeled www.redhat.com in Figure 9-1 is an example of such a desktop file.

To create a URL desktop file, right-click the desktop and select the Create New menu, and
then the Link to Location (URL) entry. A window appears that displays a box that prompts
you to enter the URL name. Enter the URL address. You can later edit the desktop file by
right-clicking on it and selecting Properties. A desktop dialog box for URL access is then
displayed. This dialog box has three tabbed panels: General, Permissions, and URL (see
Figure 9-2). On the General panel is the name of your desktop file. It will have as its name the
URL address that you entered. You can change this to a more descriptive name if you wish.
On the URL panel, you will see a box labeled URL with a URL you entered already in it. You
can change it if you want. For example, for KDE themes, the URL would be
http://kde.themes.org. Be sure to include the protocol, such as http:// or ftp://. An Icon
button on this panel shows the icon that will be displayed for this desktop file on your
desktop. The default is a Web World icon. You can change it if you want by clicking the Icon
button to open a window that lists icons you can choose from. Click OK when you are
finished. The desktop file then appears on your desktop with that icon. Click it to access the
Web site. An alternative and easier way to create a URL desktop file is simply to drag a URL
from a Web page displayed on the file manager to your desktop. A desktop file is
automatically generated with that URL. To change the default icon used, you can right-click
the file and choose Properties to display the desktop dialog box. Click the Icon button to
choose a new icon.
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Figure 9-2: The desktop dialog box

KDE Windows

A KDE window has the same functionality you find in other window managers and desktops.
You can resize the window by clicking and dragging any of its corners or sides. A click-and-
drag operation on a side extends the window in that dimension, whereas a corner extends both
height and width at the same time. Notice that the corners are slightly enhanced. The top of
the window has a title bar showing the name of the window, the program name in the case of
applications, and the current directory name for the file manager windows. The active window
has the title bar highlighted. To move the window, click this title bar and drag it where you
want. Right-clicking the window title bar displays a drop-down menu with entries for window
operations, such as closing or resizing the window. Within the window, menus, icons, and
toolbars for the particular application are displayed. Here is an example of a KDE window.
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Opened windows are also shown as buttons on the KDE taskbar located on the panel. The
taskbar shows the different programs you are running or windows you have open. This is
essentially a docking mechanism that enables you to change to a window or application just
by clicking its button. When you minimize (iconify) a window, it is reduced to its taskbar
button. You can then restore the window by clicking its taskbar button.

KDE supports numerous different themes, each displaying window elements in different
ways. The default KDE window theme for KDE 2.2 installed with Red Hat 7.2 is shown in



these examples (the earlier version of KDE (1.0) uses a slightly different window theme). In
the default KDE 2.2 window on Red Hat, there are two buttons to the left of the title bar at the
top of the window. The leftmost button is used to display the window menu and shows an
icon representing the type of window open. The button next to it is a Stick Pin button. The
Stick Pin button is used to have a window appear on all your virtual desktops, no matter to
which one you change. In effect, the window sticks on the screen when you change to another
virtual desktop. When active, it appears as a stick pin pressed into the desktop. When inactive,
it shows a stick pin on its side.

To the right of the title bar are three small buttons for iconifying, maximizing, or closing the
window. The button with a square maximizes the window, letting the window take up the
entire screen. Clicking the Maximize button with the middle or right mouse button maximizes
vertically or horizontally. The rightmost button showing an x is used to close the window.

The button with the Dot icon is used to iconify the icon. When you click it, the window is no
longer displayed on the desktop, but its button entry remains in the taskbar on the panel.

il

@ file:: raorefclyelz $ k. Spreadd d_l.-'lan@turtle:ﬂ"|
‘fﬁ kot @ Conguer your /i

Click that button to redisplay the window. You can also reduce a window to its title bar by
double-clicking the title bar. To restore the window, double-click the title bar again.

Application windows may also display a Help Notes button, shown next to the iconify button
and displaying a question mark. Clicking this button changes your cursor to a question mark.
You can then move the cursor to an item such as an icon on a toolbar, then click it to display a
small help note explaining what the item does. Clicking a Forward button in the file manager
taskbar will show a note explaining that this button performs a browser forward operation.

Tip When a window is not active, its contrast is reduced to make it easier for you to notice the
active window.

As a multitasking operating system, Linux enables you to run several applications at the same
time. This means you can have several applications open and running on your desktop, each
with its own window. You can switch between them by moving from one window to another.
When an application is open, a button for it is placed in the taskbar at the top of the desktop.
You can switch to that application at any time by clicking its taskbar button. From the
keyboard, you can use the ALT-TAB key combination to display a list of current applications.
Holding down the ALT key and sequentially pressing TAB moves you through the list. You
can hide an application at any time by clicking its window's Minimize button. The taskbar
button entry for it remains. Click this to restore the application. Table 9-2 shows the KDE
keyboard shortcuts.

Table 9-2: KDE Keyboard Shortcuts

Keys Effect
ALT-ESC or CTRL-ESC Current session manager with Logout button
ALT-TAB and ALT-SHIFT-TAB Traverse the windows of the current desktop

CTRL-TAB and CTRL-SHIFT-TAB | Traverse the virtual desktops



Table 9-2: KDE Keyboard Shortcuts

Keys Effect

ALT-F2 Open small command line window
ALT-F3 Window operation menu

ALT-F4 Close window

CTRL-F[1...8] Switch to a particular virtual desktop
CTRL-ALT-ESC Force shutdown of X Windows

Virtual Desktops: The KDE Desktop Pager

KDE, like most Linux window managers, supports virtual desktops. In effect, this extends the
desktop area on which you can work. You could have Netscape running on one desktop and
be using a text editor in another. KDE can support up to 16 virtual desktops, though the
default is four. Your virtual desktops can be displayed and accessed using the KDE Desktop
Pager located on the panel. The KDE Desktop Pager represents your virtual desktops as
miniature screens showing small squares for each desktop. By default there are four squares,
numbered 1, 2, 3, and 4.

You can have up to 16. To move from one desktop to another, click the square for the
destination desktop. Clicking 3 displays the third desktop, and clicking 1 moves you back to
the first desktop.

Normally, when you open an application on a particular desktop, it appears only in that
desktop. When you move to another desktop, the application disappears from your screen.
Moving back again shows the application. For example, if you open KMail on the third
desktop, and then move to the second desktop, KMail disappears from your screen. Moving
back to the third desktop causes KMail to appear again. Selecting the taskbar button for an
application also switches you to the desktop on which the application is open. In the example,
clicking the KMail taskbar button switches to the third desktop. You can also use the Window
list menu in the panel to display a listing of all open windows in each desktop. Selecting a
window entry moves to that desktop. If you want an application to appear on all desktops, no
matter which one you move to, click its window's Stick Pin button.

If you want to move a window to a different desktop, first open the window's menu by right-
clicking the window's title bar. Then, select the To Desktop entry, which lists the available
desktops. Choose the one you want. You can also right-click the window's title bar to display
the window's menu.

You can also configure KDE so that, if you move the mouse over the edge of a desktop
screen, it automatically moves to the adjoining desktop. You need to imagine the desktops
arranged in a four-square configuration, with two top desktops next to each other and two
desktops below them. You enable this feature by selecting the Active Desktop Borders entry
in the Desktop panel in the KDE Control Center.



To change the number of virtual desktops, you use the KPanel configuration window. From
the K Menu, select Panel and then Configure. On the KPanel configuration window, select the
Desktop panel. You then see entries for the current desktops. The visible bar controls the
number of desktops. Slide this to the right to add more and to the left to reduce the number.
The width bar controls the width of the desktop buttons on the panel. You can change any of
the desktop names by clicking a name and entering a new one.

You can also configure desktop features, such as color background, for each virtual desktop.
In the K Menu, select Settings and then Desktop. From this menu, you can choose various
features to change. Selecting Background displays a Display Settings window. A list of virtual
desktops is then shown. Select the one whose background you want to change, and then you
can choose from colors and wallpaper. You can select wallpaper from a preselected list or
choose your own.

KDE Panel: Kicker
The KDE panel (Kicker) is located at the bottom of the screen.
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Through it, you can access most KDE functions. The panel includes icons for menus,
directory windows, specific programs, and virtual desktops. At the left end of the panel is an
icon with a large K on a cog wheel, known as the K button. This is the button for the KDE
Application Starter that opens the K Menu. Click this button to display the menu of
applications you run (you can also open the K Menu with the ALT-F1 key). From the KDE
menu, you can access numerous submenus for different kinds of applications. The menu also
includes certain key items such as Logout, to log out out of KDE; Lock Screen, to lock your
desktop; Configure Panel, to access your Kicker panel configuration options; Run, to run
programs from a command line; Quick Browser, to quickly browse your home, KDE, or root
directories; and Recent Documents, which lists your recently opened documents.

To add an application to the panel, select the Add entry in the Configure Panel submenu
located in the K Menu. You can also right-click anywhere on the panel and select Add from
the pop-up menu. The Add menu displays the kind of objects you can add, such as buttons,
applets, extensions, and windows. For KDE applications, select the Buttons entry. This lists
all installed KDE applications. To add a button for an application to the panel, click the
application entry. You can also drag applications from a file manager window or from the K
menu, to the panel directly and have them automatically placed in the panel. The panel only
displays desktop files. When you drag and drop a file to the panel, a desktop file for it is
automatically generated. Kicker also supports numerous applets and several extensions.
Applets are designed to run as icons in the panel. These include a clock, pager, and system
monitor. Extensions add components to your desktop. For example, the Kasbar extension sets
up its own panel and lists icons for each window you open. You can easily move from one
window to another by clicking their corresponding icon in the Kasbar extension panel.

To configure the panel position and behavior, right-click the panel and select the Preferences
entry. This displays a Panel Configuration dialog box with several tabbed panels: Position,
Hiding, Look and Feel, Menus, Buttons, and Applets. The Position panel enables you to
specify the edges of the screen where you want your panel and taskbar displayed. You can
also enlarge or reduce it in size. On the Look and Feel panel, you can set a background theme.



The Menus panel lets you control the size of your menus as well as whether to display
recently opened documents as menu items. On the Buttons page, you can have panel buttons
display their background tiles, making each button more distinctive. The Applets panel lets
you load only trusted applets or all available applets. Below each panel are buttons that you
can use to restore the panel to its original settings (Default) or to its previous settings (Reset).
You activate your settings either immediately with the Apply button or when you close the
configuration window (OK).

You can add or remove menu items in your K Menu using the Edit Menus program. Right-
click its K icon and select Configure. This launches the Edit Menus window, displaying two
panes. The right pane shows the menu entries, and the left shows information about a selected
entry. The right pane has two tabbed panels: General and Advanced. The General pane fields
are where the features such as application program, the menu item name, and the icon used
are specified. You can edit any of these entries. You can also specify if you want the program
opened in a terminal window. On the Advanced panel you can select a keyboard shortcut for
the program. To create a new menu entry, you select New in the File menu. You can also
move, copy, and delete menu entries.

KDE Themes

For your desktop, you can select a variety of different themes. A theme changes the look and
feel of your desktop, affecting the appearance of GUI elements, such as scroll bars, buttons,
and icons. For example, you use the Mac OS theme to make your K Desktop look like a
Macintosh. Themes for the K Desktop can be downloaded from the kde.themes.org Web site.
Information and links for themes for different window managers can be found at
www.themes.org. You can use the KthemeMgr program to install and change your themes.

The KDE Help System

The KDE Help viewer provides a browser-like interface for accessing and displaying both
KDE Help files and Linux Man and info files. You can start the Help system either by
selecting its entry in the K Menu, clicking on the Help icon in the Panel (life-preserver), or by
right-clicking the desktop and selecting the Help entry (see Figure 9-3). The Help window is
divided into two frames. The left frame of the Help screen holds two tabbed panels, one
listing contents and the other providing a search engine. The left frame displays currently
selected documents. A help tree on the content's panel lets you choose the kind of Help
documents you want to access. Here you can choose manuals, Man pages, or info documents.
The Help Center includes a detailed user manual, a FAQ, and KDE Web site access.
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Figure 9-3: The KDE Help Center

You can also use a URL format to access Man and info pages, info: and man:. For example,
man:cp displays the Man page for the ¢p command. A navigation toolbar enables you to
move through previously viewed documents. KDE Help documents use an HTML format
with links you can click to access other documents. The Back and Forward commands move
you through the list of previously viewed documents. The KDE Help system provides an
effective search tool for searching for patterns in Help documents, including Man and info
pages. Select the Search entry to display a page where you can enter your pattern. You can
also click the small icon in the toolbar of a page with a spyglass.

Applications

You can start an application in KDE in several ways. If an entry for it is in the K Menu, you
can select that entry to start the application. Some applications also have buttons on the KDE
panel you can click to start them. The panel already holds several of the commonly used
programs, such as the Kate text editor and KMail. You can also use the file manager to locate
a file using that application or the application program itself. Clicking its icon starts the
application. Or, you can open a shell window and enter the name of the application at the shell
prompt and press ENTER to start an application. You can also use the ALT-F2 key to open a
small window consisting of a box to enter a single command. You can use the UP ARROW
and DOWN ARROW keys to display previous commands, and the RIGHT ARROW and
LEFT ARROW keys or the BACKSPACE key to edit any of them. Press ENTER to execute a
command.

Note You can create a desktop file on your desktop for any application already on your KDE
menu by simply clicking and dragging its menu entry to the desktop. Select Copy and a
desktop file for that application is created for you on your desktop, showing its icon.

You can also access applications directly from your desktop. To access an application from
the desktop, either create a desktop file or a standard link file that can link to the original
application program. With a desktop file, you can choose your own icon and specify a tooltip
comment. You can also use a desktop file to start a shell-based application running in its own
terminal window. A standard link, on the other hand, is a simple reference to the original
program file. Using a link starts the program up directly with no arguments. To create a
standard link file, locate the application on your file system, usually in the /bin, /usr/bin, or
/usr/sbin directories. Then, click and drag the application icon to your desktop. In the pop-up
menu, select Link. The link has the same icon as the original application. Whenever you then



click that icon, you can select Start from the pop-up menu to start the application. You can
also use this method to run an application program you have created yourself, locating it in
your own directory and creating a link for it on your desktop.

To create a new desktop file for an application, right-click anywhere on the empty desktop,
select Create New from the pop-up menu, and then choose "Link to application." Enter the
name for the program and a desktop file for it appears on the desktop with that name. A
Properties dialog box then opens with four panels: General, Permissions, Execute, and
Application. The General panel displays the name of the link. To specify the application the
desktop file runs, go to the Execute panel and either enter the application's program name in
the Execute box or click Browse to select it (see Figure 9-4). If this is a shell program, you
can elect to run it from within a terminal window. To select an icon image for the desktop file,
click the Cog icon. The Select Icon window is displayed, listing icons from which you can
choose. To run a shell-based program such as Pine or Vi, click the "Run in terminal" check
box and specify any terminal options. Certain KDE programs can minimize to a small icon,
which can be displayed in the panel while they are running. This is referred to as swallowing
on the panel. Enter the name of the program in the Execute box.
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Figure 9-4: KDE Application Desktop dialog box

On the Permissions panel, be sure to set execute permissions so that the program can be run.
You can set permissions for yourself, for your group, or for any user on the system. In the
Application panel, you can specify the type of documents to be associated with this
application. The bottom of the panel shows two lists. The left list is for MIME types you want
associated with this program, and the right list is the listing of available MIME types from
which to choose (see Figure 9-5). To add a MIME type, select an entry in the right list and
click the Left Arrow button. Use the Right Arrow button to remove a MIME type. On the
panel, you also specify the comment, the file manager program name, and the name in your
language. The comment is the Help note that appears when you pass your mouse over the
icon. For the file manager program name, enter the name followed by a semicolon. This is the
name used for the link, if you use the file manager to display it. Desktop files needn't reside
on the desktop. You can place them in any directory and access them through the file
manager. You can later make changes to a desktop file by right-clicking its icon and selecting
Properties from the pop-up menu. This again displays the dialog box for this file. You can
change its icon and even the application it runs. You can download other icons from
icons.themes.org.
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Figure 9-5: KDE Application Desktop MIME type entries

You can have KDE automatically display selected directories or start certain applications
whenever it starts up. To do so, place links for these windows and applications in the
AutoStart directory located in your .kde directory. To place a link for a directory in the
AutoStart folder, first locate the Directory icon using the file manager. Then, click and drag
the icon to the AutoStart folder. From the pop-up menu that appears, select Link (do not select
Copy or Move). Whenever you start KDE, that directory is displayed in a file manager
window. You can do the same for applications and files. Locate the application with the file
manager and click and drag it to the AutoStart folder, selecting Link. For a file, do the same.
Whenever KDE starts, those applications automatically start. For files, the application
associated with a file starts using that file. For example, to start KMail automatically, click
and drag its icon to the AutoStart folder, selecting Link.

Mounting CD-ROMs and Floppy Disks from the Desktop

Red Hat created desktop icons for your CD-ROMs and floppies when it installed KDE.
Floppy and CD-ROM icons are displayed on the left side of your KDE desktop. To access a
CD-ROM disk, place the CD-ROM disk in your CD-ROM drive and click the CD-ROM icon.
The file manager window then opens, displaying the contents of the CD-ROM's top-level
directory. You can also right-click the icon to display a pop-up menu with an entry to mount
or unmount the disk. When the CD-ROM holds a mounted CD disk, the CD-ROM icon
displays a small red rectangle on its image. Unlike on Windows systems, the CD-ROM disk
remains locked in the CD-ROM drive until you unlock it. To unmount the CD, right-click the
CD-ROM's icon and select Unmount from the pop-up menu. You can then open the CD-ROM
drive and remove the CD.

To access a floppy disk, you can perform a similar operation using the Floppy Disk icon.
Place the floppy disk in the disk drive and click the Floppy Disk icon. This displays a file
manager window with the contents for the floppy disk. Or, you can right-click the icon to
display a pop-up menu with an entry to mount the disk. Once it is mounted, you can access it,
copying files to and from the disk. Be careful not to remove the disk unless you first unmount
it. To unmount the disk, right-click its icon and select Unmount from the icon's pop-up menu.
You can perform one added operation with floppy disks. If you put in a blank disk, you can
format it. You can choose from several file system formats, including MS-DOS. To format a
standard Linux file system, select the ext2 entry.



A desktop file you use for your CD-ROM is a special kind of desktop file designed for file
system devices. Should you add a new CD-ROM or floppy drive, you can create a new
desktop file for it to enable you to access the drive from your desktop. To create one, first
right-click anywhere on the desktop, select New, and then select either CD-ROM Device for a
CD-ROM drive or Floppy Device for a floppy drive. This opens a Properties window with
tabs for General, Permissions, and Device. In the General tab you can set the name for the
device icon that will appear on the desktop as well as choose the icon you want to show for a
mounted CD-ROM or floppy disk (a default is already provided). On the Device panel, you
select the actual device, its mount point on your file system, and the type of file system it will
mount, as well as the icon used to indicate when it is unmounted (see Figure 9-6). On the
Permissions panel, you can also indicate the permissions that have been set to allow access to
the device. See the chapter on file administration, Chapter 32, for a discussion on devices and
file systems. The desktop file does not perform the necessary system administration
operations that enable access to the CD-ROM by ordinary users. Normally, only the systems
administrator (root user) can mount or unmount CD-ROMs and floppy disks. You also must
make sure an entry is in the /etc/fstab file for the CD-ROM or floppy drive. If not, you have
to add one. Such operations are fairly easy to perform using the file system management tools
provided by Linuxconf and fsconf. Check Chapter 4 and Chapter 32 for the procedures to use.
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Figure 9-6: The Desktop dialog box for CD-ROM devices
KDE File Manager and Internet Client: Konqueror

The KDE file manager is a multifunctional utility with which you can manage files, start
programs, browse the Web, and download files from remote sites (see Figure 9-7).
Traditionally, the term "file manager" was used to refer to managing files on a local hard disk.
The KDE file manager extends its functionality well beyond this traditional function because
it is Internet capable, seamlessly displaying remote file systems as if they were your own, as
well as viewing Web pages with browser capabilities. It is capable of displaying a multitude
of different kinds of files, including image, postscript, and text files. KOffice applications can



be run within the Konqueror window. With KDE 2.2, the original KDE file manager, kfm,
was replaced by a new file manager called Konqueror.

Location Edit Mew Go Booimarks Tools Sefings Window Help

443 M E0 > HBEY AQMEE H

& = =
S 8§ &

t

1 CE]
[~ Bookmarks
= x-_j'lﬂ's‘.j:-.l
B "j\l Home Dimachosy

B LFDeskop
Bmypics

& @l hetwork
E B3 Root Diectiry
= .,?SPI'--E-:“

Evemsoep|s

[4]

Bl @ 4 Hams = QOng Filg (1.6 K2 Tolal) - 2 Dinectorins

Figure 9-7: The KDE file manager

A KDE file manager window consists of a menu bar, a navigation toolbar, a location field, a
status bar, and a sidebar that provides different views of user resources, such as a tree view of
file and directory icons for your home directory. When you first display the file manager
window, it displays the file and subdirectory icons for your home directory. Files and
directories are automatically refreshed. So, if you add or remove directories, you do not have
to manually refresh the file manager window. It automatically updates for you, showing added
files or eliminating deleted ones. The files listed in a directory can be viewed in several
different ways. You can view files and directories as icons, small icons, or in a detailed
listing. The detailed listing provides permissions, owner, group, and size information.
Permissions are the permissions controlling access to this file (see Chapter 12). Configuration
files are not usually displayed. These are files beginning with a period and are often referred
to as dot files. To have the file manager display these files, select Show Dot Files from the
View menu.

The sidebar lists different resources that a user can access with Konqueror. The sidebar has
both a classic and extended version. You can select which one to use from the Window menu.
In the classic version, resources such as file manager history, bookmarks, and your home
directory are listed in an expandable tree. Click an entry to expand it. Double-click to access it
with Konqueror. For example, to move to a subdirectory, expand your home directory entry
and then double-click the subdirectory you want. Konqueror will now display that
subdirectory. To go to a previously bookmarked directory or Web page, find its entry in the
Bookmarks listing and select it.

The extended sidebar features a vertical button bar for displaying items such as your file
manager history, home directory, bookmarks, and network resources. The History button lists
the network resources and directories you have accessed, including Web pages. The Network
button will list network resources you have access to, such as FTP and Web sites. The Folder
button will display your system's root directory. If Multiple Views are enabled, you can
display several of these at once, just by clicking the ones you want. If Multiple Views are not
enabled, then the previous listing is replaced by the selected one. Turn off a display by
clicking its button again. The last button is a Classic Sidebar button which will display all of
the resources in an expandable tree, like the classic sidebar does.



To configure the extended sidebar, click on its Configure button in the Sidebar Button bar.
Select the multiple views entry to allow the display of several resource listings at once, each
in their separate sub-sidebar. You can also add a new resource listing, choosing from a
bookmark, history, or directory type. A button will appear for the new listing. You can right-
click the button to select a new icon for it or select a URL, either a directory pathname or a
network address. To remove a button and its listing, right-click on it and select the Remove
entry.

To search for files, select the Find entry in the Tools menu or click on the Looking Glass icon.
This opens a pane within the file manager window in which you can search for filenames
using wildcard matching symbols, such as *. Click the Find button to run the search and on
the Stop button to stop it (see Figure 9-8). The search results are displayed in a pane in the
lower half of the file manager window. You can click a file and have it open with its
appropriate application. Text files are displayed by the Kate text editor. Images are displayed
by KView, and postscript files by KGhostview. Applications are run. The search program also
enables you to save your search results for later reference. You can even select files from the
search and add them to an archive.
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Figure 9-8: The KDE Search tool

You can open a file either by clicking it or by selecting it, and then choosing the Open entry
in the File menu. A single-click, not a double-click, opens the file. If you want to select the
file or directory, you need to hold down the CTRL key while you click it. A selection is
performed with a CTRL-click. If the file is a program, that program starts up. If it is a data
file, such as a text file, then the associated application is run using that data file. For example,
if you click a text file, the Kate application starts displaying that file. If Konqueror cannot
determine the application to use, it opens a dialog box prompting you to enter the application
name. You can click the Browse button on this box to use a directory tree to locate the
application program you want.

The file manager can also extract tar archives and install RPM packages. An archive is a file
ending in .tar.gz, .tar, or .tgz. Clicking the archive lists the files in it. You can extract a
particular file simply by dragging it out the window. Clicking a text file in the archive
displays it with Kate, while clicking an image file displays it with KView. Selecting an RPM
package opens it with the kpackage utility, which you can then use to install the package.



Moving Through the File System

A single-click on a directory icon moves to that directory and displays its file and
subdirectory icons. Unlike other interfaces, KDE does not use double-clicking to open a
directory. To move back up to the parent directory, you click the Up Arrow button located on
the left end of the navigation toolbar. A single-click on a directory icon moves you down the
directory tree, one directory at a time. By clicking the Up Arrow button, you move up the tree.
To move directly to a specific directory, you can enter its pathname in the Location box
located just above the pane that displays the file and directory icons. Figure 9-9 shows the
KDE file manager window displaying the current directory. You can also use several
keyboard shortcuts to perform such operations, as listed in Table 9-3.
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Figure 9-9: File manager as Web browser
Table 9-3: KDE File Manager Keyboard Shortcuts

Keys Description

ALT-LEFT ARROW Back in History

ALT-RIGHT ARROW Forward in History

ALT-UP ARROW One directory up

ENTER Open a file/directory

ESC Open a pop-up menu for the current file
LEFT/RIGHT/UP/DOWN ARROWS Move among the icons

SPACEBAR Select/unselect file

PAGE UP Scroll up fast

PAGE DOWN Scroll down fast

RIGHT ARROW Scroll right (on Web pages)

LEFT ARROW Scroll left (on Web pages)

UP ARROW Scroll up (on Web pages)

DOWN ARROW Scroll down (on Web pages)

CTRL-C Copy selected file to Clipboard
CTRL-V Paste files from Clipboard to current directory

CTRL-S Select files by pattern



Table 9-3: KDE File Manager Keyboard Shortcuts

Keys Description

CTRL-T Open a terminal in the current directory
CTRL-L Open new location

CTRL-F Find files

CTRL-W Close window

Like a Web browser, the file manager remembers the previous directories it has displayed.
You can use the Back and Forward Arrow buttons to move through this list of prior
directories. For example, a user could use the Location field to move to the ~/birthday
directory and use it again to move to the ~/reports directory. Clicking the Back Arrow button
displays the ~/birthday directory (the ~ represents the user's home directory). Then, clicking
the Forward Arrow button moves it back to the ~/reports directory. You can move directly to
your home directory by clicking the Home button. This has the same effect as the c¢d
command in the shell. If you know you want to access particular directories again, you can
bookmark them, much as you do a Web page. Just open the directory and select the Add
Bookmarks entry in the Bookmark menu. An entry for that directory is then placed in the file
manager's Bookmark menu. To move to the directory again, select its entry in the Bookmark
menu. This is helpful for directories you might use frequently or for directories you must
access with lengthy or complex pathnames. Bookmarks also apply to individual files and
applications. You can even bookmark desktop icons. To bookmark a file, first select a file and
then choose the Add Bookmarks entry in the Bookmark menu. Later, selecting that bookmark
opens that file. You can do the same thing with applications, where selecting the application's
bookmark starts the application. Each bookmark is a file placed in your
.kde2/share/apps/konqueror/bookmarks directory (kfm instead of Konqueror if you are
upgrading from KDE 1.0). You can go to this directory and change the names of any of the
files, and they then appear as changed on your Bookmark menu. To change their names, right-
click the file and select Properties from the pop-up menu. In the dialog box displayed, you see
the filename is the full pathname on the General tab. You can replace the pathname with one
of your own choosing. This bookmark would then appear as myreport. The pathname used to
access the file is actually on the URL panel.

To help you navigate from one directory to another, you can use the Location field or the
directory tree. In the Location field, you can enter the pathname of a directory, if you know it,
and press ENTER. The file manager then displays that directory. The directory tree provides a
tree listing all directories on your system and in your home directory. You can activate the
directory tree by selecting the Show Tree entry in the View menu. The directory tree has three
main entries: Root, My Home, and Desktop. The Root entry displays the directories starting
from the system root directory, the My Home entry displays directories starting from your
home directory, and the Desktop entry displays the files and links on your desktop. Click a
side triangle to expand a directory entry, and click a down triangle of an expanded directory
entry to hide it.

Internet Access
The KDE file manager doubles as a Web browser and an FTP client. It includes a box for

entering either a pathname for a local file or a URL for a Web page on the Internet or your
intranet. A navigation toolbar can be used to display previous Web pages or previous



directories. The Home button will always return you to your home directory. When accessing
a Web page, the page is displayed as on any Web browser. With the navigation toolbar, you
can move back and forth through the list of previously displayed pages in that session. This
feature is particularly convenient for displaying local Web pages, such as documentation in
HTML format. Most Linux distributions provide extensive documentation in the form of Web
pages you can easily access and display using a KDE file manager window. Figure 9-9,
shown previously, shows the KDE file manager window, operating as a Web browser and
displaying a Web page.

The KDE file manager also operates as an FTP client. When you access an FTP site, you
navigate the remote directories as you would your own. The operations to download a file are
the same as copying a file on your local system. Just select the file's icon or entry in the file
manager window and drag it to a window showing the local directory to which you want it
downloaded. Then, select the Copy entry from the pop-up menu that appears.

By default, KDE attempts an anonymous login. If you want to perform a nonanonymous login
as a particular user, add the user name with an @ symbol before the FTP address. You are
then prompted for the user password. For example, the following entry logs in to the
ftp.mygames.com server as the user chris:

ftp://chris@ftp.mygames.com

Copy, Move, Delete, and Archive Operations

To perform an operation on a file or directory, you first have to select it. In KDE, to select a
file or directory, you hold the CTRL key down, while clicking the file's icon or listing. To
select more than one file, continually hold the CTRL key down while you click the files you
want. Or, you can use the keyboard arrow keys to move from one file icon to another and then
use the SPACEBAR to select the file you want.

To copy and move files, you can use the standard drag-and-drop method with your mouse. To
copy a file, you locate it by using the file manager. Open another file manager window to the
directory to which you want the file copied. Then, click and drag the File icon to that window
(be sure to keep holding down the mouse button). A pop-up menu appears with selections for
Move, Copy, or Link. Choose Copy. To move a file to another directory, follow the same
procedure, but select Move from the pop-up menu. To copy or move a directory, use the same
procedure as for files. All the directory's files and subdirectories are also copied or moved.

You can also move or copy files using the Copy and Paste commands. First, use a CTRL-
click to select a file or directory (hold the CTRL key down while clicking the File icon).
Either select the Copy entry from the Edit menu or click the Copy button in the navigation
bar. Change to the directory to which you want to copy the selected file. Then, either select
Paste from the Edit menu or click the Paste button. Follow the same procedure for moving
files, using the Move entry from the Edit menu or the Move button in the navigation toolbar.
Most of the basic file manager operations can be selected from a pop-up menu displayed
whenever you right-click a file or directory. Here, you can find entries for copying, moving,
and deleting the file, as well as navigating to a different directory.

Distinguishing between a copy of a file or directory and a link is important. A copy creates a
duplicate, whereas a /ink is just another name for the same item. Links are used extensively as



ways of providing different access points to the same document. If you want to access a file
using an icon on your desktop, creating a link on the desktop (rather than a copy) is best. With
a copy, you have two different documents, whereas with a link you are accessing and
changing the same document. To create a link on your desktop, click and drag the File icon
from the directory window to the desktop and select Link from the pop-up menu. Clicking the
link brings up the original document. Deleting the link only removes the link, not the original
document. You can create links for directories or applications using the same procedure. You
can also place links in a directory: click and drag the files to which you want to link into that
directory and select Link from the pop-up menu.

You delete a file by removing it immediately or placing it in a Trash folder to delete later. To
delete a file, select it and then choose the Delete entry in the Edit menu. You can also right-
click the icon and select Delete. To place a file in the Trash folder, click and drag it to the
Trash icon on your desktop or select Move to Trash from the Edit menu. You can later open
the Trash folder and delete the files. To delete all the files in the Trash folder, right-click the
Trash icon and select Empty Trash Bin from the pop-up menu. To restore any files in the
Trash bin, open the Trash bin and drag them out of the Trash folder.

Each file or directory has properties associated with it that include permissions, the filename,
and its directory. To display the Properties window for a given file, right-click the file's icon
and select the Properties entry. On the General panel, you see the name of the file displayed.
To change the file's name, replace the name there with a new one. Permissions are set on the
Permissions panel. Here, you can set read, write, and execute permissions for user, group, or
other access to the file. See Chapter 12 for a discussion of permissions. The Group entry
enables you to change the group for a file.

.directory

KDE automatically searches for and reads an existing .directory file located in a directory. A
.directory file holds KDE configuration information used to determine how the directory is
displayed. You can create such a file in a directory and place a setting in it to set display
features, such as the icon to use to display the directory folder.

KDE Configuration: KDE Control Center

With the KDE Control Center, you can configure your desktop and system, changing the way
it is displayed and the features it supports (see Figure 9-10). You can open the Control Center
directly to a selected component by selecting its entry in the K Menu Settings menu. The
Settings menu displays a submenu listing the configuration categories. Select a category, and
then select the component you want. For example, to configure your screen saver, select the
screen saver config entry in the Desktop menu located in the Settings menu. The Control
Center can be directly started by either clicking the Control Center icon in the panel or
selecting Control Center from the K Menu.
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l?igure 9-10: KDE Control Center

The Control Center window is divided into two panes. The left pane shows a tree view of all
the components you can configure and the right pane displays the dialog windows for a
selected component. On the left pane, components are arranged into categories whose titles
you can expand or shrink. The Applications heading holds entries for configuring the KDE
file manager's Web browser features, as well as its file management operations. Under
Desktop, you can set different features for displaying and controlling your desktop. For
example, the Background entry enables you to select a different background color or image
for each one of your virtual desktops. Other desktop entries enable you to configure
components such as the screen saver, the language used, and the window style. Some entries
enable you to configure your mouse, key mappings, network connections, sound events, and
window components. You can change key bindings for any of the window operations or
standard operations, such as cut and paste. You can also change any of the specialized key
mappings, such as the ALT-TAB key, that moves through your open applications, CTRL-
TAB, which moves through your virtual desktops, or ALT-F2, which displays a dialog box
for executing commands. Configuration components are actually modules. In future releases,
more modules will be included as more applications and tools are added to the K Desktop.
See the Help viewer for a current listing of K Desktop configuration modules.

.kde/share/config

Your .kde directory holds files and directories used to maintain your KDE desktop. The
.desktops directory holds KDE desktop files whose icons are displayed on the desktop.
Configuration files are located in the .kde/share/config directory. Here, you can find the
general KDE configuration file kfmre, as well as configuration files for different KDE
components. krootwmrc holds configuration commands for your root window, kwmre for
the window manager, ksoundrc for sound, and kempanelre for your panel. You can place
configuration directives directly in any of these files-for example, to have the left mouse
button display the Application Starter on the desktop, place the following lines in your
krootwmre file:

[MouseButtons]
Left=Menu



MIME Types and Associated Applications

As you install new kinds of programs, they may use files of a certain type. In that case, you
will need to register the type with KDE so that it can be associated with a given application or
group of applications. For example, the MIME type for GIF images is image/gif, which is
associated with image-viewing programs. You use the KDE Control Center to set up a new
MIME type or to change MIME type associations with applications. Select the File
Association entry under File Browsing. This will list MIME types and their associated
filename extensions. Select an entry to edit it, where you can change the applications
associated with it. KDE saves its MIME type information in a separate file called mimelnk in
the KDE configuration directory.

To change the associated application for a particular file, you find the application with the file
manager and then right-click it and select Edit File Type. This displays a window with two
panels: General and Embedded. On the General menu, you can add an extension by clicking
the Add button and entering the extension for the file type, using a * to match the prefix. For
example, *.gif would match any file ending with .gif. In the Application Preference Order
section, use the Add button to select the application you want associated with the file. You
can have several applications for a single file, changing the preference order for them as you
wish. Click the Apply button to save your changes.

KDE Directories and Files

On Red Hat, KDE is installed in the standard system directories with some variations, such as
/usr/bin for KDE program files, /usr/lib/kde2, which holds KDE libraries, and
/usr/include/kde, which contains KDE header files used in application development. (On
other distributions, KDE may be installed in the /opt/kde2 directory.)

The directories located in /usr/share contain files used to configure your KDE environment.
The /usr/share/mimelnk directory maps its files to the Applications Launcher menu. Its
directories and subdirectories appear as menu items and submenus on the K Menu. Their
contents consist of desktop files having the extension .desktop, one for each menu entry. The
/usr/share/apps file contains files and directories set up by KDE applications.
/usr/share/mimelnk holds MIME type definitions. /usr/share/config contains the
configuration files for particular KDE applications. For example, kfmre holds configuration
entries for displaying and using the Konqueror file manager. These are the system-wide
defaults that can be overridden by users' own configurations in their own .kde/share/config
directories. /usr/share/icons holds the default icons used on your KDE desktop and by KDE
applications. The /usr/share directory also holds files for other configuration elements such
as wallpaper, toolbars, and languages.

In the user's home directory, the .kde directory holds a user's own KDE configuration for the
desktop and its applications. The .kde/share directory holds user versions of the /usr/share
directories, specifying user configurations for menus, icons, MIME types, sounds, and
applications. .kde/share/config holds configuration files with users' own configuration
specifications for their use of KDE applications. For example, kmailre holds display
configurations the user set up for KMail. .kde/share/icons holds the icons for a user's
particular themes, and /.kde/share/sounds holds sound files. .kde/share/mimelnk holds the
desktop files for the menu entries in the Personal section of the Applications Launcher menu



added by the user. In a user's home directory, the .kderc file contains current desktop
configuration directives for resources such as key bindings, colors, and window styles.

Each user has a Desktop directory that holds KDE link files for all icons and folders on the
user's desktop (see Table 9-4). These include the Trash folders and the CD-ROM and home

directory links.

System KDE Directories

/usr/bin
/usr/lib/kde
/usr/include/kde

/usr/share/config
/usr/share/mimelnk
/usr/share/apps
/usr/share/icons
/usr/share/sounds
/usr/share/doc
KDEDIR

User KDE Directories
Jkde/AutoStart
.kde/share/config

Jkde/share/mimelnk

.kde/share/apps

Kkde/share/icons

Kkde/share/sounds
Kkderc
Desktop

Desktop/Trash

Table 9-4: KDE Installation Directories

Description
KDE programs
KDE libraries

Header files for use in compiling and developing KDE
applications

KDE desktop and application configuration files
Desktop files used to build the K Menu

Files used by KDE applications

Icons used in KDE desktop and applications
Sounds used in KDE desktop and applications
KDE Help system

System variable that holds KDE directory (used on other
distributions)

Description
Applications automatically started up with KDE

User KDE desktop and application configuration files for
user-specified features

Desktop files used to build the user's personal menu
entries on the KDE K Menu

Directories and files used by KDE applications

Icons used in the user's KDE desktop and applications,
such as the ones for the user-specified theme

Sounds used in KDE desktop and applications
User configurations directives for desktop resources

Holds desktop files for icons and folders displayed on the
user's KDE desktop

Trash folder for files marked for deletion

System Configuration Using KDE

You can obtain full access to the system administration tools with KDE through the root
desktop. Log in as the root user and start KDE. On Red Hat, the kontrol-panel window, shown
in Figure 9-11, lists icons for all system configuration utilities. An icon for the Control Panel
window will be displayed in the upper-left corner of the root user desktop. You can also find
system tools in the System menu in the K Menu.



Figure 9-11: kontrol-panel window

Some of these administration tools are KDE applications, designed to work on the KDE
desktop, though they will work on any X interface. For example, kuser provides a KDE
interface for managing users on your system. You can add or remove users, or set permissions
for current ones. The K Desktop provides two utilities for viewing and managing your
processes: the KDE Task Manager (KTop) and the KDE Process Manager (kpm). The SysV
Init Editor is a version of the System V Init Manager (see Chapter 23). You can use the SysV
Init Editor to start and stop servers and to determine at what runlevel they will start. See the
chapters on system administration, Chapters 28-34, for a more detailed discussion on
administration tasks. With kppp, you can connect to the Internet using a modem. Use kppp to
connect to an Internet service provider (ISP) that supports the PPP protocols. kppp is
discussed in more detail in the chapter on network administration, Chapter 36. kpackage
enables you to manage the RPM packages you have installed. You can use it to install new
packages, see the ones that are installed, and easily display information about each package.
With kpackage, you can list the files in a particular package and display the release
information. You can even display text files, such as README and configuration files. This
is an easy way to find out exactly where an application's program and configuration files are
installed on your system.

Updating KDE

Currently, new versions of KDE are being released frequently, sometimes every few months.
KDE releases are designed to enable users to upgrade their older versions easily. If you are a
registered Red Hat customer you can use the Red Hat update utility described in Chapter 3 to
update KDE automatically. Alternatively, you can download new Red Hat KDE packages
from the Red Hat FTP site and install them manually as described here. The most recent
(though untested) versions will be in the rawhide directory. Tested versions will be in the
updates directory. Packages tailored for various distributions can be downloaded through the
KDE Web site at www.kde.org or directly from the KDE FTP site at ftp.kde.org and its
mirror sites in the stable directory. RPM packages for Red Hat distributions can be obtained
from ftp.redhat.com.

First, log in as the root user, and then create a directory to hold the KDE files. Then connect
to an FTP site. You can use a Web browser such as Netscape, but using an FTP client such as
ftp, NcFTP, or even the KDE file manager is preferable. Download the files for the new
version to your new directory. For Red Hat, these are a series of RPM package files. To
download using ftp, be sure to turn off prompts with the prompt command and use mget * to



download all the files at once. With the KDE file manager, select the files and drag them to a
window open to the local directory and select Copy from the pop-up menu. Install Qt, the
KDE libraries and support packages, and then the KDE base packages, followed by the
remaining packages. Use the option -Uvh to upgrade the packages as shown here:

rpm -Uvh kdebase-2.2-12.i1386.rpm

To install a particular KDE RPM package manually, you use the rpm command with the -
Uvh options. This example installs the kdenetwork package:

rpm -Uvh kdenetwork-2.2.7.1386.rpm

Chapter 10: Window Managers

Overview

Unlike PC-based GUIs such as Windows or the Mac OS, Linux and Unix systems divide the
GUI into three separate components: the X Window System, window managers, and
program/file managers. The X Window System, also known as X and X11, is an underlying
standardized graphic utility that provides basic graphic operations such as opening windows
or displaying images. A window manager handles windowing operations such as resizing and
moving windows. Window managers vary in the way windows are displayed, using different
borders and window menus. All, however, use the same underlying X graphic utility. A file
manager handles file operations using icons and menus, and a program manager runs
programs, often allowing you to select commonly used ones from a taskbar. Unlike window
managers, file and program managers can vary greatly in their capabilities. In most cases,
different file and program managers can run on the same window manager.

All Linux and Unix systems use the same standard underlying X graphics utility. This means,
in most cases, that an X Window System-based program can run on any of the window
managers and desktops. X Window System-based software is often found at Linux or Unix
FTP sites in directories labeled X11. You can download these packages and run them on any
window manager running on your Linux system. Some may already be in the form of Linux
binaries that you can download, install, and run directly. Netscape is an example. Others will
be in the form of source code that can easily be configured, compiled, and installed on your
system with a few simple commands. Some applications, such as Motif applications, may
require special libraries.

With a window manager, you can think of a window as taking the place of a command line.
Operations you perform through the window are interpreted and sent to the Linux system for
execution. Window managers operate off the underlying X Window System, which actually
provides the basic window operations that allow you to open, move, and close windows as
well as display menus and select icons. FVWM?2 and AfterStep manage these operations, each
in its own way, providing their own unique interfaces. The advantage of such a design is that
different window managers can operate on the same Linux system. In this sense, Linux is not
tied to one type of graphical user interface (GUI). On the same Linux system, one user may be
using the FVWM?2 window manager, another may be using the Xview window manager, and
still another the Enlightenment window manager, all at the same time. You can find out
detailed information about different window managers available for Linux from the X11 Web



site at www.xwinman.org. The site provides reviews, screenshots, and links to home sites, as
well as a comparison table listing the features available for the different window managers.

Window, File, and Program Managers

With a window manager, you can use your mouse to perform windowing operations such as
opening, closing, resizing, and moving windows. Several window managers are available for
Linux (see Table 10-1). Some of the more popular ones are Sawfish, Enlightenment, Window
Maker, AfterStep, and the Free Virtual Window Manager 2.0 (FVWM?2). FVWM2 is
traditionally used as the default backup window manager on most Linux systems. Window
Maker and AfterStep are originally based on the NeXTSTEP interface used for the NeXT
operating system. Enlightenment and Sawfish are the default window managers for Gnome by
several distributions. Red Hat currently includes Enlightenment, Sawfish, and FVWM2. On
Red Hat systems, Sawfish is used as the default window manager for Gnome and FVWM?2 for
a standard X Window System environment.

Window managers operate through the underlying X graphics utility. The X Window System
actually provides the basic operations that allow you to open, move, and close windows as
well as display menus and select icons. Window managers manage these operations each in
their own way, providing different interfaces from which to choose. All window managers, no
matter how different they may appear, use X Window System tools. In this sense, Linux is not
tied to one type of graphical user interface. You can find out more about the X Window

System at www.x.org.

Window managers originally provided only very basic window management operations such
as opening, closing, and resizing of windows. Their features have been enhanced in the more
sophisticated window managers such as Window Maker and Enlightenment to include support
for virtual desktops, docking panels, and themes that let users change the look and feel of
their desktop. However, to work with files and customize applications, you need to use file
and program managers. With a file manager, you can copy, move, or erase files within
different directory windows. With a program manager, you can execute commands and run
programs using taskbars and program icons. A desktop program will combine the capabilities
of window, file, and program managers, providing a desktop metaphor with icons and menus
to run programs and access files. Gnome and the K Desktop are two such desktop programs.

Several window managers have been enhanced to include many of the features of a desktop.
The window managers included with many Linux distributions have program management
capabilities in addition to window handling. FVWM2 and AfterStep have a taskbar and a
workplace menu that you can use to access all your X programs. With either the menu or the
taskbar, you can run any X program directly from FVWM2. Window Maker provides a
NeXTSTEP interface that features a docking panel for your applications with drag-and-drop
support. You can drag a file to the application icon to start it with that file.

Using just a window manager, you can run any X program. Window managers have their own
workspace menu and taskbar. You can also run any X program from an Xterm terminal
window. There you can type the name of an X application; when you press ENTER, the X
application will start up with its own window. It is best to invoke an X application as a
background process by adding an ampersand (&) after the command. A separate window will
open for the X application that you can work in.



Window Managers

Instead of the command line interface, you can use an X window manager and file manager,
which will allow you to interact with your Linux system using windows, buttons, and menus.
Window managers provide basic window management operations such as opening, closing,
and resizing windows, and file managers allow you to manage and run programs using icons
and menus. The X Window System supports a variety of window managers. See Table 10-1
for a listing of window managers and desktops along with their Web sites where you can
obtain more information. You can also download current versions from these Web sites.

Windows and Icons

You run applications, display information, or list files in windows. A window is made up of
several basic components. The outer border contains resize controls. Also, various buttons
enable you to control the size of a window or close the window. Inside the outer border are
the main components of the window: the title bar, which displays the name of the window;
the menu, through which you can issue commands; and the window pane, which displays the
contents of a window. You can change a window's size and shape using buttons and resize
areas. The resize areas are the corner borders of the window. Click and hold a resize area and
move the mouse to make the window larger or smaller in both height and width. You can
make the window fill the whole screen using a maximize operation. Most window managers
include a small button in the upper-right corner that you can click to maximize the window.
To reduce the window to its original size, just click the Maximize button again. If you want to
reduce the window to an icon, click the Minimize button. It's the small square with a dot in
the center next to the Maximize button. Once you have reduced the window to an icon, you
can reopen it later by double-clicking that icon.

Applications that have been designed as X programs will have their own menus, buttons, and
even icons within their windows. You execute commands in such X applications using menus
and icons. If you are running an application such as an editor, the contents of the window will
be data that the menus operate on. If you are using the file manager, the contents will be icons
representing files and directories. Some windows, such as terminal windows, may not have
menus.

You can have several windows open at the same time. However, only one of those windows
will be active. On some window managers, just moving your mouse pointer to a particular
window makes it the active window, rendering all others inactive. You will need to click the
title bars of others. Most window managers let the user configure the method for making the
window active.

Themes

Many window managers, such as Enlightenment, Sawfish, Window Maker, AfterStep,
Blackbox, and FVWM2, support themes. Themes change the look and feel for widgets on
your desktop, providing different background images, animation, and sound events. With
themes, users with the same window manager may have desktops that appear radically
different. The underlying functionality of the window manager does not change. You can
easily download themes from Web sites and install them on your window manager. New ones
are constantly being added. Information and links to window manager theme sites can be
found at themes.org.



Workspace Menu

Most window managers provide a menu through which you can start applications, perform
window configurations, and exit the window manager. Window managers give this menu
different names. Enlightenment calls it the applications menu, Window Maker refers to it as
the root-window menu, and FVWM?2 calls it the workplace menu. In this chapter, it is referred
to as the workspace menu. This menu is usually a pop-up menu that you can display by
clicking anywhere on the desktop. The mouse button you use differs with window managers.
Enlightenment and Sawfish use a middle-click, whereas Window Maker uses a right-click,
and FVWM?2 uses a left-click. Many of the entries on this workspace menu lead to submenus
that in turn may have their own submenus. For example, applications will bring up a submenu
listing categories for all your X programs. Selecting the graphics item will bring up a list of
all the X graphic programs on your system. If you choose Xpaint, the Xpaint program will
then start up. On some window managers you will find entries for window configuration and
themes. Here will be items and submenus for configuring your window manager. For
example, both AfterStep and Enlightenment have menus for changing your theme (see
Figures 10-3 and 10-4 for examples of workspace menus).

Desktop Areas and Virtual Desktops

Initially, you may find desktop areas disconcerting-they provide a kind of built-in
enlargement feature. You will discover that the area displayed on your screen may be only
part of the desktop. Moving your mouse pointer to the edge of your screen moves the screen
over the hidden portions of the desktop. You will also notice a small square located on your
desktop or in your window manager's icon bar, taskbar, or panel. This is called the pager, and
you use it to view different areas of your virtual desktop. The pager will display a rectangle
for every active virtual desktop. Some window managers such as FVWM2 will display only
two, others such as AfterStep will have four, and others such as FVWM will start out with
only one.

Each desktop rectangle will be divided into smaller squares called desktop areas. You can
think of each desktop area as a separate extension of your desktop. It's as if you have a very
large desk, only part of which is shown on the screen. The active part of the desktop is shown
in the pager as a highlighted square, usually in white. This is the area of the desktop currently
displayed by your screen. A desktop can have as many as 25 squares, though the default is
usually 4. You can click one of the squares in the rectangle to move to that part of your desk.
You could place different windows in different parts of your desk and then move to each part
when you want to use its windows. In this way, everything you want on your desktop does not
have to be displayed on your screen at once, cluttering it up. If you are working on the
desktop and everything suddenly disappears, it may be that you accidentally clicked one of
the other squares. Certain items will always be displayed on your screen, no matter what part
of the virtual desktop you display. These are called "sticky" items. The pager is one, along
with taskbars or panels. For example, the taskbars, icon bars, and pager will always show up
on your screen no matter what part of the virtual desktop you are viewing. Windows by
default are not sticky, though you can make them sticky.

Most window managers also support virtual desktops. A desktop includes all the desktop
areas, along with the items displayed on them such as icons, menus, and windows. Window
managers such as Enlightenment, Sawfish, AfterStep, and FVWM2 allow you to use several
virtual desktops. Unlike desktop areas, which just extend a desktop, virtual desktops are



separate entities. Most pagers will display the different virtual desktops as separate rectangles,
each subdivided into its respective desktop areas. To move to a virtual desktop, you click its
rectangle. In some window managers, such as Window Maker, you select the desktop from a
list. Window managers will provide entries on their main menus for selecting virtual desktops
and even moving windows from one desktop to another. Use a window manager's
configuration program or configuration files to specify the number of virtual desktops you
want. For example, on Sawfish you can choose the number of virtual desktops and then add as
many virtual areas as you want to each, extending the area as rows and columns. Only one
virtual desktop can be active at any one time.

Chapter 11: The Shell

Overview

The shell is a command interpreter that provides a line-oriented interactive and noninteractive
interface between the user and the operating system. You enter commands on a command
line, they are interpreted by the shell, and then sent as instructions to the operating system.
You can also place commands in a script file to be consecutively executed much like a
program (see Chapter 40). This interpretive capability of the shell provides for many
sophisticated features. For example, the shell has a set of wildcard characters that can
generate filenames. The shell can redirect input and output, as well as run operations in the
background, freeing you to perform other tasks.

Several different types of shells have been developed for Linux: the Bourne Again shell
(BASH), the Public Domain Korn shell (PDKSH), the TCSH shell, and the Z shell. All shells
are available for your use, although the BASH shell is the default. You only need one type of
shell to do your work. Red Hat Linux includes all the major shells, although it installs and
uses the BASH shell as the default. If you use the Red Hat Linux command line shell, you
will be using the BASH shell unless you specify another. This chapter discusses the BASH
shell that shares many of the same features as other shells.

Note You can find out more about the BASH shell at www.gnu.org/software/bash. A
detailed online manual is available on your Linux system using the man command with
the bash keyword.

The Command Line

The Linux command line interface consists of a single line into which you enter commands
with any of their options and arguments. Red Hat Linux installs with the BASH shell. From
Gnome or KDE you can access the command line interface by opening a terminal window.
Should you start Linux with the command line interface, you will be presented with a BASH
shell command line when you log in.

By default, The BASH shell has a dollar ($) sign prompt, but Linux has several other types of
shells, each with its own prompt. A shell prompt, such as the one shown here, marks the
beginning of the command line:

$



The prompt designates the beginning of the command line. You are now ready to enter a
command and its arguments at the prompt. In the next example, the user enters the date
command, which displays the date. The user types the command on the first line, and then
presses ENTER to execute the command.

$ date
Sun July 8 10:30:21 PST 2000

The command line interface is the primary interface for the shell, which interprets the
commands you enter and sends them to the system. The shell follows a special syntax for
interpreting the command line. The first word entered on a command line must be the name of
a command. The next words are options and arguments for the command. Each word on the
command line must be separated from the others by one or more spaces or tabs.

$ Command Options Arguments

An option is a one-letter code preceded by a dash that modifies the type of action the
command takes. One example of a command that has options is the Is command. The Is
command, with no options, displays a list of all the files in your current directory. It merely
lists the name of each file with no other information.

With a -1 option, the Is command modifies its task by displaying a line of information about
each file, listing such data as its size and the date and time it was last modified. In the next
example, the user enters the Is command followed by a -1 option. The dash before the -1 option
is required. Linux uses it to distinguish an option from an argument.

$ 1s -1

Another option, -a, lists all the files in your directory, including what are known as hidden
files. Hidden files are often configuration files and they always have names beginning with a
period. For this reason, hidden files are often referred to as dot files. In most cases, you can
also combine options. You do so by preceding the options with an initial dash and then listing
the options you want. The options -al, for example, list information about all the files in your
directory, including any hidden files.

$ 1s -al
Note Another option for the Is command is -F. With this option, the Is command displays
directory names with a preceding slash, so you can easily identify them.

Most commands are designed to take arguments. An argument is a word you type in on the
command line after any options. Many file management commands take filenames as their
arguments. For example, if you only wanted the information displayed for a particular file,
you could add that file's name after the -1 option:

$ 1s -1 mydata

The shell you will start working in is the BASH shell, your default shell. This shell has
special command line editing capabilities that you may find helpful as you learn Linux. You
can easily modify commands you have entered before executing them, moving anywhere on
the command line and inserting or deleting characters. This is particularly helpful for complex
commands. You can use the CTRL-F or RIGHT ARROW keys to move forward a character,



or the CTRL-B or LEFT ARROW keys to move back a character. CTRL-D or DEL deletes
the character the cursor is on, and CTRL-H or BACKSPACE deletes the character before the
cursor. To add text, you use the arrow keys to move the cursor to where you want to insert
text and type in the new characters. At any time, you can press ENTER to execute the
command. For example, if you make a spelling mistake when entering a command, rather
than reentering the entire command, you can use the editing operations to correct the mistake.

Note The editing capabilities of the BASH shell command line are provided by Readline.
Readline supports numerous editing operations. You can even bind a key to a selected
editing operation. You can find out more about Readline in the BASH shell reference
manual at www.gnu.org/manual/bash.

You can also use the UP ARROW key to redisplay your previously executed command. You
can then reexecute that command or edit it and execute the modified command. You'll find
this capability helpful when you have to repeat certain operations over and over, such as
editing the same file.

Note The capability to redisplay a previous command is helpful when you've already
executed a command you had entered incorrectly. In this case, you would be presented
with an error message and a new, empty command line. By pressing the UP ARROW
key, you can redisplay your previous command, make corrections to it, and then execute
it again. This way, you would not have to enter the whole command again.

The BASH shell keeps a list, called a history list, of your previously entered commands. You
can display each command, in turn, on your command line by pressing the UP ARROW key.
The DOWN ARROW key moves you down the list. You can modify and execute any of these
previous commands when you display them on your command line. This history feature is
discussed in more detail in Chapter 15.

Note Some commands can be complex and take some time to execute. When you mistakenly
execute the wrong command, you can interrupt and stop such commands with the
interrupt keys-CTRL-C or DEL.

You can enter a command on several lines by typing a backslash just before you press
ENTER. The backslash "escapes" the ENTER key, effectively continuing the same command
line to the next line. In the next example, the ¢p command is entered on three lines. The first
two lines end in a backslash, effectively making all three lines one command line.

$ cp -i \
mydata \
newdata

Wildcards and Filename Arguments: *, 2, [ ]

Filenames are the most common arguments used in a command. Often you may know only
part of the filename, or you may want to reference several filenames that have the same
extension or begin with the same characters. The shell provides a set of special characters
called wildcards that search out, match, and generate a list of filenames. The wildcard
characters are the asterisk, the question mark, and brackets (*, ?, []). Given a partial filename,
the shell uses these matching operators to search for files and generate a list of filenames
found. The shell replaces the partial filename argument with the list of matched filenames.



This list of filenames can then become the arguments for commands such as Is, which can
operate on many files. Table 11-1 lists the shell's wildcard characters.

Common Shell Symbols

ENTER
‘command

[l
\

&

!

Wildcard Symbols

%

?

Redirection Symbols
>

>!

<<

Standard Error
Redirection Symbols

2
2
2&1
&
&

Table 11-1: Shell Symbols

Execution

Execute a command line.

Separate commands on the same command line.
Execute a command.

Match on a class of possible characters in filenames.

Quote the following character. Used to quote special
characters.

Pipe the standard output of one command as input for
another command.

Execute a command in the background.
History command.

Execution

Match on any set of characters in filenames.
Match on any single character in filenames.
Execution

Redirect the standard output to a file or device, creating the
file if it does not exist and overwriting the file if it does
exist.

The exclamation point forces the overwriting of a file if it
already exits. This overrides the noclobber option.

Redirect the standard input from a file or device to a
program.

Redirect the standard output to a file or device, appending
the output to the end of the file.

Execution

Redirect the standard error to a file or device.

Redirect and append the standard error to a file or device.
Redirect the standard error to the standard output.
Redirect the standard error to a file or device.

Pipe the standard error as input to another command.

The asterisk, *, references files beginning or ending with a specific set of characters. You
place the asterisk before or after a set of characters that form a pattern to be searched for in
filenames. If the asterisk is placed before the pattern, filenames that end in that pattern are
searched for. If the asterisk is placed after the pattern, filenames that begin with that pattern
are searched for. Any matching filename is copied into a list of filenames generated by this
operation. In the next example, all filenames beginning with the pattern "doc" are searched for



and a list generated. Then all filenames ending with the pattern "day" are searched for and a
list is generated. The last example shows how the * can be used in any combination of
characters.

$ 1s

docl doc2 document docs mydoc monday tuesday
$ 1ls doc*

docl doc2 document docs

$ 1s *day

monday tuesday

$ 1ls m*d*

monday

$

Filenames often include an extension specified with a period and followed by a string
denoting the file type such as .¢ for C files, .cpp for C++ files, or even .jpg for JPEG image
files. The extension has no special status and is only part of the characters making up the
filename. Using the asterisk makes it easy to select files with a given extension. In the next
example, the asterisk is used to list only those files with a .c extension. The asterisk placed
before the .c constitutes the argument for Is.

$ 1s *.c
calc.c main.c

You can use * with the rm command to erase several files at once. The asterisk first selects a
list of files with a given extension, or beginning or ending with a given set of characters, and
then it presents this list of files to the rm command to be erased. In the next example, the rm
command erases all files beginning with the pattern "doc":

S rm doc*

The asterisk by itself matches all files. If you use a single asterisk as the argument for an rm
command, all your files will be erased. In the next example, the Is * command lists all files,
and the rm * command erases all files:

$ 1s *

docl doc2 document docs mydoc myletter yourletter
$ rm *

$ 1s

$

Use the * wildcard character carefully and sparingly with the rm command. The combination
can be dangerous. A misplaced * in an rm command without the -i option could easily erase
all your files. The first command in the next example erases only those files with a .c
extension. The second command, however, erases all files. Notice the space between the
asterisk and the period in the second command. A space in a command line functions as a
delimiter, separating arguments. The asterisk is considered one argument, and the .c another
argument. The asterisk by itself matches all files and, when used as an argument with the rm
command, instructs rm to erase all your files.

S rm *.c
S rm * .c



The question mark, ?, matches only a single incomplete character in filenames. Suppose you
want to match the files doc1 and docA, but not document. Whereas the asterisk will match
filenames of any length, the question mark limits the match to just one extra character. The
next example matches files that begin with the word "doc" followed by a single differing
letter:

$ 1s

docl docA document
$ 1ls doc?

docl docA

Whereas the * and ? wildcard characters specify incomplete portions of a filename, the
brackets, [], enable you to specify a set of valid characters to search for. Any character placed
within the brackets will be matched in the filename. Suppose you want to list files beginning
with "doc", but only ending in / or A. You are not interested in filenames ending in 2 or B, or
any other character. Here is how it's done:

$ 1s

docl doc2 doc3 docA docB docD document
$ 1s doc[1lA]

docl docA

You can also specify a set of characters as a range, rather than listing them one by one. A dash
placed between the upper and lower bounds of a set of characters selects all characters within
that range. The range is usually determined by the character set in use. In an ASCII character
set, the range "a-g" will select all lowercase alphabetic characters from a through g, inclusive.
In the next example, files beginning with the pattern "doc" and ending in characters / through
3 are selected. Then, those ending in characters B through E are matched.

$ 1ls doc[1l-3]
docl doc2 doc3
$ 1ls doc[B-E]
docB docD

You can combine the brackets with other wildcard characters to form flexible matching
operators. Suppose you only want to list filenames ending in either a .c or .0 extension, but no
other extension. You can use a combination of the asterisk and brackets: * [co]. The asterisk
matches all filenames, and the brackets match only filenames with extension .c or .0.

$ 1s *.[co]
main.c main.o calc.c

At times, a wildcard character is actually part of a filename. In these cases, you need to quote
the character by preceding it with a backslash to reference the file. In the next example, the
user needs to reference a file that ends with the ? character, answers?. The ? is, however, a
wildcard character and would match any filename beginning with "answers" that has one or
more characters. In this case, the user quotes the ? with a preceding backslash to reference the
filename.

$ 1ls answers\?
answers?



Standard Input/Output and Redirection

When UNIX was designed, a decision was made to distinguish between the physical
implementation and the logical organization of a file. Physically, UNIX files are accessed in
randomly arranged blocks. Logically, all files are organized as a continuous stream of bytes.
Linux, as a version of UNIX, has this same organization. Aside from special system calls, the
user never references the physical structure of a file. To the user, all files have the same
organization-a byte stream. Any file can be easily copied or appended to another because all
files are organized in the same way. In this sense, only one standard type of file exists in
Linux, the byte-stream file. Linux makes no implementational distinction between a character
file and a record file, or a text file and a binary file.

This logical file organization extends to input and output operations. The data in input and
output operations is organized like a file. Data input at the keyboard is placed in a data stream
arranged as a continuous set of bytes. Data output from a command or program is also placed
in a data stream and arranged as a continuous set of bytes. This input data stream is referred to
in Linux as the standard input, while the output data stream is called the standard output.
There is also a separate output data stream reserved solely for error messages, called the
standard error (see the section on the standard error later in this chapter).

Because the standard input and standard output have the same organization as that of a file,
they can easily interact with files. Linux has a redirection capability that lets you easily move
data in and out of files. You can redirect the standard output so that, instead of displaying the
output on a screen, you can save it in a file. You can also redirect the standard input away
from the keyboard to a file, so that input is read from a file instead of from your keyboard.

When a Linux command is executed that produces output, this output is placed in the standard
output data stream. The default destination for the standard output data stream is a device-in
this case, the screen. Devices, such as the keyboard and screen, are treated as files. They
receive and send out streams of bytes with the same organization as that of a byte-stream file.
The screen is a device that displays a continuous stream of bytes. By default, the standard
output will send its data to the screen device, which will then display the data.

For example, the Is command generates a list of all filenames and outputs this list to the
standard output. Next, this stream of bytes in the standard output is directed to the screen
device. The list of filenames is then printed on the screen. The cat command also sends output
to the standard output. The contents of a file are copied to the standard output whose default
destination is the screen. The contents of the file are then displayed on the screen.

Redirecting the Standard Output: > and >>

Suppose that instead of displaying a list of files on the screen, you would like to save this list
in a file. In other words, you would like to direct the standard output to a file rather than the
screen. To do this, you place the output redirection operator, > (greater-than sign), and the
name of a file on the command line after the Linux command. Table 11-2 lists the different
ways you can use the redirection operators. In the next example, the output of the cat
command is redirected from the screen device to a file:

Table 11-2: The Shell Operations



Command
ENTER

5
command\
opts args

‘command

BACKSPACE
CTRL-H

CTRL-U
CTRL-C

Special Characters
for Filename Generation

%
?

[l
\

Redirection

command filename

command filename

command filename
command ! filename
command 2 filename
command 2 filename
command 2&1

command & filename
Pipes

command | command
command |& command

Background Jobs
&
fg %jobnum

Execution
Execute a command line.
Separate commands on the same command line.

Enter backslash before carriage return to continue entering a
command on the next line.

Execute a command.

Erase the previous character.

Frase the command line and start over.

Interrupt and stop a command execution.

Execution

Match on any set of characters.

Match on any single characters.

Match on a class of possible characters.

Quote the following character. Used to quote special characters.
Execution

Redirect the standard output to a file or device, creating the file if
it does not exist and overwriting the file if it does exist.

Redirect the standard input from a file or device to a program.

Redirect the standard output to a file or device, appending the
output to the end of the file.

In the C shell and the Korn shell, the exclamation point forces
the overwriting of a file if it already exits. This overrides the
noclobber option.

Redirect the standard error to a file or device in the Bourne shell.

Redirect and append the standard error to a file or device in the
Bourne shell.

Redirect the standard error to the standard output in the Bourne
shell.

Redirect the standard error to a file or device in the C shell.
Execution

Pipe the standard output of one command as input for another
command.

Pipe the standard error as input to another command in the C
shell.

Execution
Execute a command in the background.

Bring a command in the background to the foreground or resume
an interrupted program.



Table 11-2: The Shell Operations

Command Execution

bg Place a command in the foreground into the background.

CTRL-Z Interrupt and stop the currently running program. The program
remains stopped and waiting in the background for you to
resume it.

notify %jobnum Notify you when a job ends.

kill %jobnum Cancel and end a job running in the background.

kill proccessnum

jobs List all background jobs. The jobs command is not available in
the Bourne shell, unless it is using the jsh shell.

ps List all currently running processes including background jobs.

at time date Execute commands at a specified time and date. The time can be

entered with hours and minutes and qualified as A.M. or P.M.
$ cat myletter > newletter

The redirection operation creates the new destination file. If the file already exists, it will be
overwritten with the data in the standard output. You can set the noclobber feature to prevent
overwriting an existing file with the redirection operation. In this case, the redirection
operation on an existing file will fail. You can overcome the noclobber feature by placing an
exclamation point after the redirection operator. You can place the noclobber command in a
shell configuration file to make it an automatic default operation (see Chapter 13). The next
example sets the noclobber feature for the BASH shell and then forces the overwriting of the
oldletter file if it already exists:

$ set -o noclobber
$ cat myletter >! oldletter

Although the redirection operator and the filename are placed after the command, the
redirection operation is not executed after the command. In fact, it is executed before the
command. The redirection operation creates the file and sets up the redirection before it
receives any data from the standard output. If the file already exists, it will be destroyed and
replaced by a file of the same name. In effect, the command generating the output is executed
only after the redirected file has been created.

In the next example, the output of the Is command is redirected from the screen device to a
file. First the Is command lists files and, in the next command, Is redirects its file list to the
listf file. Then the cat command displays the list of files saved in listf. Notice the list of files
in listf includes the listf filename. The list of filenames generated by the Is command includes
the name of the file created by the redirection operation- in this case, listf. The listf file is first
created by the redirection operation, and then the Is command lists it along with other files.
This file list output by Is is then redirected to the listf file, instead of being printed on the
screen.

$ 1s

mydata intro preface

$ 1s > listf

$ cat listf

mydata intro listf preface



Errors occur when you try to use the same filename for both an input file for the command
and the redirected destination file. In this case, because the redirection operation is executed
first, the input file, because it exists, is destroyed and replaced by a file of the same name.
When the command is executed, it finds an input file that is empty.

In the cat command shown next, the file myletter is the name for both the destination file for
redirected output and the input file for the cat operation. As shown in the next example, the
redirection operation is executed first, destroying the myletter file and replacing it with a new
and empty myletter file. Then the cat operation is executed and attempts to read all the data
in the myletter file. However, nothing new is now in the myletter file.

$ cat myletter > myletter

You can also append the standard output to an existing file using the >> redirection operator.
Instead of overwriting the file, the data in the standard output is added at the end of the file. In
the next example, the myletter and oldletter files are appended to the alletters file. The
alletters file will then contain the contents of both myletter and oldletter.

$ cat myletter >> alletters
$ cat oldletter >> alletters

The Standard Input

Many Linux commands can receive data from the standard input. The standard input itself
receives data from a device or a file. The default device for the standard input is the keyboard.
Characters typed into the keyboard are placed in the standard input, which is then directed to
the Linux command. The cat command without a filename argument reads data from standard
input. When you type in data on the keyboard, each character will be placed in the standard
input and directed to the cat command. The cat command then sends the character to the
standard output-the screen device-which displays the character on the screen.

If you combine the cat command with redirection, you have an easy way of saving what you
have typed to a file. As shown in the next example, the output of the cat operation is
redirected to the mydat file. The mydat file will now contain all the data typed in at the
keyboard. The cat command, in this case, still has no file arguments. It will receive its data
from the standard input, the keyboard device. The redirection operator redirects the output of
the cat command to the file mydat. The cat command has no direct contact with any files; it
is simply receiving input from the standard input and sending output to the standard output.

$ cat > mydat

This is a new line
for the cat
command

~D

S

Just as with the standard output, you can also redirect the standard input. The standard input
may be received from a file rather than the keyboard. The operator for redirecting the standard
input is the less-than sign, <. In the next example, the standard input is redirected to receive
input from the myletter file, rather than the keyboard device. The contents of myletter are
read into the standard input by the redirection operation. Then the cat command reads the
standard input and displays the contents of myletter.



$ cat < myletter
hello Christopher
How are you today

$

You can combine the redirection operations for both standard input and standard output. In
the next example, the cat command has no filename arguments. Without filename arguments,
the cat command receives input from the standard input and sends output to the standard
output. However, the standard input has been redirected to receive its data from a file, while
the standard output has been redirected to place its data in a file.

$ cat < myletter > newletter
Pipes: |

You may find yourself in situations in which you need to send data from one command to
another. In other words, you may want to send the standard output of a command to another
command, not to a destination file. Suppose you want to send a list of your filenames to the
printer to be printed. You need two commands to do this: the Is command to generate a list of
filenames and the Ipr command to send the list to the printer. In effect, you need to take the
output of the Is command and use it as input for the Ipr command. You can think of the data
as flowing from one command to another. To form such a connection in Linux, you use what
is called a pipe. The pipe operator, |, (vertical bar character) placed between two commands
forms a connection between them. The standard output of one command becomes the
standard input for the other. The pipe operation receives output from the command placed
before the pipe and sends this data as input to the command placed after the pipe. As shown in
the next example, you can connect the Is command and the Ipr command with a pipe. The list
of filenames output by the Is command is piped into the Ipr command.

$ 1s | 1pr

You can combine the pipe operation with other shell features, such as wildcard characters, to
perform specialized operations. The next example prints only files with a .c extension. The Is
command is used with the asterisk and ".c" to generate a list of filenames with the .c
extension. Then this list is piped to the Ipr command.

$1ls *.c | lpr

In the previous example, a list of filenames was used as input, but what is important to note is
pipes operate on the standard output of a command, whatever that might be. The contents of
whole files or even several files can be piped from one command to another. In the next
example, the cat command reads and outputs the contents of the mydata file, which are then
piped to the Ipr command:

$ cat mydata | lpr

Linux has many commands that generate modified output. For example, the sort command
takes the contents of a file and generates a version with each line sorted in alphabetic order.
The sort command works best with files that are lists of items. Commands such as sort that
output a modified version of its input are referred to as filters. Filters are often used with
pipes. In the next example, a sorted version of mylist is generated and piped into the more



command for display on the screen. Note that the original file, mylist, has not been changed
and is not itself sorted. Only the output of sort in the standard output is sorted.

$ sort mylist | more

You can, of course, combine several commands, connecting each pair with a pipe. The output
of one command can be piped into another command, which, in turn, can pipe its output into
still another command. Suppose you have a file with a list of items you want to print both
numbered and in alphabetical order. To print the numbered and sorted list, you can first
generate a sorted version with the sort command and then pipe that output to the cat
command. The cat command with the -n option then takes as its input the sorted list and
generates as its output a numbered, sorted list. The numbered, sorted list can then be piped to
the Ipr command for printing. The next example shows the command:

$ sort mylist | cat -n | 1lpr

The standard input piped into a command can be more carefully controlled with the standard
input argument, -. When you use the dash as an argument for a command, it represents the
standard input. Suppose you want to print a file with the name of its directory at the top. The
pwd command outputs a directory name, and the cat command outputs the contents of a file.
In this case, the cat command needs to take as its input both the file and the standard input
piped in from the pwd command. The cat command will have two arguments: the standard
input as represented by the dash and the filename of the file to be printed.

In the next example, the pwd command generates the directory name and pipes it into the cat
command. For the cat command, this piped-in standard input now contains the directory
name. As represented by the dash, the standard input is the first argument to the cat
command. The cat command copies the directory name and the contents of the mylist file to
the standard output, which is then piped to the Ipr command for printing. If you want to print
the directory name at the end of the file instead, simply make the dash the last argument and
the filename the first argument, as in cat mylist -.

$ pwd | cat - mylist | 1lpr
Redirecting and Piping the Standard Error: >&, 2>

When you execute commands, an error could possibly occur. You may give the wrong
number of arguments, or some kind of system error could take place. When an error occurs,
the system issues an error message. Usually such error messages are displayed on the screen,
along with the standard output. Linux distinguishes between standard output and error
messages, however. Error messages are placed in yet another standard byte stream called the
standard error. In the next example, the cat command is given as its argument the name of a
file that does not exist, myintro. In this case, the cat command simply issues an error:

$ cat myintro
cat : myintro not found

$

Because error messages are in a separate data stream from the standard output, error messages
still appear on the screen for you to see even if you have redirected the standard output to a
file. In the next example, the standard output of the cat command is redirected to the file



mydata. However, the standard error, containing the error messages, is still directed to the
screen.

$ cat myintro > mydata
cat : myintro not found

$

You can redirect the standard error as you can the standard output. This means you can save
your error messages in a file for future reference. This is helpful if you need a record of the
error messages. Like the standard output, the standard error has the screen device for its
default destination. However, you can redirect the standard error to any file or device you
choose using special redirection operators. In this case, the error messages will not be
displayed on the screen.

Redirection of the standard error relies on a special feature of shell redirection. You can
reference all the standard byte streams in redirection operations with numbers. The numbers
0, 1, and 2 reference the standard input, standard output, and standard error, respectively. By
default, an output redirection, >, operates on the standard output, 1. You can modify the
output redirection to operate on the standard error, however, by preceding the output
redirection operator with the number 2. In the next example, the cat command again will
generate an error. The error message is redirected to the standard byte stream represented by
the number 2, the standard error.

$ cat nodata 2> myerrors
$ cat myerrors
cat : nodata not found

$

You can also append the standard error to a file by using the number 2 and the redirection
append operator, >>. In the next example, the user appends the standard error to the myerrors
file, which then functions as a log of errors:

$ cat nodata 2>> myerrors
Shell Variables

You define variables within a shell, and such variables are known-logically enough- as shel/
variables. Many different shells exist. Some utilities, such as the mailx utility, have their own
shells with their own shell variables. You can also create your own shell using what are called
shell scripts. You have a user shell that becomes active as soon as you log in. This is often
referred to as the login shell. Special system variables are defined within this login shell. Shell
variables can also be used to define a shell's environment, as described in Chapter 13.

Note Shell variables exist as long as your shell is active-that is, until you exit the shell. For
example, logging out will exit the login shell. When you log in again, any variables you
may need in your login shell must be defined once again.

Definition and Evaluation of Variables: =, $, set, unset

You define a variable in a shell when you first use the variable's name. A variable's name may
be any set of alphabetic characters, including the underscore. The name may also include a
number, but the number cannot be the first character in the name. A name may not have any



other type of character, such as an exclamation point, an ampersand, or even a space. Such
symbols are reserved by the shell for its own use. Also, a name may not include more than
one word. The shell uses spaces on the command line to distinguish different components of a
command such as options, arguments, and the name of the command.

You assign a value to a variable with the assignment operator, =. You type in the variable
name, the assignment operator, and then the value assigned. Do not place any spaces around
the assignment operator. The assignment operation poet = Virgil, for example, will fail. (The
C shell has a slightly different type of assignment operation that is described in the section on
C shell variables later in this chapter.) You can assign any set of characters to a variable. In
the next example, the variable poet is assigned the string Virgil:

S poet=Virgil

Once you have assigned a value to a variable, you can then use the variable name to reference
the value. Often you use the values of variables as arguments for a command. You can
reference the value of a variable using the variable name preceded by the $ operator. The
dollar sign is a special operator that uses the variable name to reference a variable's value, in
effect evaluating the variable. Evaluation retrieves a variable's value, usually a set of
characters. This set of characters then replaces the variable name on the command line.
Wherever a § is placed before the variable name, the variable name is replaced with the value
of the variable. In the next example, the shell variable poet is evaluated and its contents,
Virgil, are then used as the argument for an echo command. The echo command simply
echoes or prints a set of characters to the screen.

$ echo $poet
Virgil

You must be careful to distinguish between the evaluation of a variable and its name alone. If
you leave out the $ operator before the variable name, all you have is the variable name itself.
In the next example, the $ operator is absent from the variable name. In this case, the echo
command has as its argument the word "poet", and so prints out "poet":

$ echo poet
poet

The contents of a variable are often used as command arguments. A common command
argument is a directory path name. It can be tedious to retype a directory path that is being
used over and over again. If you assign the directory path name to a variable, you can simply
use the evaluated variable in its place. The directory path you assign to the variable is
retrieved when the variable is evaluated with the $ operator. The next example assigns a
directory path name to a variable and then uses the evaluated variable in a copy command.
The evaluation of ldir (which is $ldir) results in the path name /home/chris/letters. The copy
command evaluates to cp myletter /home/ chris/letters.

$ ldir=/home/chris/letters
$ cp myletter $ldir

You can obtain a list of all the defined variables with the set command. The next example
uses the set command to display a list of all defined variables and their values:

S set



poet Virgil
ldir /home/chris/letters
$

If you decide you do not want a certain variable, you can remove it with the unset command.
The unset command undefines a variable. The next example undefines the variable poet.
Then the user executes the set command to list all defined variables. Notice that poet is
missing.

$ unset poet

S set

ldir /home/chris/letters
$

Shell Scripts: User-Defined Commands

You can place shell commands within a file and then have the shell read and execute the
commands in the file. In this sense, the file functions as a shell program, executing shell
commands as if they were statements in a program. A file that contains shell commands is
called a shell script.

You enter shell commands into a script file using a standard text editor such as the Vi editor.
The sh or . command used with the script's filename will read the script file and execute the
commands. In the next example, the text file called Isc contains an Is command that displays
only files with the extension .c:

Isc

1ls *.c

$ sh 1lsc
main.c calc.c
$ . 1lsc
main.c calc.c

You can dispense with the sh and . commands by setting the executable permission of a script
file. When the script file is first created by your text editor, it is only given read and write
permission. The chmod command with the +x option will give the script file executable
permission. (Permissions are discussed in Chapter 13.) Once it is executable, entering the
name of the script file at the shell prompt and pressing ENTER will execute the script file and
the shell commands in it. In effect, the script's filename becomes a new shell command. In
this way, you can use shell scripts to design and create your own Linux commands. You only
need to set the permission once. In the next example, the Isc file's executable permission for
the owner is set to on. Then the Ise shell script is directly executed like any Linux command.

S chmod u+x lsc
S 1lsc
main.c calc.c

You may have to specify that the script you are using is in your current working directory.
You do this by prefixing the script name with a period and slash combination, ./, as in ./Isc.
The period is a special character representing the name of your current working directory. The



slash is a directory path name separator, as explained more fully in Chapter 12. The following
example would show how you would execute the hello script:

Just as any Linux command can take arguments, so also can a shell script. Arguments on the
command line are referenced sequentially starting with 1. An argument is referenced using the
$ operator and the number of its position. The first argument is referenced with $1, the second
with $2, and so on. In the next example, the Isext script prints out files with a specified
extension. The first argument is the extension. The script is then executed with the argument ¢
(of course, the executable permission must have been set).

= —
w S
o el
v
=

$ lsext c
main.c calc.c

In the next example, the commands to print out a file with line numbers have been placed in
an executable file called Ipnum, which takes a filename as its argument. The cat command
with the -n option first outputs the contents of the file with line numbers. Then this output is
piped into the Ip command, which prints it. The command to print out the line numbers is
executed in the background.

=
I

cat -n $1 | 1lp &

$ lpnum mydata

You may need to reference more than one argument at a time. The number of arguments used
may vary. In lpnum, you may want to print out three files at one time and five files at some
other time. The $ operator with the asterisk, $*, references all the arguments on the command
line. Using $* enables you to create scripts that take a varying number of arguments. In the
next example, Ipnum is rewritten using $* so it can take a different number of arguments
each time you use it:

cat -n $* | 1lp &

$ lpnum mydata preface
Jobs: Background, Kills, and Interruptions

In Linux, you have control not only over a command's input and output, but also over its
execution. You can run a job in the background while you execute other commands. You can



also cancel commands before they have finished executing. You can even interrupt a
command, starting it again later from where you left off. Background operations are
particularly useful for long jobs. Instead of waiting at the terminal until a command has
finished execution, you can place it in the background. You can then continue executing other
Linux commands. You can, for example, edit a file while other files are printing.

Canceling a background command can often save you a lot of unnecessary expense. If, say,
you execute a command to print all your files and then realize you have some large files you
do not want to print, you can reference that execution of the print command and cancel it.
Interrupting commands is rarely used, and sometimes it is unintentionally executed. You can,
if you want, interrupt an editing session to send mail and then return to your editing session,
continuing from where you left off. The background commands, as well as commands to
cancel and interrupt jobs, are listed in Table 11-2.

In Linux, a command is considered a process-a task to be performed. A Linux system can
execute several processes at the same time, just as Linux can handle several users at the same
time. Commands to examine and control processes exist, though they are often reserved for
system administration operations. Processes actually include not only the commands a user
executes, but also all the tasks the system must perform to keep Linux running.

The commands that users execute are often called jobs to distinguish them from system
processes. When the user executes a command, it becomes a job to be performed by the
system. The shell provides a set of job control operations that enable the user to control the
execution of these jobs. You can place a job in the background, cancel a job, or interrupt one.

You execute a command in the background by placing an ampersand on the command line at
the end of the command. When you do so, a user job number and a system process number
are displayed. The user job number, placed in brackets, is the number by which the user
references the job. The system process number is the number by which the system identifies
the job. In the next example, the command to print the file mydata is placed in the
background:

$ lpr mydata &
[1] 534
$

You can place more than one command in the background. Each is classified as a job and
given a name and a job number. The command jobs lists the jobs being run in the
background. Each entry in the list consists of the job number in brackets, whether it is stopped
or running, and the name of the job. The + sign indicates the job currently being processed,
and the - sign indicates the next job to be executed. In the next example, two commands have
been placed in the background. The jobs command then lists those jobs, showing which one is
currently being executed.

$ lpr intro &

[11 547
$ cat *.c > myprogs &

2] 548

J
] + Running lpr intro
] - Running cat *.c > myprogs



If you wish, you can place several commands at once in the background by entering the
commands on the command line, separated by an ampersand, &. In this case, the & both
separates commands on the command line and executes them in the background. In the next
example, the first command, to sort and redirect all files with a .1 extension, is placed in the
background. On the same command line, the second command, to print all files with a .¢
extension, is also placed in the background. Notice the two commands each end with &. The
jobs command then lists the sort and Ipr commands as separate operations.

$ sort *.1 > ldocs &; lpr *.c &
[1] 534

[2] 567

$ jobs

[1] + Running sort *.1 > ldocs
[2] - Running lpr

$

After you execute any command in Linux, the system tells you what background jobs, if you
have any running, have been completed so far. The system does not interrupt any operation,
such as editing, to notify you about a completed job. If you want to be notified immediately
when a certain job ends, no matter what you are doing on the system, you can use the notify
command to instruct the system to tell you. The notify command takes a job number as its
argument. When that job is finished, the system interrupts what you are doing to notify you
the job has ended. The next example tells the system to notify the user when job 2 has
finished:

$ notify %2

You can bring a job out of the background with the foreground command, fg. If only one job
is in the background, the fg command alone will bring it to the foreground. If more than one
job is in the background, you must use the job's number with the command. You place the job
number after the fg command, preceded with a percent sign. A bg command also places a job
in the background. This command is usually used for interrupted jobs. In the next example,
the second job is brought back into the foreground. You may not immediately receive a
prompt again because the second command is now in the foreground and executing. When the
command is finished executing, the prompt appears and you can execute another command.

S fg %2
cat *.c > myprogs
$

If you want to stop a job running in the background, you can force it to end with the Kkill
command. The kill command takes as its argument either the user job number or the system
process number. The user job number must be preceded by a percent sign, %. You can find
out the job number from the jobs command. In the next example, the jobs command lists the
background jobs; then job 2 is canceled:

$ jobs
] 4+ Running lpr intro
- Running cat *.c > myprogs

[1
[2]

$ kill %2
$



You can also cancel a job using the system process number, which you can obtain with the ps
command. The ps command displays a great deal more information than the jobs command
does. It is discussed in detail in Chapter 29 on systems administration. The next example lists
the processes a user is running. The PID is the system process number, also known as the
process ID. TTY is the terminal identifier. The time is how long the process has taken so far.
COMMAND is the name of the process.

$ ps

PID TTY TIME COMMAND
523 tty24 0:05 sh

567 tty24 0:01 lpr

570 tty24 0:00 ps

You can then reference the system process number in a Kill command. Use the process
number without any preceding percent sign. The next example kills process 567:

$ kill 567

You can suspend a job and stop it with the CTRL-Z keys. This places the job to the side until
it is restarted. The job is not ended; it merely remains suspended until you want to continue.
When you're ready, you can continue with the job in either the foreground or the background
using the fg or bg command. The fg command restarts a suspended job in the foreground. The
bg command places the suspended job in the background.

At times, you may need to place a currently running job in the foreground into the
background. However, you cannot move a currently running job directly into the background.
You first need to suspend it with CTRL-Z, and then place it in the background with the bg
command. In the next example, the current command to list and redirect .c files is first
suspended with a CTRL-Z. Then that job is placed in the background.

$ cat *.c > myprogs
~Z
$ bg

Filters and Regular Expressions

Filters are commands that read data, perform operations on that data, and then send the results
to the standard output. Filters generate different kinds of output, depending on their task.
Some filters only generate information about the input, other filters output selected parts of
the input, and still other filters output an entire version of the input, but in a modified way.
Some filters are limited to one of these, while others have options that specify one or the
other. You can think of a filter as operating on a stream of data- receiving data and generating
modified output. As data is passed through the filter, it is analyzed, screened, or modified.

The data stream input to a filter consists of a sequence of bytes that can be received from files,
devices, or the output of other commands or filters. The filter operates on the data stream, but
it does not modify the source of the data. If a filter receives input from a file, the file itself is
not modified. Only its data is read and fed into the filter.

The output of a filter is usually sent to the standard output. It can then be redirected to another
file or device, or piped as input to another utility or filter. All the features of redirection and



pipes apply to filters. Often data is read by one filter and its modified output piped into
another filter.

Note Data could easily undergo several modifications as it is passed from one filter to
another. However, it is always important to realize the original source of the data is
never changed.

Many utilities and filters use patterns to locate and select specific text in your file. Sometimes,
you may need to use patterns in a more flexible and powerful way, searching for several
different variations on a given pattern. You can include a set of special characters in your
pattern to enable a flexible search. A pattern that contains such special characters is called a
regular expression. Regular expressions can be used in most filters and utilities that employ
pattern searches such as Ed, sed, awk, grep, and egrep.

Tip Although many of the special characters used for regular expressions are similar to the
shell wildcard characters, they are used in a different way. Shell wildcard characters
operate on filenames. Regular expressions search text.

In Linux, as in UNIX, text files are organized into a series of lines. For this reason, many
editors and filters are designed to operate on a text file line by line. The first UNIX editor, Ed,
is a line editor whose commands reference and operate on a text file one line at a time. Other
editing utilities and filters operate on text much the same way as the Ed line editor. In fact, the
Ed editor and other editing filters use the same set of core line editing commands. The editing
filters such as sed and diff use those same line editing commands to edit filter input. An edit
filter receives lines of text as its input and performs line editing operations on them,
outputting a modified version of the text. Three major edit filters exist: tr, which translates
characters; diff, which outputs editing information about two files; and sed, which performs
line editing operations on the input. Table 11-4 lists the different editing filters.

Using Redirection and Pipes with Filters

Filters send their output to the standard output and so, by default, display their output on the
screen. The simplest filters merely output the contents of files. You have already seen the cat
commands. What you may not have realized is that cat is a filter. It receives lines of data and
outputs a version of that data. The cat filter receives input and copies it out to the standard
output, which, by default, is displayed on the screen. Commonly used filters are listed in
Tables 11-3 and 11-4.

Table 11-3: Filters
Command Execution

cat filenames Displays a file. It can take filenames for its arguments. It
outputs the contents of those files directly to the standard
output, which, by default, is the screen.

tee filename Copies the standard input to a file while sending it on to the
standard output. It is usually used with another filter and
enables you to save output to a file while sending the output on
to another filter or utility.

head filename Displays the first few lines of a file. The default is ten lines,



Command

tail filename
wc filename

c
1
w

spell filename

sort filename

cmp filename filename

comm. filename filename

grep pattern filenames
i
c
1

v

fgrep patterns file-list

egrep pattern file-list

pr

cpio

generated-filenames |

cpio -0 archive-file

cpio -i filenames archive-file

Table 11-3: Filters
Execution
but you can specify the number of lines.

Displays the last lines in a file. The default is ten lines, but you
can specify the number of lines $ tail filenames.

Counts the number of lines, words, and characters in a file and
outputs only that number.

Counts the number of characters in a file.
Counts the number of lines in a file.
Counts the number of words in a file.

Checks the spelling of each word in a file and outputs only the
misspelled words.

Outputs a sorted version of a file.

Compares two files, character by character, checking for
differences. Stops at the first difference it finds and outputs the
character position and line number.

Compares two files, line by line, and outputs both files
according to lines that are similar and different for each.

Searches files for a pattern and lists any matched lines.
Ignores uppercase and lowercase differences.
Only outputs a number-the count of the lines with the pattern.

Displays the names of the files that contain the matching
pattern.

Outputs the line number along with the text of those lines with
the matching pattern.

Outputs all those lines that do not contain the matching pattern.

Searches files in the file list for several patterns at the same
time. Executes much faster than either grep or egrep;
however, fgrep cannot interpret special characters and cannot
search for regular expressions.

Searches files in the file list for the occurrence of a pattern.
Like fgrep, it can read patterns from a file. Like grep, it can
use regular expressions, interpreting special characters.
However, unlike grep, it can also interpret extended special
characters such as ?, |, and +.

Outputs a paginated version of the input, adding headers, page
numbers, and any other specified format.

Copies files to an archive and extracts files from an archive.

Has two modes of operation: one using the -0 option to copy
files to an archive and the other using the -i option to extract
files from an archive. When copying files to an archive, you
need first to generate the list of filenames using a command

such as Is or find.



Command

sed editing-command file-list

f filename

Line Commands

sle = 2T a6

s/pattern/replacement/
g s/pat/replg
p s/pat/rep/p
W s/pat/rep/w fname
/pattern/
diff filename filename

fl-linenum a f2-linel, f2-line2
f1-linel, f1-line2 d f1-linenum

fl-linel, fi1-line2 ¢
f2-linel, f2-line2

b

C

tr first-character-list

Table 11-4: Edit Filters
Execution

Outputs an edited form of its input. sed takes as an
argument an editing command and a file list. The editing
command is executed on input read from files in the file list.
sed then outputs an edited version of the files. The editing
commands are line editing commands similar to those used
for the Ed line editor.

With this option, sed does not output lines automatically.
This option is usually used with the p command to output
only selected lines.

With this option, sed reads editing commands filename.

(You need to quote any newline characters if you are
entering more than one line)

Appends text after a line.

Inserts text before a line.

Changes text.

Deletes lines.

Prints lines.

Writes lines to a file.

Reads lines from a file.

Quits the sed editor before all lines are processed.
Skips processing to next line.

Substitutes matched pattern with replacement text.
Global substitution on a line.

Outputs the modified line.

Writes the modified line to a file.

A line can be located and referenced by a pattern.

Compares two files and outputs the lines that are different as
well as the editing changes needed to make the first file the
same as the second file.

Appends lines from file2 to after f/-linenum in filel.
Deletes the lines in filel.

Replaces lines in filel with lines in file2.

Ignores any trailing or duplicate blank.

Outputs a context for differing lines. Three lines above and
below are displayed.

Outputs a list of Ed editing commands that, when executed,
change the first file into an exact copy of the second file.

Outputs a version of the input in which characters in the first



Table 11-4: Edit Filters

Command Execution

second-character-list character list that occur in the input are replaced in the
output by corresponding characters in the second character
list.

You can save the output of a filter in a file or send it to a printer. To do so, you need to use
redirection or pipes. To save the output of a filter to a file, you redirect it to a file using the
redirection operation, >. To send output to the printer, you pipe the output to the Ipr utility,
which then prints it. In the next command, the cat command pipes its output to the Ipr
command, which then prints it.

$ cat complist | lpr

Other commands for displaying files, such as more, may seem to operate like a filter, but they
are not filters. You need to distinguish between filters and device-oriented utilities, such as
Ipr and more. Filters send their output to the standard output. A device-oriented utility such
as lpr, though it receives input from the standard input, sends its output to a device. In the
case of Ipr, the device is a printer; for more, the device is the terminal. Such device-oriented
utilities may receive their input from a filter, but they can only output to their device.

All filters accept input from the standard input. In fact, the output of one filter can be piped as
the input for another filter. Many filters also accept input directly from files, however. Such
filters can take filenames as their arguments and read data directly from those files. The cat
and sort filters operate in this way. They can receive input from the standard input or use
filename arguments to read data directly from files.

One of the more powerful features of cat is it can combine the contents of several files into
one output stream. This output can then be piped into a utility or even another filter, allowing
the utility or filter to operate on the combined contents of files as one data stream. For
example, if you want to view the contents of several files at once, screen by screen, you must
first combine them with the cat filter and then pipe the combined data into the more filter.
The more command is, then, receiving its input from the standard input. In the following set
of examples, the cat filter copies the contents of preface and intro into a combined output. In
the first example, this output is piped into the more command. The more filter then enables
you to view the combined text, screen by screen. In the second, the output is piped to the
printer using the Ipr command and, in the third, the output is redirected to a file called
frontdata.

$ cat preface intro | more
$ cat preface intro | lpr
$ cat preface intro > frontdata

Types of Filter Output: wc, spell, and sort

The output of a filter may be a modified copy of the input, selected parts of the input, or
simply some information about the input. Some filters are limited to one of these, while others
have options that specify one or the other. The we, spell, and sort filters illustrate all three
kinds of output. The we filter merely prints counts of the number of lines, words, and
characters in a file. The spell filter selects misspelled words and outputs only those words.



The sort filter outputs a complete version of the input, but in sorted order. These three filters
are listed in Table 11-3, along with their more commonly used options.

The wec filter takes as its input a data stream, which is usually data read from a file. It then
counts the number of lines, words, and characters (including the newline character, found at
the end of a line) in the file and simply outputs these counts. In the next example, the we
command is used to find the number of lines, words, and characters in the preface file:

$ wc preface
6 27 142 preface

The spell filter checks the spelling of words in its input and outputs only the misspelled.

S spell foodlistsp
soop
vegetebels

Using redirection, you can save those words in a file. With a pipe, you can print them. In the
next example, the user saves the misspelled words to a file called misspell:

S spell foodlistsp > misspell

You can pipe the output of one filter into another filter, in effect, applying the capabilities of
several filters to your data. For example, suppose you only want to know how many words are
misspelled. You could pipe the output of the spell filter into the we filter, which would count
the number of misspelled words. In the next example, the words in the foodlistsp file are
spell-checked, and the list of misspelled words is piped to the we filter. The we filter, with its
-w option, then counts those words and outputs the count.

S spell preface | wc -w
2

The sort filter outputs a sorted version of a file. sort is a useful utility with many different
sorting options. These options are primarily designed to operate on files arranged in a
database format. In fact, sort can be thought of as a powerful data manipulation tool,
arranging records in a database-like file. This chapter examines how sort can be used to
alphabetize a simple list of words. The sort filter sorts, character by character, on a line. If the
first character in two lines is the same, sort will sort on the next character in each line. You
can, of course, save the sorted version in a file or send it to the printer. In the next example,
the user saves the sorted output in a file called slist:

$ sort foodlist > slist
Searching Files: grep and fgrep

The grep and fgrep filters search the contents of files for a pattern. They then inform you
what file the pattern was found in and print the lines in which it occurred in each file.
Preceding each line is the name of the file in which the line is located. grep can search for
only one pattern, whereas fgrep can search for more than one pattern at a time. The grep and
fgrep filters, along with their options, are described in Table 11-3.



The grep filter takes two types of arguments. The first argument is the pattern to be searched
for; the second argument is a list of filenames, which are the files to be searched. You enter
the filenames on the command line after the pattern. You can also use special characters, such
as the asterisk, to generate a file list.

$ grep pattern filenames-1list

In the next example, the grep command searches the lines in the preface file for the pattern
"stream":

$ cat preface

A text file in Unix
consists of a stream of
characters. An editor can

be used to create such

text files, changing or

adding to the character

data in the file.

S grep stream preface
consists of a stream of

If you want to include more than one word in the pattern search, you enclose the words within
single quotation marks. This is to quote the spaces between the words in the pattern.
Otherwise, the shell would interpret the space as a delimiter or argument on the command
line, and grep would try to interpret words in the pattern as part of the file list. In the next
example, grep searches for the pattern "text file":

$ grep 'text file' preface
A text file in Unix
text files, changing or

If you use more than one file in the file list, grep will output the name of the file before the
matching line. In the next example, two files, preface and intro, are searched for the pattern
"data". Before each occurrence, the filename is output.

$ grep data preface intro
preface: data in the file.
intro: new data

As mentioned earlier, you can also use shell wildcard characters to generate a list of files to be
searched. In the next example, the asterisk wildcard character is used to generate a list of all
files in your directory. This is a simple way of searching all of a directory's files for a pattern.

$ grep data *

The special characters are often useful for searching a selected set of files. For example, if
you want to search all your C program source code files for a particular pattern, you can
specify the set of source code files with *.c. Suppose you have an unintended infinite loop in
your program and you need to locate all instances of iterations. The next example searches
only those files with a .c extension for the pattern "while" and displays the lines of code that
perform iterations:

S grep while *.c



Regular Expressions

Regular expressions enable you to match possible variations on a pattern, as well as patterns
located at different points in the text. You can search for patterns in your text that have
different ending or beginning letters, or you can match text at the beginning or end of a line.
The regular expression special characters are the circumflex, dollar sign, asterisk, period, and
brackets: A, $, *, ., []. The circumflex and dollar sign match on the beginning and end of a
line. The asterisk matches repeated characters, the period matches single characters, and the
brackets match on classes of characters. See Table 11-5 for a listing of the regular expression
special characters.

Table 11-5: Regular Expression Special Characters

Character Match Operation
A Start of a line References the beginning of a line
$ End of a line References the end of a line
Any character Matches on any one possible character in a pattern
* Repeated Matches on repeated characters in a pattern
characters
1 Classes Matches on classes of characters (a set of characters) in
the pattern

Note Regular expressions are used extensively in many Linux filters and applications to
perform searches and matching operations. The Vi and Emacs editors and the sed, diff,
grep, and gawk filters all use regular expressions.

To match on patterns at the beginning of a line, you enter the * followed immediately by a
pattern. The » special character makes the beginning of the line an actual part of the pattern to
be searched. In the next example, *consists matches on the line beginning with the pattern
"consists":

“consists
consists of a stream of

The next example uses the $ special character to match patterns at the end of a line:

such$
be used to create such

The period is a special character that matches any one character. Any character will match a
period in your pattern. The pattern b.d will find a pattern consisting of three letters. The first
letter will be b, the third letter will be d, and the second letter can be any character. It will
match on "bid", "bad", "bed", "b+d", or "b d", for example. Notice the space is a valid
character (so is a tab).

For the period special character to have much effect, you should provide it with a context-a
beginning and ending pattern. The pattern b.d provides a context consisting of the preceding b
and the following d. If you specified b. without a d, then any pattern beginning with b and
having at least one more character would match. The pattern would match on "bid", "bath",
"bedroom", and "bump", as well as "submit", "habit", and "harbor".



The asterisk special character, *, matches on zero or more consecutive instances of a
character. The character matched is the one placed before the asterisk in the pattern. You can
think of the asterisk as an operator that takes the preceding character as its operand. The
asterisk will search for any repeated instances of this character. Here is the syntax of the
asterisk special character:

c* matches on zero or more repeated occurrences of whatever
the character c¢ is:
c cc ccc cccc  and so on.

The asterisk comes in handy when you need to replace several consecutive instances of the
same character. The next example matches on a pattern beginning with b and followed by
consecutive instances of the character o. This regular expression will match on "boooo", "bo",
HbOOH’ and Hbﬂ-

bo*
book
born
booom
zoom no match

The .* pattern used by itself will match on any character in the line; in fact, it selects the entire
line. If you have a context for .*, you can match different segments of the line. A pattern
placed before the .* special characters will match the remainder of the line from the
occurrence of the pattern. A pattern placed after the .* will match the beginning of the line up
until the pattern. The .* placed between patterns will match any intervening text between
those patterns on the line. In the next example, the pattern .*and matches everything in the
line from the beginning up to and including the letters "and". Then the pattern and.* matches
everything in the line from and including the letters "and" to the end of the line. Finally, the
pattern /0.*F/ matches all the text between and including the letters o and F.

. *and Hello to you and to them Farewell
and.* Hello to you and to them Farewell
0.*F Hello to you and to them Farewell

Note Because the * special character matches zero or more instances of the character, you can
provide a context with zero intervening characters. For example, the pattern L.*t
matches on "It" as well as "Intelligent".

Suppose instead of matching on a specific character or allowing a match on any character,
you need to match only on a selected set of characters. For example, you might want to match
on words ending with an 4 or H, as in "seriesA" and "seriesH", but not "seriesB" or "seriesK".
If you used a period, you would match on all instances. Instead, you need to specify that 4
and H are the only possible matches. You can do so with the brackets special characters.

You use the brackets special characters to match on a set of possible characters. The
characters in the set are placed within brackets and listed next to each other. Their order of
listing does not matter. You can think of this set of possible characters as defining a class of
characters, and characters that fall into this class are matched. You may notice the brackets
operate much like the shell brackets. In the next example, the user searches for a pattern



beginning with "doc" and ending with either the letters a, g, or N. It will match on "doca",
"docg", or "docN", but not on "docP".

doc[agN]
List of documents
doca docb
docg docN docP

The brackets special characters are particularly useful for matching on various suffixes or
prefixes for a pattern. For example, suppose you need to match on filenames that begin with
the pattern "week" and have several different suffixes, as in week1, week2, and so on. To
match on just those files with suffixes 2, 4, and 5, you enclose those characters within
brackets. In the next example, notice the pattern week[245] matches on week2 and week4,
but not on weekl:

week [245]
week2 weather
reports on week4
weekl reports no match

The brackets special characters are also useful for matching on a pattern that begins in either
uppercase or lowercase. Linux distinguishes between uppercase and lowercase characters.
The pattern "computer" is different from the pattern "Computer"; "computer" would not
match on the version beginning with an uppercase C. To match on both patterns, you need to
use the brackets special characters to specify both ¢ and C as possible first characters in the
pattern. Place the uppercase and lowercase versions of the same character within brackets at
the beginning of the pattern. For example, the pattern [Cc]omputer searches for the pattern

"computer" beginning with either an uppercase C or a lowercase c.

You can specify a range of characters within the brackets with the dash. Characters are ranged
according to the character set being used. In the ASCII character set, lowercase letters are
grouped together. Specifying a range with [a-z] selects all the lowercase letters. In the first
example, shown next, any lowercase letter will match the pattern. More than one range can be
specified by separating the ranges with a comma. The ranges [A-Za-z] select all alphabetic
letters, both uppercase and lowercase.

doc[a-z] doca docg docN docP
doc[A-Za-2z] doca docg docN docP

Although shell file matching characters enable you to match on filenames, regular expressions
enable you to match on data within files. Using grep with regular expressions, you can locate
files and the lines in them that match a specified pattern. You can use special characters in a
grep pattern, making the pattern a regular expression. grep regular expressions use the ¥, .,
and [] special characters, as well as the * and $ special characters.

Suppose you want to use the long-form output of Is to display just your directories. One way
to do this is to generate a list of all directories in the long form and pipe this list to grep,
which can then pick out the directory entries. You can do this by using the * special character
to specify the beginning of a line. Remember, in the long-form output of Is, the first character
indicates the file type. A d represents a directory, an I represents a symbolic link, and an a
represents a regular file. Using the pattern '*d', grep will match only on those lines beginning
with a d.



$ 1s -1 | grep '~d'
drwxr-x--- 2 chris 512 Feb 10 04:30 reports
drwxr-x--- 2 chris 512 Jan 6 01:20 letters

If you only want to list those files that have symbolic links, you can use the pattern *I:

$ 1s -1 | grep '~1°'
lrw-rw-r-- 1 chris group 4 Feb 14 10:30 1lunch

Be sure to distinguish between the shell wildcard character and special characters used in the
pattern. When you include special characters in your grep pattern, you need to quote the
pattern. Notice regular-expression special characters and shell wildcard characters use the
same symbols: the asterisk, period, and brackets. If you do not, then any special characters in
the pattern will be interpreted by the shell as shell wildcard characters. Without quotes, an
asterisk would be used to generate filenames rather than being evaluated by grep to search for
repeated characters. Quoting the pattern guarantees that grep will evaluate the special
characters as part of a regular expression. In the next example, the asterisk special character is
used in the pattern as a regular expression and in the filename list as a shell wildcard character
to generate filenames. In this case, all files in the current directory will be searched for
patterns with zero or more s's after "report":

$ grep 'reports*' *
mydata: The report was sitting on his desk.
weather: The weather reports were totally accurate.

The brackets match on either a set of characters, a range of characters, or a nonmatch of those
characters. For example, the pattern doc[abc] matches on the patterns "doca", "docb", and
"docc", but not on "docd". The same pattern can be specified with a range: doc[a-c].
However, the pattern doc[*ab] will match on any pattern beginning with "doc" but not ending
in a or b. Thus, "docc" will be retrieved, but not "doca" or "docb". In the next example, the
user finds all lines that reference "doca", "docb", or "docc":

$ grep 'doc[abc]' myletter
File letter doca and docb.
We need to redo docc.

Certain Linux utilities, such as egrep and awk, can make use of an extended set of special

characters in their patterns. These special characters are |, (), +, and ?, and are listed in Table
11-6.

Table 11-6: Full Regular Expression Special Characters

Character Execution

pattern|pattern Logical OR for searching for alternative patterns

(pattern) Parentheses for grouping patterns

char+ Searches for one or more repetitions of the previous character
char? Searches for zero or one instance of the previous character

The + and ? are variations on the * special character, whereas | and () provide new
capabilities. Patterns that can use such special characters are referred to as full regular



expressions. The Ed and Ex standard line editors do not have these extended special
characters. Only egrep, which is discussed here, and awk have extended special characters.

The + sign matches one or more instances of a character. For example, t+ matches at least one
or more ¢'s, just as tt* does. t+ matches on "sitting" or "biting", but not "ziing". The ? matches
zero or one instance of a character. For example, t? matches on one ¢ or no ¢'s, but not "tt".
The expression it?i matches on "ziing" and "biting", but not "sitting". With the + special
character, the regular expression an+e matches on one or more instances of n preceded by a
and followed by e. The "ane" is matched in "anew", and "anne" is matched on "canned".

The | and () special characters operate on pattern segments, rather than just characters. The |
is a logical OR special character that specifies alternative search patterns within a single
regular expression. Although part of the same regular expression, the patterns are searched for
as separate patterns. The search pattern create|stream searches for either the pattern "create"
or "stream".

create|stream
consists of a stream of
be used to create such

The egrep command combines the capabilities of grep and fgrep. Like fgrep, it can search
for several patterns at the same time. Like grep, it can evaluate special characters in its
patterns and search for regular expressions. Unlike grep, however, it can evaluate extended
special characters, such as the logical OR operator, |. In this respect, egrep is the most
powerful of the three search filters.

To search for several patterns at once, you can either enter them on the command line
separated by a newline character as fgrep does, or you can use the logical OR special
character in a pattern to specify alternative patterns to be searched for in a file. The patterns
are actually part of the same regular expression, but they are searched for as separate patterns.
The pattern create|stream egrep will search for either the pattern "create" or the pattern
"stream".

S egrep 'create|stream' preface
consists of a stream of
be used to create such

Chapter 12: The Linux File Structure

Overview

In Linux, all files are organized into directories that, in turn, are hierarchically connected to
each other in one overall file structure. A file is referenced not just according to its name, but
also according to its place in this file structure. You can create as many new directories as you
want, adding more directories to the file structure. The Linux file commands can perform
sophisticated operations, such as moving or copying whole directories along with their
subdirectories. You can use file operations such as find, c¢p, mv, and In to locate files and
copy, move, or link them from one directory to another. Desktop file managers, such as
konqueror, Nautilus, and Midnight Commander used on the KDE and Gnome desktops,
provide a graphical user interface to perform the same operations using icons, windows, and



menus (See Chapters 9 and 10). This chapter will focus on the commands you use in the shell
command line to manage files, such as cp and mv. However, whether you use the command
line or a GUI file manager, the underlying file structure is the same.

Together, these features make up the Linux file structure. This chapter first examines different
types of files, as well as file classes. Then, the chapter examines the overall Linux file
structure and how directories and files can be referenced using pathnames and the working
directory. The last part of the chapter discusses the different file operations such as copying,
moving, and linking files, as well as file permissions. The organization of the Linux file
structure into its various system and network administration directories is discussed in detail

in Chapter 32.
Linux Files

You can name a file using any alphabetic characters, underscores, and numbers. You can also
include periods and commas. Except in certain special cases, you should never begin a
filename with a period. Other characters, such as slashes, question marks, or asterisks, are
reserved for use as special characters by the system and should not be part of a filename.
Filenames can be as long as 256 characters.

You can include an extension as part of a filename. A period is used to distinguish the
filename proper from the extension. Extensions can be useful for categorizing your files. You
are probably familiar with certain standard extensions that have been adopted by convention.
For example, C source code files always have an extension of .c. Files that contain compiled
object code have a .0 extension. You can, of course, make up your own file extensions. The
following examples are all valid Linux filenames:

preface
chapter?2
9700info

New Revisions
calc.c
intro.bkl

Special initialization files are also used to hold shell configuration commands. These are the
hidden, or dot, files referred to in Chapter 5 that begin with a period. Dot files used by
commands and applications have predetermined names. Recall that when you use Is to display
your filenames, the dot files will not be displayed. To include the dot files, you need to use Is
with the -a option. Dot files are discussed in more detail in the chapter on shell configuration,

Chapter 13.

As shown in Figure 12-1, the Is - command displays detailed information about a file. First
the permissions are displayed, followed by the number of links, the owner of the file, the
name of the group the user belongs to, the file size in bytes, the date and time the file was last
modified, and the name of the file. Permissions indicate who can access the file: the user,
members of a group, or all other users. Permissions are discussed in detail later in this chapter.
The group name indicates the group permitted to access the file object. In Figure 12-1, the file
type for mydata is that of an ordinary file. Only one link exists, indicating the file has no
other names and no other links. The owner's name is chris, the same as the login name, and
the group name is weather. Other users probably also belong to the weather group. The size



of the file is 207 bytes, and it was last modified on February 20 at 11:55 A.M. The name of
the file is mydata.

Mate =
Permissions AL i i
last modified
File MNumber Crhamer Groug Size of file File
type | of links name name in bytes name
e Fo e ——
srwsr=r= 1 chris weather 207 Feb 20 11:55  mydata

%1 -1 myclata
-er—r— 1 chris wiather 207 Feb 201155 mydata

Figure 12-1: File information displayed using the -1 option for the Is command

If you want to display this detailed information for all the files in a directory, simply use the Is
-1 command without an argument.

$ 1s -1

-rw-r--r-- 1 chris weather 207 Feb 20 11:55 mydata
-rw-rw-r-—- 1 chris weather 568 Feb 14 10:30 today
-rw-rw-r-—- 1 chris weather 308 Feb 17 12:40 monday

All files in Linux have one physical format-a byte stream. A byte stream is just a sequence of
bytes. This allows Linux to apply the file concept to every data component in the system.
Directories are classified as files, as are devices. Treating everything as a file allows Linux to
organize and exchange data more easily. The data in a file can be sent directly to a device
such as a screen because a device interfaces with the system using the same byte-stream file
format as regular files.

This same file format is used to implement other operating system components. The interface
to a device, such as the screen or keyboard, is designated as a file. Other components, such as
directories, are themselves byte-stream files, but they have a special internal organization. A
directory file contains information about a directory, organized in a special directory format.
Because these different components are treated as files, they can be said to constitute different
file types. A character device is one file type. A directory is another file type. The number of
these file types may vary according to your specific implementation of Linux. Five common
types of files exist, however: ordinary files, directory files, first-in first-out pipes, character
device files, and block device files. Although you may rarely reference a file's type, it can be
useful when searching for directories or devices. Later in the chapter, you see how to use the
file type in a search criterion with the find command to search specifically for directory or
device names.

Although all ordinary files have a byte-stream format, they may be used in different ways.
The most significant difference is between binary and text files. Compiled programs are
examples of binary files. However, even text files can be classified according to their different
uses. You can have files that contain C programming source code or shell commands, or even
a file that is empty. The file could be an executable program or a directory file. The Linux file
command helps you determine for what a file is used. It examines the first few lines of a file
and tries to determine a classification for it. The file command looks for special keywords or
special numbers in those first few lines, but it is not always accurate. In the next example, the
file command examines the contents of two files and determines a classification for them:



$ file monday reports
monday: text-
reports: directory

If you need to examine the entire file byte by byte, you can do so with the od (octal dump)
command. The od command performs a dump of a file. By default, it prints every byte in its
octal representation. However, you can also specify a character, decimal, or hexadecimal
representation. The od command is helpful when you need to detect any special character in
your file, or if you want to display a binary file. If you perform a character dump, then certain
nonprinting characters will be represented in a character notation. For example, the carriage
return is represented by a \n. Both the file and od commands, with their options, are listed in
Table 12-1.

Table 12-1: Commonfile andod Options

Commands Execution

file Examines the first few lines of a file to determine a classification

-f filename Reads the list of filenames to be examined from a file

od Prints the contents of a file byte by byte in either octal, character,
decimal, or hexadecimal; octal is the default

-C Outputs character form of byte values; nonprinting characters have a
corresponding character representation

-d Outputs decimal form of byte values

-X Outputs hexadecimal form of byte values

-0 Outputs octal form of byte values

The File Structure

Linux organizes files into a hierarchically connected set of directories. Each directory may
contain either files or other directories. In this respect, directories perform two important
functions. A directory holds files, much like files held in a file drawer, and a directory
connects to other directories, much like a branch in a tree is connected to other branches. With
respect to files, directories appear to operate like file drawers, with each drawer holding
several files. To access files, you open a file drawer. Unlike file drawers, however, directories
can contain not only files, but other directories as well. In this way, a directory can connect to
another directory.

Because of the similarities to a tree, such a structure is often referred to as a tree structure.
This structure could more accurately be thought of as an upside-down bush rather than a tree,
however, because no trunk exists. The tree is represented upside down, with the root at the
top. Extending down from the root are the branches. Each branch grows out of only one
branch, but it can have many lower branches. In this respect, it can be said to have a parent-
child structure. In the same way, each directory is itself a subdirectory of one other directory.
Each directory may contain many subdirectories, but is itself the child of only one parent
directory.

The Linux file structure branches into several directories beginning with a root directory, /.
Within the root directory several system directories contain files and programs that are
features of the Linux system. The root directory also contains a directory called home that



contains the home directories of all the users in the system. Each user's home directory, in
turn, contains the directories the user has made for his or her use. Each of these could also
contain directories. Such nested directories would branch out from the user's home directory,
as shown in Figure 12-2.

/(root)

Systern directories —» dev/b:'nl \hnme |
Home directories — mark/ |dms\mbert

User directories —» repurts/ \le'ttem

Figure 12-2: The Linux file structure beginning at the root directory

Note The user's home directory can be any directory, though it is usually the directory that
bears the user's login name. This directory is located in the directory named /home on
your Linux system. For example, a user named dylan will have a home directory called
dylan located in the system's /home directory. The user's home directory is a
subdirectory of the directory called /home on your system.

Home Directories

When you log into the system, you are placed within your home directory. The name given to
this directory by the system is the same as your login name. Any files you create when you
first log in are organized within your home directory. Within your home directory, however,
you can create more directories. You can then change to these directories and store files in
them. The same is true for other users on the system. Each user has his or her own home
directory, identified by the appropriate login name. Users, in turn, can create their own
directories.

You can access a directory either through its name or by making it the default directory. Each
directory is given a name when it is created. You can use this name in file operations to access
files in that directory. You can also make the directory your default directory. If you do not
use any directory names in a file operation, the default directory will be accessed. The default
directory is referred to as the working directory. In this sense, the working directory is the one
from which you are currently working.

When you log in, the working directory is your home directory, usually having the same name
as your login name. You can change the working directory by using the ¢d command to
designate another directory as the working directory. As the working directory is changed,
you can move from one directory to another. Another way to think of a directory is as a
corridor. In such a corridor, there are doors with names on them. Some doors lead to rooms;
others lead to other corridors. The doors that open to rooms are like files in a directory. The
doors that lead to other corridors are like other directories. Moving from one corridor to the
next corridor is like changing the working directory. Moving through several corridors is like
moving through several directories.



Pathnames

The name you give to a directory or file when you create it is not its full name. The full name
of a directory is its pathname. The hierarchically nested relationship among directories forms
paths, and these paths can be used to identify and reference any directory or file
unambiguously. In Figure 12-3, a path exists from the root directory, /, through the home
directory to the robert directory. Another path exists from the root directory through the
home and chris directories to the reports directory. Although parts of each path may at first
be shared, at some point they differ. Both the directories robert and reports share the two
directories, root and home. Then they differ. In the home directory, robert ends with robert,
but the directory chris then leads to reports. In this way, each directory in the file structure
can be said to have its own unique path. The actual name by which the system identifies a
directory always begins with the root directory and consists of all directories nested above
that directory.

/{root)

dev bin homie

0 mark robiert chris

) (

1 ]
/ TL"FK.'um/ \ letters
( )

Path name for robert directory: )

Shome/ robert ;

Path name for reports dinectory:
Shome / chris/ reports

Figure 12-3: Directory pathnames

In Linux, you write a pathname by listing each directory in the path separated by a forward
slash. A slash preceding the first directory in the path represents the root. The pathname for
the robert directory is /home/robert. The pathname for the reports directory is
/home/chris/reports. Pathnames also apply to files. When you create a file within a directory,
you give the file a name. The actual name by which the system identifies the file, however, is
the filename combined with the path of directories from the root tothe file's directory. In
Figure 12-4, the path for the weather file consists of the root, home, and chris directories and
the filename weather. The pathname for weather is /home/ chris/ weather (the root
directory is represented by the first slash).

/ (root)

’
]
dev . biny o

J )

L
s
mark . robert \ chris
( )

( || )

T
weather l't'pu:";.»‘.-IIr "\ letbers
( ) [ ]

maonday

Figure 12-4: Pathname for Weather: /home/chris/weather

Pathnames may be absolute or relative. An absolute pathname is the complete pathname of a
file or directory beginning with the root directory. A relative pathname begins from your



working directory; it is the path of a file relative to your working directory. The working
directory is the one you are currently operating in. Using the directory structure described in
Figure 12-4, if chris is your working directory, the relative pathname for the file monday is
reports/monday. The absolute pathname for monday is /home/chris/ reports/monday.

The absolute pathname from the root to your home directory could be especially complex and,
at times, even subject to change by the system administrator. To make it easier to reference,
you can use a special character, the tilde ~, which represents the absolute pathname of your
home directory. In the next example, from the thankyou directory, the user references the
weather file in the home directory by placing a tilde and slash before weather:

S pwd
/home/chris/letters/thankyou
$ cat ~/weather

raining and warm

$

You must specify the rest of the path from your home directory. In the next example, the user
references the monday file in the reports directory. The tilde represents the path to the user's
home directory, /home/chris, and then the rest of the path to the monday file is specified.

$ cat ~/reports/monday
System Directories

The root directory that begins the Linux file structure contains several system directories. The
system directories contain files and programs used to run and maintain the system. Many
contain other subdirectories with programs for executing specific features of Linux. For
example, the directory /usr/bin contains the various Linux commands that users execute, such
as c¢p and mv. The directory /bin holds interfaces with different system devices, such as the
printer or the terminal. Table 12-2 lists the basic system directories.

Table 12-2: Standard System Directories in Linux

Directory Function

/ Begins the file system structure, called the root

/home Contains users' home directories

/bin Holds all the standard commands and utility programs
/usr Holds those files and commands used by the system; this

directory breaks down into several subdirectories

/usr/bin Holds user-oriented commands and utility programs

/usr/sbin Holds system administration commands

/usr/lib Holds libraries for programming languages

/usr/share/doc Holds Linux documentation

/usr/share/man Holds the online manual Man files

/usr/spool Holds spooled files, such as those generated for printing jobs and
network transfers

/sbin Holds system administration commands for booting the system



Table 12-2: Standard System Directories in Linux

Directory Function

/var Holds files that vary, such as mailbox files

/dev Holds file interfaces for devices such as the terminals and
printers

/ete Holds system configuration files and any other system files

Note The overall organization of the Linux file structure for system directories and other
useful directories such as those used for the kernel and X Window System are discussed
in detail in Chapter 32.

Listing, Displaying, and Printing Files: Is, cat, more, and Ipr

One of the primary functions of an operating system is the management of files. You may
need to perform certain basic output operations on your files, such as displaying them on your
screen or printing them. The Linux system provides a set of commands that perform basic
file-management operations, such as listing, displaying, and printing files, as well as copying,
renaming, and erasing files. These commands are usually made up of abbreviated versions of
words. For example, the Is command is a shortened form of "list" and lists the files in your
directory. The Ipr command is an abbreviated form of "line print" and will print a file. The
cat and more commands display the contents of a file on the screen. Table 12-3 lists these
commands with their different options. When you log in to your Linux system, you may want
a list of the files in your home directory. The Is command, which outputs a list of your file and
directory names, is useful for this. The Is command has many possible options for displaying
filenames according to specific features. These are discussed in more detail at the end of the
chapter.

Table 12-3: Listing, Displaying, and Printing Files
Command or Option Execution

Is This command lists file and directory names:
$ Is filenames

cat This filter can be used to display a file. It can take filenames
for its arguments. It outputs the contents of those files directly
to the standard output, which, by default, is directed to the
screen:
$ cat filenames

more This utility displays a file screen by screen. It can take
filenames for its arguments. It outputs the contents of those
files to the screen, one screen at a time:
$ more filenames

more Options

+num Begins displaying the file at page num.
more Commands

Numf Skips forward num number of screens.
Numb Skips backward num number of screens.

d Displays half a screen.



Table 12-3: Listing, Displaying, and Printing Files

Command or Option Execution

h Lists all more commands.

q Quits more utility.

Ipr Sends a file to the line printer to be printed; a list of files may
be used as arguments:
$ lpr filenames

Ipr Options

-P printer-name Selects a specific printer.

Ipq Lists the print queue for printing jobs.

Iprm Removes a printing job from the printing queue.

Displaying Files: cat and more

You may also need to look at the contents of a file. The cat and more commands display the
contents of a file on the screen. "cat" stands for concatenate. The cat command is complex
and versatile, as described in Chapter 11. Here it is used in a limited way, displaying the text
of a file on the screen:

$ cat mydata
computers

The cat command outputs the entire text of a file to the screen at once. This presents a
problem when the file is large because its text quickly speeds past on the screen. The more
command is designed to overcome this limitation by displaying one screen of text at a time.
You can then move forward or backward in the text at your leisure. You invoke the more
command by entering the command name followed by the name of the file you want to view.

$ more mydata

When more invokes a file, the first screen of text is displayed. To continue to the next screen,
you press the F key or the SPACEBAR. To move back in the text, you press the B key. You
can quit at any time by pressing the Q key.

Printing Files: Ipr, Ipq, and Iprm

With the printer commands like Ipr and Iprm, you can perform printing operations like
printing files or canceling print jobs (see Table 12-3). When you need to print files, use the
Ipr command to send files to the printer connected to your system. In the next example, the
user prints the mydata file:

$ lpr mydata

If you want to print several files at once, you can specify more than one file on the command
line after the Ipr command. In the next example, the user prints out both the mydata and
preface files:

$ lpr mydata preface



Printing jobs are placed in a queue and printed one at a time in the background. You can
continue with other work as your files print. You can see the position of a particular printing
job at any given time with the Ipq command. Ipq gives the owner of the printing job (the
login name of the user who sent the job), the print job ID, the size in bytes, and the temporary
file in which it is currently held. In this example, the owner is chris and the print ID is 00015:

$ lpq
Owner ID Chars Filename
chris 00015 360 /usr/lpd/cfa00015

If you need to cancel an unwanted printing job, you can do so with the Iprm command. Iprm
takes as its argument either the ID number of the printing job or the owner's name. lprm then
removes the print job from the print queue. For this task, Ipq is helpful, for it provides you
with the ID number and owner of the printing job you need to use with Iprm. In the next
example, the print job 15 is canceled:

$ lprm 00015

You can have several printers connected to your Linux system. One of these will be
designated the default printer, and Ipr prints to this printer unless another printer is specified.
With Ipr, you can specify the particular printer on which you want your file printed. Each
printer on your system will have its own name. You can specify which printer to use with the
-P option followed by that printer's name. In the next example, the file mydata is printed on
the evansl printer:

$ lpr -Pevansl mydata
Managing Directories: mkdir, rmdir, Is, cd, and pwd

You can create and remove your own directories, as well as change your working directory,
with the mkdir, rmdir, and ed commands. Each of these commands can take as its argument
the pathname for a directory. The pwd command displays the absolute pathname of your
working directory. In addition to these commands, the special characters represented by a
single dot, a double dot, and a tilde can be used to reference the working directory, the parent
of the working directory, and the home directory, respectively. Taken together, these
commands enable you to manage your directories. You can create nested directories, move
from one directory to another, and use pathnames to reference any of your directories. Those
commands commonly used to manage directories are listed in Table 12-4.

Table 12-4: Directory Commands

Command Execution

mkdir Creates a directory:
$ mkdir reports

rmdir Erases a directory:
$ rmdir letters

Is -F Lists directory name with a preceding slash:
$1s-F

today /reports /letters

Is -R Lists working directory as well as all subdirectories.



Table 12-4: Directory Commands
Command Execution

cd directory name Changes to the specified directory, making it the working
directory. ed without a directory name changes back to the home
directory:
$ cd reports
$cd

pwd Displays the pathname of the working directory:
$ pwd
/home/chris/reports

directory namel/filename A slash is used in pathnames to separate each directory name. In
the case of pathnames for files, a slash separates the preceding
directory names from the filename:
$ c¢d /home/chris/reports
$ cat /home/chris/reports/mydata

References the parent directory. You can use it as an argument or
as part of a pathname:

$cd..

$ mv ../larisa oldletters

References the working directory. You can use it as an argument
or as part of a pathname:

$ls.

$ mv ../aleina .

~Ipathname The tilde is a special character that represents the pathname for
the home directory. It is useful when you need to use an absolute
pathname for a file or directory:
$ cp monday ~/today
$ mv tuesday ~/'weather

You create and remove directories with the mkdir and rmdir commands. In either case, you
can also use pathnames for the directories. In the next example, the user creates the directory
reports. Then, the user creates the directory letters using a pathname.

$ mkdir reports
S mkdir /home/chris/letters

You can remove a directory with the rmdir command followed by the directory name. In the
next example, the user removes the directory reports with the rmdir command. Then, the
directory letters is removed using its pathname.

$ rmdir reports
$ rmdir /home/chris/letters

You have seen how to use the Is command to list the files and directories within your working
directory. To distinguish between file and directory names, however, you need to use the Is
command with the -F option. A slash is then placed after each directory name in the list.

$ 1s
weather reports letters



$ 1s -F
weather reports/ letters/

The Is command also takes as an argument any directory name or directory pathname. This
enables you to list the files in any directory without first having to change to that directory. In
the next example, the Is command takes as its argument the name of a directory, reports.
Then the Is command is executed again, only this time the absolute pathname of reports is
used.

$ 1ls reports

monday tuesday

$ 1s /home/chris/reports
monday tuesday

$

Within each directory, you can create still other directories; in effect, nesting directories.
Using the ¢d command, you can change from one directory to another. No indicator tells you
what directory you are currently in, however. To find out what directory you have changed to,
use the pwd command to display the name of your current working directory. The pwd
command displays more than just the name of the directory-it displays the full pathname, as
shown in the next example. The pathname displayed here consists of the user's home
directory, dylan, and the directory it is a part of, the directory called home, and directory that
home is part of, /, the root directory. Each directory name is separated by a slash. The root
directory is represented by a beginning slash.

$ pwd
/home/dylan

As you already know, you can change directories with the ed command. Changing to a
directory makes that directory the working directory, which is your default directory.

Note File commands, such as Is and cp, unless specifically told otherwise, operate on files in
your working directory.

When you log into the system, your working directory is your home directory. When a user
account is created, the system also creates a home directory for that user. When you log in,
you are always placed in your home directory. The ed command enables you to make another
directory the working directory. In a sense, you can move from your home directory into
another directory. This other directory then becomes the default directory for any commands
and any new files created. For example, the Is command now lists files in this new working
directory.

The ed command takes as its argument the name of the directory to which you want to
change. The name of the directory can be the name of a subdirectory in your working
directory or the full pathname of any directory on the system. If you want to change back to
your home directory, you only need to enter the ed command by itself, without a filename
argument.

$ pwd

/home/dylan

$ cd props

$ pwd
/home/dylan/props



$ cd /home/chris/letters
S pwd
/home/chris/letters

S

You can use a double dot, .., to represent a directory's parent. This literally represents the
pathname of the parent directory. You can use the double dot symbol with the ed command to
move back up to the parent directory, making the parent directory the current directory. In the
next example, the user moves to the letters directory and then changes back to the home
directory:

S cd letters

S pwd
/home/chris/letters
S ed ..

S pwd

/home/chris

A directory always has a parent (except, of course, for the root). For example, in the previous
listing, the parent for thankyou is the letters directory. When a directory is created, two
entries are made: one represented with a dot, ., and the other represented by a double dot, .. .
The dot represents the pathnames of the directory, and the double dot represents the pathname
of its parent directory. The double dot, used as an argument in a command, references a parent
directory. The single dot references the directory itself. In the next example, the user changes
to the letters directory. The Is command is used with the . argument to list the files in the
letters directory. Then, the Is command is used with the .. argument to list the files in the
parent directory of letters, the chris directory.

$ cd letters

$ 1s .

thankyou

$ 1ls ..

weather letters

$

You can use the single dot to reference your working directory, instead of using its pathname.
For example, to copy a file to the working directory retaining the same name, the dot can be
used in place of the working directory's pathname. In this sense, the dot is another name for
the working directory. In the next example, the user copies the weather file from the chris
directory to the reports directory. The reports directory is the working directory and can be
represented with the single dot.

$ cd reports
$ cp /home/chris/weather .

The .. symbol is often used to reference files in the parent directory. In the next example, the
cat command displays the weather file in the parent directory. The pathname for the file is
the .. symbol followed by a slash and the filename.

$ cat ../weather
raining and warm

Note You can use the ed command with the .. symbol to step back through successive parent
directories of the directory tree from a lower directory.



File and Directory Operations: find, cp, mv, rm, and In

As you create more and more files, you may want to back them up, change their names, erase
some of them, or even give them added names. Linux provides you with several file
commands that enable you to search for files, copy files, rename files, or remove files (see
Tables 12-5 and 12-6). If you have a large number of files, you can also search them to locate
a specific one. The commands are shortened forms of full words, consisting of only two
characters. The ep command stands for "copy" and copies a file, mv stands for "move" and
renames or moves a file, rm stands for "remove" and erases a file, and In stands for "link" and
adds another name for a file. One exception to this rule is the find command, which performs
searches of your filenames to find a file.

Table 12-5: Thefind Command
Command or Option Execution

find Searches directories for files based on search criteria. This
command has several options that specify the type of criteria
and actions to be taken.

-name pattern Searches for files with the pattern in the name.

-group name Searches for files belonging to this group name.

-size nume Searches for files with the size num in blocks. If ¢ is added
after num, then the size in bytes (characters) is searched for.

-mtime num Searches for files last modified num days ago.

-newer pattern Searches for files modified after the one matched by
pattern.

-print Outputs the result of the search to the standard output. The
result is usually a list of filenames, including their full
pathnames.

-type filetype Searches for files with the specified file type.

b Block device file.
c Character device file.
d Directory file.
f Ordinary (regular) file.
p Named pipes (fifo).
1 Symbolic links.
Table 12-6: File Operations
Command Execution
cp filename filename Copies a file. cp takes two arguments: the original file and

the name of the new copy. You can use pathnames for the
files to copy across directories:
$ cp today reports/monday

cp -r dirname dirname Copies a subdirectory from one directory to another. The
copied directory includes all its own subdirectories:
$ cp -r letters/thankyou oldletters



Table 12-6: File Operations
Command Execution

myv filename filename Moves (renames) a file. mv takes two arguments: the first
is the file to be moved. The second argument can be the
new filename or the pathname of a directory. If it is the
name of a directory, then the file is literally moved to that
directory, changing the file's pathname:
$ mv today /home/chris/reports

mv dirname dirname Moves directories. In this case, the first and last arguments
are directories:
$ my letters/thankyou oldletters

In filename filename Creates added names for files referred to as links. A link
can be created in one directory that references a file in
another directory:
$ In today reports/monday

rm filenames Removes (erases) a file. Can take any number of filenames
as its arguments. Literally removes links to a file. If a file
has more than one link, you need to remove all of them to
erase a file:
$rm today weather weekend

Searching Directories: find

Once you have a large number of files in many different directories, you may need to search
them to locate a specific file, or files, of a certain type. The find command enables you to
perform such a search. The find command takes as its arguments directory names followed by
several possible options that specify the type of search and the criteria for the search. find
then searches within the directories listed and their subdirectories for files that meet these
criteria. The find command can search for a file based on its name, type, owner, and even the
time of the last update.

$ find directory-list -option criteria

The -name option has as its criteria a pattern and instructs find to search for the filename that
matches that pattern. To search for a file by name, you use the find command with the
directory name followed by the -name option and the name of the file.

$ find directory-list -name filename

The find command also has options that merely perform actions, such as outputting the results
of a search. If you want find to display the filenames it has found, you simply include the -
print option on the command line along with any other options. The -print option instructs
find to output to the standard output the names of all the files it locates. In the next example,
the user searches for all the files in the reports directory with the name monday. Once
located, the file, with its relative pathname, is printed.

$ find reports -name monday -print
reports/monday



The find command prints out the filenames using the directory name specified in the directory
list. If you specify an absolute pathname, the absolute path of the found directories will be
output. If you specify a relative pathname, only the relative pathname is output. In the
previous example, the user specified a relative pathname, reports, in the directory list.
Located filenames were output beginning with this relative pathname. In the next example,
the user specifies an absolute pathname in the directory list. Located filenames are then output
using this absolute pathname.

$ find /home/chris -name monday -print
/home/chris/reports/monday

If you want to search your working directory, you can use the dot in the directory pathname to
represent your working directory. The double dot would represent the parent directory. The
next example searches all files and subdirectories in the working directory, using the dot to
represent the working directory. If you are located in your home directory, this is a convenient
way to search through all your own directories. Notice the located filenames are output
beginning with a dot.

$ find . -name weather -print
./weather

You can use shell wildcard characters as part of the pattern criteria for searching files. The
special character must be quoted, however, to avoid evaluation by the shell. In the next
example, all files with the .c extension in the programs directory are searched for:

$ find programs -name '*.c' -print

You can also use the find command to locate other directories. In Linux, a directory is
officially classified as a special type of file. Although all files have a byte-stream format,
some files, such as directories, are used in special ways. In this sense, a file can be said to
have a file type. The find command has an option called -type that searches for a file of a
given type. The -type option takes a one-character modifier that represents the file type. The
modifier that represents a directory is a d. In the next example, both the directory name and
the directory file type are used to search for the directory called thankyou:

$ find /home/chris -name thankyou -type d -print
/home/chris/letters/thankyou
$

File types are not so much different types of files as they are the file format applied to other
components of the operating system, such as devices. In this sense, a device is treated as a
type of file, and you can use find to search for devices and directories, as well as ordinary
files. Table 12-5 lists the different types available for the find command's -type option.

Moving and Copying Files

To make a copy of a file, you simply give ep two filenames as its arguments (see Table 12-6).
The first filename is the name of the file to be copied-the one that already exists. This is often
referred to as the source file. The second filename is the name you want for the copy. This
will be a new file containing a copy of all the data in the source file. This second argument is
often referred to as the destination file. The syntax for the ¢p command follows:



$ cp source-file destination-file

In the next example, the user copies a file called proposal to a new file called oldprop:

$ cp proposal oldprop

When the user lists the files in that directory, the new copy will be among them.

$ 1s
proposal oldprop

You could unintentionally destroy another file with the ¢p command. The ¢p command
generates a copy by first creating a file and then copying data into it. If another file has the
same name as the destination file, then that file is destroyed and a new file with that name is
created. In a sense, the original file is overwritten with the new copy. In the next example, the
proposal file is overwritten by the newprop file. The proposal file already exists.

$ cp newprop proposal

Most Linux distributions configure your system to detect this overwrite condition. If not, you
can use the ep command with the -i (for interactive) option to detect it. With this option, cp
first checks to see if the file already exists. If it does, you are then asked if you want to
overwrite the existing file. If you enter y, the existing file is destroyed and a new one created
as the copy. If you enter anything else, this is taken as a negative answer and the ¢p command
is interrupted, preserving the original file.

$ cp -i newprop proposal
Overwrite proposal? n

$

To copy a file from your working directory to another directory, you only need to use that
directory name as the second argument in the cp command. The name of the new copy will be
the same as the original, but the copy will be placed in a different directory. Files in different
directories can have the same names. Because files are in different directories, they are
registered as different files.

$ cp filenames directory-name

The ep command can take a list of several filenames for its arguments, so you can copy more
than one file at a time to a directory. Simply specify the filenames on the command line,
entering the directory name as the last argument. All the files are then copied to the specified
directory. In the next example, the user copies both the files preface and docl to the props
directory. Notice props is the last argument.

$ cp preface docl props

You can use any of the wildcard characters to generate a list of filenames to use with ¢p or
myv. For example, suppose you need to copy all your C source code files to a given directory.
Instead of listing each one individually on the command line, you could use a * character with
the .c extension to match on and generate a list of C source code files (all files with a .c
extension). In the next example, the user copies all source code files in the current directory to
the sourcebks directory:



$ cp *.c sourcebks

If you want to copy all the files in a given directory to another directory, you could use * to
match on and generate a list of all those files in a ¢p command. In the next example, the user
copies all the files in the props directory to the oldprop directory. Notice the use of a props
pathname preceding the * special characters. In this context, props is a pathname that will be
appended before each file in the list that * generates.

$ cp props/* oldprop

You can, of course, use any of the other special characters, such as ., ?, or []. In the next
example, the user copies both source code and object code files (.c and .0) to the projbk
directory:

$ cp *.[oc] projbk

When you copy a file, you may want to give the copy a different name than the original. To
do so, place the new filename after the directory name, separated by a slash.

$ cp filename directory-name/new-filename

In the next example, the file newprop is copied to the directory props and the copy is given
the name versionl. The user then changes to the props directory and lists the files. Only one
file exists, which is called versionl.

$ cp newprop props/versionl
$ cd props

$ 1s

versionl

You can use the mv command either to rename a file or to move a file from one directory to
another. When using mv to rename a file, you simply use the new filename as the second
argument. The first argument is the current name of the file you are renaming.

$ mv original-filename new-filename

In the next example, the proposal file is renamed with the name version1:

$ mv proposal versionl

As with cp, it is easy for mv to erase a file accidentally. When renaming a file, you might
accidentally choose a filename already used by another file. In this case, that other file will be
erased. The mv command also has an -i option that checks first to see if a file by that name
already exists. If it does, then you are asked first if you want to overwrite it. In the next
example, a file already exists with the name versionl. The overwrite condition is detected and
you are asked whether you want to overwrite that file.

$ 1s

proposal versionl

$ mv -i versionl proposal
Overwrite proposal? n

$



You can move a file from one directory to another by using the directory name as the second
argument in the mv command. In this case, you can think of the mv command as simply
moving a file from one directory to another, rather than renaming the file. After you move the
file, it will have the same name as it had in its original directory unless you specify otherwise.

$ mv filename directory-name

If you want to rename a file when you move it, you can specify the new name of the file after
the directory name. The directory name and the new filename are separated by a forward
slash. In the next example, the file newprop is moved to the directory props and renamed as
versionl:

$ mv newprops props/versionl
$ cd props

S 1s

versionl

You can also use any of the special characters described in Chapter 5 to generate a list of
filenames to use with mv. In the next example, the user moves all source code files in the
current directory to the newproj directory:

$ mv *.c newproj

If you want to move all the files in a given directory to another directory, you can use * to
match on and generate a list of all those files. In the next example, the user moves all the files
in the reports directory to the repbks directory:

$ mv reports/* repbks
Moving and Copying Directories

You can also copy or move whole directories at once. Both ¢p and mv can take as their first
argument a directory name, enabling you to copy or move subdirectories from one directory
into another (see Table 12-6). The first argument is the name of the directory to be moved or
copied, while the second argument is the name of the directory within which it is to be placed.
The same pathname structure used for files applies to moving or copying directories.

You can just as easily copy subdirectories from one directory to another. To copy a directory,
the cp command requires you to use the -r option. The -r option stands for "recursive." It
directs the cp command to copy a directory, as well as any subdirectories it may contain. In
other words, the entire directory subtree, from that directory on, will be copied. In the next
example, the thankyou directory is copied to the oldletters directory. Now two thankyou
subdirectories exist, one in letters and one in oldletters.

$ cp -r letters/thankyou oldletters
$ 1s -F letters

/thankyou

$ 1s -F oldletters

/thankyou



Erasing a File: the rm Command

As you use Linux, you will find the number of files you use increases rapidly. Generating
files in Linux is easy. Applications such as editors, and commands such as cp, easily create
files. Eventually, many of these files may become outdated and useless. You can then remove
them with the rm command. In the next example, the user erases the file oldprop:

$ rm oldprop

The rm command can take any number of arguments, enabling you to list several filenames
and erase them all at the same time. You just list them on the command line after you type
rm.

$ rm proposal versionl version2

Be careful when using the rm command, because it is irrevocable. Once a file is removed, it
cannot be restored (there is no undo). Suppose, for example, you enter the rm command by
accident while meaning to enter some other command, such as e¢p or mv. By the time you
press ENTER and realize your mistake, it is too late. The files are gone. To protect against
this kind of situation, you can use the rm command's -i option to confirm you want to erase a
file. With the -i option, you are prompted separately for each file and asked whether to
remove it. If you enter y, the file will be removed. If you enter anything else, the file is not
removed. In the next example, the rm command is instructed to erase the files proposal and
oldprop. The rm command then asks for confirmation for each file. The user decides to
remove oldprop, but not proposal.

$ rm -i proposal oldprop
Remove proposal? n
Remove oldprop? y

$

To remove a directory and all its subdirectories you use the rm command with the -r option.
This is a very powerful command and could easily be used to erase all your files. The
following example deletes the reports directory and all its subdirectories:

rm —-r reports

Be careful of using the asterisk matching character, as described in Chapter 11. The following
command will erase every file in your current working directory.

rm *
Note This is a very powerful operation, capable of erasing large segments of your file
systems. Use with caution.

Links: the In Command

You can give a file more than one name using the In command. You might want to reference
a file using different filenames to access it from different directories. The added names are
often referred to as links.



The In command takes two arguments: the name of the original file and the new, added
filename. The Is operation lists both filenames, but only one physical file will exist.

$ 1n original-file-name added-file-name

In the next example, the today file is given the additional name weather. It is just another
name for the today file.

$ 1s

today

$ 1n today weather
$ 1s

today weather

You can give the same file several names by using the In command on the same file many
times. In the next example, the file today is given both the name weather and weekend:

$ 1ln today weather

$ 1ln today weekend

$ 1s

today weather weekend

You can use the Is command with the -1 option to find if a file has several links. Is with -I lists
several pieces of information, such as permissions, the number of links a file has, its size, and
the date it was last modified. In this line of information, the first number, which precedes the
user's login name, specifies the number of links a file has. The number before the date is the
size of the file. The date is the last time a file was modified. In the next example, the user lists
the full information for both today and weather. Notice the number of links in both files is
two. Furthermore, the size and date are the same. This suggests both files are actually
different names for the same file.

$ 1ls -1 today weather
-rw-rw-r-—- 2 chris group 563 Feb 14 10:30 today
-rw-rw-r—-—- 2 chris group 563 Feb 14 10:30 weather

This still does not tell you specifically what filenames are linked. You can be somewhat sure
if two files have exactly the same number of links, sizes, and modification dates, as in the
case of the files today and weather. To be certain, however, you can use the Is command
with the -i option. With the -i option, the Is command lists the filename and its inode number.
An inode number is a unique number used by the system to identify a specific file. If two
filenames have the same inode number, they reference exactly the same file. They are two
names for the same file. In the next example, the user lists today, weather, and larisa. Notice
that today and weather have the same inode number.

$ 1s -i today weather larisa
1234 today 1234 weather 3976 larisa

The added names, or links, created with In are often used to reference the same file from
different directories. A file in one directory can be linked to and accessed from another
directory. Suppose you need to reference a file in the home directory from within another
directory. You can set up a link from that directory to the file in the home directory. This link
is actually another name for the file. Because the link is in another directory, it can have the
same name as the original file.



To link a file in the home directory to another directory, use the name of that directory as the
second argument in the In command.

$ 1n filename directory-name

In the next example, the file today in the chris directory is linked to the reports directory.
The Is command lists the today file in both the chris directory and the reports directory. In
fact, only one copy of the today file exists, the original file in the home directory.

$ 1ln today reports
$ 1s

today reports

$ 1ls reports

today

$

Just as with the c¢p and mv commands, you can give another name to the link. Simply place
the new name after the directory name, separated by a slash. In the next example, the file
today is linked to the reports directory with the name wednesday. Only one actual file still
exists, the original file called today in the chris directory. However, today is now linked to
the directory reports with the name wednesday. In this sense, today has been given another
name. In the reports directory, the today file goes by the name wednesday.

$ 1ln today reports/wednesday
$ 1s

today reports

$ 1ls reports

wednesday

$

You can easily link a file in any directory to a file in another directory by referencing the files
with their pathnames. In the next example, the file monday in the reports directory is linked
to the directory chris. Notice the second argument is an absolute pathname.

$ 1n monday /home/chris

To erase a file, you need to remove all its links. The name of a file is actually considered a
link to that file-hence the command rm that removes the link to the file. If you have several
links to the file and remove only one of them, the others stay in place and you can reference
the file through them. The same is true even if you remove the original link-the original name
of the file. Any added links will work just as well. In the next example, the today file is
removed with the rm command. However, a link to that same file exists, called weather. The
file can then be referenced under the name weather.

$ 1ln today weather

$ rm today

$ cat weather

The storm broke today
and the sun came out.

$



Symbolic Links and Hard Links

Linux supports what are known as symbolic links. Links, as they have been described so far,
are called hard links. Although hard links will suffice for most of your needs, they suffer from
one major limitation. A hard link may in some situations fail when you try to link to a file on
some other user's directory. This is because the Linux file structure can be physically
segmented into what are called file systems. A file system can be made up of any physical
memory device or devices, from a floppy disk to a bank of hard disks. Although the files and
directories in all file systems are attached to the same overall directory tree, each file system
physically manages its own files and directories. This means a file in one file system cannot
be linked by a hard link to a file in another file system. If you try to link to a file on another
user's directory that is located on another file system, your hard link will fail. Another
consideration is that there are security issues with hard links, where a hard link could be used
to access a secure area.

To overcome this restriction, you use symbolic links. A symbolic link holds the pathname of
the file to which it is linking. It is not a direct hard link but, rather, information on how to
locate a specific file. Instead of registering another name for the same file as a hard link does,
a symbolic link can be thought of as another symbol that represents the file's pathname. A
symbolic link is another way of writing the file's pathname.

You create a symbolic link using the In command with the -s option. In the next example, the
user creates a link called lunch to the file /home/george/veglist:

$ 1n -s lunch /home/george/veglist

If you list the full information about a symbolic link and its file, you will find the information
displayed is different. In the next example, the user lists the full information for both lunch
and /home/george/veglist using the Is command with the -1 option. The first character in the
line specifies the file type. Symbolic links have their own file type represented by a l. The file
type for lunch is 1, indicating it is a symbolic link, not an ordinary file. The number after the
term "group" is the size of the file. Notice the sizes differ. The size of the lunch file is only 4
bytes. This is because lunch is only a symbolic link-a file that holds the pathname of another
file-and a pathname takes up only a few bytes. It is not a direct hard link to the veglist file.

$ 1s lunch /home/george/veglist
lrw-rw-r-- 1 chris group 4 Feb 14 10:30 lunch
-rw-rw-r-- 1 george group 793 Feb 14 10:30 veglist

To erase a file, you need to remove only its hard links. If any symbolic links are left over,
they will be unable to access the file. In this case, a symbolic link would hold the pathname of
a file that no longer exists.

Unlike hard links, you can use symbolic links to create links to directories. In effect, you can
create another name with which you can reference a directory. If you use a symbolic link for a
directory name, however, remember the pwd command always displays the actual directory
name, not the symbolic name. In the next example, the user links the directory thankyou with
the symbolic link gifts. When the user uses gifts in the cd command, the user is actually
changed to the thankyou directory. pwd displays the pathname for the thankyou directory.

$ 1n -s /home/chris/letters/thankyou gifts



$ cd gifts

S pwd
/home/chris/letters/thankyou
$

If you want to display the name of the symbolic link, you can access it in the cwd variable.
The ewd variable is a special system variable that holds the name of a directory's symbolic
link, if one exists. Variables such as cwd are discussed in Chapter 13. You display the
contents of cwd with the command echo $Scwd.

S pwd
/home/chris/letters/thankyou
S echo $cwd
/home/chris/gifts

File and Directory Permissions: chmod

Each file and directory in Linux contains a set of permissions that determine who can access
them and how. You set these permissions to limit access in one of three ways: You can
restrict access to yourself alone, you can allow users in a predesignated group to have access,
Or you can permit anyone on your system to have access; and, you can control how a given
file or directory is accessed. A file and directory may have read, write, and execute
permissions. When a file is created, it is automatically given read and write permissions for
the owner, enabling you to display and modify the file. You may change these permissions to
any combination you want. A file could have read-only permission, preventing any
modifications. A file could also have execute permission, allowing it to be executed as a
program.

Three different categories of users can have access to a file or directory: the owner, the group,
or others. The owner is the user who created the file. Any file you create, you own. You can
also permit your group to have access to a file. Often, users are collected into groups. For
example, all the users for a given class or project could be formed into a group by the system
administrator. A user can give access to a file to other members of the group. Finally, you can
also open up access to a file to all other users on the system. In this case, every user on your
system could have access to one of your files or directories. In this sense, every other user on
the system makes up the "others" category.

Each category has its own set of read, write, and execute permissions. The first set controls
the user's own access to his or her files-the owner access. The second set controls the access
of the group to a user's files. The third set controls the access of all other users to the user's
files. The three sets of read, write, and execute permissions for the three categories-owner,
group, and other-make a total of nine types of permissions.

As you saw in the previous section, the Is command with the -1 option displays detailed
information about the file, including the permissions. In the next example, the first set of
characters on the left is a list of the permissions set for the mydata file:

$ 1s -1 mydata
-rw-r--r-- 1 chris weather 207 Feb 20 11:55 mydata

An empty permission is represented by a dash, -. The read permission is represented by 7,
write by w, and execute by x. Notice there are ten positions. The first character indicates the



file type. In a general sense, a directory can be considered a type of file. If the first character
is a dash, a file is being listed. If it is d, information about a directory is being displayed.

The next nine characters are arranged according to the different user categories. The first set
of three characters is the owner's set of permissions for the file. The second set of three
characters is the group's set of permissions for the file. The last set of three characters is the
other users' set of permissions for the file. In Figure 12-5, the mydata file has the read and
write permissions set for the owner category, the read permission only set for the group
category, and the read permission set for the other users category. This means, although
anyone in the group or any other user on the system can read the file, only the owner can
modify it.

Permissions
Omwvmer Group  Other users
WX W MW
Permissions
- rw- =
Fale
ype
p=L =
|
L .
-rw-r—1— 1 chris weather 207 Feb2011:55  mydata

%15 -1 miydata
wer=r= 1 chris weather 207 Feb 20 11:55 mydata
Figure 12-5: File permissions

You use the chmod command to change different permission configurations. chmod takes
two lists as its arguments: permission changes and filenames. You can specify the list of
permissions in two different ways. One way uses permission symbols and is referred to as the
symbolic method. The other uses what is known as a "binary mask" and is referred to as either
the absolute or the relative method. Of the two, the symbolic method is the more intuitive and
will be presented first. Table 12-7 lists options for the chmod command.

Table 12-7: File and Directory Permission Operations

Command or Option Execution

chmod Changes the permission of a file or directory.

Options

>+ Adds a permission.

>- Removes a permission.

>= Assigns entire set of permissions.

>r Sets read permission for a file or directory. A file can be
displayed or printed. A directory can have the list of its files
displayed.

>w Sets write permission for a file or directory. A file can be edited

or erased. A directory can be removed.

>X Sets execute permission for a file or directory. If the file is a
shell script, it can be executed as a program. A directory can be
changed to and entered.

>u Sets permissions for the user who created and owns the file or



Table 12-7: File and Directory Permission Operations

Command or Option Execution
directory.

>g Sets permissions for group access to a file or directory.

>0 Sets permissions for access to a file or directory by all other
users on the system.

>a Sets permissions for access by the user, group, and all other
users.

>s Sets User ID and Group ID permission; program owned by
owner and group.

>t Sets sticky bit permission; program remains in memory.

chgrp groupname Changes the group for a file or files.

filenames

chown user-name Changes the owner of a file or files.

filenames

Is -1 filename Lists a filename with its permissions displayed.

Is -1d directory Lists a directory name with its permissions displayed.

Is -1 Lists all files in a directory with its permissions displayed.

Setting Permissions: Permission Symbols

As you might have guessed, the symbolic method of setting permissions uses the characters 7,
w, and x for read, write, and execute, respectively. Any of these permissions can be added or
removed. The symbol to add a permission is the plus sign, +. The symbol to remove a
permission is the minus sign, -. In the next example, the chmod command adds the execute
permission and removes the write permission for the mydata file. The read permission is not
changed.

$ chmod +x-w mydata

Permission symbols also specify each user category. The owner, group, and others categories
are represented by the u, g, and o characters, respectively. Notice the owner category is
represented by a u and can be thought of as the user. The symbol for a category is placed
before the read, write, and execute permissions. If no category symbol is used, all categories
are assumed, and the permissions specified are set for the user, group, and others. In the next
example, the first chmod command sets the permissions for the group to read and write. The
second chmod command sets permissions for other users to read. Notice no spaces are
between the permission specifications and the category. The permissions list is simply one
long phrase, with no spaces.

$ chmod g+rw mydata
$ chmod o+r mydata

A user may remove permissions as well as add them. In the next example, the read permission
is set for other users, but the write and execute permissions are removed:

$ chmod o+r-wx mydata



Another permission symbol exists, a, which represents all the categories. The a symbol is the
default. In the next example, both commands are equivalent. The read permission is explicitly
set with the a symbol denoting all types of users: other, group, and user.

$ chmod a+r mydata
$ chmod +r mydata

One of the most common permission operations is setting a file's executable permission. This
is often done in the case of shell program files, which are discussed in Chapters 12 and 16.
The executable permission indicates a file contains executable instructions and can be directly
run by the system. In the next example, the file Isc has its executable permission set and then
executed:

S chmod u+x lsc
$ lsc
main.c lib.c

$

In addition to the read/write/execute permissions, you can also set ownership permissions for
executable programs. Normally, the user who runs a program owns it while it is running, even
though the program file itself may be owned by another user. The Set User ID permission
allows the original owner of the program to own it always, even while another user is running
the program. For example, most software on the system is owned by the root user, but is run
by ordinary users. Some such software may have to modify files owned by the root. In this
case, the ordinary user would need to run that program with the root retaining ownership so
the program could have the permissions to change those root-owned files. The Group ID
permission works the same way, except for groups. Programs owned by a group retain
ownership, even when run by users from another group. The program can then change the
owner group's files. There is a potential security risk involved in that you are essentially
giving a user some limited root-level access.

To add both the User ID and Group ID permissions to a file, you use the s option. The
following example adds the User ID permission to the pppd program, which is owned by the
root user. When an ordinary user runs pppd, the root user retains ownership, allowing the
pppd program to change root-owned files.

# chmod +s /usr/sbin/pppd

The Set User ID and Set Group ID permissions show up as an s in the execute position of the
owner and group segments. Set User ID and Group ID are essentially variations of the execute
permission, x. Read, write, and User ID permission would be rws instead of just rwx.

# 1s -1 /usr/sbin/pppd
-rwsr-sr—-x 1 root root 84604 Aug 14 1996 /usr/sbin/pppd

One other special permission provides efficient use of programs. The sticky bit instructs the
system to keep a program in memory (on a swap device) after it finishes execution. This is
useful for small programs used frequently by many users. The sticky bit permission is . The
sticky bit shows up as a ¢ in the execute position of the other permissions. A program with
read and execute permission with the sticky bit would have its permissions displayed as r-t.

# chmod +t /usr/X11R6/bin/xtetris



# 1s -1 /usr/X11R6/bin/xtetris
-rwxr-xr-t 1 root root 27428 Nov 19 1996 /usr/X11R6/bin/xtetris

Absolute Permissions: Binary Masks

Instead of permission symbols, many users find it more convenient to use the absolute
method. The absolute method changes all the permissions at once, instead of specifying one
or the other. It uses a binary mask that references all the permissions in each category. The
three categories, each with three permissions, conform to an octal binary format. Octal
numbers have a base 8 structure. When translated into a binary number, each octal digit
becomes three binary digits. A binary number is a set of 1 and 0 digits. Three octal digits in a
number translate into three sets of three binary digits, which is nine altogether-and the exact
number of permissions for a file.

You can use the octal digits as a mask to set the different file permissions. Each octal digit
applies to one of the user categories. You can think of the digits matching up with the
permission categories from left to right, beginning with the owner category. The first octal
digit applies to the owner category, the second to the group, and the third to the others
category.

The actual octal digit you choose determines the read, write, and execute permissions for each
category. At this point, you need to know how octal digits translate into their binary
equivalents. The following table shows how the different octal digits, 0-7, translate into their
three-digit binary equivalents. You can think of the octal digit first being translated into its
binary form, and then each of those three binary digits being used to set the read, write, and
execute permissions. Each binary digit is then matched up with a corresponding permission,
again moving from left to right. If a binary digit is 0, the permission is turned off. If the binary
digit is 1, the permission is turned on. The first binary digit sets the read permission on or off,
the second sets the write permission, and the third sets the execute permission. For example,
an octal digit 6 translates into the binary digits 110. This would set the read and write
permission on, but set the execute permission off.

Octal Binary
0 000
1 001
2 010
3 011
4 100
5 101
6 110
7 111

When dealing with a binary mask, you need to specify three digits for all three categories, as
well as their permissions. This makes a binary mask less versatile than the permission
symbols. To set the owner execute permission on and the write permission off for the mydata
file, as well as retain the read permission, you need to use the octal digit 5 (101). At the same
time, you need to specify the digits for group and other users access. If these categories are to



retain read access, you need the octal number 4 for each (100). This gives you three octal
digits, 544, which translate into the binary digits 101 100 100.

$ chmod 544 mydata

One of the most common uses of the binary mask is to set the execute permission. As you
learned in Chapter 11, you can create files that contain Linux commands; these files are called
shell scripts. To have the commands in a shell script executed, you must first indicate the file
is executable-that it contains commands the system can execute. You can do this in several
ways, one of which is to set the executable permission on the shell script file. Suppose you
just completed a shell script file and you need to give it executable permission to run it. You
also want to retain read and write permission, but deny any access by the group or other users.
The octal digit 7 (111) will set all three permissions, including execute (you can also add 4-
read, 2-write, and 1-execute to get 7). Using 0 for the group and other users denies them
access. This gives you the digits 700, which are equivalent to the binary digits 111 000 000.
In the next example, the owner permission for the myprog file is set to include execute
permission:

$ chmod 700 myprog

If you want others to be able to execute and read the file, but not change it, you can set the
read and execute permissions and turn off the write permission with the digit 5 (101). In this
case, you would use the octal digits 755, having the binary equivalent of 111 101 101.

$ chmod 755 myprog

A simple way to calculate the octal number makes use of the fact that any number used for
permissions will be a combination derived from adding in decimal terms the numbers 4, 2,
and 1. Use 4 for read permission, 2 for write, and 1 for execute. The read, write, execute
permission is simply the addition of 4 + 2 + 1 to get 7. The read and execute permission adds
4 and 1, to get 5. You can use this method to calculate the octal number for each category. To
get 755, you would add 4 + 2 + 1 for the user read, write, and execute permission, 4 + 1 for
the group read and execute permission, and 4 + 1 again for the other read and execute
permission.

For the ownership and sticky bit permissions, you add another octal number to the beginning
of the octal digits. The octal digit for User ID permission is 4 (100); for Group ID, it is 2
(010); and for the sticky bit, itis 1 (001). The following example sets the User ID permission
to the pppd program, along with read and execute permissions for the owner, group, and
others:

# chmod 4555 /usr/sbin/pppd
The following example sets the sticky bit for the xtetris program:
# chmod 1755 /usr/X11R6/bin/xtetris

The next example would set both the sticky bit and the User ID permission on the xman
program. The permission 5755 has the binary equivalent of 101 111 101 101.

# chmod 5755 /usr/X11R6/bin/xman



# 1s -1 /usr/X11R6/bin/xman
-rwsr-xr—-t 1 root root 44364 Mar 26 04:28 /usr/X11R6/bin/xman

Directory Permissions

You can also set permissions on directories. The read permission set on a directory allows the
list of files in a directory to be displayed. The execute permission enables a user to change to
that directory. The write permission enables a user to create and remove his or her files in that
directory. If you allow other users to have write permission on a directory, they can add their
own files to it. When you create a directory, it is automatically given read, write, and execute
permission for the owner. You may list the files in that directory, change to it, and create files
in it.

Like files, directories have sets of permissions for the owner, the group, and all other users.
Often, you may want to allow other users to change to and list the files in one of your
directories, but not let them add their own files to it. In this case, you would set read and
execute permissions on the directory, but not write permission. This would allow other users
to change to the directory and list the files in it, but not to create new files or to copy any of
their files into it. The next example sets read and execute permission for the group for the
thankyou directory, but removes the write permission. Members of the group may enter the
thankyou directory and list the files there, but they may not create new ones.

$ chmod g+rx-w letters/thankyou

Just as with files, you can also use octal digits to set a directory permission. To set the same
permissions as in the previous example, you would use the octal digits 750, which have the
binary equivalents of 111 101 000.

$ chmod 750 letters/thankyou

As you know, the Is command with the -1 option will list all files in a directory. To list only
the information about the directory itself, add a d modifier. In the next example, Is -1d
displays information about the thankyou directory. Notice the first character in the
permissions list is d, indicating it is a directory.

$ 1ls -1d thankyou
drwxr-x—--- 2 chris 512 Feb 10 04:30 thankyou

If you have files you want other users to have access to, you not only need to set permissions
for that file, you also must make sure the permissions are set for the directory in which the file
is located. Another user, in order to access your file, must first access the file's directory. The
same applies to parents of directories. Although a directory may give permission to others to
access it, if its parent directory denies access, the directory cannot be reached. In this respect,
you must pay close attention to your directory tree. To provide access to a directory, all other
directories above it in the directory tree must also be accessible to other users.

Changing a File's Owner or Group: chown and chgrp
Although other users may be able to access a file, only the owner can change its permissions.

If, however, you want to give some other user control over one of your file's permissions, you
can change the owner of the file from yourself to the other user. The chown command



transfers control over a file to another user. This command takes as its first argument the
name of the other user. Following the user name, you can list the files you are giving up. In
the next example, the user gives control of the mydata file to Robert:

$ chown robert mydata
$ 1s -1 mydata
-rw-r--r-- 1 robert weather 207 Feb 20 11:55 mydata

You can also, if you wish, change the group for a file, using the chgrp command. chgrp takes
as its first argument the name of the new group for a file or files. Following the new group
name, you list the files you want changed to that group. In the next example, the user changes
the group name for today and weekend to the forecast group. The Is -1 command then
reflects the group change.

$ chgrp forecast today weekend

$ 1s -1

-rw-r--r-- 1 chris weather 207 Feb 20 11:55 mydata
-rw-rw-r-- 1 chris forecast 568 Feb 14 10:30 today
-rw-rw-r——- 1 chris forecast 308 Feb 17 12:40 weekend

You can combine the chgrp operation in the chown command by attaching a group to the
new owner with a colon.

Chapter 13: Shell Configuration

Overview

Four different major shells are commonly used on Linux systems: the Bourne Again shell
(BASH), the Public Domain Korn shell (PDKSH), the TCSH shell, and the Z shell. The
BASH shell is an advanced version of the Bourne shell, which includes most of the advanced
features developed for the Korn shell and the C shell. TCSH is an enhanced version of the C
shell, originally developed for BSD versions of UNIX. PDKSH is a subset of the UNIX Korn
shell, whereas the Z shell is an enhanced version of the Korn shell. Although their UNIX
counterparts differ greatly, the Linux shells share many of the same features. In UNIX, the
Bourne shell lacks many capabilities found in the other UNIX shells. In Linux, however, the
BASH shell incorporates all the advanced features of the Korn shell and C shell, as well as the
TCSH shell. All four shells are available for your use, though the BASH shell is the default.

So far, all examples in this book have used the BASH shell. You log into your default shell,
but you can change to another shell by entering its name. tesh invokes the TCSH shell, bash
the BASH shell, ksh the PDKSH shell, and zsh the Z shell. You can leave a shell with the
CTRL-D or exit command. You only need one type of shell to do your work. This chapter
describes common features of the BASH shell, such as history and aliases, as well as how to
configure the shell to your own needs using shell variables and initialization files. The other
shells share many of the same features, and use similar variables and initialization files.

Command and Filename Completion

The BASH command line has a built-in feature that performs command and filename
completion. If you enter an incomplete pattern as a command or filename argument, you can



then press the TAB key to activate the command and filename completion feature, which
completes the pattern. If more than one command or file has the same prefix, the shell simply
beeps and waits for you to add enough characters to select a unique command or filename. In
the next example, the user issues a cat command with an incomplete filename. When you
press the TAB key, the system searches for a match and, when it finds one, fills in the
filename. The user can then press ENTER to execute the command.

$ cat pre tab
$ cat preface

The shell can also perform filename completion to list the partially matching files in your
current directory. If you press ESC followed by a question mark, ESC-?, or press the TAB
key again, the shell lists all filenames matching the incomplete pattern. In the next example,
the ESC-? after the incomplete filename generates a list of possible filenames. The shell then
redraws the command line, and you can type in the complete name of the file you want, or
type in distinguishing characters and press the TAB key to have the filename completed.

S 1s

document docudrama
$ cat doc escape ?
document

docudrama

$ cat docudrama

Command Line Editing

The BASH shell has built-in command line editing capabilities that enable you to easily
modify commands you have entered before executing them. If you make a spelling mistake
when entering a command, rather than reentering the entire command, you can use the editing
operations to correct the mistake before executing the command. This is most helpful for
commands that use arguments with lengthy pathnames. The command line editing operations
are implemented by Readline, which uses a subset of the Emacs editing commands (see Table
13-1). You can use CTRL-F or the RIGHT ARROW key to move forward a character, and the
CTRL-B or the LEFT ARROW key to move back a character. CTRL-D or DEL deletes the
character the cursor is on. To add text, you move the cursor to where you want to insert text
and type in the new characters. At any time, you can press ENTER to execute the command.

Table 13-1: Command Line Editing, History Commands, and History Event References

Command Line Editing Description

CTRL-B or LEFT ARROW Moves left one character (backward to the previous
character)

CTRL-F or RIGHT ARROW  Moves right one character (forward to the next character)

CTRL-A Moves to the beginning of a line

CTRL-E Moves to the end of a line

ESC-F Moves forward one word

ESC-B Moves backward one word

DEL Deletes the character the cursor is on

BACKSPACE or CTRL-H Deletes the character before the cursor



Table 13-1: Command Line Editing, History Commands, and History Event References

Command Line Editing Description
CTRL-D Deletes the character the cursor is on
CTRL-K Removes (kills) the remainder of a line

History Commands
CTRL-N or DOWN ARROW  Moves down to the next event in the history list

CTRL-P or UP ARROW Moves up to the previous event in the history list
ESC- Moves to the beginning of the history event list
ESC- Moves to the end of the history event list
ESC-TAB History of event matching and completion
fc event-reference Edits an event with the standard editor and then executes it
options
-1 List recent history events;
same as history command
-e editor
event-reference Invokes a specified editor
to edit a specific event
History Event References
levent num References an event with an event number
characters References an event with beginning characters
?pattern? References an event with a pattern in the event
-event num References an event with an offset from the first event
\num-num References a range of events

Note As described in the next section, you can also use the command line editing operations
to modify history events-previous commands you have entered.

History

In the BASH shell, the history utility keeps a record of the most recent commands you have
executed. The commands are numbered starting at 1, and a limit exists to the number of
commands remembered-the default is 500. The history utility is a kind of short-term memory,
keeping track of the most recent commands you have executed. To see the set of your most
recent commands, type history on the command line and press ENTER. A list of your most
recent commands is then displayed, preceded by a number.

history

cp mydata today
vi mydata

mv mydata reports
cd reports

1s

g w N =

Each of these commands is technically referred to as an "event." An event describes an action
that has been taken-a command that has been executed. The events are numbered according to
their sequence of execution. The most recent event has the highest number. Each of these
events can be identified by its number or beginning characters in the command.



The history utility enables you to reference a former event, placing it on your command line
and enabling you to execute it. The easiest way to do this is to use the UP ARROW and
DOWN ARROW keys to place history events on your command line, one at a time. You
needn't display the list first with history. Pressing the UP ARROW key once places the last
history event on your command line. Pressing it again places the next history event on your
command line. Pressing the DOWN ARROW key places the previous event on the command
line.

The BASH shell also has a history event completion operation invoked by the ESC-TAB
command. Much like standard command line completion, you enter part of the history event
you want. Then you press ESC, followed by TAB. The event that matches the text you have
entered is then located and used to complete your command line entry.

Note If more than one history event matches what you have entered, you will hear a beep, and
you can then enter more characters to help uniquely identify the event you want.

You can edit the event displayed on your command line using the command line editing
operations. The LEFT ARROW and RIGHT ARROW keys move you along the command
line. You can insert text wherever you stop your cursor. With BACKSPACE and DEL, you
can delete characters. Once the event is displayed on your command line, you can press
ENTER to execute it.

You can also reference and execute history events using the ! history command. The ! is
followed by a reference that identifies the command. The reference can be either the number
of the event or a beginning set of characters in the event. In the next example, the third
command in the history list is referenced first by number and then by the beginning
characters:

$ 13
mv mydata reports
S 'mv

mv mydata reports

You can also reference an event using an offset from the end of the list. A negative number
will offset from the end of the list to that event, thereby referencing it. In the next example,
the fourth command, cd mydata, is referenced using a negative offset, and then executed.
Remember that you are offsetting from the end of the list-in this case, event 5, up toward the
beginning of the list, event 1. An offset of 4 beginning from event 5 places you at event 2.

$ 1-4
vi mydata

If no event reference is used, then the last event is assumed. In the next example, the
command ! by itself executes the last command the user executed-in this case, Is:

$ !
1s
mydata today reports



History Event Editing

You can also edit any event in the history list before you execute it. In the BASH shell, you
can do this two ways. You can use the command line editor capability to reference and edit
any event in the history list. You can also use a history fc command option to reference an
event and edit it with the full Vi editor. Each approach involves two different editing
capabilities. The first is limited to the commands in the command line editor, which edits only
a single line with a subset of Emacs commands. At the same time, however, it enables you to
reference events easily in the history list. The second approach invokes the standard Vi editor
with all its features, but only for a specified history event.

With the command line editor, not only can you edit the current command, but you can also
move to a previous event in the history list to edit and execute it. The CTRL-P command then
moves you up to the prior event in the list. The CTRL-N command moves you down the list.
The ESC-< command moves you to the top of the list, and the ESC-> command moves you to
the bottom. You can even use a pattern to search for a given event. The slash followed by a
pattern searches backward in the list, and the question mark followed by a pattern searches
forward in the list. The n command repeats the search.

Once you locate the event you want to edit, you use the Emacs command line editing
commands to edit the line. CTRL-D deletes a character. CTRL-F or the RIGHT ARROW
moves you forward a character, and CTRL-B or the LEFT ARROW moves you back a
character. To add text, you position your cursor and type in the characters you want. Table 13-
1 lists the different commands for referencing the history list.

If you want to edit an event using a standard editor instead, you need to reference the event
using the fc command and a specific event reference, such as an event number. The editor
used is the one specified by the shell in the EDITOR variable. This serves as the default
editor for the fc command. You can assign to the EDITOR variable a different editor if you
wish, such as emacs instead of vi. The next example will edit the fourth event, cd reports,
with the standard editor and then execute the edited event:

S fc 4

You can select more than one command at a time to be edited and executed by referencing a
range of commands. You select a range of commands by indicating an identifier for the first
command followed by an identifier for the last command in the range. An identifier can be the
command number or the beginning characters in the command. In the next example, the range
of commands 2-4 are edited and executed, first using event numbers and then using beginning
characters in those events:

$ fc 2 4
S fe vi ¢

fc uses the default editor specified in the FCEDIT special variable. Usually, this is the Vi
editor. If you want to use the Emacs editor instead, you use the -e option and the term emacs
when you invoke fc. The next example will edit the fourth event, c¢d reports, with the Emacs
editor and then execute the edited event:

S fc -e emacs 4



Configuring History: HISTFILE and HISTSAVE

The number of events saved by your system is kept in a special system variable called
HISTSIZE. By default, this is usually set to 500. You can change this to another number by
simply assigning a new value to HISTSIZE. In the next example, the user changes the
number of history events saved to 10 by resetting the HISTSIZE variable:

$ HISTSIZE=10

The actual history events are saved in a file whose name is held in a special variable called
HISTFILE. By default, this file is the .bash_history file. You can change the file in which
history events are saved, however, by assigning its name to the HISTFILE variable. In the
next example, the value of HISTFILE is displayed. Then a new filename is assigned to it,
newhist. History events are then saved in the newhist file.

S echo $HISTFILE
.bash history

$ HISTFILE="newhist"
$ echo $HISTFILE
newhist

Aliases

You use the alias command to create another name for a command. The alias command
operates like a macro that expands to the command it represents. The alias does not literally
replace the name of the command; it simply gives another name to that command. An alias
command begins with the keyword alias and the new name for the command, followed by an
equal sign and the command the alias will reference.

Note No spaces can be around the equal sign used in the alias command.

In the next example, list becomes another name for the Is command:

$ alias list=ls
$ 1s

mydata today

$ list

mydata today

$

You can also use an alias to substitute for a command and its option, but you need to enclose
both the command and the option within single quotes. Any command you alias that contains
spaces must be enclosed in single quotes. In the next example, the alias Iss references the Is
command with its -s option, and the alias Isa references the Is command with the -F option. Is
with the -s option lists files and their sizes in blocks, and the Is with the -F option places a
slash after directory names. Notice single quotes enclose the command and its option.

$ alias lss='ls -s'

$ 1ss

mydata 14 today 6 reports 1
$ alias lsa='ls -F'

$ 1lsa

mydata today reports/



You may often use an alias to include a command name with an argument. If you execute a
command that has an argument with a complex combination of special characters on a regular
basis, you may want to alias it. For example, suppose you often list just your source code and
object code files-those files ending in either a .c or .0. You would need to use as an argument
for Is a combination of special characters such as *.[co]. Instead, you could alias Is with the

* [co] argument, giving it a simple name. In the next example, the user creates an alias called
Isc for the command Is*.[co]:

$ alias lsc='ls *.[co]'
$ 1sc
main.c main.o lib.c lib.o

You can also use the name of a command as an alias. This can be helpful in cases where you
should only use a command with a specific option. In the case of the rm, cp, and mv
commands, the -i option should always be used to ensure an existing file is not overwritten.
Instead of constantly being careful to use the -i option each time you use one of these
commands, the command name can be aliased to include the option. In the next example, the
rm, cp, and mv commands have been aliased to include the -i option:

$ alias rm='rm -1
$ alias mv='mv -1i'
$ alias cp='cp -i'

The alias command by itself provides a list of all aliases that have been defined, showing the
commands they represent. You can remove an alias by using the unalias command. In the
next example, the user lists the current aliases and then removes the Isa alias:

$ alias
lsa=1ls -F
list=1s

rm=rm -i

$ unalias lsa

Controlling Shell Operations

The BASH shell has several features that enable you to control the way different shell
operations work. For example, setting the noclobber feature prevents redirection from
overwriting files. You can turn these features on and off like a toggle, using the set command.
The set command takes two arguments: an option specifying on or off and the name of the
feature. To set a feature on, you use the -0 option, and to set it off, you use the +o option.
Here is the basic form:

$ set -o feature turn the feature on
S set +o feature turn the feature off

Three of the most common features are described here: ignoreeof, noclobber, and noglob.
Table 13-2 lists these different features, as well as the set command. Setting ignoreeof
enables a feature that prevents you from logging out of the user shell with a CTRL-D. CTRL-
D is used not only to log out of the user shell, but also to end user input entered directly into
the standard input. CTRL-D is used often for the Mail program or for utilities such as cat. You
could easily enter an extra CTRL-D in such circumstances and accidentally log yourself out.



The ignoreeof feature prevents such accidental logouts. In the next example, the ignoreeof
feature is turned on using the set command with the -0 option. The user can now only log out
by entering the logout command.

$ set -o ignoreeof
$ ctrl-d
Use exit to logout

$

Setting noclobber enables a feature that safeguards existing files from redirected output. With
the noclobber feature, if you redirect output to a file that already exists, the file will not be
overwritten with the standard output. The original file is preserved. Situations may occur in
which you use, as the name for a file to hold the redirected output, a name you have already
given to an existing file. The noclobber feature prevents you from accidentally overwriting
your original file. In the next example, the user sets the noclobber feature on and then tries to
overwrite an existing file, myfile, using redirection. The system returns an error message.

$ set -o noclobber
$ cat preface > myfile
myfile: file exists

$

At times, you may want to overwrite a file with redirected output. In this case, you can place
an exclamation point after the redirection operator. This will override the noclobber feature,
replacing the contents of the file with the standard output.

$ cat preface >! myfile

Setting noglob enables a feature that disables special characters in the user shell. The
characters *, 2, [], and ~ will no longer expand to matched filenames. This feature is helpful if
you have special characters as part of the name of a file. In the next example, the user needs to
reference a file that ends with the ? character, answers?. First, the user turns off special
characters using the noglob feature. Now the question mark on the command line is taken as
part of the filename, not as a special character, and the user can reference the answers? file.

$ set -o noglob
$ 1ls answers-?
answers?

Environment Variables and Subshells: export

When you log into your account, Linux generates your user shell. Within this shell, you can
issue commands and declare variables. You can also create and execute shell scripts. When
you execute a shell script, however, the system generates a subshell. You then have two
shells, the one you logged into and the one generated for the script. Within the script shell,
you could execute another shell script, which would have its own shell. When a script has
finished execution, its shell terminates and you return to the shell from which it was executed.
In this sense, you can have many shells, each nested within the other. Variables you define
within a shell are local to it. If you define a variable in a shell script, then, when the script is
run, the variable is defined with that script's shell and is local to it. No other shell can
reference that variable. In a sense, the variable is hidden within its shell.



You can define environment variables in all types of shells including the BASH, the Z shell,
and the TCSH shell. The strategy used to implement environment variables in the BASH
shell, however, is different from that of the TCSH shell. In the BASH shell, environment
variables are exported. That is to say, a copy of an environment variable is made in each
subshell. For example, if the EDITOR variable is exported, a copy is automatically defined in
each subshell for you. In the TCSH shell, on the other hand, an environment variable is
defined only once and can be directly referenced by any subshell.

In the BASH shell, an environment variable can be thought of as a regular variable with added
capabilities. To make an environment variable, you apply the export command to a variable
you have already defined. The export command instructs the system to define a copy of that
variable for each new shell generated. Each new shell will have its own copy of the
environment variable. This process is called exporting variables. Thinking of exported
environment variables as global variables is a mistake. A new shell can never reference a

variable outside of itself. Instead, a copy of the variable with its value is generated for the new
shell.

Note You can think of exported variables as exporting their values to a shell, not to
themselves. For those familiar with programming structures, exported variables can be
thought of as a form of "call by value."

Configuring Your Shell with Special Shell Variables

When you log into your account, the system generates a shell for you. This shell is referred to
as either your login shell or your user shell. When you execute scripts, you are generating
subshells of your user shell. You can define variables within your user shell, and you can also
define environment variables that can be referenced by any subshells you generate. Linux sets
up special shell variables you can use to configure your user shell. Many of these special shell
variables are defined by the system when you log in, but you define others yourself. See Table
13-2 for a list of the commonly used ones.

Table 13-2: BASH Shell Special Variables and Features

BASH Shell Special Description

Variables

HOME Pathname for user's home directory

LOGNAME Login name

USER Login name

SHELL Pathname of program for type of shell you are using

BASH_ENV Holds name of BASH initialization script executed whenever
a BASH shell script is run or BASH shell entered. Usually
$HOME/.bashre

PATH List of pathnames for directories searched for executable
commands

PS1 Primary shell prompt

PS2 Secondary shell prompt

IFS Interfield delimiter symbol



Table 13-2: BASH Shell Special Variables and Features

BASH Shell Special Description

Variables

MAIL Name of mail file checked by mail utility for received
messages

MAILCHECK Interval for checking for received mail

MAILPATH List of mail files to be check by mail for received messages

TERM Terminal name

CDPATH Pathnames for directories searched by ed command for
subdirectories

EXINIT Initialization commands for Ex/Vi editor

BASH Shell Features

$ set -+o feature

Bash shell features are turned on and off with the set
command; -o sets a feature on and +o turns it off:

$ set -0 noclobber set noclobber on

$ set +o noclobber set noclobber off

ignoreeof Disabled CTRL-D logout
noclobber Does not overwrite files through redirection
noglob Disables special characters used for filename expansion:

*,?,~ and []

A reserved set of keywords is used for the names of these special variables. You should not
use these keywords as the names of any of your own variable names. The special shell
variables are all specified in uppercase letters, making them easy to identify. Shell feature

variables are in lowercase letters. For example, the keyword HOME is used by the system to
define the HOME variable. HOME is a special environment variable that holds the pathname
of the user's home directory. On the other hand, the keyword noclobber, covered earlier in the
chapter, is used to set the noclobber feature on or off.

Common Special Variables

Many of the special variables automatically defined and assigned initial values by the system
when you log in can be changed, if you wish. Some special variables exist whose values
should not be changed, however. For example, the HOME variable holds the pathname for
your home directory. Commands, such as cd, reference the pathname in the HOME special
variable to locate your home directory. Some of the more common of these special variables
are described in this section. Other special variables are defined by the system and given an
initial value that you are free to change. To do this, you redefine them and assign a new value.
For example, the PATH variable is defined by the system and given an initial value; it
contains the pathnames of directories where commands are located. Whenever you execute a
command, the shell searches for it in these directories. You can add a new directory to be
searched by redefining the PATH variable yourself, so it will include the new directory's
pathname. Still other special variables exist that the system does not define. These are usually
optional features, such as the EXINIT variable that enables you to set options for the Vi
editor. Each time you log in, you must define and assign a value to such variables.



Note You can obtain a listing of the currently defined special variables using the env
command. The env command operates like the set command, but it only lists special
variables.

You can automatically define special variables using special shell scripts called initialization
files. An initialization file 1s a specially named shell script executed whenever you enter a
certain shell. You can edit the initialization file and place in it definitions and assignments for
special variables. When you enter the shell, the initialization file will execute these definitions
and assignments, effectively initializing special variables with your own values. For example,
the BASH shell's .bash_profile file is an initialization file executed every time you log in. It
contains definitions and assignments of special variables. However, the .bash_profile file is
basically only a shell script, which you can edit with any text editor such as the Vi editor,
changing, if you wish, the values assigned to special variables.

In the BASH shell, all the special variables are designed to be environment variables. When
you define or redefine a special variable, you also need to export it to make it an environment
variable. This means any change you make to a special variable must be accompanied by an
export command. You shall see that at the end of the login initialization file, .bash_profile,
there is usually an export command for all the special variables defined in it.

The HOME variable contains the pathname of your home directory. Your home directory is
determined by the system administrator when your account is created. The pathname for your
home directory is automatically read into your HOME variable when you log in. In the next
example, the echo command displays the contents of the HOME variable:

S echo $HOME
/home/chris

The HOME variable is often used when you need to specify the absolute pathname of your
home directory. In the next example, the absolute pathname of reports is specified using
HOME for the home directory's path:

$ 1ls $HOME/reports

Some of the more common special variables are SHELL, PATH, PS1, PS2, and MAIL. The
SHELL variable holds the pathname of the program for the type of shell you log into. The
PATH variable lists the different directories to be searched for a Linux command. The PS1
and PS2 variables hold the prompt symbols. The MAIL variable holds the pathname of your
mailbox file. You can modify the values for any of them to customize your shell.

The PATH variable contains a series of directory paths separated by colons. Each time a
command is executed, the paths listed in the PATH variable are searched one by one for that
command. For example, the cp command resides on the system in the directory /usr/bin. This
directory path is one of the directories listed in the PATH variable. Each time you execute the
cp command, this path is searched and the ep command located. The system defines and
assigns PATH an initial set of pathnames. In Linux, the initial pathnames are /usr/bin and
usr/sbin.

The shell can execute any executable file, including programs and scripts you have created.
For this reason, the PATH variable can also reference your working directory; so if you want
to execute one of your own scripts or programs in your working directory, the shell can locate



it. No spaces can be between the pathnames in the string. A colon with no pathname specified
references your working directory. Usually, a single colon is placed at the end of the
pathnames as an empty entry specifying your working directory. For example, the pathname
/usr/bin:/usr/sbin: references three directories: /usr/bin, /usr/sbin, and your current working
directory.

S echo $PATH
/usr/bin:/usr/sbin:

You can add any new directory path you want to the PATH variable. This can be useful if
you have created several of your own Linux commands using shell scripts. You could place
these new shell script commands in a directory you created and then add that directory to the
PATH list. Then, no matter what directory you are in, you can execute one of your shell
scripts. The PATH variable will contain the directory for that script, so that directory will be
searched each time you issue a command.

You add a directory to the PATH variable with a variable assignment. You can execute this
assignment directly in your shell. In the next example, the user chris adds a new directory,
called mybin, to the PATH. Although you could carefully type in the complete pathnames
listed in PATH for the assignment, you can also use an evaluation of PATH, $SPATH, in their
place. In this example, an evaluation of HOME is also used to designate the user's home
directory in the new directory's pathname. Notice the empty entry between two colons, which
specifies the working directory.

$ PATH=$PATH: $HOME/mybin:

$ export PATH

S echo $PATH
/usr/bin:/usr/sbin::/home/chris/mybin

If you add a directory to PATH yourself while you are logged in, the directory would be
added only for the duration of your login session. When you log back in, the login
initialization file, .bash_profile, would again initialize your PATH with its original set of
directories. The .bash_profile file is described in detail a bit later in this chapter. To add a
new directory to your PATH permanently, you need to edit your .bash_profile file and find
the assignment for the PATH variable. Then, you simply insert the directory, preceded by a
colon, into the set of pathnames assigned to PATH.

The BASH_ENY variable holds the name of the BASH shell initialization file to be executed
whenever a BASH shell is generated. For example, when a BASH shell script is executed, the
BASH_ENYV variable is checked and the name of the script that it holds is executed before
the shell script. On Red Hat Linux, the BASH_ENYV variable holds SHOME/.bashre. This is
the .bashre file in the user's home directory. The .bashre file is discussed later in this chapter.
You could specify a different file if you wish, using that instead of the .bashre file for BASH
shell scripts.

The PS1 and PS2 variables contain the primary and secondary prompt symbols, respectively.
The primary prompt symbol for the BASH shell is a dollar sign, $. You can change the
prompt symbol by assigning a new set of characters to the PS1 variable. In the next example,
the shell prompt is changed to the -> symbol:

$ PS1="->"
-> export PS1



->

You can change the prompt to be any set of characters, including a string, as shown in the
next example:

$ PSl="Please enter a command: "
Please enter a command: export PS1
Please enter a command: 1ls

mydata /reports

Please enter a command:

The PS2 variable holds the secondary prompt symbol, which is used for commands that take
several lines to complete. The default secondary prompt is >. The added command lines begin
with the secondary prompt instead of the primary prompt. You can change the secondary
prompt just as easily as the primary prompt, as shown here:

$ Ps2=ll @ "

Like the TCSH shell, the BASH shell provides you with a predefined set of codes you can use
to configure your prompt. With them you can make the time, your user name, or your
directory pathname a part of your prompt. You can even have your prompt display the history
event number of the current command you are about to enter. Each code is preceded by a \
symbol. \w represents the current working directory, \t the time, and \u your user name. \! will
display the next history event number. In the next example, the user adds the current working
directory to the prompt:

$ PSl=" \W $u
/home/dylan $

The codes must be included within a quoted string. If no quotes exist, the code characters are
not evaluated and are themselves used as the prompt. PS1=\w sets the prompt to the
characters \w, not the working directory. The next example incorporates both the time and the
history event number with a new prompt:

$ PS1="\t \! ->"

The following table lists the codes for configuring your prompt:

Prompt Codes Description

\! Current history number.

\$ Use $ as prompt for all users except the root user, which has
the # as its prompt.

\d Current date.

\s Shell currently active.

\t Time of day.

\u User name.

\w Current working directory.



If CDPATH is undefined, then when the cd command is given a directory name as its
argument, it searches only the current working directory for that name. If CDPATH is
defined, however, cd also searches the directories listed in CDPATH for that directory name.
If the directory name is found, ed changes to that directory. This is helpful if you are working
on a project in which you constantly must change to directories in another part of the file
system. To change to a directory that has a pathname very different from the one you are in,
you would need to know the full pathname of that directory. Instead, you could simply place
the pathname of that directory's parent in CDPATH. Then, c¢d automatically searches the
parent directory, finding the name of the directory you want.

Note Notice that you assign to CDPATH the pathname of the parent of the directory you
want to change to, not the pathname of the directory itself.

Using the HOME variable to specify the user's home directory part of the path in any new
pathname added to CDPATH is advisable. This is because the pathname for your home
directory could possibly be changed by the system administrator during a reorganization of
the file system. HOME will always hold the current pathname of the user's home directory. In
the next example, the pathname /home/chris/letters is specified with SHOME/letters:

S CDPATH=SCDPATH:$HOME/letters
$ export CDPATH

S echo S$SCDPATH
:/home/chris/letters

Several shell special variables are used to set values used by network applications, such as
Web browsers or newsreaders. NNTPSERVER is used to set the value of a remote news
server accessible on your network. If you are using an ISP, the ISP usually provides a news
server you can access with your newsreader applications. However, you first have to provide
your newsreaders with the Internet address of the news server. This is the role of the
NNTPSERVER. News servers on the Internet usually use the NNTP protocol.
NNTPSERVER should hold the address of such a news server. For many ISPs, the news
server address is a domain name that begins with nntp. The following example assigns the
news server address nntp.myservice.com to the NNTPSERVER special variables.
Newsreader applications automatically obtain the news server address from NNTPSERVER.
Usually, this assignment is placed in the shell initialization file, .bash_profile, so it is
automatically set each time a user logs in.

NNTPSERVER=nntp.myservice.com
export NNTPSERVER

Other special variables are used for specific applications. The KDEDIR variable holds the
pathname for the KDE Desktop program files. This is usually /opt/kde but, at the time of
installation, you can choose to install KDE in a different directory and then change the value
of KDEDIR accordingly.

export KDEDIR=/opt/kde
Configuring Your Login Shell: .bash_profile

The .bash_profile file is the BASH shell's login initialization file, which can also be named
.profile. It is a script file that is automatically executed whenever a user logs in. The file



contains shell commands that define special environment variables used to manage your shell.
They may be either redefinitions of system-defined special variables or definitions of user-
defined special variables. For example, when you log in, your user shell needs to know what
directories hold Linux commands. It will reference the PATH variable to find the pathnames
for these directories. However, first, the PATH variable must be assigned those pathnames. In
the .bash_profile file, an assignment operation does just this. Because it is in the
.bash_profile file, the assignment is executed automatically when the user logs in.

Special variables also need to be exported, using the export command, to make them
accessible to any subshells you may enter. You can export several variables in one export
command by listing them as arguments. Usually, at the end of the .bash_profile file is an
export command with a list of all the variables defined in the file. If a variable is missing
from this list, you may be unable to access it. Notice the export command at the end of the
.profile file in the example described next. You can also combine the assignment and export
command into one operation as show here for NNTPSERVER:

export NNTPSERVER=nntp.myservice.com

A copy of the standard .bash_profile file provided for you when your account is created is
listed in the next example. Notice how PATH is assigned, as is the value of SHOME. Both
PATH and HOME are system special variables the system has already defined. PATH holds
the pathnames of directories searched for any command you enter, and HOME holds the
pathname of your home directory. The assignment PATH=SPATH:$HOME/ bin has the
effect of redefining PATH to include your bin directory within your home directory. So, your
bin directory will also be searched for any commands, including ones you create yourself,
such as scripts or programs. Notice PATH is then exported, so it can be accessed by any
subshells. Should you want to have your home directory searched also, you can use any text
editor to modify this line in your .bash_profile file to
PATH=$PATH:$HOME/bin:SHOME, adding :$SHOME at the end. In fact, you can change
this entry to add as many directories as you want searched.

.bash profile

# .bash profile

# Get the aliases and functions
if [ -f ~/.bashrc ]; then

. ~/.bashrc
fi

# User specific environment and startup programs
PATH=$PATH: $SHOME/bin

BASHiENV=$HOME/.baShrC

USERNAME=""

export USERNAME BASH ENV PATH

Your Linux system also has its own profile file that it executes whenever any user logs in.
This system initialization file is simply called profile and is found in the /ete directory,



/ete/profile. This file contains special variable definitions the system needs to provide for
each user. A copy of the system's .profile file follows. Notice how PATH is redefined to
include the /usr/X11R6/bin directory. This is the directory that holds the X Windows
commands you execute when using the desktop. Also, includes the pathname for the KDE
Desktop programs, /opt/kde/bin. HISTSIZE is also redefined to include a larger number of
history events. An entry has been added here for the NNTPSERVER variable. Normally, a
news server address is a value that needs to be set for all users. Such assignments should be
made in the system's /etc/profile file by the system administrator, rather than in each
individual user's own .bash_profile file. The /etc/profile file also executes any scripts in the
directory /etc/profile.d. This design allows for a more modular structure. Rather than make
entries by editing the /etc/profile file, you can just add a script to profile.d directory. The
scripts for the BASH shell have the extension .sh. For example, the kde.sh script in the
profile.d directory checks for a definition of the KDEDIR variable and makes one if none is
in effect.

/etc/profile

# /etc/profile

# System wide environment and startup programs

# Functions and aliases go in /etc/bashrc

if [ "id -u® = 0 ] && ! echo $PATH | /bin/grep -g "/sbin" ; then
PATH=/sbin:S$PATH

fi

if [ "id -u” = 0 ] && ! echo $PATH | /bin/grep -gq "/usr/local/sbin" ; then
PATH=/usr/local/sbin:S$PATH

fi

if ! echo $PATH | /bin/grep -gq "/usr/X11R6/bin" ; then
PATH="S$PATH: /usr/X11R6/bin"

fi PSI="[\u@\h \W]J\\$ "

USER="id -un’
LOGNAME=S$USER
MAIL="/var/spool/mail/$USER"

HOSTNAME="/bin/hostname’
HISTSIZE=1000
NNTPSERVER=nntp.myservice.com

if [ -z "$SINPUTRC" -a ! —-f "S$SHOME/.inputrc" ]; then
INPUTRC=/etc/inputrc
fi

export PATH PS1 HOSTNAME HISTSIZE MAIL NNTPSERVER

for 1 in /etc/profile.d/*.sh ; do
if [ -x $1i ]; then
.51
fi
done

unset i



Your .bash_profile initialization file is a text file that can be edited by a text editor, like any
other text file. You can easily add new directories to your PATH by editing .bash_profile
and using editing commands to insert a new directory pathname in the list of directory
pathnames assigned to the PATH variable. You can even add new variable definitions. If you
do so, however, be sure to include the new variable's name in the export command's
argument list. For example, if your .bash_profile file does not have any definition of the
EXINIT variable, you can edit the file and add a new line that assigns a value to EXINIT.
The definition EXINIT="set nu ai' will configure the Vi editor with line numbering and
indentation. You then need to add EXINIT to the export command's argument list. When the
.bash_profile file executes again, the EXINIT variable will be set to the command set nu ai.
When the Vi editor is invoked, the command in the EXINIT variable will be executed, setting
the line number and auto-indent options automatically.

In the following example, the user's .bash_profile has been modified to include definitions of
EXINIT and redefinitions of PATH, CDPATH, PS1, and HISTSIZE. The PATH variable
has SHOME: added to its value. SHOME is a variable that evaluates to the user's home
directory, and the ending colon specifies the current working directory, enabling you to
execute commands that may be located in either the home directory or the working directory.
The redefinition of HISTSIZE reduces the number of history events saved, from 1,000
defined in the system's .profile file to 30. The redefinition of the PS1 special variable changes
the prompt to include the pathname of the current working directory. Any changes you make
to special variables within your .bash_profile file override those made earlier by the system's
.profile file. All these special variables are then exported with the export command.

.bash ﬁroﬁle

# .bash profile

# Get the aliases and functions

if [ -f ~/.bashrc ];
then

.~/ .bashrc
fi

# User-specific environment and startup programs
PATH=/usr/local/sbin:/usr/sbin:/sbin:$PATH: SHOME/bin:$SHOME :
BASHiENV=$HOME/.baShrC

USERNAME=""

CDPATH=SCDPATH: SHOME /bin: SHOME

HISTSIZE=30

NNTPSERVER=nntp.myserver.com

EXINIT='set nu ai'

PS1="\w \S$"

export USERNAME BASH ENV PATH CDPATH HISTSIZE EXINIT PS1

Although .bash_profile is executed each time you log in, it is not automatically reexecuted
after you make changes to it. The .bash_profile file is an initialization file that is only
executed whenever you log in. If you want to take advantage of any changes you make to it
without having to log out and log in again, you can reexecute .bash_profile with the dot (.)
command. The .bash_profile file is a shell script and, like any shell script, can be executed
with the . command.



$ . .bash profile

Alternatively, you can use the source command to execute the .bash_profile initialization
file, or any initialization file such as .login used in the TCSH shell, or .bashre.

$ source .bash profile
Configuring the BASH Shell: .bashrc

The .bashre file is a configuration file executed each time you enter the BASH shell or
generate any subshells. If the BASH shell is your login shell, .bashrc is executed along with
your .bash_login file when you log in. If you enter the BASH shell from another shell, the
.bashre file is automatically executed, and the variable and alias definitions it contains will be
defined. If you enter a different type of shell, the configuration file for that shell will be
executed instead. For example, if you were to enter the TCSH shell with the tesh command,
the .teshre configuration file is executed instead of .bashre.

The .bashre shell configuration file is actually executed each time you generate a BASH
shell, such as when you run a shell script. In other words, each time a subshell is created, the
.bashre file is executed. This has the effect of exporting any local variables or aliases you
have defined in the .bashrc shell initialization file. The .bashrc file usually contains the
definition of aliases and any feature variables used to turn on shell features. Aliases and
feature variables are locally defined within the shell. But the .bashre file defines them in
every shell. For this reason, the .bashre file usually holds such aliases as those defined for the
rm, cp, and mv commands. The next example is a .bashrc file with many of the standard
definitions:

.bashrc

# Source global definitions

if [ -f /etc/bashrc ];
then
/etc/bashrc
fi
set -o ignoreeof
set -0 noclobber

alias rm 'rm -i'
alias mv 'mv -i'
alias cp 'cp -i'

Linux systems usually contain a system .bashre file executed for all users. This may contain
certain global aliases and features needed by all users whenever they enter a BASH shell. This
is located in the /etc directory, /etc/.bashrc. A user's own .bashre file, located in the home
directory, contains commands to execute this system .bashre file. The ./ ete/bashre command
in the previous example of .bashre does just that. You can add any commands or definitions
of your own to your .bashrec file. If you have made changes to .bashre and you want them to
take effect during your current login session, you need to reexecute the file with either the . or
the source command.



$ . .bashrc
The BASH Shell Logout File: .bash_logout

The .bash_logout file is also a configuration file, which is executed when the user logs out. It
is designed to perform any operations you want done whenever you log out. Instead of
variable definitions, the .bash_logout file usually contains shell commands that form a kind
of shutdown procedure-actions you always want taken before you log out. One common
logout command is to clear the screen and then issue a farewell message.

As with .bash_profile, you can add your own shell commands to .bash_logout. In fact, the
.bash_logout file is not automatically set up for you when your account is first created. You
need to create it yourself, using the Vi or Emacs editor. You could then add a farewell
message or other operations. In the next example, the user has a clear and an echo command
in the .bash_logout file. When the user logs out, the clear command clears the screen, and
then the echo command displays the message "Good-bye for now."

.bash loiout

# ~/.bash logout

clear
echo "Good-bye for now"

Other Initialization and Configuration Files

Each type of shell has is its own set of initialization and configuration files. The TCSH shell
used .login, .tcshre, .Jogout files in place of .bash_profile, .bashre, and .bash_logout. The Z
shell has several initialization files: .zshenv, .zlogin, .zprofile, .zschre, and .zlogout. See
Table 13-3 for a listing. Check the Man pages for each shell to see how they are usually
configured. When you install a shell, default versions of these files are automatically placed in
the users' home directories. Except for the TCSH shell, all shells use much the same syntax
for variable definitions and assigning values (TCSH uses a slightly different syntax, described
in its Man pages).

Table 13-3: Shell Configuration Files

BASH Shell Function

.bash_profile Login initialization file
.bashrc BASH shell configuration file
.bash_logout Logout name

TCSH Shell

Jogin Login initialization file
.teshre TCSH shell configuration file
Jogout Logout file

Z-shell

.zshenv Shell login file (first read)



Table 13-3: Shell Configuration Files

BASH Shell Function

.zprofile Login initialization file

.zlogin Shell login file

.zshre Z shell shell configuration file
.zlogout Logout file

PDKSH Shell

.profile Login initialization file

kshre PDKSH shell configuration file

Configuration Directories and Files

Applications often install configuration files in a user's home directory that contain specific
configuration information, which tailors the application to the needs of that particular user.
This may take the form of a single configuration file that begins with a period, or a directory
that contains several configuration files. The directory name will also begin with a period. For
example, Netscape installs a directory called .netscape in the user's home directory that
contains configuration files. On the other hand, the Mail application uses a single file called
.mailrc to hold alias and feature settings set up by the user. Most single configuration files
end in the letters rc. ftp uses a file called .netrc. Most newsreaders use a file called .newsre.
Entries in configuration files are usually set by the application, though you can usually make
entries directly by editing the file. Applications have their own set of special variables to
which you can define and assign values. Of particular interest is the .wm_style file that holds
the name of the Window manager the user wants to use. You can edit and change the name
there to that of another window manager to start up a new one. You can list the configuration
files in your home directory with the Is -a command.

Chapter 14: Office Applications

Overview

A variety of office suites is now available for Linux including professional-level word
processors, presentation managers, drawing tools, and spreadsheets. The freely available
versions are described in this chapter. Currently, you can download personal (noncommercial)
versions for both WordPerfect and StarOffice from the Internet for free. KOffice is an entirely
free office suite for use with KDE. The Gnome Office is integrating Gnome applications into
a productivity suite that will be freely available. Ximian is developing a professional-level
office suite for Gnome. In addition, Sun has initiated the development of an open source
Office suite using StarOffice code. The applications are known as OpenOffice and will
provide Office applications integrated with Gnome. You can also purchase commercial office
suites such as Applixware from Red Hat and Corel Office from Corel. Applixware includes a
word processor, a spreadsheet, a presentation graphics tool, a drawing tool, an e-mail client,
and an object-oriented application builder. Table 14-1 lists freely available Linux Office
projects. Red Hat now includes AbiWord, a professional-level word processor.

Table 14-1: Linux Office Projects



Web Site Description

koffice.kde.org KOffice Suite, for KDE

www.gnome.org/gnome-office Gnome Office, for Gnome

www.sun.com/staroffice Star Office Suite

www.openoffice.org OpenOffice open source office suite based on
Star Office

www.ximian.com Ximian Gnome desktop and office Applications

linux.corel.com WordPerfect word processor

Accessibility to Microsoft Office

One of the primary concerns for new Linux users is what kind of access they would have to
their Microsoft Office files, particularly Word files. The Linux operating system and many
applications for it are designed to provide seamless access to MS Office files. The Intel
version of Linux can directly mount and access any Windows partition and its files. The
major Linux Office suites, including WordPerfect, KOffice, and particularly Star Office, all
read and manage any Microsoft Office files. In addition, these office suites are fast
approaching the same level of support for office tasks as found in Microsoft Office.

Note If you want to use any Windows application on Linux, one important alternative is the
VMware virtual platform technology, a commercial package. With Vmware, you can
run any Windows application directly on your Linux system. For more information,
check the VMware Web site at www.vmware.com. The Wine project has also
developed a Windows 3.1 and Win32 interface that works on X running on Unix and
Linux systems. Check www.winehq.com for more details.

KOffice

KOffice is an integrated office suite for the KDE (K Desktop Environment) consisting of
several office applications, including a word processor, a spreadsheet, and graphic
applications. All applications are written for the KOM component model, which allows
components from any one application to be used in another. This means you can embed a
spreadsheet from KSpread or a drawing from Kontour in a KWord document. You can obtain
more information about KOffice from the KOffice Web site at koffice.kde.org.

Currently, KOffice includes KSpread, KPresenter, Kontour, KFormula, KWord, Kugar,
Kivio, and Krayon (see Table 14-2). KSpread is a spreadsheet, KPresenter is a presentation
application, Kontour is a vector drawing program, KWord is a Publisher-like word processor,
KCharts generate charts and diagrams, KFormula is a formula editor, and Krayon is a bitmap
image editor. Kugar is a report generator, and Kivio creates flow charts.

Table 14-2: KOffice Applications

Application Description
KSpread Spreadsheet
KPresenter Presentation program

Kontour Vector drawing program



Table 14-2: KOffice Applications

Application Description

KWord Word processor (desktop publisher)

KFormula Mathematical formula editor

KChart Tool for drawing charts and diagrams

Kugar Report generator

Krayon An image manipulation program

Kivio Flow chart generator and editor (similar to Vivio)

Note The publisher's edition of Red Hat does not contain KOffice. You can download a Red
Hat RPM package version from the Red Hat FTP site at ftp.redhat.com, and install it
on your system.

Embedded components support real-time updates. For example, if you use KChart to generate
a chart in a KWord document using data in a KSpread spreadsheet and then change the
selected data in the spreadsheet, the KChart automatically updates the chart in the KWord
document. In effect, you are creating a compound document-one made up of several
applications. This capability is implemented by the KDE component model known as KParts.
KParts replaces K Object Model/OpenParts (KOM/OP) component model used in KDE
version 1.0, which was based directly on CORBA. Like KOM/OP, KParts provides
communication between distributed objects. In this respect, you can think of an application
working also as server, providing to other applications the services it specializes in. A word
processor, specializing in services like paragraph formatting or spell checking, could provide
these services to all KOffice applications. In that way, other applications do not need to have
their own text formatting functions written into it.

KParts is implemented with DCOP, the Desktop Communications Protocol. This is a very
simple, small, and fast IPC/RPC mechanism for InterProcess Communication (IPC) and is
based on the X Window System's ICE (Inter-client Exchange) protocol. KDE applications
now use DCOP libraries to manage their communications with each other. DCOP makes
development of KOffice applications much easier and more stable.

With KOffice, you create one kind of document rather than separate ones for different
applications. The different applications become views of this document, adding their
components to it. KWord sets up the publishing and word processing components, Kontour
adds drawing components, while KSpread adds spreadsheet components. You use the
appropriate application to view the different components in the single document. This means
you can have separate windows open at the same time for different components of the
document.

KSpread is the spreadsheet application, which incorporates the basic operations found in most
spreadsheets, with formulas similar to those used in Excel (see Figure 14-1). You can extend
KSpread capabilities with Python scripts. It supports features such as embedded buttons for
customized functions, automatic completion for cell contents, and formatting options such as
backgrounds, borders, and font styles. To generate a diagram using selected cells, select the
Insert Diagram entry from the KSpread menu. This starts up KDiagram, which you then use
to create the diagram-which is then embedded in the spreadsheet. You can also embed
pictures or formulas using Krayon, Kontour, or KFormula.
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