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Preface

Welcome! And thanks for your interest in Red Hat Linux. We have what we think is the best Linux
distribution on the market today, and we work hard to keep it that way. Red Hat Linux 6.0 is the
latest in a long line of software from Red Hat Software. We hope you like it, and that you enjoy using
Red Hat Linux as much as we’ve enjoyed making it for you.

While Linux is popular and well-known by a certain segment of the computer-using population,
there are many people out there that are only now hearing about Linux. For this group of people,
the following section should provide enough background to help you get acquainted with Linux and
Red Hat Software.

What is Linux?

Back in August of 1991, a student from Finland began a post to the conp. 0s. mi ni X newsgroup
with the words:

Hel | o everybody out there using mnix -

I"mdoing a (free) operating system (just a hobby,
won’t be big and professional |ike gnu) for
386(486) AT cl ones.

The student was Linus Torvalds, and the “hobby” he spoke of eventually became what we know
today as Linux.

A full-featured POSIX-like operating system, Linux has been developed not just by Linus, but by
hundreds of programmers around the world. The interesting thing about this is that this massive,
world-wide development effort is largely uncoordinated. Sure, Linus calls the shots where the kernel
is concerned, but Linux is more than just the kernel. There’s no management infrastructure; a student
in Russia gets a new motherboard, and writes a driver to support a neat feature the motherboard has.
A system administrator in Maryland needs backup software, writes it, and gives it away to anyone
that needs it. The right things just seem to happen at the right time.
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Another interesting thing is that Linux can be obtained for absolutely no money. That’s right, most
of the software is available (at no charge) to anyone with the time and inclination to download it. But
not everyone has that much time. ..

What is Red Hat Linux?

Enter a group of programmers based in North Carolina. Their goal was to make it easier for people
to give Linux a try. Like many other such groups, their approach was to bundle all the necessary bits
and pieces into a cohesive distribution, relieving “newbies” from some of the more esoteric aspects of
bootstrapping a new operating system on their PCs.

However, unlike other distributions, this one was fundamentally different. The difference? Instead
of being a snapshot of a hard disk that had a working copy of Linux on it, or a set of diskettes
from which different parts of the operating system could be dumped, this distribution was based on
packages.

Software development in the Linux world is fast-paced, so new versions of old software come out
continually. With other distributions, upgrading software was painful —a complete upgrade usually
meant deleting everything on your hard drive and starting over.

Each package provided a different piece of software, fully tested, configured, and ready to run. Want
to try a new editor? Download the package and install it. In seconds, you can give it a try. Don’t like
it? Issue a single command, and the package is removed.

If that was all there was to it, this distribution would be pretty nifty. But being package-based meant
there was one additional advantage:

This Linux distribution could be easily upgraded.

By now you’ve probably guessed that the group of programmers in North Carolina is Red Hat Soft-
ware, and the package-based distribution is Red Hat Linux.

Since Red Hat Linux’s introduction in the summer of 1994, Linux and Red Hat Software have grown
by leaps and bounds. Much has changed; support for more esoteric hardware, huge increases in
reliability, and the growing use of Linux by companies around the world.

But much still remains the same. Linux is still developed by people world-wide; Linus is still in-
volved. Red Hat Software is still located in North Carolina; still trying to make Linux easier for
people to use.

And Red Hat Linux is still package-based; always has been, always will be.

Since the release of version 4.0, Red Hat Linux runs on three leading computing platforms: Intel
compatible PCs, Digital Alpha computers, and Sun SPARC equipment. Our unified source tree and
the benefits of RPM (Red Hat Package Management) technology enable us to deploy Red Hat Linux
for each platform with a minimum of effort. This in turn enables our users to manage and port
software between these platforms as easily as possible.

We make Red Hat Linux available by unrestricted FTP from our site and many mirror sites on the
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Internet. Red Hat Linux is also available on CD-ROM. For current information on our product offer-
ings and links to other Linux resources please check Red Hat Software’s web site at
http://ww.redhat.com

On most systems, Red Hat Linux is easy to install; the installation program can walk you through
the process in as little as 15 minutes. The system itself is very flexible. With RPM, you can install and
uninstall individual software packages with minimal effort. Because of RPM, Red Hat Linux is also
easy to maintain — package installations can be verified and corrected, and packages can be installed
and uninstalled simply and reliably. Furthermore, Red Hat Linux is easy to administer. Included
are a rich set of administrative tools which reduce the hassle of everyday system administration.
Complete source code is provided for the freely distributable components of the system.

An Overview of This Manual

This manual is organized to guide you through the process of installing Red Hat Linux quickly and
easily. Toward that goal, let’s take a quick look at each chapter to help you get acclimated:

Chapter 1, New Features Of Red Hat Linux 6.0 contains information concerning new functional-
ity that has been added to Red Hat Linux 6.0.

Chapter 2, Before You Begin contains information on tasks you should perform prior to starting
the Red Hat Linux installation.

Chapter 3, Starting the Installation contains detailed instructions for starting
the Red Hat Linux installation process.

Chapter 4, Local Media Installations contains instructions on installing Red Hat Linux from a
CD-ROM or hard drive.

Chapter 5, Network Installations contains instructions on installing Red Hat Linux via NFS, FTP,
or HTTP.

Chapter 6, Finishing the Installation contains instructions on the last steps required to complete
the installation process.

Chapters 7 —11 explain how to find documentation on your system, and how to use the various
system management and administration tools which accompany Red Hat Linux. They also
include an explanation of what’s special about your Red Hat Linux system, including where
special files live and more.

Appendixes contain extra information about Red Hat Linux, including an explanation of Red Hat
Software’s support offerings, packages lists, and more.
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Quick Start Information

Those of you that have installed Red Hat Linux/Intel before and are in a hurry to get started need
only boot from a boot diskette (or the Red Hat Linux/Intel CD-ROM, if your computer supports
booting directly from CD-ROM). There are two separate boot disks, one for CD-ROM and hard drive
installations and another for NFS, FTP, and HTTP installations'. Next, select the desired installation
method. If you will be using a PCMCIA device during the installation, you will need to use the

PCMCIA support disk?.

If you are attempting to install Red Hat Linux for either the Alpha or the SPARC, you really should
read Chapter 2 on page 5. It will refer you to information specific to your non-Intel-based system.

Upgrading from a Prior Version of Red Hat Linux

The installation process for Red Hat Linux 6.0 includes the ability to upgrade from prior versions
of Red Hat Linux (2.0 through 5.2, inclusive) which are based on RPM technology. Upgrading your
system installs the modular 2.2.x kernel as well as updated versions of the packages that are installed
on your machine. The upgrade process preserves existing configuration files using a . r pmsave
extension (e.g., sendmai | . cf. r pmsave) and leaves a log telling what actions it took in

[t np/ upgr ade. | og. As software evolves, configuration file formats can change, so you should
carefully compare your original configuration files to the new files before integrating your changes.

A Word From the Developers

We would like to thank all our beta testers for entrusting their systems to early versions of Red Hat
Linux and for taking the time to submit bug reports from the front, especially those of you who have
been with Red Hat since the “Halloween” release and earlier. We would also like to thank Linus
Torvalds and the hundreds of developers around the world for creating, truly, one of the wonders of
distributed development.

And, again, we’d like to thank you for your interest in Red Hat Linux!

The Red Hat Development Team

!1f you need a boot disk for network type installations, you will have to create one. See section 2.5 on page 18
for that informtaion

2If you will be using a PCMCIA device during the install you will need to create a PCMCIA support disk.
Section 2.6 on page 18 will describe how that disk is made
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Notes from the Editor

Our evolutionary process of expanding the scope of this Installation Guide continues. As before,
we’ve updated the chapters related to the actual installation process. We’ve also updated the New
Features chapter to reflect all the good stuff that’s been added to Red Hat Linux 6.0. We consider this
to be “business as usual.”

We’ve also made some changes as a direct result of customer feedback. Some people have ex-
pressed confusion over all the different terms, abbreviations and acronyms that seem to surround
computer technology in general, and Linux in particular. For those people, we've added a glossary.
While it’s not our goal to include a complete data processing dictionary with every copy of Red
Hat Linux, if you think a particular word should be present but is not, feel free to let us know via
docs@ edhat . com

As the linuxconf system configuration tool continues to mature, we’ve created a new system con-
figuration chapter containing task-based linuxconf documentation, as well as those vestiges of the
control-panel tools that still remain. Our goal is to continue adding linuxconf documentation; what
you see here is just a first step in that process.

The package list has proven to be quite popular; this time we’ve improved it by adding icons showing
whether a given package is part of a pre-defined set of packages.

All of this has resulted in the Installation Guide putting on a little weight. This is a trend that we
expect to continue, which leads us right into the next subject. ..

We Need Feedback!

If you spot a typo in the Installation Guide, or if you’ve thought of a way to make this manual better,
we’d love to hear from you! Be sure to mention the manual’s identifier:

Inst-6.0-Print-RHS (04/99)

That way we’ll know exactly which version of the guide you have.

Please send mail to:
docs@ edhat . com

If you have a suggestion, try to be as specific as possible when describing it. If you’ve found an error,
please include the section number and some of the surrounding text so we can find it easily. We may
not be able to respond to every message sent to us, but you can be sure that we’ll be reading them
all!
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| Couldn’t Have Done it Without...

Many thanks go out to the past authors of this manual. A great deal of their work is still here.
Thanks also go out to the developers and testers who have patiently listened to my questions and
even more patiently given me answers. Without their help, I wouldn’t have been able to put this
manual together.

A ”BIG” thank you also goes out to two of the members of the documentation team. Paul Gallagher,
our editor, has done a wonderful job of proof reading and editing this manual. He has also written
the GnoRPM chapter of this book and the Official Red Hat Linux Getting Started Guide. Edward
Bailey, “fearless leader” and head of the documentation team, has done a fabulous job at keeping
me up to speed and helping me go in the right direction. He is also credited with the new partition
appendix in this Installation Guide. Without his leadership and guidance, this would have been an
impossible task for me. You both have been wonderful to work with and I just can’t say thank you
enough.

Thanks are also due to all the readers of past Installation Guides. Without their corrections, sug-
gestions and even occassional praises, I wouldn’t know if I were on the right track. Your feedback
has been incorporated as much as possible (pagecount and deadlines permitting). Please keep the
feedback coming.

Many thanks to Cynthia Dale for updating the Frequently Asked Questions chapter and Jeff Goldin
for correlating it for publication. Unfortuntaly, we could not print it due to lack of space in the
manual. However, Kou can find the most up-to-date FAQ at

http://ww.redhat.com know edgebase/i ndex. htni .

Finally, thanks goes out to the support group at Red Hat Software. They have given many insightful
suggestions regarding this manual, based on extensive experience with thousands of Red Hat Linux
customers. If you find yourself going through this Installation Guide with greater ease, a large part
of that is due to all of their effort.

Thank you to everyone at Red Hat Software for your help and support.

Sandra A. Moore



New Features of Red Hat Linux
6.0

This chapter describes features that are new to Red Hat Linux 6.0.

1.1 Installation-Related Enhancements

Here is a list of the many changes which have been made in order to make the Red Hat Linux
installation process even easier:

e New HTTP Installation Method
e “Out-of-the-Box” Processor Optimized Kernel Support

e New Boot Disks
e Improved Package Selection Screen
e New Authentication Configuration Screen

e Xconfigurator Now Part of Install

Let’s take a look at each one in a bit more detail.
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New HTTP Installation Method

The Red Hat Linux 6.0 installation program has added HTTP to its available list of network-class
installations. Similar to the way you would perform an FTP installation, you are now able to log in
to a website and install Linux.

For more information on network-class installations, please refer to Chapter 5 on page 65.

‘Out-of-the-Box’ Processor Optimized Kernel Support

Optimized kernels for the Pentium Pro, Pentium II, and Pentium III processors and APM enabled ker-
nels are now supported. Additionally, the Red Hat Linux 6.0 installation now has SMP motherboard
support. The installation process will probe your system and if more than one processor is detected,
an SMP enabled kernel will be automatically installed.

New Boot Disks

There are now two boot disks for Red Hat Linux. One is for installing from local media (CD-ROM
installs, hard drive installs) and the other is for network based installs (NFS, FTP, or HTTP).

Additionally, the supplemental disk has been replaced by the PCMCIA support disk. All install
methods now require only one disk, unless you need PCMCIA support during the install. If needed,
you will be prompted for the PCMCIA support disk.

Improved Package Selection Screen

Individual package selection has been improved, with collapsible and expandable tree menus to
allow easy selection of packages during the installation process.

New Authentication Configuration Screen

The Authentication Configuration screen gives you the option of enabling three different types of
passwords:

e Enable NIS - allows you to run a group of computers in the same Network Information
Service domain with a common password and group file. There are two options here to choose
from:

— NIS Domain - this option allows you to specify which domain or group of computers
your system will belong to.

— NIS Server — this option causes your computer to use a specific NIS server, rather than
“broadcasting” a message to the local area network asking for any available server to
host your system.
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e Enable Shadow Passwords - provides a very secure method of retaining passwords for you.

e Enable MD5 Passwords — allows passwords up to 256 characters, rather than the standard
eight.

Xconfigurator Now Part of the Install

Xconfigurator is now run at the very end of the install, after all filesystem components have been
installed. In the past, if Xconfigurator were to hang, you would likely have to start the installation
over. Now it is possible to boot Red Hat Linux and configure X after the installation has completed.

Additionally, Xconfigurator tests X during the installation to make sure it is configured correctly
for your system. Xconfigurator also offers you the option of booting into the X Window System
immediately after the installation.

1.2 Desktop and Window Managers
Red Hat Linux 6.0 provides additional choices in graphical user interfaces.

¢ GNOME with Enlightenment Included
¢ KDE Included

GNOME with Enlightenment Included

GNOME is now included in Red Hat Linux 6.0 as the default desktop manager. GNOME features
a graphical interface which enables users to easily use and configure their systems. GNOME also
supports Drag and Drop protocols which help you use applications that are not GNOME-compliant.

Enlightenment is included as the default window manager. Enlightenment provides a window man-
ager with a great graphical interface, and is designed to allow the user to manipulate it in any way
fashionable.

KDE Included

Red Hat Linux 6.0 also includes KDE. A very popular and powerful desktop environment, KDE
offers a great graphical interface, window manager, file manager and much more.
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1.3 Miscellaneous New Features
Other miscellaneous features of Red Hat Linux 6.0 are:

e Enhanced Font Support
e Enhanced Initscripts
o Switchdesk Feature

o Latest Stable 2.2 Kernel Included

Enhanced Font Support

TrueType fonts are now supported in Red Hat Linux 6.0.
Dynamic font loading is now supported and can be used as a font-server on a local machine.

Please Note: Those of you who upgrade will not have this feature until you edit your fontpaths. To
do this you must edit the / et ¢/ X11/ XF86Conf i g file. Scroll down until you see fontpaths listed.
Replace them all with Font Pat h * * t cp/ | ocal host: 7100" ' . You must also verify that xf s, the
X Font Server, is running. By issuing the command / sbi n/ chkconfi g --add xfs youwill insure
that it starts at system boot time.

Enhanced Initscripts

While booting and shutting down the system, Red Hat Linux 6.0 users are now able to easily see if a
service has failed by displaying OK, PASSED or FAI LED at the right-hand side of the screen.

Switchdesk Feature

Switchdesk, just as the name implies, allows you to easily switch between different desktop environ-
ments such as GNOME, AnotherLevel or KDE. Simply run “switchdesk” and choose your desired
interface.

Latest Stable 2.2 Kernel Included

Red Hat Linux 6.0 includes the latest stable version of the 2.2 Linux kernel.



Before You Begin

While installing Red Hat Linux is a straightforward process, taking some time prior to starting the
installation can make things go much more smoothly. In this chapter, we'll discuss the steps that
should be performed before you start the installation.

Please Note: If you are currently running a version 2.0 (or greater) Red Hat Linux system, you can
perform an upgrade. Skim this chapter to review the basic issues relating to installation, and read
the following chapters in order, following the directions as you go. The upgrade procedure starts
out identically to the installation procedure; you will be directed to choose an installation or upgrade
after booting the installation program and answering a few questions.

There are five things you should do prior to installing Red Hat Linux:
1. Make sure you have sufficient documentation to effectively use your Red Hat Linux system
after the installation.
Make sure you have access to the Red Hat Linux components required for installation.
Make sure you know your computer’s hardware configuration and networking information.

Decide, based on the first two tasks, what method you will use to install Red Hat Linux.

AR A

Determine where on your hard drive(s) Red Hat Linux will reside.

Let’s start by making sure you have the documentation you'll need after you install Red Hat Linux.
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2.1 Getting Documentation

Red Hat Linux is a powerful, full-featured operating system. Unless you're a Linux wizard, you're
going to need additional documentation to make the most of your Red Hat Linux system. We
strongly suggest reading over the Official Red Hat Linux Getting Started Guide to see what it can
offer you in terms of both use and support. It has been written guide you through using Red Hat
Linux once the installation has been completed.

Everyone should review the Official Red Hat Linux Getting Started Guide for more information on
available Linux documentation as well as using Red Hat Linux 6.0 to its full potential. While many
people will find the resources described in the Getting Started Guide to be very helpful, people who
are just starting to use Linux will likely need additional information. The information that will be
most helpful to you depends on your level of Linux expertise:

New To Linux — If this is your first time using Linux (or any Linux-like operating system, for
that matter), you'll need solid introductory information on basic UNIX concepts. For exam-
ple, O'Reilly and Associates (ht t p: / / www. or a. conl ) produce a wide variety of Linux and
UNIX-related books. Give their more general titles a try.

Some Linux Experience — If you've used other Linux distributions (or a Linux-like operating
system), you'll probably find what you're looking for in some of the more in-depth reference
material available. For example O’Reilly’s more specialized titles are valuable when you need
a lot of information on a particular subject.

Old Timer —If you're a long-time Red Hat Linux user, you probably don’t need us telling you what
documentation to read. Thanks for reading this far!

2.2 Getting the Right Red Hat Linux Components

If you've purchased the Red Hat Linux boxed set, you're ready to go! However, mistakes occasion-
ally happen, so now is a good time to double-check the contents of your boxed set. If you haven’t
purchased a Red Hat Linux boxed set, skip to Section 2.2.3 on page 9.

2.2.1 Contents of the Red Hat Linux Boxed Set

The Red Hat Linux boxed set contains the following items:

e The Official Red Hat Linux Installation Guide
¢ Official Red Hat Linux Getting Started Guide

ALPHA

The Alpha Installation Addendum.
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e Red Hat Linux CDs 1 and 2.
INTEL

The Linux Applications CD Pack.

Il INTEL

Boot diskette.

e License and Registration information, located on the insert in the jewel case.

Let’s take a quick look at each item:

Installation Guide

The Official Red Hat Linux Installation Guide is what you're currently reading. It contains the infor-
mation necessary to install Red Hat Linux. In addition, it contains information about aspects of the
operating system that are unique to Red Hat Linux.

Official Red Hat Linux Getting Started Guide

The Official Red Hat Linux Getting Started Guide contains information on what to do after the in-
stallation has taken place. It will be referred to on many occasions in this text. We believe it is both
well written and informative, and will guide you through the necessary steps of actually using your
system once the install is in place.

The Official Red Hat Linux Getting Started Guide covers topics ranging from the learning the basics
of your system to navigating your system to Gnome.

Alpha Installation Addendum

ALPHA

The Red Hat Linux Alpha Installation Addendum contains additional information of interest to
owners of Alpha-based computer systems. It contains information that will make installation of
Red Hat Linux more straightforward. (The Alpha Installation Addendum is only included in Red
Hat Linux/ Alpha boxed sets.)

CDs land 2

These two Compact Discs contain the entire Red Hat Linux distribution, including source code. CD
1 contains all the binary packages built for the type of computer (Intel, Alpha, or SPARC) that you



Before You Begin

have . CD 2 contains the source packages that were used to build the binary packages on CD 1.

Linux Applications CD Pack

NTEL
This Compact Disc pack contains demonstration versions of a number of commercial Linux soft-
ware products. For more information, please refer to the READVE file in this pack.
Please Note: This CD-ROM pack and its contents are completely unsupported by Red Hat Software.
All questions and issues concerning any software in this pack should be directed to the responsible
company, and not Red Hat Software.

Boot Diskette

NTEL
This diskette is used to start the installation process for Red Hat Linux/Intel. Depending on your
computer’s configuration and the type of installation you select, you may or may not need the
boot diskette. In addition, you may require a support diskette, again depending on your system’s
hardware configuration, and the installation method you choose. When we discuss the different
installation methods later in this chapter, we’ll explain which diskettes are needed for each type of
installation, and give you instructions for producing any diskettes you require.

ALPHA
Alpha owners should refer to the Red Hat Linux Alpha Installation Addendum for information on
which diskettes are required.

SPARC
SPARC owners should turn to Section E5.1 on page 365 for information on their diskette needs.

License and Registration Information

The CD-ROM jewel case insert includes the license terms for Red Hat Linux, in addition to the license
terms for any commercial software that may be included on the Red Hat Linux CD.

In addition, information about registering your copy of Red Hat Linux with Red Hat Software can
be found here. Once registered, you can receive installation support. Red Hat Software’s installation
support program is discussed in Appendix A on page 229.

Please Note: There is an alphanumeric registration string printed on the CD-ROM case. It is used
to register you for Red Hat Software’s installation support. Please make sure you don’t lose your
registration string — you won’t be able to get installation support without it!
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2.2.2 Missing Something?

If you've purchased the Official Red Hat Linux boxed set from Red Hat Software, (or one of its
distributors) and you're missing one or more of the items listed above, please let us know!

One thing to keep in mind is that Red Hat Software partners with companies (international and
domestic) so that we can make Red Hat Linux available to you in the most convenient form. Because
of this, you might find that your Red Hat Linux boxed set may not have been actually produced by
Red Hat Software.

Not sure how to identify our official boxed set? Here’s how: The bottom of our box has an ISBN
number next to one of the bar codes. That ISBN number should be in the form:

1-888172-xx-y

(Where xx and y may vary.) If your box has an ISBN number in this form, and you’re missing some-
thing, feel free to call us at 1-888-733-4281 (+1-919-547-0012 outside the USA), or to send mail to
orders@ edhat . com

If your box has a different ISBN number (or none at all), you'll need to contact the company that
produced your boxed set. Normally, third-party producers will include their logo and/or contact
information on the outside of the box; an official Red Hat Linux boxed set has only our name and
contact info on the outside. ..

If your Red Hat Linux boxed set is complete, please skip ahead to section 2.2.4 on the next page.

2.2.3 No Boxed Set? No Problem!

Of course, not everyone purchases a Red Hat Linux boxed set. It’s entirely possible to install Red
Hat Linux using a CD created by another company, or even via FTP. In these cases, you may need to
create one or more diskettes to get started.

INTEL
For people installing Red Hat Linux/Intel, you'll need a boot diskette, and if using a PCMCIA
device during the installation, a PCMCIA support diskette. It may also be possible to start the
installation directly from the CD, under certain conditions. We’ll discuss this in more detail when
we outline the various installation methods available.

ALPHA
People with Alpha-based systems should refer to the Red Hat Linux Alpha Installation Addendum
for additional information on the diskettes they may need.

SPARC
SPARC owners should refer to section F.5.1 on page 365 for information on which diskettes they’ll
need.
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2.2.4 Checking for Updated Diskette Images

From time to time, we find that the installation may fail, and that a revised diskette image is required
in order for the installation to work properly. In these cases, we make special images available via
the Red Hat Linux Errata.

Since this is a relatively rare occurrence, you will in general save time if you try to use the standard
diskette images first, and then review the Errata only if you experience any problems completing the
installation.

There are two ways to review the Errata:

1. World Wide Web — By pointing your web browser at ht t p: / / ww. r edhat . conf errat a,
you can read the Errata on-line, and download diskette images easily.

2. Electronic Mail - By sending an empty mail message to er r at a@ edhat . com you will re-
ceive a mail message containing the complete Errata. Also included are URLs to each updated
package and diskette image in the Errata. By using these URLs, you can then download any
necessary diskette images. Remember to use binary mode when transferring a diskette image!

For now, concentrate only on the Errata entries that include new diskette images (the filenames al-
ways end in . i ng). If you find an entry that seems to apply to your problem, get a copy of the
diskette images, and create them using the instructions in Appendix B on page 237.

2.3 Things You Should Know

In order to prevent any surprises during the installation, you should collect some information before
attempting to install Red Hat Linux. You can find most of this information in the documentation that
came with your system, or from the system’s vendor or manufacturer.

Please Note: The most recent list of hardware supported by Red Hat Linux can be found at Red
Hat Software’s World Wide Web site at ht t p: / / www. r edhat . coml har dwar e. It’s a good idea to
check your hardware against this list before proceeding.

2.3.1 Basic Hardware Configuration

You should have a basic understanding of the hardware installed in your computer, including:

e hard drive(s) — Specifically, the number, size, and type. If you have more than one, it’s helpful
to know which one is first, second, and so on. It is also good to know if your drives are IDE
or SCSI. If you have IDE drives, you should check your computer’s BIOS to see if you are
accessing them in LBA mode. Please refer to your computer’s documentation for the proper
key sequence to access the BIOS. Note that your computer’s BIOS may refer to LBA mode by
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other names, such as “large disk mode”. Again, your computer’s documentation should be
consulted for clarification.

memory — The amount of RAM installed in your computer.

e CD-ROM - Most importantly, the unit’s interface type (IDE, SCSI, or other interface) and, for
non-IDE, non-SCSI CD-ROMs, the make and model number. IDE CD-ROMs (also known as
ATAPI) are the most common type in recently manufactured, PC-compatible computers.

SCSI adapter (if one is present) — The adapter’s make and model number.

network card (if one is present) — The card’s make and model number.

e mouse - The mouse’s type (serial, PS/2, or bus mouse), protocol (Microsoft, Logitech, Mouse-
Man, etc.), and number of buttons; also, for serial mice, the serial port it is connected to.

On many newer systems, the installation program is able to automatically identify most hardware.
However, it’s a good idea to collect this information anyway, just to be sure.

ALPHA

In addition to the latest hardware compatibility list on Red Hat Software’s website, owners of
Alpha-based systems should refer to the Red Hat Linux Alpha Installation Addendum for more
information on supported hardware configurations.

SPARC
In addition to the latest hardware compatibility list on Red Hat Software’s website, SPARC owners
should refer to Section F.1 on page 361 for a list of supported hardware.

Learning About Your Hardware With Windows®

If your computer is already running Windows 9x, you can use the following procedure to get addi-
tional configuration information:

e With Windows running, click on the “My Computer” icon using the secondary (normally the
right) mouse button. A pop-up menu should appear.

e Select “Properties.” The “System Properties” window should appear (see Figure 2.1 on the
next page). Note the information listed under “Computer:” — in particular the amount of
RAM listed.

e Click on the “Device Manager” tab. You will then see a graphical representation of your com-
puter’s hardware configuration. Make sure the “View devices by type” button is selected.

At this point, you can either double-click on the icons (or single-click on the plus sign () to look
at each entry in more detail (see Figure 2.2 on page 13). Look under the following icons for more
information:
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Sysztem Properties

I Device Managerl Hardware Profiles I Performance I

System:
Microsoft Windows 95
4.00.950 B

Regiztered to:
User

Company

Computer:
Pentiurn(r]
32.0ME R&M

ok I Cancel !

Figure 2.1: Windows System Properties Window

Disk drives — You will find the type (IDE or SCSI) of hard drive here. (IDE drives will normally
include the word “IDE,” while SCSI drives won't.)

Hard disk controllers — You can get more information about your hard drive controller here.
CDROM - Here is where you'll find out about any CD-ROM drives connected to your com-
puter.

Please Note: In some cases, there may be no CD-ROM icon, yet your computer has a func-
tioning CD-ROM drive. This is normal, depending on how Windows was originally installed.
In this case, you may be able to learn additional information by looking at the CD-ROM driver
loaded in your computer’s conf i g. sys file.

Mouse — The type of mouse present on your computer can be found here.

Display adapters — If you're interested in running the X Window System, you should write
down the information you find here.

Sound, video and game controllers — If your computer has sound capabilities, you’ll find
more information about that here.

Network adapters — Here you'll find additional info on your computer’s network card (if you
have one).
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System Properties

Gereral Device Manager | Hardware Profilesl Performancel

' iew devices by lype ' Wiew devices by connection

Q NpL
[ Disk drives

EI@ Dizplay adapters
@ Cinus Logic 5446 PCI
= Floppy disk contrallers

+ "E_‘, Swstem devices

Properties | Refresh | Remaove | Print... |

u]: I Cancel |

Figure 2.2: Device Manager Under Windows 95

e SCSI controllers — If your computer uses SCSI peripherals, you'll find additional info on the
SCSI controller here.

While this method is not a complete substitute for opening your computer’s case and physically

examining each component, in many cases it can provide sufficient information to continue with the
installation.

Please Note: This information can also be printed by clicking on the “Print...” button. A second

window will appear, allowing you to choose the printer, as well as the type of report (the “All Devices
and System Summary” report type is the most complete).

2.3.2 Video Configuration

If you will be installing the X Window System, you should also be familiar with the following:

e your video card — The card’s make and model number (or the video chipset it uses), and

the amount of video RAM it has. (Most PCI-based cards are auto-detected by the installation
program.)
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e your monitor — The unit’s make and model number, along with allowable ranges for horizon-
tal and vertical refresh rates.

2.3.3 Network-related Information

If you will be connected to a network, be sure you know your:
e |P address — Usually represented as a set of four numbers separated by dots, such as

10. 0. 2. 15.

e netmask — Another set of four numbers separated by dots. An example netmask would be
255. 255. 248. 0.

gateway IP address - Yet another set of four dot-separated numbers. For instance,
10. 0. 2. 254.

e one or more name server IP addresses — One or more sets of dot-separated numbers.
10. 0. 2. 1 might be the address of a name server.

domain name — The name given to your organization. For instance, Red Hat Software has a
domain name of r edhat . com

¢ hostname - The name of your computer. A computer might be named pooh, for instance.

Please Note: The information given above is an example only! Do not use it when you install Red
Hat Linux! If you don’t know the proper values for your network, ask your network administrator.

2.4 Installation Methods

ALPHA

Alpha owners should take a moment to review the Red Hat Linux Alpha Installation Addendum,
particularly the first chapter. It covers aspects of the installation process that differ from a typical
Red Hat Linux/Intel installation.

SPARC
People with SPARC systems should take a moment to read Appendix F on page 361. This appendix
covers aspects of the installation process that differ from a typical Red Hat Linux/Intel installation.

You can install or upgrade Red Hat Linux via any of several different methods. Each method works
best in different situations, and has different requirements. But before we discuss each installation
method, let’s take a look at an issue that may affect some of you.
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2.4.1 PCMCIA Support During the Installation

INTEL

This section is specific to Intel-based computers only

Most Intel-based laptop computers support PCMCIA (also known as PC Card). Computers that
support PCMCIA devices contain a controller having one or more slots in which a PCMCIA device
can be installed. These devices may be modems, LAN adapters, SCSI adapters, and so on.

When installing Red Hat Linux/Intel on a PCMCIA-capable computer, it is important to note if a
PCMCIA device will be used during installation. For example, if you want to install Red Hat Linux/-
Intel from a CD-ROM, and your CD-ROM drive is connected to a PCMCIA adapter, the installation
program will require PCMCIA support. Likewise, if you are going to use one of the network-based
installation methods, you will need PCMCIA support if your network adapter is PCMCIA-based.

Please Note: You don’t need install-time PCMCIA support if you're installing Red Hat Linux on a
laptop, and using the laptop’s built-in CD-ROM drive.

PCMCIA support is dependent on two things:

1. The type of PCMCIA controller in your computer system.
2. The type of PCMCIA device that you wish to use during the installation.

While nearly every PCMCIA controller and most popular PCMCIA devices are supported, there are
some exceptions. For more information, please consult the Red Hat Linux Hardware Compatibility
Listathtt p: // ww. r edhat . coni har dwar e.

The main thing to keep in mind is that if you require install-time PCMCIA support, you will need a
support diskette. We'll show you how to do this after you’'ve determined which installation method
is best for you.

ALPHA
PCMCIA support is not available for the Alpha.

SPARC
PCMCIA support is not available for the SPARC.

2.4.2 Installing From a CD-ROM

If you have a Red Hat Linux CD-ROM, and your computer has a supported CD-ROM drive, you
should consider this installation method. Installing directly from CD-ROM is the most straightfor-
ward approach. When installing from CD-ROM, the packages you select are read from the CD-ROM,
and are installed on your hard drive.
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How To Do It

As the name implies, you'll need a Red Hat Linux CD-ROM, a supported CD-ROM drive, and a
means of starting the installation program.

INTEL

Intel systems will need to use the boot diskette (and the PCMCIA support diskette if a PCMCIA
device is used during the install). There is an alternate method of installing from CD-ROM that uses
no diskettes, but requires that the system be running DOS. We'll discuss this approach (known as
autoboot) in Section 3.2.1 on page 38. For now, note that PCMCIA support is not available when
using autoboot.

Please Note: The Red Hat Linux/Inte]l CD-ROM can also be booted by newer computers that
support bootable CD-ROMs. Not all computers support this feature, so if yours can’t boot from
CD-ROM, you'll have to use a boot diskette (or autoboot from DOS) to get things started. Note that
you may need to change BIOS settings in your computer to enable this feature.

If you've determined that this installation method is most applicable to your situation, please skip
ahead to Section 2.6 on page 18.

2.4.3 Installing From an FTP Site

If you don’t have a Red Hat Linux CD-ROM or a CD-ROM drive, but you do have network access,
then an FTP installation may be for you. When installing via FTP, the Red Hat Linux packages you
select are downloaded (using FTP) across the network to your computer, and are installed on your
hard drive.

How To Do It

When doing an FTP install, you’ll need LAN-based access to a network; a dialup connection via
modem won't cut it. If your Local Area Network has Internet access, you can use one of the many
FTP sites that mirror Red Hat Linux. You can find a list of mirror sites at
http://ww.redhat.commrrors. htm.

If your LAN doesn’t have Internet access, all is not lost. If there is a computer on your LAN that can
accept anonymous FTP requests, simply put a copy of the Red Hat Linux distribution on that system,
and you're ready to go.

Please Note: Your FTP server must be able to handle long filenames.

INTEL
For an FTP installation, you must use the network installation boot diskette specific to, and a PCM-
CIA support diskette if using a PCMCIA device during the installation. You will need to have a
valid nameserver configured or you must specify the IP address of the FTP server you will be using.
You will also need the path to the Red Hat Linux directory on the FTP server.
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If you've determined that this installation method is most applicable to your situation, please skip
ahead to Section 2.6 on the following page.

2.4.4 Installing From an HTTP Site

If you don’t have a Red Hat Linux CD-ROM or a CD-ROM drive, but you do have network access,
then an HTTP installation may be for you. When installing via HTTP, the Red Hat Linux packages
you select are downloaded (using HTTP) across the network to your computer, and are installed on
your hard drive.

How To Do It

INTEL
For an HTTP installation, you must use the network installation boot disk and if you are using a
PCMCIA device during the installation, a PCMCIA support diskette. You will need to have a valid
nameserver configured or you must specify the IP address of the HTTP server you will be using.
You will also need the path to the Red Hat Linux directory on the HTTP server.

If you've determined that this installation method is most applicable to your situation, please skip
ahead to Section 2.6 on the next page.

2.4.5 Installing From an NFS Server

If your system doesn’t have a CD-ROM drive, but you do have network access, then an NFS installa-
tion may be for you. When installing via NFS, the Red Hat Linux packages you select are NFS-served
to your computer from an NFS server system. The packages are then installed on your hard drive.

How To Do It

If you wish to perform an NFS installation, you will need to mount the Red Hat Linux CD-ROM
on a machine that supports ISO-9660 file systems with Rock Ridge extensions. The machine must
also support NFS. Export the CD-ROM file system via NFS. You will need to have a nameserver
configured, or know the NFS server’s IP address, as well as the path to the exported CD-ROM.

Please Note: Your NFS server must be able to handle long filenames.

INTEL
For an NFS installation, you’ll need a boot diskette only.

If you've determined that this installation method is most applicable to your situation, please skip
ahead to Section 2.6 on the following page.
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2.4.6 Installing From a Hard Drive

If none of the other installation methods will work for you, but you have some means of getting
the Red Hat Linux package files written to your system’s hard drive, you can install from your hard
drive. In this installation method, the Red Hat Linux packages you select are read from one partition
on a hard drive, and are installed on another partition (or set of partitions).

How To Do It

The hard drive installation method requires a bit of up-front effort on your part, as you must copy
all the necessary files to a partition before starting the Red Hat Linux installation program. You must
first create a RedHat directory at the top level of your directory tree. Everything you will install
should be placed in that directory. First copy the base subdirectory and its contents.

Next, copy the packages you want to install to another subdirectory called RPMS. You can use avail-
able space on an existing DOS partition or a Linux partition that is not required in the install proce-
dure (for example, a partition that would be used for data storage on the installed system).

N =

If you are using a DOS filesystem, you will not be able to use the full Linux filenames for the RPM
packages. The installation process does not care what the filenames look like, but it is a good idea
that you keep track of them.

You'll need a boot diskette, and if using a PCMCIA device during the installation, a PCMCIA
support diskette, when installing from a hard drive.

2.5 Need a Network Boot Disk?

If you are performing an installation via FTP, HTTP, or NFS you will need to create your own network
boot diskette. The network boot diskette image file is boot net . i ng, and is located in the i mages

directory on your Red Hat Linux/Intel CD. Please turn to Appendix B on page 237 and follow the
instructions there. Then, return here, and read on.

2.6 Need a PCMCIA Support Diskette?

N =

This section is specific to Intel-based computers only. If you are using an Alpha or SPARC computer,
please skip ahead to 2.8 on page 21.

Here’s a checklist that you can use to see if you'll need to create a PCMCIA support diskette:
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¢ Installing From a PCMCIA-Connected CD-ROM - If you'll be installing Red Hat Linux from
a CD-ROM, and your CD-ROM drive is attached to your computer through a PCMCIA card,
you'll need a support diskette.

¢ Installing using a PCMCIA Network Card —If you will be using a PCMCIA network adapter
during the installation, you'll need a support diskette.

If you have determined you will need a support diskette, you will have to make one. The PCMCIA
support diskette image file is pcnti a. i Ny, and is located in the i mages directory on your

Red Hat Linux/Intel CD. Please turn to Appendix B on page 237 and follow the instructions there.
Then, return here, and read on.

2.7 Installation Classes
Red Hat Linux includes defines three different classes, or types of installations. They are:

e Workstation
e Server

e Custom
These classes give you the option of simplifying the installation process (with some loss of configu-

ration flexibility), or retaining complete flexibility with a slightly more complex installation process.
Let’s take a look at each class in more detail, so you can see which one is right for you.

Only the custom-class install allows you complete flexibility. The workstation-class and server-class
installs automatically goes through the installation process for you and omits certain steps.

2.7.1 The Workstation-Class Installation

A workstation-class installation is most appropriate for you if you're new to the world of Linux, and
would like to give it a try. By answering very few installation questions, you can be up and running
Red Hat Linux in no time!

What Does It Do?

A workstation-class installation removes any linux-related partitions on all installed hard drives (and
uses all free unpartitioned disk space) to create the following partitions:
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e A 64MB swap partition.

N =

A 16MB partition (mounted as / boot ) in which the Linux kernel and related files reside.

ALPHA

A 2MB partition (mounted as / dos) in which the MILO boot loader is located.

A variable-sized (the exact size is dependent on available disk space) partition (mounted as /)
in which all other files are stored.

This approach to disk partitioning results in the simplest filesystem configuration possible.

Please Note: You will need approximately 600MB of free disk space in order to perform a workstation-
class installation.

If your system already runs Windows, a workstation-class installation will automatically configure
your system to dual-boot using LILO.

Please Note: A workstation-class installation will remove any existing Linux partition on any hard
drive on your system. It will also attempt to set up a dual boot environment automatically on your
system.

2.7.2 The Server-Class Installation

A server-class installation is most appropriate for you if you'd like your system to function as a
Linux-based server, and you don’t want to heavily customize your system configuration.

What Does It Do?

A server-class installation removes all existing partitions on all installed hard drives, so choose this
installation class only if you're sure you have nothing you want saved! When the installation is
complete, you'll find the following partitions:

o A 64MB swap partition.

INTEL

A 16MB partition (mounted as / boot ) in which the Linux kernel and related files are kept.

ALPHA

A 2MB partition (mounted as / dos) in which the MILO boot loader is kept.




2.8 Disk Partitions

21

o A 256MB partition (mounted as /).
e A partition of at least 512MB (mounted as / usr).
e A partition of at least 512MB (mounted as / horre).

e A 256MB partition (mounted as / var).

This approach to disk partitioning results in a reasonably flexible filesystem configuration for most
server-class tasks.

Please Note: You will need approximately 1.6GB of free disk space in order to perform a server-class
installation.

Please Note: A server-class installation will remove any existing partitions of any type on all exist-
ing hard drives of your system. All drives will be erased of all information and existing operating
systems, regardless if they are Linux partitions or not.

2.7.3 The Custom-Class Installation

As you might guess from the name, a custom-class installation puts the emphasis on flexibility. Dur-
ing a custom-class installation, it is up to you how disk space should be partitioned. You have com-
plete control over the packages that will be installed on your system. You can also determine whether
you’ll use LILO to boot your system.

For those of you with prior Red Hat Linux installation experience, you've already done a custom-
class installation — it is the same installation procedure we’ve used in past versions of Red Hat Linux.

2.8 Disk Partitions

Nearly every modern-day operating system uses disk partitions, and Red Hat Linux is no exception.
When installing Red Hat Linux, it will be necessary to work with disk partitions. If you have not
worked with disk partitions before (or would like a quick review of the basic concepts) please read
Appendix C on page 239 before proceeding.

Please Note: If you intend to perform a workstation- or server-class installation, and you already
have sufficient unpartitioned disk space, you do not need to read this section, and may turn to Sec-
tion 2.9 on page 31. Otherwise, please read this section in order to determine the best approach to
freeing disk space for your Red Hat Linux installation.

In order to install Red Hat Linux, you must make disk space available for it. This disk space needs
to be separate from the disk space used by other operating systems you may have installed on your
computer, such as Windows, OS/2, or even a different version of Linux. This is done by dedicating
one or more partitions to Red Hat Linux.

Before you start the installation process, one of the following conditions must be met:
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e Your computer must have enough unpartitioned disk space available to install Red Hat Linux.
e Your computer must have one or more partitions that may be deleted, thereby freeing up
enough disk space to install Red Hat Linux.

Let’s look at how this can be done.

2.8.1 Making Room For Red Hat Linux

There are three possible scenarios you may face when attempting to repartition your hard disk:

e Unpartitioned free space is available.
e An unused partition is available.

o Free space in an actively used partition is available.

Let’s look at each scenario in order.

Please Note: The figures in this section are based on those used in Appendix C on page 239, and
represent the sequence of events necessary to free disk space for Red Hat Linux. If these figures do
not make sense to you, you should read Appendix C before proceeding any further. Keep in mind
that these illustrations are simplified in the interest of clarity, and do not reflect the exact partition
layout that you will encounter when actually installing Red Hat Linux.

Using Unpartitioned Free Space

In this situation, the partitions already defined do not span the entire hard disk, leaving unallocated
space that is not part of any defined partition. Figure 2.3 on the next page shows what this might
look like.

If you think about it, an unused hard disk also falls into this category; the only difference is that all
the space is not part of any defined partition.

In any case, you can simply create the necessary partitions from the unused space. Unfortunately,
this scenario, although very simple, is not very likely (unless you’ve just purchased a new disk just
for Red Hat Linux).

Let’s move on to a slightly more common situation.

Using Space From An Unused Partition

In this case, maybe you have one or more partitions that you just don’t use any longer. Perhaps
you’ve dabbled with another operating system in the past, and the partition(s) you've dedicated to
it never seem to be used anymore. Figure 2.4 on the facing page illustrates such a situation.
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If you find yourself in this situation, you can use the space allocated to the unused partition. You’'ll
first need to delete the partition, and then create the appropriate Linux partition(s) in its place. You
can either delete the partition using DOS f di sk, or you'll be given the opportunity to do so during
a custom-class installation.

Using Free Space From An Active Partition

This is the most common situation. It is also, unfortunately, the hardest to work with. The main
problem is that, even if you have enough free space, it’s presently allocated to a partition that is in
use. If you purchased a computer with pre-installed software, the hard disk most likely has one
massive partition holding the operating system and data.

Aside from adding a new hard drive to your system, you have two choices:

Destructive Repartitioning — Basically, you delete the single large partition, and create several
smaller ones. As you might imagine, any data you had in the original partition is destroyed.
This means that making a complete backup is necessary. For your own sake, make two back-
ups, use verification (if available in your backup software), and try to read data from your
backup before you delete the partition. Note also that if there was an operating system of some
type installed on that partition, it will need to be reinstalled as well.

After creating a smaller partition for your existing software, you can reinstall any software,
restore your data, and continue with your Red Hat Linux installation. Figure 2.5 shows this
being done.
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Figure 2.5: Disk Drive Being Destructively Repartitioned
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Please Note: As Figure 2.5 on the facing page shows, any data present in the original partition
will be lost without proper backup!

Non-Destructive Repartitioning — Here, you run a program that does the seemingly impossible:
it makes a big partition smaller without losing any of the files stored in that partition. Many
people have found this method to be reliable and trouble-free. What software should you use
to perform this feat? There are several disk management software products on the market;
you'll have to do some research to find the one that is best for your situation.

While the process of non-destructive repartitioning is rather straightforward, there are a num-
ber of steps involved:

e Compress existing data
e Resize partition

o Create new partition(s)
Let’s take a look at each step in a bit more detail.
Compress existing data - As Figure 2.6 shows, the first step is to compress the data in

your existing partition. The reason for doing this is to rearrange the data such that it maximizes
the available free space at the “end” of the partition.

DOS [Dos

Before After

Figure 2.6: Disk Drive Being Compressed

This step is crucial; without it, it is possible that the location of your data could prevent the
partition from being resized to the extent desired. Note also that, for one reason or another,
some data cannot be moved. If this is the case (and it restricts the size of your new partition(s)),
you may be forced to destructively repartition your disk.
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Resize partition - Figure 2.7 shows the actual resizing process. While the actual end-
product of the resizing operation varies depending on the software used, in most cases the
newly freed space is used to create an unformatted partition of the same type as the original
partition.
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Figure 2.7: Disk Drive with Partition Resized

It’s important to understand what the resizing software you use does with the newly freed
space, so that you can take the appropriate steps. In the case we’ve illustrated, it would be best
to simply delete the new DOS partition, and create the appropriate Linux partition(s).

Create new partition(s) - As the previous step implied, it may or may not be necessary
to create new partitions. However, unless your resizing software is Linux-aware, it is likely
you’ll need to delete the partition that was created during the resizing process. Figure 2.8 on
the next page shows this being done.

INTEL
The following information is specific to Intel-based computers only.

As a convenience to our customers, we provide the fi ps utility. This is a freely available
program that can resize FAT (File Allocation Table) partitions. It’s included on the Red Hat
Linux/Intel CD-ROM in the dosut i | s directory.

Please Note: Many people have successfully used f i ps to repartition their hard drives. How-
ever, because of the nature of the operations carried out by fi ps, and the wide variety of
hardware and software configurations under which it must run, Red Hat Software cannot
guarantee that f i ps will work properly on your system. Therefore, no installation support
whatsoever is available for f i ps; use it at your own risk.
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Figure 2.8: Disk Drive with Final Partition Configuration

That said, if you decide to repartition your hard drive with f i ps, it is vital that you do two
things:

e Perform a Backup — Make two copies of all the important data on your computer. These
copies should be to removable media (such as tape or diskettes), and you should make
sure they are readable before proceeding.

¢ Read the Documentation — Completely read the f i ps documentation, located in the
/dosuti | s/ fi psdocs subdirectory on Red Hat Linux/Intel CD 1.

Should you decide to use f i ps, be aware that after f i ps runs you will be left with two parti-
tions: the one you resized, and the one f i ps created out of the newly freed space. If your goal
is to use that space to install Red Hat Linux, you should delete the newly created partition,
either by using f di sk under your current operating system, or while setting up partitions
during a custom-class installation.

2.8.2 Partition Naming Scheme

Linux refers to disk partitions using a combination of letters and numbers which may be confusing,
particularly if you're used to the “C drive” way of referring to hard disks and their partitions. In the
DOS/Windows world, here is how partitions are named:

e Each partition’s type is checked to determine if it can be read by DOS/Windows.
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o If the partition’s type is compatible, it is assigned a “drive letter.” The drive letters start with
IIC//.

e The drive letter can then be used to refer to that partition as well as the filesystem contained
on that partition.

Red Hat Linux uses a naming scheme that is more flexible and conveys more information than the
approach used by other operating systems.

The naming scheme is file-based, with filenames in the form:

/ dev/ xxy N

Here’s how to decipher the partition naming scheme:

/dev/ — This string is the name of the directory in which all device files reside. Since partitions
reside on hard disks, and hard disks are devices, the files representing all possible partitions
residein/ dev/ .

xx — The first two letters of the partition name indicate the type of device on which the partition
resides. You'll normally see either hd (for IDE disks), or sd (for SCSI disks).

Y — This letter indicates which device the partition is on. For example,
/ dev/ hda (the first IDE hard disk) or / dev/ sdb (the second SCSI disk).

N — The final number denotes the partition. The first four (primary or extended) partitions are
numbered 1 through 4. Logical partitions start at 5. E.g., / dev/ hda3 is the third primary or
extended partition on the first IDE hard disk; / dev/ sdb6 is the second logical partition on the
second SCSI hard disk.

Please Note: There is no part of this naming convention that is based on partition type; unlike
DOS/Windows, all partitions can be identified under Red Hat Linux. Of course, this doesn’t mean
that Red Hat Linux can access data on every type of partition, but in many cases it is possible to
access data on a partition dedicated to another operating system.

Keep this information in mind; it will make things easier to understand when you're setting up the
partitions Red Hat Linux requires.

2.8.3 Disk Partitions and Other Operating Systems

If your Red Hat Linux partitions will be sharing a hard disk with partitions used by other operat-
ing systems, most of the time you’ll have no problems. However, there are certain combinations of
Linux and other operating systems that require extra care. Information on creating disk partitions
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compatible with other operating systems is available in several HOWTOs and Mini-HOWTOs, avail-
able on the Red Hat Linux CD in the doc/ HOMOand doc/ HOMQ mi ni directories. In particular,
the Mini-HOWTOs whose names start with Li nux+ are quite helpful.

INTEL
If Red Hat Linux/Intel will coexist on your machine with OS/2, you must create your disk parti-
tions with the OS/2 partitioning software—otherwise, OS/2 may not recognize the disk partitions.
During the installation, do not create any new partitions, but do set the proper partition types for
your Linux partitions using the Linux f di sk.

2.8.4 Disk Partitions and Mount Points

One area that many people new to Linux find confusing is the matter of how partitions are used and
accessed by the Linux operating system. In DOS/Windows, it is relatively simple: If you have more
than one partition, each partition gets a “drive letter.” You then use the drive letter to refer to files
and directories on a given partition.

This is entirely different from how Red Hat Linux deals with partitions and, for that matter, with
disk storage in general. The main difference is that each partition is used to form part of the storage
necessary to support a single set of files and directories. This is done by associating a partition with
a directory through a process known as mounting. Mounting a partition makes its storage available
starting at the specified directory (known as a mount point).

For example, if partition / dev/ hda5 were mounted on / usr, that would mean that all files and di-
rectories under/ usr would physically resideon/ dev/ hda5. So the file/ usr/ doc/ FAQ t xt / Li nux-
FAQwould be stored on / dev/ hda5, while the file / et ¢/ X11/ gdm Sessi ons/ Gnome would not.

Continuing our example, it is also possible that one or more directories below / usr would be
mount points for other partitions. For instance, a partition (say, / dev/ hda7) could be mounted
on /usr/| ocal , meaning that, for example, / usr/ | ocal / man/ whati s would then reside on
/ dev/ hda7 rather than / dev/ hdas.

2.8.5 How Many Partitions?

At this point in the process of preparing to install Red Hat Linux, you will need to give some con-
sideration to the number and size of the partitions to be used by your new operating system. The
question of “how many partitions” continues to spark debate within the Linux community and, with-
out any end to the debate in sight, it’s safe to say that there are probably as many partition layouts as
there are people debating the issue.

Keeping this in mind, we recommend that, unless you have a reason for doing otherwise, you should

create the following partitions:

e A swap partition — Swap partitions are used to support virtual memory. If your computer
has 16 MB of RAM or less, you must create a swap partition. Even if you have more memory,
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a swap partition is still recommended. The minimum size of your swap partition should be
equal to your computer’s RAM, or 16 MB (whichever is larger). The largest useable swap
partition is roughly 127 MB, so making a swap partition larger than that will result in wasted
space. Note, however, that you can create and use more than one swap partition if your system
requires more than 127MB of swap.

INTEL
The following partition is specific to Red Hat Linux/Intel installations.

e A/ boot partition — The partition mounted on / boot contains the operating system kernel,
along with a few other files used during the bootstrap process. Due to the limitations of most
PC BIOSes, creating a small partition to hold these files is a good idea. This partition should
be no larger than 16MB.

Please Note: Make sure you read Section 2.8.6 — the information there applies to the / boot
partition!

ALPHA
The following partition is specific to Red Hat Linux/Alpha installations.

e A MILO partition — Alpha owners that will be using MILO to boot their systems should
create a 2MB DOS partition where MILO can be copied after the installation is complete. We
recommend using / dos as the mount point.

e Aroot partition — The root partition is where / (the root directory) resides. In this partitioning
layout, all files (except those stored in / boot ) reside on the root partition. Because of this, it’s
in your best interest to maximize the size of your root partition. A 500MB root partition will
permit the equivalent of a workstation-class installation (with very little free space), while a
1GB root partition will let you install every package.

2.8.6 One Last Wrinkle: Using LILO

NTEL
LILO (the LInux LOader) is the most commonly used method to boot Red Hat Linux on Intel-based
systems. An operating system loader, LILO operates “outside” of any operating system, using
only the Basic I/O System (or BIOS) built into the computer hardware itself. This section describes
LILO’s interactions with PC BIOSes, and is specific to Intel-compatible computers.

ALPHA
Alpha owners may skip ahead to Section 2.9 on the next page.

SPARC
SPARC owners may skip ahead to Section 2.9 on the facing page.
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BIOS-Related Limitations Impacting LILO

LILO is subject to some limitations imposed by the BIOS in most Intel-based computers. Specifically,
most BIOSes can’t access more than two hard drives and they can’t access any data stored beyond
cylinder 1023 of any drive. Note that some recent BIOSes do not have these limitations, but this is by
no means universal.

All the data LILO needs to access at boot time (including the Linux kernel) are located in the / boot
directory. If you follow the partition layout recommended above, or you are performing a workstation-
or server-class install, the / boot directory will be in a small, separate partition. Otherwise, it will
reside in the root partition. In either case, the partition in which / boot resides must conform to the
following guidelines if you are going to use LILO to boot your Red Hat Linux system:

On First Two IDE Drives - If you have 2 IDE (or EIDE) drives, / boot must be located on one of
them. Note that this two-drive limit also includes any IDE CD-ROM drives on your primary
IDE controller. So, if you have one IDE hard drive, and one IDE CD-ROM on your primary
controller, / boot must be located on the first hard drive only, even if you have other hard
drives on your secondary IDE controller.

On First IDE or First SCSI Drive — If you have one IDE (or EIDE) drive and one or more SCSI
drives, / boot must be located either on the IDE drive or the SCSI drive at ID 0. No other SCSI
IDs will work.

On First Two SCSI Drives — If you have only SCSI hard drives, / boot must be located on a drive
at ID 0 or ID 1. No other SCSI IDs will work.

Partition Completely Below Cylinder 1023 — No matter which of the above configurations apply,
the partition that holds / boot must be located entirely below cylinder 1023. If the partition
holding / boot straddles cylinder 1023, you may face a situation where LILO will work ini-
tially (because all the necessary information is below cylinder 1023), but will fail if a new kernel
is to be loaded, and that kernel resides above cylinder 1023.

As mentioned earlier, it is possible that some of the newer BIOSes may permit LILO to work with
configurations that don’t meet our guidelines. Likewise, some of LILO’s more esoteric features may
be used to get a Linux system started, even if the configuration doesn’t meet our guidelines. How-
ever, due to the number of variables involved, Red Hat Software cannot support such extraordinary
efforts.

Please Note: Disk Druid as well as the workstation- and server-class installs take these BIOS-related
limitations into account. However, if you decide to use f di sk instead, it is your responsibility to
ensure that you keep these limitations in mind.

2.9 A Note About Kernel Drivers

During installation of Red Hat Linux, there are some limits placed on the filesystems and other
drivers supported by the kernel. However, after installation there is support for all filesystems avail-
able under Linux. At install time the modularized kernel has support for (E)IDE devices, (including
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ATAPI CD-ROM drives), SCSI adapters, and network cards. Additionally, all mice, SLIP, CSLIP, PPP,
PLIP, FPU emulation, console selection, ELF, SysV IPC, IP forwarding, firewalling and accounting,
reverse ARP, QIC tape and parallel printers, are supported.

Please Note: Because Red Hat Linux supports installation on many different types of hardware,
many drivers (including those for SCSI adapters, network cards, and many CD-ROMs) are not built
into the Linux kernel used during installation; rather, they are available as modules and loaded as you
need them during the installation process. If necessary, you will have the chance to specify options
for these modules at the time they are loaded, and in fact these drivers will ignore any options you
specify for them at the boot : prompt.

After the installation is complete you may want to rebuild a kernel that includes support for your spe-
cific hardware configuration. See Section 11.8 on page 210 for information on building a customized
kernel. Note that, in most cases, a custom-built kernel is not necessary.

2.10 If You Have Problems...

If you have problems before, during, or after the installation, check the list of Red Hat Linux Fre-
quently Asked Questions. You can find the FAQ at:

http://wwv. redhat. com know edgebase/i ndex. ht m
In many cases, a quick check of the FAQ can quickly get you back in action.

2.11 One Last Note

Please read all of the installation instructions before starting; this will prepare you for any decisions
you need to make and should eliminate potential surprises.



Starting the Installation

This chapter explains how to start the Red Hat Linux 6.0 installation process. We'll cover the follow-
ing areas in this chapter:

¢ Getting familiar with the installation program’s user interface;

e Starting the installation program;

e Selecting an installation method.

By the end of this chapter, the installation program will be running on your system, and the appro-
priate installation method will have been selected.

3.1 The Installation Program User Interface

The Red Hat Linux installation program uses a screen-based interface that includes most of the on-
screen “widgets” commonly found on graphical user interfaces. They may look a little different than
their more graphical counterparts; Figures 3.1 on page 35 and 3.2 on page 36 are included here to
make them easier to identify. Here’s a list of the most important widgets:

¢ Window — Windows (also referred to as dialog boxes in this manual) will appear on your screen
throughout the installation process. At times, one window may overlay another; in these cases,
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you may only interact with the window on top. When finished with that window, it will
disappear, allowing you to continue with the window that was underneath.

e Text Input — Text input lines are regions where you can enter information required by the
installation program. When the cursor rests on a text input line, you may enter and/or edit
information on that line.

e Check Box — Check boxes allow you to select or deselect a particular feature offered to you
by the installation program. When the cursor rests within a check box, pressing causes
the check box to toggle between a selected and unselected state.

o Text Widget — Text widgets are regions of the screen that are devoted to the display of text. At
times, text widgets may also contain other widgets, such as check boxes. It is possible that a
text widget may contain more information than could be displayed at one time. In these cases,
the text widget will have a scroll bar next to it; if you position the cursor within the text widget,

you can then use the (1] and (}] keys to scroll through all the information available.

e Scroll Bar —Scroll bars provide a visual indication of your relative position in the information
being displayed in a text widget. Your current position is shown by a # character, which will
move up and down the scroll bar as you scroll back and forth.

¢ Button Widget — Button widgets are the primary method of interacting with the installation
program. By “pressing” these buttons, you will progress through the series of windows that
make up the installation process. Buttons may be pressed when they are highlighted by the
cursor.

e Cursor — Although not a widget, the cursor is used to select (and interact) with a particular
widget. As the cursor is moved from widget to widget, it may cause the widget to change
color, or you may only see the cursor itself positioned in or next to the widget. In Figure 3.1
on the facing page, the cursor is positioned on the Ok button. Figure 3.2 on page 36 shows the
cursor on the first line of the text widget at the top of the window.

As you might have guessed by our description of these widgets, the installation program is character-
based, and does not use a mouse. This is due to the fact that the installation program must run on
a wide variety of computers, some of which may not even have a mouse. The following section
describes the keystrokes necessary to interact with the installation program.

3.1.1 Using the Keyboard to Navigate

You can navigate around the installation dialogs using a simple set of keystrokes. You will need to
move the cursor around by using various keys such as &, =, and . You can also use (Tab)j,

and (AlH{Tab) to cycle forward or backward through each widget on the screen. In most cases, there
is a summary of available function keys presented at the bottom of each screen.

To “press” a button, position the cursor over the button (using (TabJ, for instance) and press
(or (Enter)). To select an item from a list of items, move the cursor to the item you wish to select and
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Figure 3.1: Installation Program Widgets

press (Enter]. To select an item with a check box, move the cursor to the check box and press to
select an item. To deselect, press a second time.

Pressing accepts the current values and proceeds to the next dialog; it is usually equivalent to
pressing the Ok button.

Please Note: Unless a dialog box is waiting for your input, do not press any keys during the instal-
lation process — it may result in unpredictable behavior.

3.1.2 A Note about Virtual Consoles
There is more to the Red Hat Linux installation program than the dialog boxes it presents as it guides
you through the installation process.

In fact, the installation program makes several different kinds of diagnostic messages available to
you, in addition to giving you a way to enter commands from a shell prompt. It presents this infor-
mation on five virtual consoles which you can switch between using a single keystroke.

These virtual consoles can be very helpful if you encounter a problem while installing Red Hat Linux.
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Figure 3.2: More Installation Program Widgets

Messages displayed on the install or system consoles can help pinpoint the problem. Please see
Figure 3.3 on the facing page for a listing of the virtual consoles, the keystrokes to switch to them,
and their contents.

In general, there should be no reason to leave virtual console #1 unless you are attempting to diagnose
installation problems. But if you are the curious type, feel free to look around.

3.2 Starting the Installation Program

Now it’s time to start installing Red Hat Linux. To start the installation, it is first necessary to boot
the installation program. Before we start, please make sure you have all the resources you'll need for
the installation. If you've already read through Chapter 2, and followed the instructions, you should
be ready.
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Figure 3.3: Virtual Console Information

ALPHA
If you haven’t created your diskettes yet, please refer to the first chapter of the Red Hat Linux Alpha
Installation Addendum, and create them now. After you've created the necessary diskettes, please
finish reading the first chapter of the Red Hat Linux Alpha Installation Addendum for information
on starting the installation.

SPARC
If you haven’t prepared for the installation yet, please read Sections F.2 on page 362 through E5.
Determine how you will boot the installation program, and issue the boot command that will start
the installation.

3.2.1 Booting the Installation Program

To start installing Red Hat Linux, insert the boot diskette into your computer’s first diskette drive
and reboot (or boot from the Red Hat Linux CD-ROM, if your computer supports it). Your BIOS
settings may need to be changed to allow you to boot from the diskette or CD-ROM.

After a short delay, a screen containing the boot : prompt should appear. The screen contains infor-
mation on a variety of boot options. Each boot option also has one or more help screens associated
with it. To access a given help screen, press the appropriate function key as listed in the line at the
bottom of the screen.

You should keep two things in mind:

e The initial screen will automatically start the installation program if you take no action within
the first minute. To disable this feature, press one of the help screen function keys.

e If you press a help screen function key, there will be a slight delay as the help screen is read
from diskette.

Normally, you'll only need to press to boot. Watch the boot messages to see whether the Linux
kernel detects your hardware. If it does not properly detect your hardware, you may need to restart
the installation in “expert” mode.
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Expert mode disables most hardware probing, and gives you the option of entering options for the
drivers loaded during the installation. Expert mode can be entered using the following boot com-
mand:

boot: expert

Please Note: The initial boot messages will not contain any references to SCSI or network cards.
These devices are supported by modules that are loaded during the installation process.

Options can also be passed to the kernel. For example, to instruct the kernel to use all the RAM in a
128 MB system, enter:

boot: |inux nmenr128M

However, with most computers, there is no need to pass this argument to the kernel. The kernel will
detect the amount of memory your system has in most cases. To be sure that all of your memory has
been detected, at a shell prompt type:

cat /proc/mem nfo

This will display the amount of memory detected by the kernel in the form of total, used, free, etc.

If MemTotal is not correct for your system, you will need to modify your lilo.conf to pass that amount
of memory to the kernel at boot time. Such as, if your computer has 96 megabytes of RAM, you will
add:

append="nem=96M'

After entering any options, press to boot using those options. If you do need to specify boot
options to identify your hardware, please make note of them — they will be needed later.

INTEL

Installing Without Using a Boot Diskette The Red Hat Linux/Intel CD-ROM can also be booted
by newer computers that support bootable CD-ROMs. Not all computers support this feature, so if
yours can’t boot from the CD-ROM, there is one other way to start the installation without using a
boot diskette. The following method is specific to Intel-based computers only.

If you have MS-DOS installed on your computer, you can boot the installation system directly from
the CD without using any diskettes.

To do this (assuming your CD is drive d: ),, use the following commands:
C\> d:

D: \> cd \dosutils
D: \dosuti | s> aut oboot . bat
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Note that this method will not work if run in a DOS window - the aut oboot . bat file must be
executed with DOS as the only operating system. In other words, Windows cannot be running.

If your computer can’t boot directly from CD-ROM (and you can’t use a DOS-based autoboot), you'll
have to use a boot diskette to get things started.

3.3 Beginning the Installation

After booting, the installation program begins by displaying a welcome message. Press to
begin the installation. If you wish to abort the installation process at this time, simply eject the boot
diskette now and reboot your machine.

3.3.1 Choosing a Language

After the welcome dialog, the installation program asks you to select the language to be used during
the installation process (see Figure 3.4). Using the (1] and (]] keys, select the appropriate language. A
scroll bar may appear to the right of the languages — if present, it indicates that there are more entries

than can be displayed at one time. You'll be seeing scroll bars like this throughout the installation
program.

Helcome to Red Hat Limex
Chooze a Language

What language should be uzed during
the inztallation process?

Enolish |
Czech
Danizh
Finnish
French
German
Italian
Horwegian

S R R M M

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 3.4: Selecting a Language
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3.3.2 Selecting a Keyboard Type

Next, the installation program gives you an opportunity to select a keyboard type (see Figure 3.5).
You may navigate this dialog box the same way you did with the language selection dialog.

After selecting the appropriate keyboard type, press (Enter); the keyboard type you select will be
loaded automatically both for the remainder of the installation process and each time you boot your
Red Hat Linux system.

If you wish to change your keyboard type after you have installed your Red Hat Linux system, you
may use the / usr/ sbi n/ kbdconf i g command or you may type set up at the r oot prompt.

Helcome to Red Hat Limex
Keyboard Type
What type of keyboard do you have?
slovene

tr_f-latinG
tr_g-lating

i
i
i
i
i
i
#
¥

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 3.5: Selecting a Keyboard Type

3.3.3 PCMCIA Support

Next, the installation program will probe your system to determine if your system requires PCMCIA
(also known as PC Card) support. If a PCMCIA controller is found, you'll be asked if you require
PCMCIA support during the installation. If you will be using a PCMCIA device during the installa-
tion (for example, you have a PCMCIA ethernet card and you’ll be installing via NFS, or you have a
PCMCIA SCSI card and will be installing from a SCSI CD), you should select Yes.

Please Note: This question applies only to PCMCIA support during the actual installation. Your
installed Red Hat Linux system will still support PCMCIA, even if you say No here (assuming that
you do not deselect the ker nel - pcnei a- cs package during the subsequent installation).

If you require PCMCIA support, you will then be asked to insert the PCMCIA support diskette.
Select Ok when you've done so.

The installation program will then display a progress bar as the support diskette is loaded.
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3.4 Selecting an Installation Method

Next, you will be asked what type of installation method you wish to use. You can install Red Hat
Linux via any of five basic methods (see Section 2.4 on page 14), which require the use of a support
diskette if you are using a PCMCIA device during the install. To summarize, you can install Red Hat
Linux from:

CD-ROM - If you have a CD-ROM drive and the Red Hat Linux CD-ROM. Requires a PCMCIA
support disk only if you will be using a PCMCIA device during the install. Please refer to
Section 4.2 on page 43 to select the CD-ROM installation method.

Hard Drive — If you copied the Red Hat Linux files to a local hard drive. Requires a PCMCIA
support disk only if you will be using a PCMCIA device during the install. Please refer to
Section 4.3 on page 45 to select the hard drive installation method.

NFS Image - If you are installing from an NFS Image server which is exporting the Red Hat Linux
CD-ROM or a mirror image of Red Hat Linux. Requires a PCMCIA support disk only if you
will be using a PCMCIA device during the install. Requires a network boot disk. Please refer
to Section 5.2 on page 68 to select the NFS installation method.

FTP - If you are installing directly from an FTP server. Requires a PCMCIA support disk only if
you will be using a PCMCIA device during the install. Requires a network boot disk. Please
refer to Section 5.3 on page 69 to select the FTP installation method.

HTTP —If you are installing directly from an HTTP Web server. Requires a PCMCIA support disk
only if you will be using a PCMCIA device during the install. Requires a network boot disk.
Please refer to Section 5.4 on page 69 to select the HTTP installation method.

If you choose to perform a CD-ROM or a hard drive install, please refer to Chapter 4 on page 43 for
those installation instructions.

If you choose to perform a network-based install (NFS, FTP, or HTTP), please refer to Chapter 5 on
page 65 for those installation instructions.
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4.1 Selecting an Installation Method

Now you must decide what type of installation method you wish to use (see Figure 4.1 on the fol-
lowing page). Highlight the appropriate choice and select Ok, or press (Enter).

If you are not performing a local media type installation (CD-ROM or hard drive), then please skip
ahead to Chapter 5 on page 65 for network type installations.

If you are planning to do a local media type installation, please read on.

4.2 Installing from CD-ROM

If you are going to install Red Hat Linux from CD-ROM, choose “CD-ROM,” and select Ok. The
installation program will then prompt you to insert your Red Hat Linux CD-ROM into your CD-ROM
drive. When you’ve done so, select Ok, and press (Enter). The installation program will then probe
your system and attempt to identify your CD-ROM drive. It will start by looking for an IDE (also
known as ATAPI) CD-ROM drive. If one is found, the installation will continue. If the installation
program cannot automatically detect your CD-ROM drive, you will be asked what type of CD-ROM
you have. You can choose from the following types:
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Helcome to Red Hat Limex

Installation Method

What type of media containz
the packagez to be inztalled?

Hard drive

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.1: Selecting an Installation Method

SCSI Select this if your CD-ROM is attached to a supported SCSI adapter; the installation program
will then ask you to choose a SCSI driver. Choose the driver that most closely resembles your
adapter. You may specify options for the driver if necessary; however, most drivers will detect
your SCSI adapter automatically.

Other If your CD-ROM is neither an IDE nor a SCSI CD-ROM, it’s an “other.” Sound cards with
proprietary CD-ROM interfaces are good examples of this CD-ROM type. The installation
program presents a list of drivers for supported CD-ROMs — choose a driver and, if necessary,
specify any driver options.

Please Note:A partial list of optional parameters for CD-ROMs can be found in Appendix E on
page 351. If you have an ATAPI CD-ROM and the installation program fails to find it (in other
words, it asks you what type of CD-ROM you have), you must restart the installation, and enter
I'i nux hdX=cdr om Replace the X with one of the following letters, depending on the interface the
unit is connected to, and whether it is configured as master or slave:

e a- First IDE controller, master
e b —First IDE controller, slave
e C —Second IDE controller, master

e d —Second IDE controller, slave

(If you have a third and/or fourth controller, simply continue assigning letters in alphabetical order,
going from controller to controller, and master to slave.)
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Once your CD-ROM drive has been identified, you will be asked to insert the Red Hat Linux CD-
ROM into your CD-ROM drive. Select Ok when you have done so. After a short delay, the next
dialog box will appear. Continue to section 4.4 for upgrade or full-installation instructions.

4.3 Installing from a Hard Drive

If you are going to install Red Hat Linux from a locally-attached hard drive, highlight “hard drive”
and select Ok.

Before you started the installation program, you must first have copied all the necessary files to a
partition on a locally-attached hard drive. If you haven’t done this yet, please refer to Section 2.4.6
on page 18. Continue to section 4.4 for upgrade or full-installation instructions.

4.4 Upgrading or Installing

After you choose an installation method, the installation program prompts you to either install or
upgrade (see Figure 4.2).

Red Hat Limux {C} 1999 Red Hat Software Select installation path

Installation Path

Would you like to install a
new system or upgrade a system
which already containz Red Hat
Linux 2,0 or later?

[ Install ||

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.2: Upgrading or Installing

4.4.1 Installing

You usually install Red Hat Linux on a clean disk partition or set of partitions, or over another instal-
lation of Linux.
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Please Note: Installing Red Hat Linux over another installation of Linux (including Red Hat Linux)
does not preserve any information (files or data) from the prior installation. Make sure you save any
important files! If you are worried about saving the current data on your existing system (without
making a backup on your own), you should consider performing an upgrade instead.

If you wish to perform a full install, choose Install, and skip to section 4.5.

4.4.2 Upgrading

The installation process for Red Hat Linux 6.0 includes the ability to upgrade from prior versions of
Red Hat Linux (version 2.0 and later) which are based on RPM technology.

Upgrading your system installs the modular 2.2.x kernel as well as updated versions of the packages
which are currently installed on your machine. The upgrade process preserves existing configuration
files by renaming them using a . r pmsave extension (e.g., sendnui | . cf. r pnsave)and leaves alog
telling what actions it took in / t np/ upgr ade. | 0g. As software evolves, configuration file formats
can change, so you should carefully compare your original configuration files to the new files before
integrating your changes.

If you wish to upgrade your Red Hat Linux system, choose Upgrade.

Please Note: Some upgraded packages may require that other packages are also installed for proper
operation. The upgrade procedure takes care of these dependencies, but it may need to install addi-
tional packages which are not on your existing system.

Please Note: If you already have the X Window System (and possibly an older version of GNOME)
on your machine you may see a screen that prompts you to install the latest version of GNOME
included in this release.

4.5 Installation Class

If you chose to perform a full install, the installation program will ask you to choose an installation
class (see Figure 4.3 on the facing page). You will not see this screen if you chose to perform an
upgrade. You may choose from the following installation classes:

e Workstation — A workstation-class installation will automatically erase all Linux partitions
from your computer’s hard drive(s). This installation type will also attempt to set up a dual
boot environment automatically.

e Server — A server-class installation will automatically erase all partitions (Linux or others) from
your computer’s hard drive(s).

e Custom — A custom-class installation gives you complete control over partitioning-related
issues. If you have installed Red Hat Linux in the past, the custom-class installation is most
similar to past installations.
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Red Hat Lirmex {C} 1399 Red Hat Software Select installation class

Installation Class

What type of machine are you
inztalling? For maximum
flexibility, choose "Custom”.

Workstation

Server

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.3: Installation Class

Please Note: If you choose either Workstation or Server, part (or all) of your computer’s stored
data on all drives will be erased! You will be asked to confirm your decision; however, please keep in
mind that once the installation program receives your confirmation, the erasure is irrevocable.

Please Note: WARNING - If you choose to perform a workstation-class or server-class installation,
data erasure will be irrevocable. The severity of erased data varies according to type of installation:

e Workstation-class — Data on any existing Linux partition on any hard drive on your system
will be erased.

e Server-class — Data on all partitions of all drives will be completely erased, regardless if it is
on an existing Linux partition or not.

If you choose a workstation- or server-class installation, you will be able to skip over some of the
steps that the custom-class install requires.

For a hard drive installation, please keep reading. For the CD-ROM workstation- or server-class
installation, you should turn to Chapter 6 on page 91 to continue with the install..

4.6 SCSI Support

Next the installation program will probe your system for SCSI adapters. In some cases, the installa-
tion program will ask you whether you have any SCSI adapters.

If you choose Yes, the next dialog presents a list of SCSI drivers. Choose the driver that most closely
resembles your SCSI adapter. The installation program then gives you an opportunity to specify op-
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tions for the SCSI driver you selected; most SCSI drivers should detect your hardware automatically,
however.

4.7 Creating Partitions for Red Hat Linux

At this point, it’s necessary to let the installation program know where it should install Red Hat
Linux. This is done by defining mount points for one or more disk partitions in which Red Hat Linux
will be installed. You may also need to create and/or delete partitions at this time.

Please Note: If you have not yet planned how you will set up your partitions, please turn to Sec-
tion 2.8 on page 21, and review everything up to Section 2.9 on page 31. As a bare minimum, you’ll
need an appropriately-sized root partition, and a swap partition of at least 16 MB.

If you're still unsure on how to set up your partitions, please refer to Appendix C on page 239.

The installation program then presents a dialog box that allows you to choose from two disk parti-
tioning tools (see Figure 4.4). The choices you have are:

e Disk Druid — This is Red Hat Linux’s install-time disk management utility. It can create and
delete disk partitions according to user-supplied requirements, in addition to managing mount
points for each partition.

o fdisk — This is the traditional Linux disk partitioning tool. While it is somewhat more flexible
than Disk Druid, the downside is that f di sk assumes you have some experience with disk
partitioning, and are comfortable with its somewhat terse user interface.

Red Hat Lirwec (C} 1399 Red Hat Software

Dizk Setup

Dizk Druid iz a tool for partitioning and setting up
mount points, It is designed to be easier to uze than
Linux"= traditional dizk partitioning sofware, fdisk.
as well az more powerful, However, there are some cases
where fdisk may be preferred,

Which tool would you like to uze?

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.4: Selecting Disk Setup Method
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With the exception of certain esoteric situations, Disk Druid can handle the partitioning requirements
for a typical Red Hat Linux installation.

SPARC

Note that there are some points you should be aware of if you decide to use Disk Druid under Red
Hat Linux/SPARC. Please refer to Appendix F on page 361 for more information.

ALPHA

Note that there are some points you should be aware of if you decide to use Disk Druid under Red
Hat Linux/Alpha. Please refer to the Alpha Installation Addendum for more information.

Select the disk partitioning tool you’d like to use, and press (Enter}. If you choose Disk Druid, con-
tinue reading. If you’d rather use f di sk, please turn to Section 4.7.3 on page 54.

4.7.1 Using Disk Druid

If you selected Disk Druid, you will be presented with a screen that looks like figure 4.5. While it
may look overwhelming at first, it really isn’t. Let’s go over each of Disk Druid’s three sections.

Red Hat Lirwec (C} 1999 Red Hat Software Setup filesystems

1 Current Dizk Partitions |
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i
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i
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Figure 4.5: Disk Druid Main Screen

The “Current Disk Partitions” Section

Each line in the “Current Disk Partitions” section represents a disk partition. You'll note that this
section has a scroll bar to the right, which means that there might be more partitions than can be
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displayed at one time. If you use the (1] and ({] keys, you can see if there are any additional partitions.
Each line in this section has five different fields:

Mount Point — This field indicates where the partition will be mounted when Red Hat Linux is
installed and running.
Device - This field displays the partition’s device name.

Requested — The “Requested” field shows the minimum size requested when the partition was
defined.

Actual — The “Actual” field shows the space currently allocated to the partition.

Type — This field shows the partition’s type.

Another Type of Partition As you scroll through the “Current Disk Partitions” section, you
might see an “Unallocated Requested Partitions” title bar, followed by one or more partitions. As the
title implies, these are partitions that have been requested but, for one reason or another, have not
been allocated. A common reason for having an unallocated partition is a lack of sufficient free space

for the partition. In any case, the reason the partition remains unallocated will be displayed after the
partition’s mount point.

The “Drive Summaries” Section

Each line in the “Drive Summaries” section represents a hard disk on your system. Each line has the
following fields:

Drive — This field shows the hard disk’s device name.

Geom [C/H/S] - This field shows the hard disk’s geometry. The geometry consists of three numbers
representing the number of cylinders, heads and sectors as reported by the hard disk.

Total — The “Total” field shows the total available space on the hard disk.
Used - This field shows how much of the hard disk’s space is currently allocated to partitions.
Free — The “Free” field shows how much of the hard disk’s space is still unallocated.

Bar Graph — This field presents a visual representation of the space currently used on the hard
disk. The more pound signs there are between the square braces, the less free space there is. In
Figure 4.5 on the page before, the bar graph shows no free space.

Please Note: The “Drive Summaries” section is displayed only to indicate your computer’s disk
configuration. It is not meant to be used as a means of specifying the target hard drive for a given
partition. This is described more completely in the Adding a Partition, Section 4.7.1 on page 52.
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Disk Druid’s Buttons

These buttons control Disk Druid’s actions. They are used to add and delete partitions, and to change
partition attributes. In addition, there are buttons that are used to accept the changes you’ve made,
or to exit Disk Druid entirely. Let’s take a look at each button in order.

Add —The “Add” button is used to request a new partition. When selected, a dialog box will appear
containing fields that must be filled in.

Edit — The “Edit” button is used to modify attributes of the partition currently highlighted in the
“Current Disk Partitions” section. Selecting this button will cause a dialog box to appear. Some
or all of the fields in the “Edit Partition” dialog box may be changed, depending on whether
the partition information has already been written to disk or not.

Delete — The “Delete” button is used to delete the partition currently highlighted in the “Current
Disk Partitions” section. Selecting this button will cause a dialog box to appear asking you to
confirm the deletion.

Ok — The “Ok” button causes any changes made to your system’s partitions to be written to disk.
You will be asked to confirm your changes before Disk Druid rewrites your hard disk partition
table(s). In addition, any mount points you've defined are passed to the installation program,
and will eventually be used by your Red Hat Linux system to define the filesystem layout.

Back — This button causes Disk Druid to abort without saving any changes you’ve made. When

this button is selected, the installation program will take you back to the previous screen, so
you can start over.

Handy Function Keys

While there is some overlap between Disk Druid’s buttons and the available functions keys, there are
two function keys that have no corresponding buttons:

. (Add NFS) — This function key is used to add a read-only NFS-served filesystem to the
set of mount points on your Red Hat Linux system. When selected, a dialog box will appear
containing fields that must be filled in.

° (Reset) — This function key is used to discard all changes you may have made while
in Disk Druid, and return the list of partitions to those read from the partition table(s) on
your hard disk(s). When selected, you'll be asked to confirm whether you want to discard
the changes. Note that any mount points you've specified will be lost, and will need to be
reentered.

Please Note: You will need to dedicate at least one partition to Red Hat Linux, and optionally more.
This is discussed more completely in Section 2.8.5 on page 29.

Now let’s see how Disk Druid is used to set up partitions for your Red Hat Linux system.
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Adding a Partition

To Add a new partition, select the Add button, and press or (Enter]. A dialog box entitled
“Edit New Partition” will appear (see Figure 4.6). It contains the following fields:

Red Hat Lirwpe (C} 1999 Red Hat Software Setup filesystems
1 Current Dizk Partitions |
Mount Paint Tevice Requested  Actual Type
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Figure 4.6: Creating a New Partition

Mount Point — Highlight this field and enter the partition’s mount point. For example, if this
partition should be the root partition, enter / ; enter / usr for the usr partition, and so on.

Size (Megs) — In this field, enter the size (in megabytes) of the partition. Note that this field
starts with a “1” in it, meaning that unless you change it, you'll end up with a 1 MB partition.

Delete it using the key, and enter the desired partition size.

Growable? — This check box indicates whether the size you entered in the previous field is
to be considered the partition’s exact size, or its minimum size. Press to check and
uncheck the box. When checked, the partition will grow to fill all available space on the hard
disk. In this case, the partition’s size will expand and contract as other partitions are modified.
Note that you can make more than one partition growable; if you do so, the additional free
space will be shared between all growable partitions.

Type - This field contains a list of different partition types. Select the appropriate partition
type by using the (1] and ({] keys.

Allowable Drives — This field contains a list of the hard disks installed on your system, with
a check box for each. If a hard disk’s box is checked, then this partition may be created on that
hard disk. If the box is not checked, then the partition will never be created on that hard disk.
By using different check box settings, you can direct Disk Druid to place partitions as you see
fit, or let Disk Druid decide where partitions should go.
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e Ok —Select this button and press when you are satisfied with the partition’s settings,
and wish to create it.

e Cancel - Select this button and press when you don’t want to create the partition.

4.7.2 Problems When Adding a Partition

Please Note: If you are having problems adding a partition, you may want to reference Appendix C
on page 239 to get more information.

If you attempt to add a partition and Disk Druid can’t carry out your request, you'll see a dialog box
like the one in Figure 4.7. In the box are listed any partitions that are currently unallocated, along
with the reason they could not be allocated. Select the Ok button, and press to continue.
Note that the unallocated partition(s) are also displayed on Disk Druid’s main screen (though you
may have to scroll the “Current Disk Partitions” section to see them).

Red Hat Lirwpe (C} 1999 Red Hat Software Setup filesystems
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Figure 4.7: Unallocated Partition Warning

Deleting a Partition

To delete a partition, highlight the partition in the “Current Disk Partitions” section, select the Delete
button, and press (Space]. You will be asked to confirm the deletion.
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Editing a Partition

To change a partition’s settings, highlight the partition in the “Current Disk Partitions” section, select
the Edit button, and press . You will be presented with a dialog box very similar to the one
shown in Figure 4.6 on page 52. Make the appropriate changes, select Ok, and press .

Please Note: If the partition already existed on your hard disk, you will only be able to change the
partition’s mount point. If you want to make any other changes, you will need to delete the partition
and recreate it.

Adding an NFS Mount

To add a read-only NFS-served filesystem, press (F2). If you have not selected a network-related in-
stallation method, you will be presented with several dialog boxes concerning network configuration
(turn to Section 5.1.1 on page 65 for more information). Fill in the boxes appropriately. You will then
see a dialog box entitled, “Edit Network Mount Point” (similar to the one in Figure 4.12 on page 58).
In this dialog box you will need to enter the NFS server name, the path to the exported filesystem,
and the mount point for the filesystem. Select the Ok or Cancel button as appropriate, and press

(Space)

Starting Over

If you'd like to abandon any changes you've made while in Disk Druid, and would rather use f di sk
instead, you can select the Back button, and press . If you want to continue using Disk Druid,
but would like to start over, press , and Disk Druid will be reset to its initial state.

When You're Finished. ..

Once you've finished configuring partitions and entering mount points, your screen should look
something like the one in Figure 4.8 on the facing page. Select Ok, and press . Then turn to
Section 4.8 on page 58.

4.7.3 Using fdi sk

If you’d rather use f di sk to manage partitions, this is the section for you. Once you've selected
f di sk, you'll be presented with a dialog box entitled “Partition Disks” (see Figure 4.9 on the facing
page). In this box is a list of every disk on your computer. Move the highlight to the disk you’d like
to partition, select Edit, and press . You will then enter f di sk and can partition the disk you
selected. Repeat this process for each disk you want to partition. When you're done, select “Done.”
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Figure 4.8: Partitions and Mount Points Defined
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Figure 4.9: Selecting a Disk for Partitioning
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An Overview of f di sk

f di sk includes online help which is terse but useful. Here are a few tips:

e The command for help is m
o To list the current partition table, use the p command (see Figure 4.10).
¢ To add a new partition, use n.

e Linux f di sk creates partitions of type Li nux nat i ve by default. When you create a swap
partition, don’t forget to change it to type Li nux swap using the t command. The value for
the Li nux swap type is 82. For other partition types, use the | command to see a list of
partition types and values.

¢ Linux allows up to four (4) partitions on one disk. If you wish to create more than that, one
(and only one) of the four may be an extended partition, which acts as a container for one or
more logical partitions. Since it acts as a container, the extended partition must be at least as
large as the total size of all the logical partitions it is to contain.

¢ It’s a good idea to write down which partitions (e.g., / dev/ hda2) are meant for which filesys-
tems (e.g.,/ usr) as you create each one.

¢ Please Note: None of the changes you make take effect until you save them and exit f di sk
using the wcommand. You may quit f di sk at any time without saving changes by using the
g command.

n for partitioning your driwve, It

Command &m for help

Di

ylind

ce Boot

Command &m for help

Figure 4.10: Sample Output From f di sk
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Changing the Partition Table

When you are finished partitioning your disks, press Done; you may see a message indicating that
the installation program needs to reboot. This is a normal occurrence after changing a disk’s partition
data; it usually happens if you created, changed or deleted any extended partitions. After you press
Ok, your machine will reboot. Follow the same installation steps you did up until Partitioning
Disks; then simply choose Done.

4.7.4 Filesystem Configuration

The next dialog box contains a list of all disk partitions with filesystems readable by Red Hat Linux,
including partitions for MS-DOS or Windows. This gives you the opportunity to assign these parti-
tions to different parts of your Red Hat Linux filesystem. The partitions you assign will be automat-
ically mounted when your Red Hat Linux system boots. Select the partition you wish to assign and

press (or choose Edit); then enter the mount point for that partition, e.g.,/ usr (see Figure 4.11).
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Figure 4.11: Filesystem Configuration

If you are performing an upgrade, the installation program tries to find your root partition automat-
ically; if it does, it obtains all this information automatically, and goes on to the next step.

Adding an NFS Mount

Red Hat Linux also allows you to mount read-only NFS volumes when your system boots; this allows
directory trees to be shared across a network. To do so, press (F2]. If you have not selected a network-
related installation method, you will be presented with several dialog boxes concerning network
configuration (turn to Section 5.1.2 on page 66 for more information). Fill them in appropriately. You
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will then see a dialog box entitled “Edit Network Mount Point.” Enter the NFS server’s hostname,
the path to the NFS volume, and the local mount point for that volume (see Figure 4.12).
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Figure 4.12: Adding an NFS Mount

4.8 Initializing Swap Space

Now the installation program will look for swap partitions (see Figure 4.13 on the next page). If it
finds any, it asks whether you want to initialize them. Select the partition(s) you wish to initialize as

swap space using [Space}; if you wish to check the partitions for bad blocks, select the Check for bad
blocks during format box. Choose Ok, and press .

If the installation program can’t find a swap partition and you’re sure one exists, make sure you have
set the partition type to Li nux swap; see Section 4.7 on page 48 for information on how this is done
with Disk Druid or f di sk.

4.9 For Hard Drive Installations Only...

If you are not performing a hard drive installation, please skip ahead to Section 4.10 on page 60.
Otherwise, read on.

At this point, a dialog box entitled “Select Partition” is displayed (see Figure 4.14 on the facing page).
Enter the device name of the partition holding the RedHat directory tree. There is also a field la-
belled “Directory.” If the RedHat directory is not in the root directory of that partition (for example,
/ t est/ new RedHat ), enter the path to the RedHat directory (in our example, / t est / new).



4.9 For Hard Drive Installations Only...

59

Red Hat Lirwec (C} 1399 Red Hat Software

Active Swap Space

What partitions would you like to uze for swap space? This
will destroy any information already on the partition,

Size (ki

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.13: Initializing Swap Space
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Figure 4.14: Selecting Partition for Hard Drive Install
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If the installation program was unable to find the necessary files on the partition and directory you've
specified, you'll be returned to the “Select Partition” dialog box to make the necessary corrections.

If everything has been specified properly, you should see a message box indicating that the packages
are being scanned.

If you are doing a workstation- or server-class installation, please turn to Chapter 6 on page 91. Move
on to the next section to continue the custom installation of Red Hat Linux.

4.10 Formatting Partitions

The next dialog box presents a list of partitions to format (see Figure 4.15). All newly-created parti-
tions should be formatted. In addition, any existing partitions that contain old data you no longer
need should be formatted. However, partitions such as / hone or / usr/ | ocal must not be format-
ted if they contain data you wish to keep. Select each partition to format and press . If you
wish to check for bad blocks while formatting each filesystem, select Check for bad blocks during

format. Select Ok, and press .

Red Hat Limux {C} 1999 Red Hat Software Choose partitions to format
Partitions To Format

What partitions would you like to format? We strongly suggest
formatting all of the system partitions, including /. Ausr,
and Avar, There is no need to format Zhome or Ausedlocal if
they have already been configured during a previous install,

[*] /dev/hdab /7
[*] /dev/hdal /hoot
[*] /dev/hdbl  /usr

[ 1 Check for bad blocks during forma

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.15: Formatting Partitions

4.11 Selecting and Installing Packages

After your partitions have been configured and selected for formatting, you are ready to select pack-
ages for installation. You can select components, which group packages together according to function,
individual packages, or a combination of the two.
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4.11.1 Selecting Components

Components group packages together according to the functionality they provide. For example, C
Development, Networked Workstation, or Web Server. Select each component you wish to install

and press . Selecting Everything (which can be found at the end of the component list) installs

all packages included with Red Hat Linux (see Figure 4.16). Selecting every package will require close
to 1 GIG of free disk space.

Red Hat Lirec {C} 1999 Red Hat Software
Components to Inztall

Chooze componentz to install:

[l Printer Support

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 4.16: Selecting System Components

If you wish to select or deselect individual packages, check the Select individual packages check
box.

4.11.2 Selecting Individual Packages

After selecting the components you wish to install, you may select or deselect individual packages.
The installation program presents a list of the package groups available; using the arrow keys, selecta

group to examine and press or . The installation program presents a list of the packages
in that group, which you may select or deselect by using the arrow keys to highlight a package, and

pressing (see Figure 4.17 on the following page).

Please Note: Some packages (such as the kernel and certain libraries) are required for every Red
Hat Linux system and are not available to select or deselect.

Quick Keys

e [0] —shows that at least one of the packages in that component group has been selected.
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o [*] —shows that all the packages of a component group has been selected.
e [-]-removes all packages in a component group.

o [*] —selects all packages in a component group.

Please Note: In the upper right-hand corner of the screen you will see the approximate system size
of the components you have selected to install.

Red Hat Lirwec (C} 1399 Red Hat Software

| Select Group |

Chooze a group to examine Installed system sizey 278H
Press F1 for a package description

[o] Amusements/Games
[o] Amuzementz/Graphics
[*] Amusements Hultimedia

¥
¥
+ [o] Applications Archiving

+ [o0] Applications/Communications
¥

¥

¥

[ 1 Applications/Databazes
[o] Applications/Editors
Applicationz/Emulators

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen
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Figure 4.17: Selecting Packages

When you are finished selecting individual packages, press Ok in the Select Group dialog box.

Getting Information about a Package

You may view a detailed description of the currently-highlighted package by pressing (FL. A dialog
box will appear containing a description of the package. You can use the arrow keys to scroll through
the description if it cannot fit on the screen. When you're done reading the description, press Ok,
and the box will disappear. You can then continue selecting packages.

Please Note: If you’d rather read the package descriptions on paper, please turn to Appendix D on
page 247.

4.11.3 Package Dependencies

Many software packages, in order to work correctly, depend on other software packages or libraries
that must be installed on your system. For example, many of the graphical Red Hat system admin-
istration tools require the pyt hon and pyt honl i b packages. To make sure your system has all the
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Figure 4.18: Selecting Packages — Expanded View
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Figure 4.19: Unresolved Dependencies
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packages it needs in order to be fully functional, Red Hat Linux checks these package dependencies
each time you install or remove software packages.

After you have finished selecting packages to install, the installation program checks the list of se-
lected packages for dependencies. If any package requires another package which you have not se-
lected to install, the program presents a list of these unresolved dependencies and gives you the oppor-
tunity to resolve them (see Figure 4.19 on the preceding page). If you simply press Ok, the program
will resolve them automatically by adding all required packages to the list of selected packages.

4.11.4 Package Installation

After all package dependencies have been resolved, the installation program presents a dialog box
telling you that a log file containing a list of all packages installed will be written to

/tnp/install.logonyourRed Hat Linux system. Select Ok and press to continue.

At this point, the installation program will format every partition you selected for formatting. This
can take several minutes (and will take even longer if you directed the installation program to check
for bad blocks).

Once all partitions have been formatted, the installation program starts to install packages. A win-
dow entitled “Install Status” is displayed with the following information:

Package — The name of the package currently being installed.

Size — The size of the package (in kilobytes).

Summary — A short description of the package.

PaCI?ag e Installation Progress Bar — A bar showing how complete the current package installa-
ion is.

Statistics Section — This section has three rows labeled “Total,” “Completed,” and “Remaining.”
As you might guess, these rows contain statistics on the total number of packages that will
be installed, statistics on the number of packages that have been completely installed, and
statistics on the packages that have not yet been installed. The information tracked on these
three rows includes:

Packages — The number of packages.
Bytes — The size.
Time — The amount of time.

Overall Progress Bar — This bar changes color showing how close to completion the entire instal-
lation is.
At this point there’s nothing left for you to do until all the packages have been installed. How quickly

this happens depends on the number of packages you've selected, and your computer’s speed.

Once all the packages have been installed, please turn to Chapter 6 on page 91 to finish your instal-
lation of Red Hat Linux.
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5.1 Selecting an Installation Method

Now you must decide what type of installation method you wish to use (see Figure 5.1 on the fol-
lowing page). Highlight the appropriate choice and select Ok, or press (Enter).

If you are not performing a network type installation (NFS, FIP, or HTTP) then please skip ahead to
Chapter 6 on page 91 to finish the installation process, or back to Chapter 4 on page 43 if you need to
perform a CD-ROM or hard drive installation.

If you are planning to do a network type installation, please read on.

5.1.1 Network Driver Configuration

Next, the installation program will probe your system and attempt to identify your network card.
Most of the time, the driver can locate the card automatically. If it is not able to identify your network
card, you'll be asked to choose the driver that supports your network card and to specify any options
necessary for the driver to locate and recognize it.
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Figure 5.1: Selecting an Installation Method

5.1.2 Configuring TCP/IP Networking

After the installation program has configured your network card, it presents several dialogs for con-
figuring your system’s TCP/IP networking. The first screen (shown in Figure 5.2 on the next page)
allows you to select from one of three approaches to network configuration:

e Static IP address — You must supply all the necessary network-related information manually.

e BOOTP - The necessary network-related information is automatically provided using a boot p
request.

e DHCP - The necessary network-related information is automatically provided using a dhcp
request.

Please Note: The BOOTP and DHCP selections require an active, properly configured bootp (or
dhcp) server running on your local area network.

If you choose BOOTP or DHCP, your network configuration will be set automatically, and you can
skip the rest of this section.

If you've selected Static IP address, you'll need to specify all the networking information yourself.
Figure 5.3 on the facing page contains an example of networking information similar to what you’ll
be needing.

Please Note: The information in figure 5.3 on the next page is a sample only! You should obtain the
proper information for your network from your network administrator.

The first dialog asks you for IP and other network addresses (see Figure 5.4 on page 68). Enter the
IP address you are using during installation and press (Enter). The installation program attempts to
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Figure 5.2: Selecting Method of Network Configuration

Field Example Value
IP Address 10.0.2.15
Netmask 255.255.255.0
Default Gateway 10.0.2.254
Primary Nameserver 10.0.2.1
Domain Name redhat.com
Hostname pooh.redhat.com

Figure 5.3: Sample Networking Information

guess your Netmask based on your IP address; you may change the netmask if it is incorrect. Press

(Enter). The installation program guesses the Default gateway and Primary nameserver addresses
from your IP address and netmask; you may change them if they are incorrect.

Choose Ok to continue.

After the first dialog box, you may see a second one. It will prompt you for a domain name, a
hostname, and other networking information (see Figure 5.5 on page 69). Enter the Domain name
for your system and press (Enter]; the installation program carries the domain name down to the Host
name field. Enter the hostname you are using in front of the domain name to form a fully-qualified
domain name (FQDN). If your network has more than one nameserver, you may enter IP addresses
for additional nameservers in the Secondary nameserver and Tertiary nameserver fields. Choose
Ok to continue.

Please Note: If you're performing an FTP installation, go to Section 5.3 on page 69 and continue
from there. If you're doing an NFS installation, read on.
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Figure 5.4: Configuring TCP/IP

5.2 Installing via NFS

If you are installing Red Hat Linux 6.0 via NFS, you will now need to configure your NFS server
information.

5.2.1 NFS Server Information

The next dialog requests information about the NFS server (see Figure 5.6 on page 70). Enter the
name (which must be a fully-qualified domain name) or IP address of your NFS server, and the
name of the exported directory that contains the Red Hat Linux CD. For example, if the NFS server
has the Red Hat Linux CD mounted on / mt / cdr om enter / mt / cdr omin the Red Hat directory
field. If the NFS server is exporting a mirror of the Red Hat Linux installation tree instead of a CD,
enter the directory which contains the RedHat directory. For example, if your NFS server contains
the directory / mi rror s/ redhat/i 386/ RedHat,

enter/ mrrors/redhat/i 386.

After a short delay, the next dialog box will appear.

Please Note: An NFS install does not require a support diskette in the installation process, unless
you are using a PCMCIA device to complete the installation. If so, you will need to use the PCMCIA
support disk when prompted.
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Figure 5.5: Configuring Networking

5.3 Installing via FTP

You should now be looking at the “FTP Setup” dialog box. Here’s where you point the installation
program at the FTP site of your choice (see Figure 5.7 on page 71). Enter the name or IP address of
the FTP site you are installing from, and the name of the directory there which contains the RedHat
directory for your architecture. For example, if the FTP site contains the directory

/ pub/ mrrors/redhat/i 386/ RedHat ,enter / pub/ mi rrors/redhat/i 386.If you are not us-
ing anonymous FTD, or if you need to use a proxy FIP server (if you're behind a firewall, for exam-
ple), check the check box, and another dialog box will request the FTP account and proxy informa-
tion.

If everything has been specified properly, you should see a message box indicating that
base/ hdl i st is being retrieved.

Continue to section 5.5 on the next page for upgrade or full-installation instructions.

5.4 Installing via HTTP

You should now be looking at the “HTTP Setup” dialog box. Here’s where you point the installation
program at the HTTP site of your choice. Enter the name or IP address of the HTTP site you are
installing from, and the name of the directory there which contains the RedHat directory for your
architecture. For example, if the HTTP site contains the directory

[ pub/ mirrors/redhat/i 386/ RedHat ,enter / pub/ i rrors/redhat/i 386. If you are not us-
ing anonymous HTTP, or if you need to use a proxy HTTP server (if you're behind a firewall, for
example), check the check box, and another dialog box will request the HTTP account and proxy
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Red Hat directory: BLESTIAN
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Figure 5.6: Installing via NFS

information.

If everything has been specified properly, you should see a message box indicating that
base/ hdl i st is being retrieved.

Continue to section 5.5 for upgrade or full-installation instructions.

5.5 Upgrading or Installing

After you choose an installation method, the installation program prompts you to either install or
upgrade (see Figure 5.9 on page 72).

5.5.1 Installing

You usually install Red Hat Linux on a clean disk partition or set of partitions, or over another instal-
lation of Linux.

Please Note: Installing Red Hat Linux over another installation of Linux (including Red Hat Linux)
does not preserve any information (files or data) from the prior installation. Make sure you save any
important files! If you are worried about saving the current data on your existing system (without
making a backup on your own), you should consider performing an upgrade instead.

If you wish to perform a full install, choose Install, and skip to section 5.6 on page 72.
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Figure 5.7: Installing via FTP
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Figure 5.8: Installing via HTTP



72

Network Installations

Red Hat Limux {C} 1999 Red Hat Software Select installation path

Installation Path

Would you like to install a
new system or upgrade a system
which already containz Red Hat
Linux 2,0 or later?

[ Install ||

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 5.9: Upgrading or Installing

5.5.2 Upgrading

The installation process for Red Hat Linux 6.0 includes the ability to upgrade from prior versions of
Red Hat Linux (version 2.0 and later) which are based on RPM technology. Upgrading your system
installs the modular 2.2.x kernel as well as updated versions of the packages which are currently
installed on your machine. The upgrade process preserves existing configuration files by renaming
them using an . r prsave extension (e.g., sendnai | . cf. r pnsave) and leaves a log telling what
actions it took in / t np/ upgr ade. | 0g. As software evolves, configuration file formats can change,
so you should carefully compare your original configuration files to the new files before integrating
your changes.

If you wish to upgrade your Red Hat Linux system, choose Upgrade.

Please Note: Some upgraded packages may require that other packages are also installed for proper
operation. The upgrade procedure takes care of these dependencies, but it may need to install addi-
tional packages.

Please Note: If you already have the X Window System (and possibly an older version of GNOME)
on you machine you may see a screen that prompts you to install the latest version of GNOME
included in this release.

5.6 Installation Class

If you chose to perform a full install, the installation program will ask you to choose an installation
class (see Figure 5.10 on the next page). You will not see this screen if you chose to perform an
upgrade. You may choose from the following installation classes:
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Figure 5.10: Installation Class

e Workstation — A workstation-class installation will automatically erase all Linux partitions
from your computer’s hard drive(s). This type of installation will attempt to set up a dual boot
environment automatically.

e Server — A server-class installation will automatically erase all partitions from your computer’s
hard drive(s).

e Custom — A custom-class installation gives you complete control over partitioning-related
issues. If you have installed Red Hat Linux in the past, the custom-class installation is most
similar to past installations.

Please Note: If you choose either Workstation or Server, part (or all) of your computer’s stored
data on all drives will be erased! You will be asked to confirm your decision; however, please keep in
mind that once the installation program receives your confirmation, the erasure is irrevocable.

Please Note: WARNING - If you choose to perform a workstation-class or server-class installation,
data erasure will be irrevocable. The severity of erased data varies according to type of installation:

e Workstation-class — Data on any existing Linux partition on any hard drive on your system
will be erased.

e Server-class — Data on all partitions of all drives will be completely erased, regardless if it is
on an existing Linux partition or not.

If you choose a workstation- or server-class installation, you will be able to skip over some of the
steps that the custom-class install requires.
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5.7 SCSI Support

After you choose the appropriate installation class, the installation program will probe your sys-
tem for SCSI adapters. In some cases, the installation program will ask you whether you have any
SCSI adapters. If you choose Yes, the following dialog presents a list of SCSI drivers. Choose the
driver that most closely resembles your SCSI adapter. The installation program then gives you an
opportunity to specify options for the SCSI driver you selected; most SCSI drivers should detect your
hardware automatically, however.

For either the workstation- or server-class installation, you should turn Chapter 6 on page 91 to finish
the installation process.

5.8 Creating Partitions for Red Hat Linux

At this point, it’s necessary to let the installation program know where it should install Red Hat
Linux. This is done by defining mount points for one or more disk partitions in which Red Hat Linux
will be installed. You may also need to create and/or delete partitions at this time.

Please Note: If you have not yet planned how you will set up your partitions, please turn to Sec-
tion 2.8 on page 21, and review everything up to Section 2.9 on page 31. As a bare minimum, you’ll
need an appropriately-sized root partition, and a swap partition of at least 16 MB.

If you are still unsure about how to set up your partitions, please refer to Appendix C on page 239
for more information.

The installation program then presents a dialog box that allows you to choose from two disk parti-
tioning tools (see Figure 5.11 on the facing page). The two choices you have are:

e Disk Druid — This is Red Hat Linux’s install-time disk management utility. It can create and
delete disk partitions according to user-supplied requirements, in addition to managing mount
points for each partition.

e fdisk — This is the traditional Linux disk partitioning tool. While it is somewhat more flexible
than Disk Druid, the downside is that f di sk assumes you have some experience with disk
partitioning, and are comfortable with its somewhat terse user interface.

With the exception of certain esoteric situations, Disk Druid can handle the partitioning requirements
for a typical Red Hat Linux installation.

SPARC
Note that there are some points you should be aware of if you decide to use Disk Druid under Red
Hat Linux/SPARC. Please refer to Appendix F on page 361 for more information.




5.8 Creating Partitions for Red Hat Linux

75

Red Hat Lirwec (C} 1399 Red Hat Software

Dizk Setup

Dizk Druid iz a tool for partitioning and setting up
mount points, It is designed to be easier to uze than
Linux"= traditional dizk partitioning sofware, fdisk.
as well az more powerful, However, there are some cases
where fdisk may be preferred,

Which tool would you like to uze?

Dizk Iruid |]

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 5.11: Selecting Disk Setup Method

ALPHA
Note that there are some points you should be aware of if you decide to use Disk Druid under Red
Hat Linux/Alpha. Please refer to the Alpha Installation Addendum for more information.

Select the disk partitioning tool you’d like to use, and press (Enten). If you choose Disk Druid, con-
tinue reading. If you’d rather use f di sk, please turn to Section 5.8.3 on page 81.

5.8.1 Using Disk Druid

If you selected Disk Druid, you will be presented with a screen that looks like figure 5.12 on the next
page. While it may look overwhelming at first, it really isn’t. Let’s go over each of Disk Druid’s three
sections.

The “Current Disk Partitions” Section

Each line in the “Current Disk Partitions” section represents a disk partition. You'll note that this
section has a scroll bar to the right, which means that there might be more partitions than can be

displayed at one time. If you use the (1] and (|| keys, you can see if there are any additional partitions
there. Each line in this section has five different fields:

Mount Point — This field indicates where the partition will be mounted when Red Hat Linux is
installed and running.

Device - This field displays the partition’s device name.
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Figure 5.12: Disk Druid Main Screen

Requested — The “Requested” field shows the minimum size requested when the partition was
defined.

Actual — The “Actual” field shows the space currently allocated to the partition.

Type — This field shows the partition’s type.

Another Type of Partition - As you scroll through the “Current Disk Partitions” section, you
might see an “Unallocated Requested Partitions” title bar, followed by one or more partitions. As the
title implies, these are partitions that have been requested but, for one reason or another, have not
been allocated. A common reason for having an unallocated partition is a lack of sufficient free space
for the partition. In any case, the reason the partition remains unallocated will be displayed after the
partition’s mount point.

The “Drive Summaries” Section

Each line in the “Drive Summaries” section represents a hard disk on your system. Each line has the
following fields:

Drive — This field shows the hard disk’s device name.

Geom [C/H/S] — This field shows the hard disk’s geometry. The geometry consists of three numbers
representing the number of cylinders, heads, and sectors as reported by the hard disk.

Total — The “Total” field shows the total available space on the hard disk.
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Used - This field shows how much of the hard disk’s space is currently allocated to partitions.
Free — The “Free” field shows how much of the hard disk’s space is still unallocated.

Bar Graph — This field presents a visual representation of the space currently used on the hard
disk. The more pound signs there are between the square braces, the less free space there is. In
Figure 5.12 on the facing page, the bar graph shows no free space.

Please Note: The “Drive Summaries” section is displayed only to indicate your computer’s disk
configuration. It is not meant to be used as a means of specifying the target hard drive for a given
partition. This is described more completely in Adding a Partition later in this section.

Disk Druid’s Buttons

These buttons control Disk Druid’s actions. They are used to add and delete partitions, and to change
partition attributes. In addition, there are buttons that are used to accept the changes you've made,
or to exit Disk Druid entirely. Let’s take a look at each button in order.

Add —The “Add” button is used to request a new partition. When selected, a dialog box will appear
containing fields that must be filled in.

Edit — The “Edit” button is used to modify attributes of the partition currently highlighted in the
“Current Disk Partitions” section. Selecting this button will cause a dialog box to appear. Some
or all of the fields in the “Edit Partition” dialog box may be changed, depending on whether
the partition information has already been written to the disk.

Delete — The “Delete” button is used to delete the partition currently highlighted in the “Current
Disk Partitions” section. Selecting this button will cause a dialog box to appear asking you to
confirm the deletion.

Ok — The “Ok” button causes any changes made to your system’s partitions to be written to disk.
You will be asked to confirm your changes before Disk Druid rewrites your hard disk partition
table(s). In addition, any mount points you’ve defined are passed to the installation program,
and will eventually be used by your Red Hat Linux system to define the filesystem layout.

Back — This button causes Disk Druid to abort without saving any changes you’ve made. When

this button is selected, the installation program will take you back to the previous screen, so
you can start over.

Handy Function Keys

While there is some overlap between Disk Druid’s buttons and the available functions keys, there are
two function keys that have no corresponding buttons:
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. (Add NFS) — This function key is used to add a read-only NFS-served filesystem to the
set of mount points on your Red Hat Linux system. When selected, a dialog box will appear
containing fields that must be filled in.

. (Reset) — This function key is used to discard all changes you may have made while
in Disk Druid, and return the list of partitions to those read from the partition table(s) on
your hard disk(s). When selected, you’'ll be asked to confirm whether you want the changes
discarded or not. Note that any mount points you've specified will be lost, and will need to be
reentered.

Please Note: You will need to dedicate at least one partition to Red Hat Linux, and optionally more.
This is discussed more completely in Section 2.8.5 on page 29.

Now let’s see how Disk Druid is used to set up partitions for your Red Hat Linux system.

Adding a Partition

To Add a new partition, select the Add button, and press or Enter). A dialog box entitled
“Edit New Partition” will appear (see Figure 5.13). It contains the following fields:

Red Hat Lirwec (C} 1999 Red Hat Software Setup filesystems
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Figure 5.13: Creating a New Partition

e Mount Point — Highlight this field, and enter the partition’s mount point. For example, if this
partition should be the root partition, enter / ; enter / usr for the usr partition, and so on.

e Size (Megs) — In this field, enter the size (in megabytes) of the partition. Note that this field
starts with a “1” in it, meaning that unless you change it, you'll end up with a 1 MB partition.

Delete it using the key, and enter the desired partition size.
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e Growable? — This check box indicates whether the size you entered in the previous field is
to be considered the partition’s exact size, or its minimum size. Press to check and
uncheck the box. When checked, the partition will grow to fill all available space on the hard
disk. In this case, the partition’s size will expand and contract as other partitions are modified.
Note that you can make more than one partition growable; if you do so, the additional free
space will be shared between all growable partitions.

e Type — This field contains a list of different partition types. Select the appropriate partition
type by using the (1] and ({] keys.

¢ Allowable Drives — This field contains a list of the hard disks installed on your system, with
a check box for each. If a hard disk’s box is checked, then this partition may be created on that
hard disk. If the box is not checked, then the partition will never be created on that hard disk.
By using different check box settings, you can direct Disk Druid to place partitions as you see
fit, or let Disk Druid decide where partitions should go.

e Ok —Select this button and press when you are satisfied with the partition’s settings,
and wish to create it.

Cancel — Select this button and press when you don’t want to create the partition.

5.8.2 Problems When Adding a Partition

Please Note: If you are having problems setting up your partitions, please refer to Appendix C on
page 239 for more information.

If you attempt to add a partition and Disk Druid can’t carry out your request, you'll see a dialog
box like the one in Figure 5.14 on the following page. In the box are listed any partitions that are
currently unallocated, along with the reason they could not be allocated. Select the Ok button, and

press to continue. Note that the unallocated partition(s) are also displayed on Disk Druid’s
main screen (though you may have to scroll the “Current Disk Partitions” section to see them).

Deleting a Partition

To delete a partition, highlight the partition in the “Current Disk Partitions” section, select the Delete
button, and press (Space]. You will be asked to confirm the deletion.

Editing a Partition

To change a partition’s settings, highlight the partition in the “Current Disk Partitions” section, select

the Edit button, and press . You will be presented with a dialog box very similar to the one
shown in Figure 5.13 on the preceding page. Make the appropriate changes, select Ok, and press

(Spzce)
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Figure 5.14: Unallocated Partition Warning

Please Note: If the partition already existed on your hard disk, you will only be able to change the
partition’s mount point. If you want to make any other changes, you will need to delete the partition
and recreate it.

Adding an NFS Mount

To add a read-only NFS-served filesystem, press (F2). If you have not selected a network-related in-
stallation method, you will be presented with several dialog boxes concerning network configuration
(turn to Section 5.1.1 on page 65 for more information). Fill in the boxes appropriately. You will then
see a dialog box entitled, “Edit Network Mount Point” (similar to the one in Figure 5.19 on page 84).
In this dialog box you will need to enter the NFS server name, the path to the exported filesystem,
and the mount point for the filesystem. Select the Ok or Cancel button as appropriate, and press

(Space)

Starting Over

If you’d like to abandon any changes you’ve made while in Disk Druid, and would rather use f di sk
instead, you can select the Back button, and press . If you want to continue using Disk Druid,
but would like to start over, press , and Disk Druid will be reset to its initial state.
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When You're Finished. ..

Once you've finished configuring partitions and entering mount points, your screen should look
something like the one in Figure 5.15. Select Ok, and press . Then turn to Section 4.8 on
page 58.
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Figure 5.15: Partitions and Mount Points Defined

5.8.3 Using f di sk

If you’d rather use f di sk to manage partitions, this is the section for you. Once you've selected
f di sk, you'll be presented with a dialog box entitled “Partition Disks” (see Figure 5.16 on the fol-
lowing page). In this box is a list of every disk on your computer. Move the highlight to the disk

you’d like to partition, select Edit, and press . You will then enter f di sk and can partition

the disk you selected. Repeat this process for each disk you want to partition. When you’re done,
select “Done.”

An Overview of f di sk
f di sk includes online help which is terse but useful. Here are a few tips:
e The command for help is m

o To list the current partition table, use the p command (see Figure 5.17 on page 83).

¢ To add a new partition, use n.
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Figure 5.16: Selecting a Disk for Partitioning

e Linux f di sk creates partitions of type Li nux nat i ve by default. When you create a swap
partition, don’t forget to change it to type Li nux swap using the t command. The value for
the Li nux swap type is 82. For other partition types, use the | command to see a list of
partition types and values.

¢ Linux allows up to four (4) partitions on one disk. If you wish to create more than that, one
(and only one) of the four may be an extended partition, which acts as a container for one or
more logical partitions. Since it acts as a container, the extended partition must be at least as
large as the total size of all the logical partitions it is to contain.

¢ It’s a good idea to write down which partitions (e.g., / dev/ hda2) are meant for which filesys-
tems (e.g.,/ usr) as you create each one.

¢ Please Note: None of the changes you make take effect until you save them and exit f di sk
using the wcommand. You may quit f di sk at any time without saving changes by using the
g command.

Changing the Partition Table

When you are finished partitioning your disks, press Done; you may see a message indicating that
the installation program needs to reboot. This is a normal occurrence after changing a disk’s partition
data; it usually happens if you created, changed, or deleted any extended partitions. After you press
Ok, your machine will reboot. Follow the same installation steps you did up until Partitioning
Disks; then simply choose Done.
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for partiti oL It is running

T

Figure 5.17: Sample Output from f di sk

5.8.4 Filesystem Configuration

The next dialog box contains a list of all disk partitions with filesystems readable by Red Hat Linux,
including partitions for MS-DOS or Windows. This gives you the opportunity to assign these parti-
tions to different parts of your Red Hat Linux filesystem. The partitions you assign will be automat-
ically mounted when your Red Hat Linux system boots. Select the partition you wish to assign and
press (or choose Edit); then enter the mount point for that partition, e.g.,/ usr (see Figure 5.18
on the following page).

If you are performing an upgrade, the installation program tries to find your root partition automat-
ically; if it does, it obtains all this information automatically, and goes on to the next step.

Adding an NFS Mount

Red Hat Linux also allows you to mount read-only NFS volumes when your system boots; this allows

directory trees to be shared across a network. To do so, press (F2]. If you have not selected a network-
related installation method, you will be presented with several dialog boxes concerning network
configuration (turn to Section 5.1.2 on page 66 for more information). Fill them in appropriately. You
will then see a dialog box entitled “Edit Network Mount Point.” Enter the NFS server’s hostname, the
path to the NFS volume, and the local mount point for that volume (see Figure 5.19 on the following

page).
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Figure 5.18: Filesystem Configuration
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Figure 5.19: Adding an NFS Mount
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5.9 Initializing Swap Space

After you've created partitions for Red Hat Linux, the installation program looks for swap partitions
(see Figure 5.20). If it finds any, it asks whether you want to initialize them. Select the partition(s)

you wish to initialize as swap space using ; if you wish to check the partitions for bad blocks,
make sure the Check for bad blocks during format box is checked. Choose Ok, and press .

Red Hat Lirwec (C} 1399 Red Hat Software

Active Swap Space

What partitions would you like to uze for swap space? This
will destroy any information already on the partition,

Jlevice Size (ki
[*] /dev/hda? 40

[*#] Check for bad blocks during forma

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 5.20: Initializing Swap Space

If the installation program can’t find a swap partition and you're sure one exists, make sure you have
set the partition type to Li nux swap; see Section 5.8 on page 74 for information on how this is done
with Disk Druid or f di sk.

5.10 Formatting Partitions

The next dialog box presents a list of partitions to format (see Figure 5.21 on the next page). All newly
created partitions should be formatted. In addition, any existing partitions that contain old data you
no longer need should be formatted. However, partitions such as / honme or / usr/ | ocal must not
be formatted if they contain data you wish to keep. Select each partition to format and press .
If you wish to check for bad blocks while formatting each filesystem, select Check for bad blocks

during format. Select Ok, and press .
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Figure 5.21: Formatting Partitions

5.11 Selecting and Installing Packages

After your partitions have been configured and selected for formatting, you are ready to select pack-
ages for installation. You can select components, which group packages together according to function,
individual packages, or a combination of the two.

5.11.1 Selecting Components

Components group packages together according to the functionality they provide. For example, C
Development, Networked Workstation, or Web Server. Select each component you wish to install

and press . Selecting Everything (which can be found at the end of the component list) installs

all packages included with Red Hat Linux (see Figure 5.22 on the facing page). Selecting every
package will require close to 1 GIG of free disk space.

If you wish to select or deselect individual packages, check the Select individual packages check
box.

5.11.2 Selecting Individual Packages

After selecting the components you wish to install, you may select or deselect individual packages.
The installation program presents a list of the package groups available; using the arrow keys, select a

group to examine and press or . The installation program presents a list of the packages
in that group, which you may select or deselect by using the arrow keys to highlight a package, and
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Figure 5.22: Selecting System Components

pressing (see Figure 5.23 on the next page).

Please Note: Some packages (such as the kernel and certain libraries) are required for every Red
Hat Linux system and are not available to select or deselect.

Quick Keys

[0] — shows that at least one of the packages in that component group has been selected.

[*] — shows that all the packages of a component group have been selected.

[-] — removes all packages in a component group.

[*] - selects all packages in a component group.

Please Note: In the upper right-hand corner of the screen you will see the approximate system size
of the components you have selected to install.

When you are finished selecting individual packages, press Ok in the Select Group dialog box.

Getting Information about a Package

You may view a detailed description of the currently highlighted package by pressing (FL). A dialog
box will appear containing a description of the package. You can use the arrow keys to scroll through
the description if there is more than can fit on the screen. When you're done reading the description,
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Figure 5.23: Selecting Packages
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Figure 5.24: Selecting Packages — Expanded View
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press Ok, and the box will disappear. You can then continue selecting packages (and viewing their
descriptions).

Please Note: If you’'d rather read the package descriptions on paper, please turn to Appendix D on
page 247.

5.11.3 Package Dependencies

Many software packages, in order to work correctly, depend on other software packages or libraries
that must be installed on your system. For example, many of the graphical Red Hat system admin-
istration tools require the pyt hon and pyt honl i b packages. To make sure your system has all the
packages it needs in order to be fully functional, Red Hat Linux checks these package dependencies
each time you install or remove software packages.

After you have finished selecting packages to install, the installation program checks the list of se-
lected packages for dependencies. If any package requires another package which you have not
selected to install, the program presents a list of these unresolved dependencies and gives you the op-
portunity to resolve them (see Figure 5.25). If you simply press Ok, the program will resolve them
automatically by adding all required packages to the list of selected packages.

Red Hat Limec {C} 1999 Red Hat Software
Unresolved Dependencies

Some of the packages you have selected to
inztall require packages you have not
zelected, If you just select Ok all of
those required packages will be installed,

Package Requirement.
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control-center imlib

control-center gnome=1ibs
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Figure 5.25: Unresolved Dependencies

5.11.4 Package Installation

After all package dependencies have been resolved, the installation program presents a dialog box
telling you that a log file containing a list of all packages installed will be written to

/tnp/install.logonyourRed Hat Linux system. Select Ok and press to continue.
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At this point, the installation program will format every partition you selected for formatting. This
can take several minutes (and will take even longer if you directed the installation program to check
for bad blocks).

Once all partitions have been formatted, the installation program starts to install packages. A win-
dow entitled “Install Status” is displayed with the following information:

Package — The name of the package currently being installed.
Size — The size of the package (in kilobytes).
Summary — A short description of the package.

Package Installation Progress Bar — A bar showing how complete the current package installa-
tion is.

Statistics Section — This section has three rows labeled “Total,” “Completed,” and “Remaining.”
As you might guess, these rows contain statistics on the total number of packages that will
be installed, statistics on the number of packages that have been completely installed, and
statistics on the packages that have not yet been installed. The information tracked on these
three rows includes:

Packages — The number of packages.
Bytes — The size.
Time — The amount of time.

Overall Progress Bar — This bar changes color showing how close to completion the entire instal-
lation is.

Please Note: If you're doing an FTP or HTTP installation, a message box will pop up as each package
is retrieved from the site.

At this point there’s nothing left for you to do until all the packages have been installed. How
quickly this happens depends on the number of packages you've selected, and your computer’s
speed. Once all the packages have been installed, please turn to Chapter 6 on the facing page to
finish your installation of Red Hat Linux.
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6.1 Configuring a Mouse

Next, your system will be probed to find a mouse. Some mice may be detected automatically; in this
case, a dialog box is displayed showing the port on which the mouse was found. You may then be
asked to give additional information, such as whether you have a two-button mouse, and would like
it to emulate a three-button mouse. Make the appropriate selections, and continue to the next section.

More commonly, you will see a screen similar to the one in Figure 6.1 on the next page.

The installation program’s “best guess” as to your system’s mouse type will be highlighted. If the
mouse type is not accurate, use the (1] and (}] keys to scroll through the different mouse types. In
general, you should use the following approach to selecting your system’s mouse type:

e If you find an exact match for your mouse in the list, highlight that entry.

e If you find a mouse that you are certain' is compatible with your mouse, highlight that entry.

e Otherwise, select one of the Generic entries, based on your mouse’s number of buttons, and
its interface. To determine your mouse’s interface, follow the mouse cable back to where it
plugs into your system. If the connector at the end of the mouse cable plugs into a rectangular

No guessing allowed!
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Figure 6.1: Mouse Configuration

connector, you have a serial mouse. On the other hand, if the connector is round, you have
a PS/2 mouse. If you are installing Red Hat Linux on a laptop computer, in most cases the
pointing device will be PS/2 compatible.

The Emulate 3 Buttons check box allows you to use a two-button mouse as if it had three buttons. In
general, it’s easiest to use the X Window System if you have a three-button mouse. If you select this
check box, you can emulate a third, “middle” button by pressing both mouse buttons simultaneously.

If you've selected a mouse with a serial interface, you will then see a screen similar to the one shown
in Figure 6.2 on the facing page. Simply highlight the appropriate serial port for your mouse, select

Ok, and press .

If you wish to change your mouse configuration after you have booted your Red Hat Linux system,
you may use the / usr/ sbi n/ nouseconf i g command.

If wish to configure your mouse as a left-handed mouse, you can reset the order of the mouse buttons.
This may be done after you have booted your Red Hat Linux system, by typing gpm - B 321.

6.2 Configuring Networking

Next, the installation program gives you an opportunity to configure (or reconfigure) networking.
If you are installing from CD-ROM or from a local hard disk, the installation program asks if you
want to configure networking. If you choose No, your Red Hat Linux system will be a standalone
workstation. If you choose Yes, you may configure networking as described below.

If you are installing via network media you have already entered temporary networking information
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Figure 6.2: Serial Mouse Port Selection

that was used during the installation. The install program offers you three choices (see Figure6.3 and
6.4):

e Keep this setup — Keeps the network configuration you used during the installation. All
the networking information you entered previously becomes part of your system’s permanent
configuration.

e Reconfigure network now — The installation program presents the network configuration
dialogs in Section 5.1.1 on page 65. The values you used during installation will be filled in as
defaults. Choose this if your system will be installed on a network other than the one you used
to install Red Hat Linux.

e Don’t setup networking — Don’t set up networking at all. Your system will not have network-
ing configured. Choose this if you installed your system over a network, but it will be used as
a standalone workstation.

6.2.1 Network Configuration Dialogs

If you elected to configure networking at this time, you will be presented with a series of dialog
boxes. Please turn to Section 5.1.2 on page 66 for more information.
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Figure 6.3: Network Configuration Options — Local Media Install
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Figure 6.4: Network Configuration Options — Network Install
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6.3 Configuring the Time Zone

Next, the installation program presents a dialog to help you configure your system’s time zone (see
Figure 6.5).

If you wish to set the hardware (CMOS) clock to GMT (Greenwich Mean Time, also known as UTC,
or Coordinated Universal Time), select Hardware clock set to GMT. Setting it to GMT means your
system will properly handle daylight-saving time, if your time zone uses it. Most networks use GMT.

Please Note: If your computer runs another operating system from time to time, setting the clock
to GMT may cause the other operating system to display the incorrect time. Also keep in mind that
if more than one operating system is allowed to automatically change the time to compensate for
daylight-saving time, it is likely that the time will be improperly set.

timeconfig 2,6 - (L} 1999 Red Hat Software
Configure Timezones
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Figure 6.5: Configuring Time Zones

Select the time zone your system will be operating in froom the list, and press (Enten.

If you wish to change your time zone configuration after you have booted your Red Hat Linux sys-
tem, you may use the / usr/ sbi n/ ti meconfi g command.

6.4 Selecting Services for Start on Reboot

Please Note: If you're performing a workstation- or server-class installation, this part of the instal-
lation is automatically done for you. Please skip ahead to Section 6.5 on the following page.

Next you'll see a dialog box entitled “Services” (see Figure 6.6 on the next page). Displayed in this
box is a list of services with a check box by each. Scroll through this list, and check every service that
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you would like automatically started every time your Red Hat Linux system boots. If you're not sure

what a particular service is, move the highlight to it and press (ED. You'll then get a brief description
of the service.

ntsysv 1,01 - (C} 1999 Red Hat Software

Services

What services should be automatically started?

Press <F1> for more information on a service,

Figure 6.6: Selecting Services

Note that you can run / usr/ sbi n/ nt sysv or/ sbi n/ chkconfi g after the installation to change
which services automatically start on reboot.

6.5 Configuring a Printer

Next you will be asked if you want to configure a printer. If you choose Yes, a dialog box will ask
you to indicate how the printer is connected to your computer (see Figure 6.7 on the facing page).

Here is a brief description of the three types of printer connections available:

Local — The printer is directly connected to your computer.

Remote Ipd — The printer is connected to your local area network (either through another com-
puter, or directly), and is capable of communicating via | pr /I pd.

SMB/Windows 95/NT — The printer is connected to another computer which shares the printer via
SMB networking, such as a printer shared by a Windows 95 or Windows NT computer.

Netware — The printer is connected to another computer which shares the printer via Novell Net-
Ware.
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Select Printer Connection
How iz thiz printer connected?
Remote lpd

SHEAWindows 95/NT
Hethare

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.7: Selecting Printer Type

After selecting a printer type, you'll be presented with a dialog box entitled “Standard Printer Op-
tions” (see Figure 6.8 on the next page). Enter the name of the queue and the spool directory you’d
like to use, or accept the default information.

The dialog box you’ll see next depends on the printer connection type you selected.

6.5.1 Locally Attached Printers

If you selected “Local” as your printer’s connection type, you'll see a dialog box similar to the one in
Figure 6.9 on the following page.

Enter the printer device name in the field provided. As a convenience, the installation program
attempts to determine which printer ports are available on your computer. Select Next, and press

. Now turn to Section 6.5.5 on page 99 to continue.

6.5.2 Remote Ipd Printers

If you selected “Remote Ipd” as your printer’s connection type, you'll see a dialog box similar to the
one in Figure 6.10 on page 99.

Enter the name of the computer to which the printer is directly connected in the “Remote hostname”
field. The name of the queue on the remote computer that is associated with the remote printer goes

in the “remote queue” field. Select Next, and press . Now turn to Section 6.5.5 on page 99 to
continue.
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Red Hat Lirwec (C} 1399 Red Hat Software

Standard Printer Options

Every print queue {which print jobs are directed
to} needs a name {often lp} and a spool directory
associated with it, What name and directory should
be used for thiz queus?

Hame of queue:
Spool directory:

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.8: Standard Printer Options

Red Hat Lirec {C} 1999 Red Hat Software
Local Printer Device

What device is your printer connected to
{note that Adew/lp0 iz equivalent to LPT1:3?

Printer Device:
Auto-detected ports:
fdews/1p0s Detected

Adews1pl: Mot Detected
Adews/1p2: Mot Detected

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.9: Local Printer Device
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Remote lpd Printer Options

To use a remote lpd print queue, you need to supply
the hoztname of the printer server and the queue name
on that server which jobs should be placed in,

Remote hostname: guryWgcs (=]
Remote queus: 1p

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.10: Remote Ipd Printer Options

6.5.3 SMB, Windows 95/NT Printers

If you selected “SMB, Windows 95/NT” as your printer’s connection type, you'll see a dialog box
similar to the one in Figure 6.11 on the following page. Enter the necessary information in the fields

provided. Select Next, and press .

6.5.4 NetWare Printers

If you selected “NetWare” as your printer’s connection type, you'll see a dialog box similar to the
one in Figure 6.12 on the next page. Enter the necessary information in the fields provided. Select

Next, and press .

6.5.5 Finalizing Printer Setup

Next, you'll see a dialog box entitled “Configure Printer” (see Figure 6.13 on page 101). Select the
printer type that most closely matches your printer. Select Next, and press to continue.

After selecting the printer type, you will see a dialog box similar to the one in Figure 6.14 on page 101.
Set the paper size and resolution appropriately. The Fix stair-stepping of text check box should be
checked if your printer does not automatically perform a carriage return after each line.

If your printer supports it, you will see a dialog box in which you can configure the color options
of your printer, or a similar one, in which you can configure the color and resolutions options of the
uniprint driver your printer uses. Set these options appropriately.
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SHEAMindows 95/MT Printer Options ———

To print to a SME printer, you need to provide
the SHBE host name {thiz iz not alwayz the same
az the machines TCP/IP hostname} and pos=zibly
the IP address of the print server, az well as
the share name for the printer you wish to
access and any applicable uzer name, password,
and workgroup information,

SHME zerver host:
SME server IP:
Share name:

User name:
Paszword:
Workgroup:

<{Tab>/<Alt-Ta

Figure 6.11: SMB and Windows95/NT Printer Options

Red Hat Lirec {C} 1999 Red Hat Software
Methlare Printer Options

To print to a MetWare printer, you need to provide
the Nethlare print server name {(thiz iz not always
the same as the machines TCRAIP hosthame! as well
az the print gueus name for the printer you wizh to
access and any applicable user name and password,

User name:
Paszword:

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.12: Netware Printer Options
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Configure Printer

What type of printer do you have?

HP PaintJet

HP PaintJet XL

HP PaintJet ¥L300 and DeskJet 1200C
IEM 3853 JetPrinter

Imagen ImPress

Mitsubishi CPSO

MEC PE/PE+/PED

MEC Prinwriter 2¥ (UP3

Okidata Microline 182

PostScript printer

[

A S O R R O

<F1> will give you information on a particular printer type

Figure 6.13: Configure Printer

Red Hat Lirec {C} 1999 Red Hat Software
PoztScript printer

‘fou may now configure the paper size and resolution
for thiz printer,

Paper Size Rezolution
otter
legal EOCx BOG

12001200

Figure 6.14: Printer Settings
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Finally, you'll see a dialog box that contains all the information pertaining to your printer (see Fig-
ure 6.15). Verify that the information is correct. If everything looks OK, select Done. If you need to
make changes, select Edit. You can also select Cancel if you’d rather not configure a printer at this
time.

Red Hat Lirec {C} 1999 Red Hat Software
Verify Printer Configuration
Please werify that thiz printer information is correct:

Printer type: LOCAL

lueues 1p

Spool directory: Avardspool/lpd/1lp
Printer device  Adew/lpl

Printer driver; PostScript printer
Paper zize: letter

Resolutions Z00e300

Bits per pixel: Default

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.15: Verifying Printer Information

If you select Done, you will be given the option to configure another printer, or you may continue
with the installation.

6.6 Setting a Root Password

The installation program will next prompt you to set a root password for your system (see Figure 6.16
on the next page). You'll use the root password to log into your Red Hat Linux system for the first
time.

The root password must be at least six characters long; the password you type is not echoed to the
screen. You must enter the password twice; if the two passwords do not match, the installation
program will ask you to enter them again.

You ought to make the root password something you can remember, but not something that is easy
for someone else to guess. Your name, your phone number, qwerty, passwor d, r oot, 123456,
and ant eat er are all examples of poor passwords. Good passwords mix numerals with upper and
lower case letters and do not contain dictionary words: Aar d387var k or 420BM t NT, for example.
Remember that the password is case-sensitive. Write down this password and keep it in a secure
place.

Please Note: The root user (also known as the superuser) has complete access to the entire system;
for this reason, logging in as the root user is best done only to perform system maintenance or admin-
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Root. Password

Pick a root password, You must type it
twice to enzure you know what it is and
didn't make a miztake in typing, Remember
that the root pazsword is a critical part
of system security!

Paszword:

0]
Pazsword {againl: I

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.16: Root Password

istration. Please see Chapter 8 on page 119 for instructions on how to add a user account for yourself
after you reboot your system. A more basic method of creating a new user account can also be found
in the Official Red Hat Linux Getting Started Guide in the Wel conme t o Li nux chapter.

6.7 Authentication Configuration

After you have set up your root password, you will have the option of setting up different network
password authentications:

e Enable NIS - allows you to run a group of computers in the same Network Information
Service domain with a common password and group file. There are two options here to choose
from:

— NIS Domain - this option allows you to specify which domain or group of computers
your system will belong to.

— NIS Server — this option causes your computer to use a specific NIS server, rather than
“broadcasting” a message to the local area network asking for any available server to
host your system.

e Enable Shadow Passwords — provides a very secure method of retaining passwords for you.
The / et c/ psswd file is replaced by / et ¢/ shadowwhich is only readable by root.

e MD5 Password allows a long password to be used up to 256 characters, instead of the stan-
dard eight letters or less.
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Please Note:To configure the NIS option, you must be connected to an NIS network. If you are
unsure whether or not you are connected to an NIS network, please ask you system administrator.

Unless you are setting up a NI S password, you will notice that both Shadow password and MD5 are
selected. We recommend you use both to make your machine as secure as possible (see Figure 6.17).

authconfig 1.3 - (c) 1999 Red Hat Software

Authentication Configuration

[ 1 Enable HDS Passwords]

{Tab>/<Alt-Tab> between elements |  <Space> selectz | <F12 next screen

Figure 6.17: Authentication Configuration

6.8 Creating a Boot Diskette

Next, you'll be given the opportunity to create a customized boot diskette for your Red Hat Linux
system (see Figure 6.18 on the facing page).

A boot diskette can be handy for a number of reasons:

e Use It Instead of LILO - You can use a boot diskette instead of LILO. This is handy if you're
trying Red Hat Linux for the first time, and you’d feel more comfortable if the boot process for
your other operating system is left unchanged. With a boot diskette, going back to your other
operating system is as easy as removing the boot diskette and rebooting.

e Use It In Emergencies — The boot diskette can also be used in conjunction with a rescue disk,
which will give you the tools necessary to get an ailing system back on its feet again®.

e Use It When Another Operating System Overwrites LILO — Other operating systems may
not be as flexible as Red Hat Linux when it comes to supported boot methods. Quite often,

2To do this, you'll need to create a rescue diskette from the r escue. i ng image contained in the i mages
directory of your Red Hat Linux CD-ROM. Appendix B on page 237 explains how to do this.
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| Bootdizk |

A custom bootdisk provides a way of booting into your Linux
ayztem without depending on the normal bootloader, This is
uzeful if you don’t want to install lilo on your system,
another operating system removez lilo, or lilo doesn’t work
with your hardware configuration, A custom bootdisk can also
be used with the Red Hat rescue image, making it much easier
to recover from severe syztem failures,

Would you like to create a bootdisk for your system?

I:EEE:JI l!!!!!'

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.18: Creating a Boot Diskette

installing or updating another operating system can cause the master boot record (originally
containing LILO) to be overwritten, making it impossible to boot your Red Hat Linux installa-
tion. The boot diskette can then be used to boot Red Hat Linux so you can reinstall LILO.

Given these reasons to create a boot diskette, you should seriously consider doing so. Select Yes and
press to create a boot diskette. Next, you'll see a dialog box directing you to insert a blank
diskette in your computer’s diskette drive. Select Ok, and press when you’ve done so.

After a short delay, your boot diskette will be done. After removing it from your diskette drive, label
it clearly. Note that if you would like to create a boot diskette after the installation, you'll be able
to do so. If you boot your system with the boot diskette (instead of LILO), make sure you create
a new boot diskette if you make any changes to your kernel. For more information, please see the
nkboot di sk man page, by typing man nkboot di sk at the shell prompt.

6.9 Installing LILO

Please Note: If you are performing a custom-class installation, please keep reading. If you are
performing a workstation-class or server-class installation, this part of the installation process is au-
tomatically done for you. Please skip ahead to Section 6.10 on page 108.

In order to be able to boot your Red Hat Linux system, you usually need to install LILO (the LInux
LOader). You may install LILO in one of two places:

The Master Boot Record (MBR) is the recommended place to install LILO, unless the MBR al-
ready starts another operating system loader, such System Commander or OS/2’s Boot Man-
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ager. The master boot record is a special area on your hard drive that is automatically loaded
by your computer’s BIOS, and is the earliest point at which LILO can take control of the boot
process. If you install LILO in the MBR, when your machine boots, LILO will present a boot :
prompt; you can then boot Red Hat Linux or any other operating system you configure LILO
to boot (see below).

The first sector of your root partition is recommended if you are already using another boot loader
on your system (such as OS/2’s Boot Manager). In this case, your other boot loader will take
control first. You can then configure that boot loader to start LILO (which will then boot Red
Hat Linux).

A dialog box will appear that will let you select the type of LILO installation you desire (see Fig-
ure 6.19). Select the location where you wish to install LILO and press Ok. If you do not wish to
install LILO, press Skip.

Red Hat Lirwec (C} 1399 Red Hat Software Install bootloader

Lila Installation

Where do you want to install the bootloader?

dev/hda Haster Boot Record
Adew/hdal First sector of boot partition

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.19: Installing LILO

Please Note: If you choose Skip, you will not be able to boot your Red Hat Linux system directly,
and will need to use another boot method (such as a boot diskette). Use this option only if you know
you have another way of booting your Red Hat Linux system!

6.9.1 SMP Motherboards and LILO

This section is specific to SMP motherboards only. If the installer detects a SMP motherboard on your
system, it will automatically create two | i | 0. conf entries as opposed to the usual single entry.

One entry will be called snp and the other will be called | i nux. The snmp will boot by default.
However, if you have trouble with the smp kernel, you can elect to boot the | i nux entry instead.
You will retain all the functionality as before, but you will only be operating with a single processor.
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6.9.2 Adding Options to the LILO Boot Command Line

Next, the installation program will ask if you wish to add default options to the LILO boot command
(see Figure 6.20). Any options you enter will be passed to the Linux kernel every time it boots.
When you reviewed your computer’s BIOS settings in Section 2.3.1 on page 10, if you found your
computer accesses a hard drive in LBA mode, check Use linear mode. Select Ok and press
when finished.

Red Hat Lirwec (C} 1399 Red Hat Software Install bootloader

Lila Installation

A few zystemz will need to pass special optionz to
the kernel at boot time for the system to function
properly, If you need to pass boot options to the
kernel, enter them now, If you don’t need any or
aren’t sure, leave thiz blank,

[ 1 Use linear mode {needed for some SCSI drives)

[

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.20: LILO options

Finally, the installation program will display a screen similar to the one in Figure 6.21 on the following
page. Every partition that may be bootable is listed, including partitions used by other operating
systems. The “Boot label” column will be filled in with the word | i nux on the partition holding
your Red Hat Linux system’s root filesystem. Other partitions may also have boot labels. If you
would like to add boot labels for other partitions (or change an existing boot label), use the arrow
keys to highlight the desired partition. Then use the key to select the Edit button, and press
(Space]. You'll then see a small dialog box permitting you to enter/modify the partition’s boot label.
Press Ok when done.

Please Note: The contents of the “Boot label” column will be what you will need to enter at LILO’s
Boot : prompt in order to boot the desired operating system. However, if you forget the boot labels
defined on your system, you can always press (2] at LILO’s Boot : prompt to display a list of defined
boot labels.

There is also a column labeled “Default.” Only one partition will contain an asterisk under that
column. The partition marked as the default will be the partition LILO will boot if there is no user
input during the boot process. Initially the root partition for your Red Hat Linux installation will
be selected as the default. If you’d like to change this, use the arrow keys to highlight the partition
you'd like to make the default, and press (F2). The asterisk should move to the selected partition.

When you've finished, select Ok, and press .
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Red Hat Lirwpe (C} 1999 Red Hat Software Install bootloader
Bootable Partitions

The boot manager Red Hat uzes can boot other operating
systems az well, You need to tell me what partitions you
would like to be able to boot and what label you want to
use for each of them,

Device Partition tupe Default Boot 1label

dev/hdal  Linux native * 1imex
Adew/hdbl D05 16-bit »>=32 dos
fdewshdb2  Linux native

l!i!!!' IIEIIIII

<FZ> Selects the default partition

Figure 6.21: Selecting Bootable Partitions

6.9.3 Alternatives to LILO

If you do not wish to use LILO to boot your Red Hat Linux system, there are a few alternatives:

Boot Diskette You can use the boot diskette created by the installation program (if you elected to
create one).

LOADLIN can load Linux from MS-DOS; unfortunately, it requires a copy of the Linux kernel (and
an initial RAM disk, if you have a SCSI adapter) to be available on an MS-DOS partition. The
only way to accomplish this is to boot your Red Hat Linux system using some other method
(e.g., from LILO on a diskette) and then copy the kernel to an MS-DOS partition. LOADLI Nis

available from
ftp:// metal ab. unc. edu/ pub/ Li nux/ syst em boot / dual boot / and associated mirror

sites.

SYSLINUX is an MS-DOS program very similar to LOADLI N; it is also available from
ftp:// metal ab. unc. edu/ pub/ Li nux/ syst em boot /| oader s/ and associated mirror
sites.

Some commercial bootloaders, such as Syst em Conmander, are able to boot Linux (but still
require LILO to be installed in your Linux root partition).

6.10 Configuring the X Window System

If you decided to install the X Window System packages, you now will have the opportunity to
configure X server for your system. If you did not choose to install the X Window System packages,
you may skip ahead to Section 6.11 on the next page.
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6.10.1 Configuring an XFree86 Server

If you wish to use XFree86, the installation program launches the Xconf i gur at or utility.

Xconf i gur at or first probes your system in an attempt to determine what type of video card you
have. Failing that, Xconf i gur at or will present a list of video cards. Select your video card from
the list and press (Enter). If your video card does not appear on the list, XFree86 may not support
it. However, if you have technical knowledge about your card, you may choose Unlisted Card and
attempt to configure it by matching your card’s video chipset with one of the available X servers.

Once you have selected your video card, the installation program installs the appropriate XFree86
server, and Xconf i gur at or presents a list of monitors. If your monitor appears on the list, select it
and press (Enter). Otherwise, select Custom. If you do select Custom, Xconf i gur at or prompts you
to select the horizontal sync range and vertical sync range of your monitor (these values are generally
available in the documentation which accompanies your monitor, or from your monitor’s vendor or
manufacturer).

Caution: It is not recommended to select a monitor “similar” to your monitor unless you are certain
that the monitor you are selecting does not exceed the capabilities of your monitor. If you do so, it is
possible you may overclock your monitor and damage or destroy it.

Next, Xconf i gur at or prompts you for the amount of video memory installed on your video card.
If you are not sure, please consult the documentation accompanying your video card. It will not
damage your video card by choosing more memory than is available, but the XFree86 server may
not start correctly if you do.

If the video card you selected might have a video clockchip, Xconfi gur at or presents a list of
clockchips. The recommended choice is No Clockchip Setting, since XFree86 can automatically
detect the proper clockchip in most cases.

Next, Xconf i gur at or prompts you to select the video modes you wish to use; select one or more
modes by pressing . Xconfi gur at or then writes a configuration file containing all of your
choices to / et ¢/ X11/ XF86Confi g.

Finally, you will see a screen which gives you the option of running the X Windows System when
you reboot. If you choose to have X run, GNOME will be the default desktop manager you see.

6.11 Finishing Up...

After you have configured the X Windows System, the installation program will prompt you to pre-
pare your system for reboot (see Figure 6.22 on the following page). Don’t forget to remove any
diskette that might be in the diskette drive, or CD that might be in the CD-ROM drive if your sys-
tem is able to boot from the CD-ROM (unless you decided to skip the standard LILO installation, in
which case you'll need to use the boot diskette created during the installation).

After your computer’s normal power-up sequence has completed, you should see LILO’s standard
prompt, which is boot : . At the boot : prompt, you can do any of the following things:
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| Done |
Congratulations, installation iz complete,
Remove the boot media and press return to reboot, For
information on fixes which are available for this
release of Red Hat Linux, consult the Errata available
from http:dfww, redhat ,com,

Information on configuring your system iz awailable in
the pozt inztall chapter of the Official Red Hat Linux

User"s Guide,
IDk I

{Tab>/<Alt-Tab> between elements | <Space> selects | <F1Z> next screen

Figure 6.22: Ready for Reboot

e Pressing — Causes LILO’s default boot entry (as defined by the dialog box shown in
Figure 6.21 on page 108) to be booted.

e Entering a Boot Label, followed by — Causes LILO to boot the operating system
corresponding to the entered boot label.

e Doing Nothing — After LILO’s timeout period, (which, by default, is five seconds) LILO will
automatically boot the default boot entry.

Do whatever is appropriate to boot Red Hat Linux. You should see one or more screens worth of
messages scroll by. Eventually, you should see a | ogi n: prompt.

Congratulations! Your Red Hat Linux installation is complete!

If you're not sure what to do next, we suggest you begin with the Official Red Hat Linux Getting
Started Guide as an introduction to using Linux. The Official Red Hat Linux Getting Started Guide
covers topics such as “learning the basics of your system” to “navigating your system” and much
more.
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Red Hat Linux includes thousands of pages of online documentation to help you learn how to use the
system. The man pages, info documents, and plain text files included provide information on almost
every aspect of Linux. If you've installed it, Red Hat Linux also includes documentation produced
by the Linux Documentation Project.

7.1 On Line Help

When you are looking for general help on commands and error messages, the best place to start is
right on your system. There are several different sources of information at your fingertips:
e Man Pages — Authoritative reference material for commands, file formats, and system calls.

e Package Documentation — Many packages include additional documentation; RPM can help
you find it.

HOWTOs and FAQs — Helpful information from the Linux Documentation Project.

The |l ocat e Command — A command that can help bridge the gap between a command and
its documentation.

e i nf o Pages — Hypertext documentation without the Web.
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Let’s take a look at each information source.

7.1.1 Man Pages

Almost every command on your system has an associated “man” page. This is documentation that
you can get to instantly should you have questions or problems. For example, if you were having
trouble with the | s command, you could use man to get more information by entering man | s. This
will bring up the man page for| s.

The man page is viewed through the | ess program (which makes it easy to page forward and back-
ward screen by screen), so all of the options to | ess will work while in a man page. The more
important keystrokes for | ess are:

e (q)to quit

. to page down line by line

. to page down page by page

e (b) to page back up by one page

o (/[ followed by a string and to search for a string

¢ (0) to find the next occurrence of the previous search

There are times when it’s just a lot more convenient to read something from a sheet of paper. Pro-
viding you have a working printer, you can print man pages as well. If you don’t have Postscript
printing capability and just want to print ASCII, you can print man pages with:

man COVVMAND | | pr
If you do have a postscript printer, you will probably want to print with:
man -t COVMAND | | pr
In both of those commands substitute “COMMAND” for the command you are trying to get help for.

Sometimes you'll find that certain system components have more than one man page. Here is a table
showing the sections that are used to divide man pages:
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Section  Contents

user commands
system commands
system calls
library calls
devices

file formats

games
miscellaneous
kernel internals
Tcl/ Tk commands

5 ONOUT = WN 0

This is also the order in which the sections are searched. This can be important; here’s an example:

Let’s say that you want to see the man page for the swapon system call. So, you type man swapon.
You will actually get the man page for swapon( 8) , which is the command used to control swapping.
Using the chart above, you can see that what you want is a “system call” and is located in section
2. You can then type man 2 swapon. All of this is because man searches the man directories in

the order shown above, which means that the swapon(8) man page would be found before the
swapon( 2) man page.

You can also search the man pages for strings. You do this using

man -k string.to._search_for. This won't work, however, unless the makewhatis database has
been created. Under Red Hat Linux, this is done by a cron job overnight. If you don’t leave your sys-
tem running overnight the database won’t get created. If that is the case, run the following command
as the r oot user:

[ etc/cron. weekl y/ makewhati s. cron

Once you've done that (note that it might take a while), you could enter man -k swapon. That
command would return:

# man -k swapon

swapon, swapoff (2) - start/stop swapping to fil e/ device

swapon, swapoff (8) - enabl e/disable devices and files for
pagi ng and swappi ng

So you can see that there are pages in section 2 and 8 both referring to swapon (and swapoff in this
case).

How to Read a Man Page

Man pages provide a great deal of information in very little space. Because of this, they can be
difficult to read. Here’s a quick overview of the major sections in most man pages:
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e Name — The name of the program or programs documented in the man page. There may be
more than one name, if the programs are closely related.

Synopsis — An overview of the program’s command syntax, showing all options and argu-
ments.

Description — A short description of the program’s function.

Options — A list of all options, with a short description of each (often combined with the
previous section).

See Also - If present, lists the names of other programs that are related in some way to this
program.

e Files —If present, contains a list of files that are used and/or modified by the program.

History —If present, indicates important milestones in the program’s development.

¢ Authors — The people that wrote the program.

If you are new to Linux, don’t expect to be able to use man pages as tutorials; they are meant as
concise reference material. Trying to learn about Linux using the man pages is similar to trying to
learn how to speak English from reading a dictionary. But there are other sources of information
that may be more useful to those people just starting out with Linux; let’s continue our search for
documentation. ..

7.1.2 Package Documentation

Many packages have README files and other documentation as part of the source package. Pack-
ages built for Red Hat Linux define a standard place to install those documents so that you don’t
have to search through the sources to find the documents. Every package containing documentation
(other than man pages, and files that need to be in specific locations) places their documentation in a
subdirectory of / usr/ doc.

The name of the subdirectory depends on the package name and version number. For example, the

ti n package might be at version 1.22. Therefore, the path to its documentation would be
/usr/doc/tin-1.22.

For the most part, the documents in / usr/ doc are in ASCIIL. You can view them with more fi/ e-
naneorl ess filenane.

Having this special documentation area can be handy, but what if you're looking for documentation
on a specific command (or file), and you don’t know what package that command came from? No
problem! Take, for example, the file / usr/ bi n/ rti n. You're not sure what package it’s part of, but
you’d like to learn a bit more about it. Simply enter:

rpm-qdf /usr/bin/rtin
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This command will return a listing of all the documentation (including man pages) from the package
containing the file / usr/ bi n/rti n. RPM is capable of a lot more than this simple example. For
more information on RPM, turn to Chapter 9 on page 173.

Of course, maybe this kind of information is not exactly what you're looking for. Maybe you’'re more
interested in task-oriented documentation. If so, read on...

7.1.3 HOWTOs and FAQs

If you elected to install it, most of the contents of the Linux Documentation Project (LDP) are available
in/ usr/ doc on your system.

The directory / usr/ doc/ HOANTO contains the ASCII versions of all the available HOWTOs at the
time your Red Hat Linux CD-ROM was mastered. These files are viewable by using the | ess com-
mand.

|l ess Install ati on- HOMO

You may also encounter files that end with . gz. They are compressed with gzi p to save space, so
you'll need to decompress them before reading. One way of reading compressed HOWTOs without
cluttering your disk with uncompressed versions is to use z| ess:

z| ess 3Df x- HOM Q. gz

The z| ess command uses the same keystrokes as | €ss, so you can easily move back and forth
through a HOWTO.

/'usr/ doc/ HOMQ ni ni contains the ASCII versions of all the available mini-HOWTOs. They are
not compressed and can be viewed with nor e or | ess.

/ usr/ doc/ HOMQ ot her - f or mat s/ ht M contains the HTML versions of all the HOWTOs and
the Linux Installation and Getting Started guide. To view things here, just use the web browser of your
choice.

[ usr/ doc/ FAQcontains ASCII versions (and some HTML versions) of some popular FAQs, includ-
ing the RedHat-FAQ. They can be viewed using nor e or | ess, or (in the case of HTML files) with
the web browser of your choice.

7.1.4 The “locate” Command

When you don’t know the full name of a command or file, but need to find it, you can usually find
it with | ocat e. | ocat e uses a database to find all files on your system. Normally, this database
gets built from a cron job every night. This won’t happen, however, if your machine isn’t booted into
Linux all the time. So, if that is the case, you may occasionally want to run the following command:
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/etc/cron. dai |l y/ updat edb. cron

You will need to be root on your system when doing that. That will allow | ocat e to work properly.

So, if you know you need to find all the “finger” files, you could run:

| ocate finger

It should return something like:

/usr/bin/finger
fusr/liblirc/script/finger
/usr/ man/ manl/ finger.1
/usr/ man/ man8/in.fingerd. 8
/usr/sbin/in.fingerd

One thing to note, however, is that | ocat e not only returns hits based on file name, but also on path
name. So if you have a/ hone/ dj b/ fi nger/ directory on your system, it would get returned along
with all files in the directory.

7.1.5 *“info” Pages

While man is the most ubiquitous documentation format, i nf o is much more powerful. It provides
hypertext links to make reading large documents much easier and many features for the documenta-
tion writer. There are some very complete i nf 0 documents on various aspects of Red Hat (especially
the portions from the GNU project).

To read i nf 0 documentation, use the i nf 0 program without any arguments. It will present you
with a list of available documentation. If it can’t find something, it’s probably because you don’t
have the package installed that includes that documentation. Install it with RPM and try again.

If you're comfortable using emacs, it has a built in browser for i nf 0 documentation. Use the (Ctrl-h
G] key sequence to see it.

The i nf 0 system is a hypertext based system. Any highlighted text that appears is a link leading
to more information. Use to move the cursor to the link, and press to follow the link.
Pressing (p) returns you to the previous page, () moves you to the next page, and (@ goes up one

level of documentation. To exit i nf o, press (control-x followed by control-c).

The best way to learn how to use i nf 0 is to read the info documentation on it. If you read the first
screen that i nf 0 presents you'll be able to get started.



7.2 Help from the Internet Community 117

7.2 Help from the Internet Community

7.2.1 Red Hat Mailing Lists

If you can’t find help for your problem on line and you have WWW access, you should see
htt p: // www. r edhat . conf support/ mai | i ng-1i sts/.Here you can search the archives of the
redhat-list. Many questions have already been answered there.

The subscription addresses for our lists follow this format:

<li st-name>-request @edhat.com

Simply replace <I i st - name> with one of the following:

apol | o-11i st

appl i xware-1i st
axp-1li st

bl i nux-1i st
cde-1li st

gnone- announce
gtk-1ist
hurricane-1li st

i nux-alert

I'i nux-security
n68k-1i st

pam|i st

r edhat - announce- | i st
redhat - devel - | i st
redhat-install-Ilist
redhat-1i st
redhat - ppp-11i st
rpmlist

sound- | i st
sparc-1ist

To subscribe, send mail to the address of the list you want to subscribe to with subscri be in the
Subj ect : line.

To unsubscribe, send mail to the address of the list you want to unsubscribe from with
unsubscri be in the Subj ect : line.

Then to send mail to the list, you just send it to the address above without the - r equest in the name.

7.2.2 USENET Newsgroups

Another good source of help is the conp. os. | i nux hierarchy on USENET. If you are familiar with
news, you should check it out.
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Red Hat-Specific Newsgroups

Red Hat Software currently hosts a number of newgroups specifically for users of our software. You
can either read these groups directly from news. r edhat . com or ask your news admin to add the

redhat . * hierarchy to their news server.
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After installing your Red Hat Linux system, it’s easy to think that the decisions you made during the
installation are engraved in granite, never to be changed again. Nothing could be further from the
truth!

One of the main strengths of Linux is that the operating system can be configured to do just about
anything. Here at Red Hat Software, we try to make system configuration as easy and accessible as
possible. To that end, we’ve worked hard on two fronts:

¢ By developing system configuration tools in-house;

¢ By working with outside developers of world-class system configuration tools.

Anyone familiar with Red Hat Linux over the years has probably seen what we call our “control
panel” system configuration tools. These tools have been developed by Red Hat Software to make
system configuration easier. And while these tools do make life easier for the Red Hat Linux user, we
began a search for a system configuration tool with even more flexibility and power.

Our search ended with the inclusion of Linuxconf into Red Hat Linux 5.1 in June 1998. Now, with
this version of Red Hat Linux, we’ve been able to more fully document the popular aspects of system
configuration using Linuxconf.

Note that we said “popular aspects.” One of Linuxconf’s greatest strengths — the incredible range
of configuration options under its control — is actually a liability when it comes time to document
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them all. Rest assured, however, that we will continue to expand Linuxconf documentation as new
versions of Red Hat Linux are released.

But what about the control panel tools? They’re still there. While Linuxconf at present can do nearly
everything the control panel tools can, there are two areas in which the control panel still holds the
upper hand:

e Printer configuration

e Kernel daemon control

To that end, we’ve left the control panel documentation in this manual as the second half of this
chapter.

But now, let’s take a look at Linuxconf. ..

8.1 System Configuration With Linuxconf

Linuxconf is a utility that allows you to configure and control various aspects of your system, and is
capable of handling a wide range of programs and tasks. Fully documenting Linuxconf could be a
separate book in its own right and certainly more than we can cover in this chapter. So we’ll focus on
those areas that address common tasks such as adding new users and getting connected to a network.

More information on Linuxconf, including its status, most recent release, and more can be found at
the Linuxconf Project homepage:

http://wwmv. sol ucorp. qc. ca/ | i nuxconf/

This website includes fairly extensive information on Linuxconf including description, rationale, his-
tory, list of contacts and a lot of other information in addition to the software itself. It is maintained by
Linuxconf’s creator, Jacques Gelinas, so it’s the best source of Linuxconf information on the Internet.

Notation

Accurately describing the location of specific screens within Linuxconf is easy, but lengthy given
Linuxconf’s hierarchical nature. If the structure was a family tree, most of the data entry screens are
in the fourth generation. To describe the path to the screen where you would add new users to your
system, we could write this out as:

“Select the Config option from the main screen, then the users accounts option off of
that; on the users accounts screen that appears, select the normal option and then select
the user accounts option.”

Rather lengthy and not immediately accessible. Given the structural similarity to a family tree, we
could write it as:
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“main window beget Users accounts tab, beget Normal tab...”

But that’s an awful lot of begets. Instead, we’ll use the following format:

(Config] = (Users accounts) = (Normal) = (User accounts)

It’s much more concise and clear. It assumes as its base the Linuxconf entry screen. The other advan-
tage to this approach is that it’s not interface specific, so regardless of which interface you're using,
you know exactly where the information is. You're happy, we're happy, and the trees which lobbied
against lengthy descriptions are happy. What could be better?

8.1.1 Running Linuxconf

To run Linuxconf you must have root access. If you are logged in as something other than root, there
is an easy way to handle this situation. Use the su command to become root.

In case you aren’t familiar with it yet, type su at the shell prompt and hit (Enter}. The password it
asks you for is the root account’s. Once you’ve entered that correctly you'll have phenomenal cosmic

power! Well, complete control of your system at any rate'. Anyway, type | i nuxconf at the shell
prompt to begin the program. Linuxconf has the following user interfaces:

Command line — Linuxconf’s command-line mode is handy for manipulating your system’s
configuration in scripts.

e Character-Cell — Using the same user interface style as the Red Hat Linux installation pro-
gram, the character-cell interface makes it easy to navigate your way through Linuxconf, even
if you aren’t running X.

e X Window-Based — Linuxconf can take advantage of X, and give you an easy-to-use “point
and click” tree menu interface. This form of navigation is new in Linuxconf! Please see the
Tree Menu Interface subsection of section 8.1.1 on the next page for more information. This is
the interface we’ll use for illustrations throughout this chapter.

e Web-Based — A Web-based interface makes remote system administration a breeze. The Web
interface will even play nice with the Lynx character-cell Web browser!

Linuxconf will normally start in either character-cell or X mode, depending on the DI SPLAY environ-
ment variable. The first time you run Linuxconf, an introductory message will be shown; although it
is only displayed once, accessing help from the main screen will give you the same basic information.

Linuxconf has context-specific help available. For information on any specific aspect of Linuxconf,
please select Help from the screen you’d like help with. Note that not all help screens are complete
at this time; as help screens are updated, they will be included in subsequent versions of Linuxconf.

1One could argue that it’s pretty much the same thing.
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Tree Menu Interface

The new version of Linuxconf comes complete with a tree menu interface.

E- Config £
B Metworking

b

e

- Client tasks
I—Basic host information
[—Mame server specification
G-Routing and gateways
Defaults
other routes to netwarks
other routes to hosts
routes to alternate local ne
the routed daemaon
—Huost name search path
— Metwork Infarmation System
— P interface setup
—PPP/SLIP/PLIP
- Server tasks
|—Exported file systems (MFS)
—IP aliases for virtual hosts
E-UUCP (Unix to unix copy)
systems
devices and modems

scheduled tasks

E

i hdisc

| befevvantiom abanid oty boed

T

o]

=

Figure 8.1: Linuxconf Entry Screen

Finding the appropriate panel should be simple and fast. You can collapse and expand sections by
clicking on the menu item icons. Click the icon once to activate it for that particular sub-menu. A

single click will then collapse it; another single click will expand it again.

Selected entries will appear as tabs in the right-hand panel and will remain there until closed. This
will greatly reduce the clutter of windows on your desktop that Linuxconf has typically caused. If
you end up with more tabs open than you like, just hit Cancel on the bottom of each tab to close it

without making any changes, or Accept to implement them.

Please Note: If you've grown fond of your previous X Window System interface, it’s still available.

To return to it:

1. Start Linuxconf by typing | i nuxconf at the shell prompt

2. Open (Control] = (Control files and systems] = (Linuxconf modules)

3. De-select the This module is active check box for the treemenu module.
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4. Click Accept
5. Click Quit

6. Restart Linuxconf

Enabling Web-Based Linuxconf Access

For security reasons, Web-based access to Linuxconf is disabled by default. Before attempting to
access Linuxconf with a Web browser, you’ll need to enable access. Here’s how to do it from the
text-mode interface:

1. Start Linuxconf by typing | i nuxconf at the shell prompt

2. Open (Config) = (Networking] = (Misc) = (Linuxconf network access)

3. In the Linuxconf html access control dialog box, enter the hostname of any computers that
should be allowed access to Linuxconf. This would also include your own system, if you wish
to use the Web-based interface locally. Web accesses related to Linuxconf may be logged to
your system’s ht m access. | og file by selecting the check box shown.

4. Select the Accept button and press . Then select the Quit buttons on each dialog box to
back out of the menu hierarchy. When you come to a dialog box labeled Status of the system,
press to take the default action, which is to apply the changes you've made.

At this point, Web-based access has been enabled. To test it out, go to one of the systems that you
added to the access control list. Launch your Web browser, and enter the following URL:

http://<host>: 98/

(Replacing <host > with your system’s hostname, of course.) You should see the main Linuxconf
page. Note that you will need to enter your system’s root password to gain access beyond the first
page.

Adding a User Account — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt

2. Open (Config] = (Users accounts) = (Normal) = (User accounts)

3. Select Add

4. Enter the account’s login and full names
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Enter information in other fields only as necessary
Select Accept
Enter the initial password for the account

Reenter the initial password for the account in the Confirmation field

© © N o o

Select Accept

Adding a User Account — General Overview

Adding a user is one of the most basic tasks you will encounter in administering your system. To
add a user:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts) = (Normal] = (User accounts] This will open the Users ac-
counts tab (see figure 8.3 on page 126).

e If you have more than 15 accounts on the system, Linuxconf will provide you with a filter
screen (see figure 8.2 on the next page). You can use this to select a smaller range of accounts
than the full list. To get the full list, select Accept without changing any of the parameters. For
detailed information on the various filters, select the Help button on the Filter control screen.

o Select Add. This will open the User account creation tab (see figure 8.4 on page 127).

The User account creation tab is where you enter all the information on the new account. There are
a number of fields you should be aware of, some required, some optional.

Required Fields:

e Login name — the name of the account. Usually all lowercase letters. First or last names,
initials or some combination thereof are fairly common login names. For a user named John T.
Smith, “smith,” “john,” “jts,” or “jsmith” would be common user names. Of course “spike” or
something else works just fine, too. You can also use numbers, so “jts2” would be fine if you
had a second person with the same initials. There is no default for this field.

Optional Fields:

e Full name - this is the name of the user or the account. For an individual, it would be their
name, “John T. Smith” for example. If the account represents a position rather than a person,
the full name might be the title. So an account called “webmaster” might have a full name of
“Red Hat Webmaster” or just “Webmaster.” There is no default for this field.
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Figure 8.2: Filter Control Screen

group - here you can specify the group associated with the account. The default is a group
that’s the same as the login name. So “jsmith” would have the group “jsmith.”

e Supplementary groups — here is where you can specify any additional groups. We suggest
that if you want to add a user to a group or groups, you do so here, rather than changing the
group field. Group names should be separated by spaces. The default for this field is blank,
meaning no supplementary groups.

e Home directory — specifies the home or login directory for the account. The default is
/' hone/ | ogi n, where | 0gi nis replaced by the login name. A home directory is your starting
point in the directory structure when you log in, or if in X, for each xterm window opened.
This is also where account specific preference files are stored.

e Command interpreter — specifies the location of the command interpreter. Command inter-
preters are usually referred to as shells. The default is displayed in the drop down box.

e User ID - the number associated with each user account. This is automatically generated by

the system when the account is created.

The User account creation screen has a number of fields; only the login name is required, though
filling in the Full name field is strongly recommended. Once you have entered the login name and
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Figure 8.3: Users Accounts Screen

any other desired information select the Accept button at the bottom of the screen. If you decide
against creating a new user, hit Cancel instead.

Upon hitting Accept Linuxconf will prompt you to enter the password. There is also a field called
Confirmation where you will need to type the password again. This is to prevent you from mistyping
the password. Passwords must be at least 6 characters in length. They may contain numbers as well
as a mix of lowercase and uppercase letters. Hit Accept when finished.

Modifying a User Account — Quick Reference

Please Note:Although you can change the settings in any user account, it is usually a bad idea to
change the settings in a pre-created account. It is best to change settings and explore options in an
account that you have created yourself.

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config] = (Users accounts) = (Normal) = (User accounts).

3. Select the user account.



8.1 System Configuration With Linuxconf 127

& Unome-linuxconf H =] B3
|- Infarmation about other host || User account creatian |
I—Infarmation about other nets
'—Linuxconf network access You must specify at least the name
B Users accounts and the full name

B Marmal
—User accounts Base info | Privilegesl
— Group definitions
L Change root passward I~ The account is enabled

B Special accounts Lagin name Riki
—FFF accounts — =
|- SLIP accounts via normal e Pl et Riki Tiki Tav
—UUCP accounts group (opty £
—F'Ql_:' accounts (mail only) Supplementary groups

B-Palicies )
|-Password & account palicie Home directary(apt)
—available user shells Command interpreter(opt)|bindbash j
[—&vailable PPP shells User ID(api)
— &vailahle SLIP shells

EF-File systems

Access local drive

Access nfs volume
Configure swap files and part

§§tqyotadef§ults o / accept Cancel E Tasks M

S | =

fell

Figure 8.4: User Account Creation

4. Modify entries as desired.
5. Select Accept.

Modifying a User Account — General Overview

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal) = (User accounts]. This will open the Users
accounts tab (see figure 8.3 on the preceding page).

¢ If you have more than 15 accounts on the system, Linuxconf will provide you with a filter
screen (see figure 8.2 on page 125). You can use this to select a smaller range of accounts than
the full list. To get the full list, select Accept without changing any of the parameters. For
detailed information on the various filters, select the Help button on the Filter control screen.

e Select the account you wish to modify. This will open the User information tab.
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Figure 8.5: Change Password Screen

On the User information screen, the information can be changed as desired. To implement the
changes select Accept. If you decide against making any changes select Cancel. This guarantees
that no changes are made.

Changing a User’s Password — Quick Reference

N o gk ®»

. Start Linuxconf by typing | i nuxconf at the shell prompt.

. Open (Config) = (Users accounts] = (Normal) = (User accounts].

. Select the user account.

Select Passwd.

Select Accept.

Enter the user’s new password.

Reenter the user’s new password in the Confirmation field.
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Figure 8.6: User Information Screen

Changing a User’s Password — General Overview

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal) = (User accounts]. This will open the Users

accounts tab (see figure 8.3 on page 126).

¢ If you have more than 15 accounts on the system, Linuxconf will provide you with a filter
screen (see figure 8.2 on page 125). You can use this to select a smaller range of accounts than
the full list. To get the full list, select Accept without changing any of the parameters. For
detailed information on the various filters, select the Help button on the Filter control screen.

e Select the account whose password you wish to change. This will open the User information

tab (see figure 8.6).

e Select Passwd from the options at the bottom of the screen.

Linuxconf will then prompt you to enter the new password. There is also a field called Confirmation
where you will need to type the password again. This is to prevent you from mistyping the password.
Passwords must be at least 6 characters in length. They may contain numbers as well as a mix of
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lowercase and uppercase letters. If you decide against changing the password, just hit Cancel. Once
you have entered the new password select Accept.

Changing the root Password — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config] = (Users accounts] = (Normal) = (Change root password).

Enter the current root password.

Select Accept.
Enter the new root password.

Reenter the new root password in the Confirmation field.

N > g ok @

Select Accept.

Changing the root Password — General Overview

Changing the roots password isn’t handled in the same manner as changing a user’s password. Be-
cause of both the importance and security considerations surrounding root access, Linuxconf requires
you to verify that you currently have access to the root account.

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open Config| = (Users accounts] = (Normal) = (Change root password).

The screen is a little confusing because neither the title, nor the description really explains the screen’s
purpose. Linuxconf seems to be asking for the new password, which isn’t actually the case. Instead,
Linuxconf wants the current root password to verify access to the root account. Linuxconf does
require root access to run, but once running there’s nothing to keep anyone from sitting down at the
computer if the person using Linuxconf steps out for a minute. The potential pitfalls are extensive!
If the person who was originally using Linuxconf logs out of root, they won't be able to get back into
it. A lack of validation would also give free reign over the computer to whoever had changed root’s
password.

Once you have entered root’s current password, it will prompt you for a new password. There
is also a field called Confirmation where you will need to type the password again (see figure 8.5
on page 128). This is to prevent you from mistyping the password. Passwords must be at least 6
characters in length. They may contain numbers as well as a mix of lowercase and uppercase letters.
If you decide against changing the root password, just hit Cancel. Once you have entered the new
password select Accept. The change takes place immediately and is effective not only for logging in
as root, but also for becoming root using the su command.
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Figure 8.7: Root Password Verification Screen

Disabling a User Account — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config] = (Users accounts) = (Normal) = (User accounts).

3. Select the account.
4. De-select the account is enabled check box.

5. Select Accept.

Disabling a User Account — General Overview

Why disable an account? Good question! There’s no single answer, but we can provide some reasons
why this option is available. The biggest reason is security. For example, you may have created a
special account to be used by clients, co-workers, or friends to access specific files on your system.
This account gets used from time to time, but should only be used when you know there’s a need.
Leaving an unused account around is a target for people who’d want to break into your system.
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Deleting it requires you to recreate it every time you want to use it. Disabling an account solves both
problems by allowing you to simply select or de-select a check-box.

To disable an account:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal] = (User accounts).

o De-select the check-box that states that The account is enabled. Select the Accept button at the
bottom of the window and you're all set.

The account is disabled and can be enabled later using a similar method.

Enabling a User Account

By default, all newly created user accounts are enabled. If you need to enable an account, you can
use Linuxconf to do it.

e Start Linuxconf by typing | i nuxconf at the shell prompt.

Open (Config] = (Users accounts] = (Normal) = (User accounts}.

Select the account you want to enable.

Select the The account is enabled check-box and then select Accept at the bottom of the screen.

Deleting a User Account — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config) = (Users accounts] = (User accounts).

Select the account you wish to delete.
On the User information screen select Del.

On the Deleting account... screen, choose the appropriate option for the account’s data.

ARSI

Select Accept.
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Deleting a User Account — General Overview

Please Note: While there are a couple options that let you retain files associated with an account,
any information or files deleted are gone and effectively unrecoverable. Take care when using this
option!

To delete an account:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

Open (Config] = (Users accounts] = (User accounts).

On the User accounts screen (see figure 8.3 on page 126) select the account you wish to delete.

At the bottom of the User information screen (see figure 8.6 on page 129) select Del to delete
the account.

Linuxconf will then prompt you with a list of options.

o Hnome-lnuxconf . 1 [=] E3
ElP aliases for virtual hosts 2| User information Deleting account ﬂp|
UUCP {(Unix to unix copy) )
systems You are deleting an account.
dEriEEs ERt MRS The home directory and the mail inbox falder
scheduled tasks may be archived, deleted or left in place
B Misc ;
" ,
—Information about other host RS (13 EEEOS CER
—Infarmation about other netw « Delete the account’s data

—Linuxcanf netwark access
B Users accounts

B Maormal

- User accounts Accept Cancel M
[— Group definitions
—Change root password

- Special accounts

—FPP accounts

—5LIP accounts via normal I
—UUCP accounts

—FPOP accounts (mail only)
1-Policies

—FPassword & account policie
— &vailable user shells
—Available PPF shells 4
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« Leave the account’s data in place

e

[

Figure 8.8: Deleting Account Screen

The default option is to archive the account’s data. The archive option has the following effects:
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1. Removes the user from the user accounts list;

2. Takes everything contained in the user’s home directory and archives it (using tar and gzip
compression), storing the resulting file in a directory called ol daccount s. For an account
named user account the file name would be similar to:

useraccount - 1999- 10- 10-497. tar. gz

The date indicates when the account was deleted, and the number following it is the ID of
the process that actually performed the deletion. The ol daccount s directory is created in
the same place as all of your user directories, and is created automatically the first time you
remove a user account using this option.

3. Files not contained in the user’s home directory, but owned by that user remain. The file is
owned by the deleted account’s user ID (UID). If you create a new account and specifically
assign it the UID of a deleted account, it will then become the owner of any remaining files.

Selecting Delete the account’s data on the Deleting account <accountname> screen (see figure 8.8
on the page before) will:

1. Remove the user from the user accounts list;

2. Remove the user’s home directory and all its contents.

Please Note: Files not contained in the user’s home directory, but owned by that user will remain
on the system. The file will still be owned by the deleted account’s user ID (UID). If you create a new
account and specifically assign it the UID of a deleted account, it will then become the owner of any
such “orphaned” files.

Selecting Leave the account’s data in place on the Deleting account <accountname> screen (see
figure 8.8 on the preceding page) will:

1. Remove the user from the user accounts list;

2. Leave the user’s home directory (with all its files) in place.

Please Note: Files and directories owned by the deleted account’s user ID (UID) will remain on the
system. If you create a new account and specifically assign it the UID of a deleted account, it will
then become the owner of these “orphaned” files.

8.1.2 Groups

All users belong to one or more groups. Just as each file has a specific owner, each file belongs to
a particular group as well. The group might be specific to the owner of the file, or may be a group
shared by all users. The ability to read, write or execute a file can be assigned to a group; this is
separate from the owner’s rights. For example, the owner of a file will be able to write to a document,
while other group members may only be able to read it.
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Creating a Group — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config) = (Users accounts] = (Normal} = (Group definition].
3. Select Add.

4. Enter the Group name, and optionally alternate members.

5. Select Accept.
Creating a Group — General Overview
To create a new group:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal) = (Group definition).

If you have more than 15 groups, you will be given the option to select the groups by providing a
prefix.

You may add a group directly from this screen, or move on to the User groups screen. To move on
select choiceAccept with or without a prefix, to add a new group, hit choiceAdd.

Select Add at the bottom of the User groups screen.

Enter a group name. You may also wish to specify members of the group and can do so in the
Alternate members field. The list of users should be space delimited, meaning that each username
must have a space between it and the next one. When you're finished, select Accept and the group
will be created.

Deleting a Group — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config] = (Users accounts] = (Normal] = (Group definitions).

3. Select the group you wish to delete.

4. Select Del.

5. Confirm deletion.
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Figure 8.9: Group Filter Screen

Deleting a Group — General Overview

To delete a group:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal] = (Group definitions].

If you have more than 15 groups, you will be given a filter screen (see figure 8.9) to narrow your
choice of groups by specifying a prefix.

delete.

With or without a prefix select Accept at the bottom of the screen.

On the User groups screen (see figure 8.10 on the facing page) select the group you wish to

You'll be presented with the Group specification screen (see figure 8.11 on page 138).

Select Del to delete the group. Linuxconf will then prompt you to confirm the deletion. Choose

yes to delete the group.
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Figure 8.10: User Groups Screen

The group’s files will still remain and their respective owners will still have sole control over them.
The group name will be replaced with the deleted group’s ID. The files may be assigned to a new
group by using the chgr p command. More information on chgr p can be found by typing the com-
mand i nf o chgrp or man chgr p at the shell prompt. If a new group is created and the deleted
group’s ID is specified then the new group will have access to the deleted group’s files. Don’t worry,
Linuxconf doesn’t recycle old group numbers any more than it does old user IDs, so it won’t happen
by accident.

Modifying Group Membership

There are two ways to modify the list of users that belong to a group. You can either update each
user account itself, or you can update the group definitions. In general, the fastest way is to update
each of the group definitions. If you're planning on changing more information for each user than
just the group information, then updating each user account may prove easier.
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Figure 8.11: Group Specification Screen

Modifying Group Membership — Quick Reference

- Under Groups

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config] = [Users accounts] = (Normal) = (Group definitions].

3. Select the group to which you wish to add or remove users.

4. Add or remove new users to the Alternate members(opt) field; make sure all user names are
separated with a space “ ” character.

5. Select Accept.
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Modifying Group Membership — Quick Reference

- Under Users

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config) = (Users accounts] = (Normal) = (User accounts.

3. Select a user to which you wish to add or remove groups.

Adjust the Supplementary groups field accordingly; make sure all the group names are sepa-
rated with a space “ ” character.

4. Select Accept.
5. Repeat steps 3 through 5 for each additional user to be added.

Modifying Group Membership — General Overview
We'll start by detailing the group definitions method.

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Users accounts] = (Normal) = (Group definitions}.

If you have more than 15 groups, you will be given a filter screen (see figure 8.9 on page 136) to
narrow your choice of groups by specifying a prefix.
e With or without a prefix, select Accept at the bottom of the screen.

e Select the group you wish to modify. This will open the Group specification screen (see fig-
ure 8.11 on the preceding page).

e Add or remove each user from the Alternate members field. Make sure that all of the user
names are separated by a space “ ” character.

e Once you've done this select Accept which can be found at the bottom of the screen.
This will automatically update each user account with the group showing up in the Supplementary
groups field if added or absent if removed.

Adding and removing groups can also be done by modifying each individual user account.

e Start Linuxconf by typing | i nuxconf at the shell prompt.
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e Open Config| = (Users accounts} = (Normal) = (User accounts).

If you have more than 15 accounts on the system, Linuxconf will provide you with a filter screen (see
figure 8.2 on page 125).

e On the User accounts screen (see figure 8.3 on page 126), select a user that you wish to update.
You will be presented with the User information screen (see figure 8.6 on page 129).

e Add or remove the desired groups from the, Supplementary groups field. Each group should
be separated by a space “ ” character.

e Once you've made all the changes you’d like, select Accept at the bottom of the screen.

This will automatically update the group definitions. Repeat the process for each user.

8.1.3 CD-ROMs, Diskettes, Hard Drives and Filesystems — the Inside
Track

A filesystem is composed of files and directories, all starting from a single root directory. The root
directory may contain any number of files and other directories, with each directory in turn following
suit. The average filesystem often looks like an inverted tree with the directories as branches and the

files as leaves. Filesystems reside on mass storage devices such as diskette drives, hard drives, and
CD-ROMs.

For example, a diskette drive on DOS and Windows machines is typically referenced by A: \. This
describes both the device (A: ), and the root directory on that device (\). The primary hard drive on
the same systems is typically referred to as the “C” drive because the device specification for the first
hard drive is C: . To specify the root directory on the C drive, you would use C: \.

Under this arrangement, there are two filesystems — the one on A: , and the one on C: . In order to
specify any file on a DOS/Windows filesystem, you must either explicitly specify the device on which
the file resides, or it must be on the system’s default drive (which is where DOS” infamous C prompt
comes from — that’s the default drive in a system with a single hard drive).

Under Linux, it is possible to link the filesystems on several mass storage devices together into a
single, larger, filesystem. This is done by placing one device’s filesystem “under” a directory on
another device’s filesystem. So while the root directory of a diskette drive on a DOS machine may be
referred to as A: '\, the same drive on a Linux system may be accessible as / rt / f | oppy.

The process of merging filesystems in this way is known as mounting. When a device is mounted, it
is then accessible to the system’s users. The directory “under” which a mounted device’s filesystem
becomes accessible is known as the mount point. In the previous paragraph’s example,/ rmt / f | oppy
was the diskette drive’s mount point. Note that there are no restrictions (other than common con-
ventions) as to the naming of mount points. We could have just as easily mounted the floppy to

/1 ong/ pat h/to/the/fl oppy/drive.
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One thing to keep in mind is that all of a device’s files and directories are relative to its mount point.
Consider the following example:

e A Linux System

— | — system root directory
- / f 00 — mount point for the CD-ROM

e A CD-ROM

- | — CD-ROM’s root directory
- /i mages — a directory of images on the CD-ROM
— /i mages/ ol d —a directory of old images

So, if the above describes the individual filesystems, and you mount the CD-ROM at / f 00, the new
operating system directory structure would be:

e A Linux System (with the CD-ROM mounted)

- | — system root directory

- / f 00 — CD-ROM root directory

/ f oo/ i mages — a directory of images on the CD-ROM
/ f ool i mages/ ol d — a directory of old images

To mount a filesystem make sure to be logged in as root, or become root using the su command. For
the latter, type su at the shell prompt and then enter the root password. Once you are root, type
mount followed by the device and then the mount point. For example, to mount the first diskette
driveon/ mt/ f | oppy, you would type the command nount /dev/fd0 /mt/fl oppy.

At installation, Red Hat Linux will create / et ¢/ f st ab. This file contains information on devices
and associated mount points. The advantage to this file is that it allows you to shorten your mount
commands®. Using the information in / et ¢/ f st ab, you can type nount and then either the mount
point or the device. The nount command will look for the rest of the information in / et ¢/ f st ab.
It’s possible to modify this file by hand, or by using Linuxconf. To use Linuxconf, please see Section
Reviewing Your Current Filesystem immediately following.

Reviewing Your Current Filesystem — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open [Config] = (File systems] = (Access local drive] or to look at your network environment:
Open (Config) = (File systems] = (Access nfs volume).

2It also controls which filesystems are automatically mounted when the system is booted.
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Reviewing Your Current Filesystem — General Overview

We'll start by looking at your current directory structure.

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (File systems] = (Access local drive).
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Figure 8.12: Local Volume Screen

The fields are:

¢ Source - The physical hardware; hd indicates an IDE hard drive, f d indicates a diskette drive,
and cdr omtypically indicates a CD-ROM drive. If your system has a SCSI drive, you will see
an sd instead. More than one drive of a type are listed by letters, so hda represents the first
IDE drive, while hdb would be the second. In some cases, you'll see numbers following these
letters; on hard drives, the numbers represent the partitions on that drive, while for diskette
drives, this number refers to the actual unit.

e Mount point — This is where in the system the drive is to be mapped when mounted.
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e FsType-This is where the type of filesystem is indicated. A standard Linux partition uses the
ext2 filesystem type. A filesystem type of vfat indicates a DOS filesystem with long filename
support, while a fat filesystem type is for DOS filesystems supporting traditional 8.3 filenames.
The 1509660 filesystem type indicates a CD-ROM drive, as seen in figure 8.12 on the preceding
page.

Please Note: Red Hat Linux 6.0 can access FAT32 filesystems using the vfat filesystem type.

e Size -Size indicates the size of the filesystem in megabytes (M). For removable media devices
such as diskette and CD-ROM drives the stated size is listed as zero.

e Partition type — A description of the filesystem used on that partition.

Filesystems from other machines on a network may also be available. These can range from single
small directories to entire volumes. No information on Size or Partition type is available for these
partitions, either. Additional information on these filesystems (should you have any available) will
be contained under:

(Config] = (File systems] = (Access nfs volume]

& Unome-linuxconf H =] B3
File systems Al INFS volumel |
—access local drive
—access nfs volume You can edit, add, or delete mounts
—Configure swap files and part Select [add] to add to add a new definition
—Set quota defaults
—Check same file permissions |Source |M0unt paint |FsType | Size |Par1iti0n type |
hoot mode !
B-Lilo )
LILG defaults (Linux boot lo Qut (el Help|

LILOD linux configurations
LILC other O35 configuratior
default boot configuration
a new kernel
a kernel you have compilec
BE-Muode
L default boot mode
E-Control

Caontral panel
[— Activate configuration
—Shutdown/Reboot
— Cantral service activity
— Configure superuser schedul
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Figure 8.13: NFS Volume Screen

The screen is similar to the Local volume screen (see figure 8.12 on the facing page), with some
notable differences in the information provided for each entry:
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e Source — This will be the name of the machine serving the filesystem, followed by the re-
mote directory. For example: f 0o: / var/ spool / mai | where f 00 is the machine serving the
directory, and / var/ spool / mai | is the directory being served.

e FsType - This will always be “nfs.”

Adding NFS Mounts — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config) = (File systems] = (Access nfs volume).

. Select Add.

3

4. Enter the host name where the filesystem resides.

5. Enter the path to the remote filesystem in the Volume field. For example, / var/ spool / mai | .
6

. Specify the mount point on your system. For example, / mt / f 0o.
Select Accept.

Adding NFS Mounts — General Overview

NFS stands for Network FileSystem. It is a way for computers to share sections of their local filesys-
tem across a network. These sections may be as small as a single directory, or include thousands of
files in a vast hierarchy of directories. For example, many companies will have a single mail server
with individuals’ mail files served as an NFS mount to each users’ local systems.

To add an NFS mount:

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (File systems] = (Access nfs volume).

¢ On the NFS volume screen (see figure 8.13 on the page before), select Add.
The three fields on the Base tab are what you’ll need to concern yourself with.

e Server — The host name of the machine the desired filesystem resides on. For example,
f 0o. bar. com

¢ \Volume — The filesystem you wish to add. For example, / var / spool / mai | .

¢ Mount point — Where in your system you want the remote file system accessible from. For
example, / rmt / mai | .



8.1 System Configuration With Linuxconf

145

. Unome-linuxconf H =] B3
File systems
—access local drive

4 NF3 volume Volume speciﬂcati0n|

—Access nfs volume You must enter the specification of a volume
—Configure swap files and part or pattition and the position (mount point)
—Set quota defaults where you want to install this volume
'—Check some file permissions in the directory structure of this workstation
hoot mode
- Lilo [Base]| options | NFs aptions [wisc. |
LILC defaults {Linux boot 1o
LILOD linux configurations Server
LILO other O3 configuratior Volume
default boot configuration :
a new kernel LI (P
a kernel you have compilec
BE-Muode
L default boot mode
B Contral

Caontral panel

[— Activate configuration

— Shutdown/Reboot

— Cantral service activity

— Configure superuser schedul

[—archive configurations Accept Cancel Del Hel
g ;| pece| Concel]  pe| el

(Aol ol

S | =

fell

Figure 8.14: Volume Specification Screen

This is all you need to get the mount created. Linuxconf will update your / et ¢/ f st ab file ac-
cordingly. If you are aware of additional requirements, please read the help file on the Volume
specification screen and see the mount man page for more information.

Once you have entered the information, select Accept.

8.1.4 Getting Connected (Network Configuration)

The first thing to determine when getting hooked up is whether you're connecting to a local area
network, such as a group of computers in an office, or a wide area network, such as the Internet.
Before continuing, it’s important to know what hardware you have and how you intend to connect.
If you're going to dial into another computer, then make sure your modem is installed and that
the cables are arranged properly. If you're using a network card, make sure it is installed properly
and that the cables are correctly connected. Regardless of what network configuration you specify,
if every phone line or cable is not in place, you'll never get connected. We’'ll start with modem
connections and then move on to using network cards.
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Adding Modem/PPP/SLIP connections — Quick Reference

N o o e W

. Start Linuxconf by typing | i nuxconf at the shell prompt.

. Open (Config] = (Networking) = (PPP/SLIP/PLIP).

. Select Add.

Select the type of connection.
Enter the Phone number, login name and password.
Select Use PAP authentication only if necessary (only available for PPP accounts).

Select Accept.

Adding Modem/PPP/SLIP connections — General Overview

There are several pieces of information you will need to get from your ISP (Internet Service Provider)
or systems administrator before getting your PPP or SLIP account working. In the case of some
providers, you may have to sort through directions on how to set up a PPP connection on a Linux
system. Some ISPs are ill-equipped to handle individuals using Linux. Don’t worry, you can still get
connected; you just need some additional information from your ISP. The following is what you need
for a connection with Red Hat Linux. The ISP representatives may respond that you don’t need this
information, or may suggest that you need more than this. Red Hat has streamlined the information
needed using intelligent defaults and tools such as Linuxconf to simplify this process for you. Unless
they have a document specifically for Red Hat Linux, just request the information below and go from
there. Specifically, you'll need:

the IP address for a domain nameserver (DNS);
the telephone number to dial;
your login and password;

an IP address for your machine if the network you are connecting to isn’t going to provide you
with a dynamic one;

whether or not your ISP uses an authentication method such as PAP, CHAP or MS-CHAP. If
so, you will need a “secret” to enable authentication. The secret will be a word or sequence of
characters. CHAP and MS-CHAP are not currently supported using Linuxconf, and are rarely
used.

Additional information which may be helpful, but isn’t necessary includes a secondary nameserver
address, and a search domain. Once you have all this information, you're ready to get connected.

Start Linuxconf by typing | i nuxconf at the shell prompt.
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Figure 8.15: PPP/SLIP/PLIP Configurations Screen

Initially there won’t be any configurations specified. When you select Add you will be given a choice
between PPP, SLIP and PLIP.

PPP is the most commonly used interface and is the default. To set up a PPP connection select PPP
and hit Accept.

You'll see the following fields:

e Phone number - number used to access to remote system;
e Modem port - indicates where your modem is. Should already be set.

e Use PAP authentication (check box) - check if you know that the system you are dialing into
requires this;

¢ Login name - your login name for the PPP account;

Password - your password for the PPP account.
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Figure 8.16: Type of Interface Screen

Notice that the title bar is PPP interface ppp0. pppO is the first PPP interface, pppl would be the
second and so on. It’s important to keep track of which interface you're using if you have more than
one. SLIP connections use sl instead of ppp for their interface prefix. With the exception of a PAP
authentication option, the entry screens for adding a PPP or a SLIP account are identical.

Enter the complete phone number for the remote machine, and make sure to include any numbers
required to access outside lines. For example, if you need to dial “9” and then the number, and the
computer you're connecting to has a telephone number of “555-0111”, then you’d enter “95550111”.
The next thing it asks you for is the modem port. This is a drop down box of available ports. If
you're using a dual-boot Linux/Windows system and you know the COM port your modem is on,
the following map may be of use:

Map to Windows COM ports are as follows:

e cual - COM1: under MS-DOS;
e cual - COM2: under MS-DOS;
e cua2 - COMS3: under MS-DOS;
e cua3 - COM4: under MS-DOS.
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Figure 8.17: PPP Interface Screen

The login name is the one for the PPP account. The password you enter will be shown in plain text,
so be careful who you have around when you enter it! If you will be using PAP authentication, check
the box; when you’ve entered the other required information, select the Customize button at the
bottom of the screen. All the other information is provided on the various tabs and can be set within
the Customize screen, but it’s easier to find the information all in one place on the primary screen.

Select the PAP tab and enter your username and then the secret the ISP has provided you in the Secret
field. The other defaults should be sufficient, but if you need to, you can edit the initial settings using
the Customize option.

Modifying a PPP or SLIP Configuration — Quick Reference

1. Start Linuxconf by typing | i nuxconf at the shell prompt.

2. Open (Config) = (Networking] = (PPP/SLIP/PLIP).

3. Select the configuration to modify.

4. Change the desired settings; most are on the Communications tab.
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Figure 8.18: SLIP Interface Screen

5. Select Accept.

Modifying a PPP or SLIP Configuration — General Overview

You can edit an existing configuration as well as delete it by selecting it from the list on the
PPP/SLIP/PLIP configurations screen.

e Start Linuxconf by typing | i nuxconf at the shell prompt.

e Open (Config] = (Networking) = (PPP/SLIP/PLIP).

¢ You will then be presented with the PPP/SLIP/PLIP configurations screen (see figure 8.15 on
page 147). Select the configuration you would like to modify or delete.

This will open the appropriate interface screen for your configuration. If you wish to delete the
configuration, the handy Del button is there at the bottom of the screen. The Modem port is on the
Hardware tab and is a drop down menu. If you want to change the other settings you entered when
you originally created the configuration, select the Communication tab. The first Send field contains
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Figure 8.19: PPP Interface Customization Screen

your login, and the next Send field contains your password. The Expect fields correspond to the

| ogi n: and passwor d: prompts, which explains the ogi n: and or d: entries.

Please Note: The ogi n: and or d: entries may not be the same for your system. Different ISP/PPP
servers may use different text and should be changed to fit the needs of whatever server type you are

logging in to. Instead, you may see such prompts as User | Dand aut hentifi cati on.

Once you have made your changes, you can test to see if your configuration is working. Select Con-
nect from the bottom of the screen. This will attempt to connect you to the remote system using the
information you’ve entered. Once you've finished configuring and testing your setup, we recom-
mend using the user net utility to control your dial-up networking connection on a daily basis. See

the user net man page for more information.
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Figure 8.20: SLIP Interface Customization Screen

Other Network Connections — Quick Reference

Due to the number of possible choices and sub-choices, no quick reference is available for this section.

Other Network Connections — General Overview

Setting up a network connection over ethernet requires an entirely different type of setup. Network
connections to token ring or arcnet networks follow a similar procedure, but will not be discussed

here.

¢ First you will need to have an Ethernet card installed.

e Start Linuxconf by typing | i nuxconf at the shell prompt.
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e Open (Config] = (Networking] = (Client tasks] = (Basic host information). The Host name tab
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networking during the installation process. If it is not already specified, please take the time
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Figure 8.21: Adaptor 1

The first item on this screen is a check box to indicate whether this adaptor is enabled or not. It
should be checked if this is the one you intend to use. Below that is a choice of Config modes.
Manual means that you will be providing all the information and entering it yourself. DHCP and
bootp retrieve their information from a remote server of the corresponding kind. If you're not sure
what option to choose, talk to your systems administrator.

DHCP and bootp Required fields:

e Net device - The type of network card you are using; for example, et hO would be the appro-
priate entry to use the first Ethernet card.
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e Kernel module - The correct module based on your network card; for further information see
the list below.

For DHCP and bootp configurations you only need to specify the Net device and the Kernel module.
For the Net device, you will choose from a list where the et h prefix represents ethernet cards, the
ar c specifies an arcnet card and the t r specifies token ring cards. A complete list of network cards
and their respective modules can be found in Section E.3 on page 355. For the most recent up-to-date
list, please see our website at:

http://ww.redhat.com

The netmask information will be set by default, although depending on what kind of network you
are setting up, or becoming a part of, you may need to specify this. If you are connecting to an ISP,
ask them for the information. Most likely it will be 255. 255. 255. 0O (the default).

Required fields for Manual Configuration:

¢ Primary name + domain — the primary name is the name of your computer, while the domain
is how your network is specified. For example, f 00. bar. com f 00 is the primary name and
bar . comis the domain.

o IP address — this is the address of the machine and will follow the pattern of x.x.x.x. For
example, 192. 168. 0. 13.

e Net device - type of network card you are using; ethO would be the appropriate entry to use
the first ethernet card.

e Kernel module — the correct module based on your network card.

Information on net devices and kernel modules is described above. The appropriate primary name +
domain and IP address will depend on whether you are adding the computer to an existing network
or creating a new network. For connecting to an existing network, contact your systems administra-
tor for the information. Getting a network connected to the Internet is beyond the scope of this book,
and we recommend the following starting point:

TCP/IP Network Administration, 2nd Edition, by Craig Hunt (O’Reilly and Associates).

If you're setting up a private network that won’t ever be connected to the Internet, then you can
choose any primary name + domain name you would like and have several choices for IP addresses
(See Figure 8.22 on the facing page).

The three sets of numbers above correspond to class a, b, and c networks respectively. The classes
are used to describe the number of IP addresses available as well as the range of numbers used to
described each. The numbers above have been set aside for private networks.

Please Note: You should not use these IP addresses if you connect to the Internet since 192.168.0.*
and 192.168.255.* are not reliably considered private. If you want your network to be connected to
the Internet, or think you might want to at some point in the future, do yourself a favor and get
yourself non-private addresses now.
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Addresses available Examples
10.0.0.0 - 10.255.255.255 10.5.12.14
172.16.0.0- 172.31.255.255 | 172.16.9.1,172.28.2.5
192.168.0.0 - 192.168.255.255 | 192.168.0.13

Figure 8.22: Private Address Ranges

Nameserver Specification

A nameserver and default domain are also needed to establish a network connection. The name-
server is used to translate host names such as pri vat e. net wor k. comto their corresponding IP ad-
dresssuch as 192. 168. 7. 3. The default domain tells the computer where to look if a fully qualified
hostname isn’t specified. Fully qualified means that the full address is given, so f 0o. r edhat . com
is the fully qualified hostname, while the hostname is simply f 00. If you specified your default do-
main as r edhat . com then you could use just the hostname to connect successfully. For example
ftp f oo would be sufficient if your search domain is r edhat . com whileft p f oo. redhat. com
would be required if it wasn’t.

To specify the nameserver, open (Config] = (Networking] = (Name server specification (DNS)].

Nameservers are ranked according to the order in which they are accessed, so it’s not unusual to see
nameservers referred to as primary, secondary, tertiary and so on down the list if more than one is
specified. Each of these must be an IP address and not a name. The computer has no way to re-
solve the name until it connects to a nameserver. Screamingly obvious when stated, but occasionally
overlooked when people are simply asked to supply an address for a computer.

In addition to a default domain, you can also specify search domains. Search domains work differ-
ently; they progress from one to six in a similar manner to the nameserver. However, they all take
precedence over the default domain! Keep this in mind when specifying search domains. Search
domains are not commonly used.

The one item not yet covered is the check box for DNS usage. If you are running a small private net-
work with no Internet connection, then using / et ¢/ host s files and keeping them all synchronized
will work. As you add more and more machines, the complexity increases until it is easier to have a
single machine run a DNS than to continue to sync/ et ¢/ host s files.

There is another reason for not using DNS, and that is if your network is going to use NIS instead.
Note that NIS can be used in conjunction with DNS. So to sum it all up, unless you know why using
/ et c/ host s or NIS would be best for your situation, DNS is probably going to be your best choice.

You can add, modify, or delete entries from the / et ¢/ host s file using Linuxconf. Open =
(Networking] = (Misc) = (Information about other hosts).

To modify or delete an entry select it. To delete the entry, select Del at the bottom of the host/network
definition screen.
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Figure 8.23: Resolver Configuration Screen

Required Fields:

To modify it, change the information as necessary. To add a new entry, select Add at the bottom of
the / et ¢/ host s screen. This will also open the host/network definition screen.

e Primary name + domain — the primary name is the name of the computer, while the domain
is how the network it is attached to is specified. For example, given f 00. bar . com f 00 is the
primary name and bar . comis the domain.

e |IP number - also referred to as IP address; this is the address of the machine and will follow
the pattern of x.x.x.x. For example, 192. 168. 0. 13
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Optional Fields:

e Alias — A shorthand for the fully qualified domain name. This is often the same as the primary
name. So, for example, if the fully qualified domain name is f 00. bar . com you could select

Figure 8.24: /etc/hosts Screen

f 00 as the alias.

e Comment —a comment on the machine. For example, “The remote nameserver.”

You will need to specify both the primary name + domain and the IP number. The other fields are

optional. Once finished, select Accept.

Date and Time

To get to the date & time control panel:

e Start Linuxconf by typing | i nuxconf at the shell prompt.
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Figure 8.25: Host/Network Definition Screen

e Enter root’s password when prompted (if not already root).

e Open (Control) = (Date & Time).

The zone field is a pull-down list that is long and extensive. It is often designated by a large region
and then a city or zone within it. Examples include Eur ope/ Vi enna and US/ East er n. There is a
check box to Store date in CMOS in GMT format. Hours are specified from 0 (midnight) to 23 (11
PM). Months are specified by number as well. For the year, please specify all four digits. All other
fields should be self-explanatory.

8.2 System Configuration with the Control Panel

Please Note: Most of what can be done with the control panel applications can also be done using
Linuxconf. In addition, Linuxconf supports both character-cell and graphical user interfaces. Please
refer to Section 8.1 on page 120 for an introduction to Linuxconf.

The control panel is a launching pad for a number of different system administration tools (see Fig-
ure 8.27 on page 160). These tools make your life easier by letting you configure things without
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Figure 8.26: Workstation Date & Time

remembering configuration file formats and awkward command line options.

To start the control-panel, start the X Window System as root with st art x and type

control - panel in an xterm. You will need to be root to run the control-panel tools successfully.
You can do this as well if you already have X running as a normal user. Just typesu -c¢ control -
panel and then type the root password when prompted. If you plan to do other tasks as root, you
could type su followed by the root password when prompted.

Please Note: If you are not running X as root, you may need to give root access to your system’s X
server. To do this, enter the following command on a non-root terminal window:

xhost +l ocal host

After starting the control panel, simply clicking on an icon starts up a tool. Please note that you are
not prevented from starting two instances of any tool, but doing so is a very bad idea because you
may try to edit the same files in two places and end up overwriting your own changes. If you do
accidentally start a second copy of a tool, you should quit it immediately. Also, do not manually edit
any files managed by the control-panel tools while the tools are running. Similarly, do not run any
other programs (such as Linuxconf) that may change those files while the tools are running.



160 System Configuration

= control-panel M-I - | _l
File
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Figure 8.27: The Control Panel

8.2.1 Printer Configuration

The printer configuration tool (pri ntt ool ) maintains the / et ¢/ pri nt cap file, print spool direc-
tories, and print filters. The filters allow you to print many different types of files, including:

plain text (ASCII) files

PostScript files

TeX . dvi files
GIF, JPEG, TIFFE, and other graphics formats
e RPMs

In other words, simply printing a GIF or RPM file using the | pr command will result in the printer
doing “the right thing.”

In order to create a new print queue, choose Add. Then, select what type of printer is being added.
There are four types of print queues which can be configured with printtool:

e Local print queues are for printers attached to a printer or serial port on your Red Hat Linux
system.

e Remote print queues are attached to a different system which you can access over a TCP/IP
network.

e SMB print queues are attached to a different system which uses LAN-Manager-type (SMB)
networking.

¢ NCP print queues are attached to a different system which uses Novell’s NetWare network
technology.
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Figure 8.28: Print Tool
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Figure 8.29: Selecting a Printer Type

After choosing the printer type, a dialog box requests further information about the print queue (see
Figure 8.30 on the next page). All types of print queues require the following information:

Queue Name: What the queue will be called. Multiple names can be specifed with the |
(pipe) character separating entries.

Spool Directory: This is the directory on the local machine where files are stored before
printing occurs. Be careful to not have more than one printer queue use a given spool directory.

File Limit: Maximum size print job accepted, in kilobytes (1 kb = 1024 bytes). A size of 0
indicates no limit should be imposed.

Input Filter: Filters convert printed files into a format the printer can handle. Press Select to
choose the filter which best matches your printer (see Figure 8.31 on the following page).

In addition to configuring print queues able to print graphical and PostScript output, you
can configure a text-only printer, which will only print plain ASCII text. Most printer drivers
are also able to print ASCII text without converting it to PostScript first; simply choose Fast

text printing when you configure the filter. Please Note: This only works for non-PostScript
printers.
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e Suppress Headers: Check this if you don’t want a header page printed at the beginning of

each print job.

For local printers, the following information is also required:

e Printer Device: Usually / dev/ | p1; the name of the port which the printer is attached to. Se-
rial printers are usually on / dev/ t t yS? ports. Note that you will need to manually configure

serial parameters.

Names (namelnamez|...) |1p0lstylus
Spool Directory
File Limit in Kb {0 = no limit} |0

Printer Device Adewd1pl

Input Filter
W Suppress Headers

OK | Cancel |

Avardzpoolspd/1pl

Select ||—

Figure 8.30: Adding a Local Printer

Printer Type

Driver Description

Epson AP3250 & ESCIP 2 printers
Epson Color Dot Matrix, 24 pin
Epson Color Dot Matrix, 9 pin
Epson Dot Matrix, 24 pin

Epson Dot Matrix, 9 pin

Epson Dot Matrix, 9 pin, hi-res
Epson Dot Matrix, 9 pin, med-res
Epson Stylus Color (UP)

Epson Stylus Color uniprint driver settings.

= |

HP DesignJet 650C

HP DeskJet 400/500C/520/540C

HP DeskJet 500

HP Desk.et 550C/560C6x=C seres
HP Desk.etfDesk.Jet Plus

HP Deskjet 550C {UP)

HP LaserJet

HP LaserJet 4/5/6 series

HP LaserJet III* with duplex capabil

HP Paint.Jet

OK Cancel |

HP LaserJet III* with Delta Row Compression

HP LaserJet Hd/1psII* with TIFF compression

| Color Depth { Uniprint Mode

Resolution E Paper Size E

Nt Letter 1]
legal

£ ledger £

stcany, Stylus Color any type, 360x3600pI

B

Printing Options

_1 Fix stair-stepping text?

lity

/ Margins (in pts=1/72 of inch})
HELP

1 Send EQF after job to eject page?

FRight/Left: |18 Top/Bottom: |18

ste, Stylus Color I /4 PRO Series. 360x3B0DpI, Plain Paper
ste_h, Stylus Color I /4 PRO Series, 720x720Dpl. Special Paper
ste_l, Stylus Color I / PRO Series, 360x360DpI. nolleave £

W Fast text printing (non-PS printers only)?
w8 s 4 s 2 % 1 pages per output page.

Figure 8.31: Configuring a Print Filter

Extra GS options: |
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For remote printers, the dialog box contains additional fields; fill in the following information:

¢ Remote Host: Hostname of the remote machine hosting the printer.

¢ Remote Queue: Name of the queue to print to on the remote machine.

The remote machine must be configured to allow the local machine to print on the desired queue.

Typically / et ¢/ host s. | pd controls this.

Hames (namel [nameZ|...}
Spool Directory

File Limit in Kb {0 = no limit})
Remote Host

Remote Queue

Input Filter

central | 1p
Awardzpool sl pddcentr
0

printer,redhat , com

lp

Select |I*auto* - PostScript

_| Suppress Headers

oK |

Cancel |

Figure 8.32: Adding a Remote Printer

Hames (namel [nameZ|...}
Spool Directory

File Limit in Kb {0 = no limit})
Printer Server Name

Print Queue Hame

User

Password

Input Filter

netware
[#var#spool/1pdinetual
—
ncp.redhat, com
desk jet

nwguest

[k

Select ||—

W Suppress Headers

oK |

Cancel |

Figure 8.33: Adding

an NCP Printer

For SMB and NCP printers, fill in the following information:

e Hostname of Printer Server: Name of the machine to which the printer you want to use is

attached.

e |P number of Server: The IP address of the machine to which the printer you want to use is
attached; this is optional and only relevant for SMB printers.

e Printer Name: Name of the printer on which you want to print.
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Hames (namel [nameZ|...}
Spool Directory

File Limit in Kb {0 = no limit})
Hostname of Printer Server

IP number of Server (optional)
Printer Hame

User

Password

Workgroup

windows
Avardzpoolslpd windo
0

windows, redhat , com

HP4
quest

[k

USERS

Input Filter Select ||

W Suppress Headers

oK |

Cancel |

Figure 8.34: Adding an SMB Printer

e User: Name of user you must login as to access the printer (typically guest for Windows

servers, or nobody for sanba servers).

e Password: Password (if required) to use the printer (typically blank). Someone should be
able to tell you this if you do not already know it.

Please Note: If you need to use a username and password for an SMB (LAN Manager) or NCP
(NetWare) print queue, they are stored unencrypted in a local script. Thus, it is possible for another
person to learn the username and password. It is therefore recommended that the username and
password for use of the printer to be different than that for a user account on the local Red Hat Linux
system, so that the only possible security compromise would be unauthorized use of the printer. If
there are file shares from the SMB server, it is recommended that they also use a different password

than the one for the print queue.

After you have added your print queue, you may need to restart the printer daemon (I pd). To do so,

choose Restart Ipd from the Ipd menu.

You may print a test page for any print queue you have configured. Select the type of test page you

would like to print from the Tests menu.

Print ASCII test page
Print Postscript test page

Print ASCII directly to port

Figure 8.35: Printing a Test Page
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8.2.2 Kernel Daemon Configuration
Red Hat Linux includes ker nel d, the Kernel Daemon, which automatically loads some software
and hardware support into memory as it is needed, and unloads it when it is no longer being used.

The tool shown in Figure 8.36 manages the configuration file for kerneld. While kerneld can load
some things, such as filesystems, without explicit configuration, it needs to be told what hardware
support to load when it is presented with a generic hardware request.

o «emelConfigweator 00 [

Type | Module | Arguments |
scsi_host BuslLogic
etho Jcodx
ethl 3c503 | xcvr=1 io=0x300 img=3 |

el

Add Edit | Remove Restart kermneld Quit |
s — — " @

Figure 8.36: Kernel Module Management

For instance, when the kernel wants to load support for ethernet, kerneld needs to know which
ethernet card you have, and if your ethernet card requires special configuration, it needs to know
about that, too.

Changing Module Options

To change the options being given to a module when it is loaded, click on the line to select it, then
click the Edit button. kernelcfg will bring up a window which looks like Figure 8.37 on the following
page. The options kernelcfg knows about (normally all available options) will each have their own
field. Normally, you will want to ignore the Other arguments field. Some modules normally take
no arguments; just in case, they have an Arguments field which allows you to enter configuration
information.

Changing Modules

To change which module gets invoked to provide a generic service, such as an ethernet card or SCSI
host adapter module, you need to delete the old one and add a new one. To delete a module, select
it by clicking on it, then click on Remove. Then click on Add to add the new module, as explained in
the following section.
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I Setvommeopens (]

Transceiver {0 = BHC; 1 = AUl)

*CVP= |1

IRQ level

irg= |5
Base /O address
io= | 0300

Other arguments: |

Done | Cancel |

Figure 8.37: Editing Module Options

If you have changed your SCSI controller (scsi _-host adapt er ), remember to make a new initial
ramdisk with the / sbi n/ nki ni t r d command as documented in section 11.8.2 on page 213.

Adding Modules

To add a module of any type, click on the Add button. You will be presented with a dialog box
(Figure 8.38) asking you to choose a module type. Ethernet is et h, Token Ring ist r , SCSI controllers
are scsi _host adapt er, and so on. Click Ok to continue to the next dialog box.

Module Type

Hodule Types 'eth

Ok | Cancel |

Figure 8.38: Adding a module

If there is more than one module which can be used for the module type you have chosen, you will
be presented with a dialog box (Figure 8.39 on the next page) which asks which module you want to
use, and may also ask for specifics about the type of module; for ethernet, for example, you need to
choose from et h0, et h1, etc. When you are done, click Ok again to continue to specify any module

options in the next dialog box (Figure 8.39 on the facing page), which is the same as the dialog for
editing a module.

Restarting Kerneld

The changes that you make with the Kernel Daemon Configuration tool will be made in the
/ et c/ conf. nodul es file, which kerneld reads whenever it is started. Once you have made changes,
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I vemevome [ [ ]

Module Definition

Which module type? lech
Which module ? I3c:5l]9

ok ] e |

Figure 8.39: Selecting From Available Modules

you can restart kerneld by clicking on the Restart kerneld button. This will not cause any modules
which are currently in use to be reloaded, it will only notify kerneld to use the configuration when it
loads more modules in the future.

8.2.3 Network Configuration

Please Note: Documentation on network configuration using Linuxconf can be found in Section 8.1.4
on page 145.

The network configuration tool (net cf g) shown in Figure 8.40 is designed to allow easy manipu-
lation of parameters such as IP address, gateway address, and network address, as well as name
servers and / et ¢/ host s.

Hetwork Configurator

Hames | Hosts | Interfaces | Routing |
Hostname: |p00h.redhat.com
Domain: redhat com

Search for hostnames in additional domains:

Hameservers: [10.0.2. 1

| I = |

Save | Quit |

Figure 8.40: Network Configuration Panel
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Network devices can be added, removed, configured, activated, deactivated and aliased. Ethernet,
arcnet, token ring, pocket (ATP), PPP, SLIP, PLIP and loopback devices are supported. PPP/SLIP/PLIP
support works well on most hardware, but some hardware setups may exhibit unpredictable behav-
ior. When using the Network Configuration Tool click Save to write your changes to disk, to quit
without making any changes select Quit.

Managing Names

The Names panel of the Network Configuration tool serves two primary purposes: setting the host-
name and domain of the computer, and determining which name server will be used to look up other
hosts on the network. The Network tool is not capable of configuring a machine as a nameserver. To
edit a field or add information to a field simply click on the field with the left mouse button and type
the new information.

Ai Network Configurator || =
Hames | Hosts | Interfaces | Routing |
I | Hame |

127.0.0.1 localhost
10.0.2.15 | pooh.redhat.com | pooh |

Nicknames |

I‘ID.D.Z.‘IS

|pooh.redhat com

Nicknames: Jpooh

Done | Cancel |

Add | Edit | Remove |

=l

b Save | Quit | I

Figure 8.41: Adding/Editing Hosts

Managing Hosts

In the Hosts management panel you have the ability to add, edit, or remove hosts from the

/ et c/ host s file. Adding or editing an entry involves identical actions. An edit dialog box will
appear, simply type the new information and click Done when you are finished. See Figure 8.41 for
an example.
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Adding a Networking Interface

If you have added a networking interface to your machine since installing Red Hat Linux, or you
didn’t configure your ethernet card at install time, you can configure it with a few clicks of a mouse.

Please Note: You may need to configure ker nel d to load a driver for the network interface you are
adding (e.g., et h0); see Section 8.2.2 on page 165 for more information.

Begin adding an interface by clicking on Interfaces in the main panel. This will bring up a window
of configured devices with a row of available options, see Figure 8.42.

Network Configurator | 4 | =]

Hames | Hosts | Interfaces | Routing |
IP

Interface |

lo 127.0.0.1 none yes active
etho 10.0.2.15 none yes active

eth0:0 10.0.2.16 yes no

Edit EthemetfBus Interface

Device: eth0:0

IP: j10.0.2.18

Hetmask: |255.255.255.D
Hetwork: 10.0.2.0

Broadcast: 10.0.2.255

W Activate interface at hoot time

Add || Interface configuration protocol j|n0ne

Done | Cancel | )

| proto | athootl active |

=l

Figure 8.42: Configured Interfaces

To add a device, first click the Add button then select the type of interface you want to configure
from the box that appears (See Figure 8.43 on the following page).

Please Note: There is now a clone button available in net cf g. This button can be used to create a
“clone” of an already-existing interface. By using clone interfaces, it is possible for a laptop to have
one Ethernet interface defined for a work LAN, and a clone Ethernet device defined for a home LAN.

PPP Interface - Adding a PPP interface can be as simple as supplying the phone number, login
name and password in the Create PPP Interface dialog shown in Figure 8.44 on the next page. If
you need to use PAP authentication for your PPP connection, choose Use PAP authentication. In
many cases some degree of customization will be needed to establish a PPP connection. Choosing the
Customize button will allow you to make changes to the hardware, communication, and networking
settings for the PPP interface.
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Choose In

Interface Type:
PFP
SLIP
PLIP

Arcnet
Token Ring
Pocket (ATP)

K Cancel |

&
~
~
~- Ethemet
~
~
~

=

Figure 8.43: Choose Interface Type

Create PFF Interface
Device: ppp0

Phone Humber: |555-2524
1 Use PAFP authentication

PPP login name: Isandrah

PPP password: [ craShaburn I
Done | Customize | Cancel |

Figure 8.44: Create PPP Interface
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SLIP Interface Inorder to configure a SLIP interface you must first supply a phone number, login
name, and password. This will supply the initial parameters for the chat script needed to establish
a SLIP connection. When you choose Done, a dialog titled Edit SLIP Interface appears that enables
you to further customize the hardware, communication and networking parameters for your SLIP
interface.

PLIP Interface To add a PLIP interface to your system you only have to supply the IP address,
the remote IP address, and the Netmask. You can also select if you want to activate the interface at
boot time.

Ethernet, Arcnet, Token Ring and Pocket Adaptor Interfaces If you are adding an eth-
ernet, arcnet, token ring or pocket adapter to your computer you will need to supply the following
information:

e Device: This is determined by netconfig based on the devices already configured.
e |P Address: Enter an IP address for your network device.

e Netmask: Enter the network mask for your network device.

The network and broadcast addresses are calculated automatically based on the IP address
and netmask you enter.

e Activate interface at boot time: If you want the device to be configured automatically when
your machine boots select this by clicking on the box.

e Allow any user to (de)activate interface: Check this if you want any user to be able to
activate or deactivate the interface.

e Interface configuration protocol: If you have a BOOTP or DHCP server on your network
and would like to use it to configure the interface, choose the appropriate option; otherwise,
choose none.

After providing the configuration information for your new device, click Done. The device should
appear in your Interfaces list as an inactive device. (The active column should have a label of no.)
To activate the new device, first select it with a mouse click and then choose on the Activate button.
If it does not come up properly, you may need to reconfigure it by choosing on Edit.

Managing Routes

In the Routes management screen you have the ability to add, edit, or remove static networking
routes. Adding or editing an entry involves identical actions, just like the Hosts panel. An edit
dialog box will appear; simply type the new information and click Done when you are finished. See
Figure 8.45 on the following page for an example.
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= Network Configurator || =
Hames | Hosts | Interfaces | Routing |
Default Gateway: |1 99.153.24.78
Default Gateway Device: |ethD
Interface | Network Address Netmask | gateway |
etho | 10.0.2.0 205.255.255.0 10.0.2.254

Edit Static Route

Device: IethD

Metwork: jino.zo

Hetmask: |255.255.255.D

Gateway: |10.0.2.254

Done | Cancel |
————————————————————

Add Edit | Remove |

=l

r Save | Quit | I

Figure 8.45: Adding/Editing Routes

8.2.4 Time and Date

Please Note: Documentation on setting your system’s time and date using Linuxconf can be found
in Section 8.1.4 on page 157.

The time machine allows you to change the time and date by clicking on the appropriate part of the
time and date display and clicking on the arrows to change the value.

The system clock is not changed until you click on the Set System Clock button.
Click on Reset Time to set the time machine time back to that of the system.

Please Note: Changing the time can seriously confuse programs that depend on the normal pro-
gression of time, and could possibly cause problems. Try to quit as many applications and processes
as possible before changing the time or date.
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The Red Hat Package Manager (RPM), is an open packaging system available for anyone to use, and
works on Red Hat Linux as well as other Linux and UNIX systems. Red Hat Software encourages
other vendors to take the time to look at RPM and use it for their own products. RPM is distributable
under the terms of the GPL.

For the end user, RPM provides many features that make maintaining a system far easier than it has
ever been. Installing, uninstalling, and upgrading RPM packages are all one line commands, and all
the messy details have been taken care of for you. RPM maintains a database of installed packages
and their files, which allows you to perform powerful queries and verification of your system. During
upgrades RPM handles configuration files specially, so that you never lose your customizations — a
feature that is impossible with straight . t ar . gz files.

For the developer, RPM allows you to take source code for software and package it into source and
binary packages for end users. This process is quite simple and is driven from a single file and
optional patches that you create. This clear delineation of “pristine” sources and your patches and
build instructions eases the maintenance of the package as new versions of the software are released.

Please Note:Although it does not hurt to understand the concepts behind RPM, there is an alter-
native for installing, uninstalling and upgrading packages. For those of you that prefer a graphical
interface to the command line, we suggest you use GnoRPM. Please see Chapter 10 on page 183 for
more information.
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9.1 RPM Design Goals

Before trying to understand how to use RPM, it helps to have an idea of what the design goals are.

Upgradability With RPM you can upgrade individual components of your system without com-
pletely reinstalling. When you get a new release of an operating system based on RPM (such
as Red Hat Linux), you don’t need to reinstall on your machine (as you do with operating
systems based on other packaging systems). RPM allows intelligent, fully-automated, in-place
upgrades of your system. Configuration files in packages are preserved across upgrades, so
you won’t lose your customizations.

Powerful Querying RPM is also designed to have powerful querying options. You can do searches
through your entire database for packages or just certain files. You can also easily find out
what package a file belongs to and where it came from. The files an RPM package contains are
in a compressed archive, with a custom binary header containing useful information about the
package and its contents, allowing you to query individual packages quickly and easily.

System Verification Another powerful feature is the ability to verify packages. If you are worried
that you deleted an important file for some package, simply verify the package. You will
be notified of any anomalies. At that point, you can reinstall the package if necessary. Any
configuration files that you modified are preserved during reinstallation.

Pristine Sources A crucial design goal was to allow the use of “pristine” software sources, as dis-
tributed by the original authors of the software. With RPM, you have the pristine sources along
with any patches that were used, plus complete build instructions. This is a big advantage for
several reasons. For instance, if a new version of a program comes out, you don’t necessarily
have to start from scratch to get it to compile. You can look at the patch to see what you might
need to do. All the compiled-in defaults, and all of the changes that were made to get the
software to build properly are easily visible this way.

This goal may only seem important for developers, but it results in higher quality software for
end users too. We would like to thank the folks from the BOGUS distribution for originating
the pristine source concept.

9.2 Using RPM

RPM has five basic modes of operation (not counting package building): installing, uninstalling,
upgrading, querying, and verifying. This section contains an overview of each mode. For complete

details and options try r pm - - hel p, or turn to Section 9.4 on page 182 for more information on
RPM.
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9.2.1 Installing

RPM packages typically have file names like f 00- 1. 0- 1. i 386. r pm which includes the package
name (f 00), version (1. 0), release (1), and architecture (i 386). Installing a package is as simple as:

# rpm-ivh foo-1.0-1.i386.rpm
f oo HHHBHBHHHHBH B R H B R B R R
#

As you can see, RPM prints out the name of the package (which is not necessarily the same as the file
name, which could have been 1. r pm), and then prints a succession of hash marks as the package is
installed, as a sort of progress meter.

Installing packages is designed to be simple, but you can get a few errors:

Package Already Installed

If the package is already installed, you will see:

# rpm-ivh foo-1.0-1.i386.rpm

f oo package foo-1.0-1 is already installed
error: foo-1.0-1.i386.rpmcannot be installed
#

If you really want to install the package anyway, you can use - - r epl acepkgs on the command line,
which tells RPM to ignore the error:

# rpm-ivh --repl acepkgs foo-1.0-1.i386.rpm
f oo HHHBHBHHRH B H B R H AR R AR A
#

Conflicting Files

If you attempt to install a package that contains a file that has already been installed by another
package, you'll see:

# rpm-ivh foo-1.0-1.i386.rpm

foo /usr/bin/foo conflicts with file frombar-1.0-1
error: foo-1.0-1.i386.rpmcannot be installed

#
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To cause RPM to ignore that error, use - - r epl acef i | es on the command line:

# rpm-ivh --replacefiles foo-1.0-1.i386.rpm
foo shuRe R R R R R R R R R R R R R
#

Unresolved Dependency

RPM packages can “depend” on other packages, which means that they require other packages to be
installed in order to run properly. If you try to install a package for which there is such an unresolved
dependency, you'll see:

# rpm-ivh bar-1.0-1.i386.rpm
fail ed dependenci es:

foo is needed by bar-1.0-1
#

To handle this error you should install the requested packages. If you want to force the installa-
tion anyway (a bad idea since the package probably will not run correctly), use - - nodeps on the
command line.

9.2.2 Uninstalling
Uninstalling a package is just as simple as installing;:

# rpm-e foo
#

Notice that we used the package name “f 00,” not the name of the original package file
“f 0o-1.0-1.i386.rpnt.

You can encounter a dependency error when uninstalling a package if some other installed package
depends on the one you are trying to remove. For example:

# rpm-e foo

renovi ng t hese packages woul d break dependenci es:
foo is needed by bar-1.0-1

#

To cause RPM to ignore that error and uninstall the package anyway (which is also a bad idea since
the package that depends on it will probably fail to work properly), use - - nodeps on the command
line.
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9.2.3 Upgrading

Upgrading a package is almost just like installing.

# rpm -Uvh foo-2.0-1.i386.rpm
f oo HHHBHBHHHH BB R H B R AR R
#

What you don’t see above is that RPM automatically uninstalled any old versions of the f 00 package.
In fact you may want to always use - Uto install packages, since it works fine even when there are no
previous versions of the package installed.

Since RPM performs intelligent upgrading of packages with configuration files, you may see a mes-
sage like:

saving /etc/foo.conf as /etc/foo.conf.rpnmsave

This means that your changes to the configuration file may not be “forward compatible” with the
new configuration file in the package, so RPM saved your original file, and installed a new one. You
should investigate and resolve the differences between the two files as soon as possible to ensure that
your system continues to function properly.

Since upgrading is really a combination of uninstalling and installing, you can encounter any errors
from those modes, plus one more: If RPM thinks you are trying to upgrade to a package with an older
version number, you will see:

# rpm-UWvh foo-1.0-1.i386.rpm

f oo package foo-2.0-1 (which is newer) is already installed
error: foo-1.0-1.i386.rpmcannot be installed
#

To cause RPM to “upgrade” anyway, use - - ol dpackage on the command line:

# rpm - UWh --ol dpackage foo-1.0-1.i386.rpm
foo ghgng R ER R R R R R R R R R R R R
#

9.2.4 Freshening

Freshening a package is similar to upgrading;:



178

Package Management with RPM

# rpm-Fvh foo-1.2-1.i386.rpm
foo shgRg R EE R R R e R R R R R R R R
#

RPM'’s freshen option checks the versions of the packages specified on the command line against the
versions of packages that have already been installed on your system. When a newer version of an
already-installed package is processed by RPM’s freshen option, it will be upgraded to the newer
version. However, RPM’s freshen option will not install a package if no previously-installed package
of the same name exists. This differs from RPM’s upgrade option, as an upgrade will install packages,
whether or not an older version of the package was already installed.

RPM'’s freshen option works well with single packages or with a group of packages. It’s especially
handy if you've just downloaded a large number of different packages, and you only want to upgrade
those packages that are already installed on your system. Using the freshen option means that you

won't have to pick through the downloaded packages, deleting any unwanted ones before using
RPM.

In this case, you can simply issue the following command:
# rpm-Fvh *. rpm

RPM will automatically upgrade only those packages that have already been installed.

9.2.5 Querying

Querying the database of installed packages is accomplished with r pm - . A simple useisrpm - q
f 00 which will print the package name, version, and release number of the installed package foo:

# rpm-q foo
foo-2.0-1
#

Instead of specifying the package name, you can use the following options with - g to specify what
package(s) you want to query. These are called Package Specification Options.

e - a queries all currently installed packages.

o -f <file>will query the package owning <file>.

e -p <packagefil e> queries the package <packagefile>.
There are a number of ways to specify what information to display about queried packages. The

following options are used to select the information you are interested in. These are called Information
Selection Options.
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- i displays package information such as name, description, release, size, build date, install
date, vendor, and other miscellaneous information.

- | displays the list of files that the package “owns”.

- s displays the state of all the files in the package.

- d displays a list of files marked as documentation (man pages, info pages, README’s, etc).

- ¢ displays a list of files marked as configuration files. These are the files you change after
installation to adapt the package to your system (sendmail.cf, passwd, inittab, etc).

For those options that display file lists, you can add - v to your command line to get the lists in a
familiar | s -1 format.

9.2.6 Verifying

Verifying a package compares information about files installed from a package with the same in-
formation from the original package. Among other things, verifying compares the size, MD5 sum,
permissions, type, owner and group of each file.

rpm -V verifies a package. You can use any of the Package Selection Options listed for querying to
specify the packages you wish to verify. A simple useisr pm -V f 0o which verifies that all the files
in the foo package are as they were when they were originally installed. For example:

¢ To verify a package containing particular file:
rpm-VfE /bin/vi
e To verify ALL installed packages:
rpm -Va
o To verify an installed package against an RPM package file:
rpm-Vp foo-1.0-1.i386.rpm
This can be useful if you suspect that your RPM databases are corrupt.
If everything verified properly there will be no output. If there are any discrepancies they will be
displayed. The format of the outputis a string of 8 characters, a possible “c” denoting a configuration
file, and then the file name. Each of the 8 characters denotes the result of a comparison of one attribute

of the file to the value of that attribute recorded in the RPM database. A single “.” (period) means
the test passed. The following characters denote failure of certain tests:

5 MD5 checksum
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S File size

L Symbolic link

T File modification time

D Device

U User

G Group

M Mode (includes permissions and file type)

If you see any output, use your best judgment to determine if you should remove or reinstall the
package, or somehow fix the problem.

9.3 Impressing Your Friends with RPM

RPM is a very useful tool for both managing your system and diagnosing and fixing problems. The
best way to make sense of all the options is to look at some examples.

e Let’s say you delete some files by accident, but you aren’t sure what you deleted. If you want
to verify your entire system and see what might be missing, you would enter:

rpm -Va

If some files are missing, or appear to have been corrupted, you should probably either re-
install the package or uninstall, then re-install the package.

e Let’s say you run across a file that you don’t recognize. To find out which package owns it,
you would enter:

rpm-qgf /usr/X11R6/ bi n/ xj ewel
The output would look like:
xjewel -1.6-1
e We can combine the above two examples in the following scenario. Say you are having prob-
lems with / usr/ bi n/ past e. You would like to verify the package that owns that program

but you don’t know which package that is. Simply enter:

rpm-Vf /usr/bin/paste

and the appropriate package will be verified.
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e If you are using a program and want to find out more information about it, you can enter the
following to find out what documentation came with the package that “owns” that program
(in this case i spel | ):

rpm -qdf /usr/bin/ispel

The output would be:

[usr/ man/ man4/ispell. 4

[ usr/ man/ man4/ english. 4

[ usr/ man/ manl/ unsq. 1
[usr/ man/ manl/tryaffix.1
[usr/ man/ manl/sq. 1

/usr/ man/ manl/ munchlist.1
[fusr/ man/ manl/ispell.1

[ usr/ man/ manl/findaffix. 1
/usr/ man/ manl/ bui | dhash. 1
lfusr/infol/ispell.info.gz
[usr/doc/ispell-3.1.18-1/ READMVE

¢ You find a new koules RPM, but you don’t know what it is. To find out some information on
it, enter:

rpm-gi p koul es-1.2-2.i386.rpm

The output would be:

Name : koules Distribution: Red Hat Linux Col gate
Ver si on 1.2 Vendor: Red Hat Software

Rel ease 2 Build Date: Mon Sep 02 11:59:12 1996
Install date: (none) Bui | d Host: porky.redhat.com

G oup : Ganes Source RPM koul es-1.2-2.src.rpm

Si ze © 614939

Sunmary : SVGAli b action gane; nultiplayer, network
Description :

Thi s arcade-style gane is novel in conception and
excel l ent in execution. No shooting, no blood, no guts,
no gore. The play is sinple, but you still nust devel op
skill to play. This version uses SVGAIib to run on a
graphi cs consol e.

¢ Now you want to see what files the koules RPM installs. You would enter:
rpm-qlp koul es-1.2-2.i386.rpm

The output is:
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[ usr/ man/ man6/ koul es. 6
[usr/libl/ganes/koul eslib/start.raw
[usr/1ib/ganes/ koul eslib/end. raw
[usr/libl/ganes/ koul esli b/ destroy2.raw
[usr/lib/ganes/ koul eslib/destroyl. raw
[usr/libl/ganes/ koul eslib/creator2.raw
[usr/libl/ganes/ koul eslib/creatorl.raw
[usr/libl/ganes/ koul eslib/colize.raw
[usr/lib/ganes/kouleslib

[ usr/ games/ koul es

These are just several examples. As you use the system you will find many more uses for RPM.

9.4 Other RPM Resources

For more information on RPM, check out the man page, the help screen (r pm - - hel p), and the RPM
documents available at

http://ww.rpm org/

There is also an RPM book available. It’s called Maximum RPM , and it is available from Red Hat
Software and your local bookstore. It contains a wealth of information about RPM for both the end-
user and the package builder. An on-line version of the book is available at ht t p: / / www. r pm or g/ .

There is also a mailing list for discussion of RPM related issues, called
rpmlist@edhat. com The list is archived on

http://wwmv. redhat. com support/mailing-1ists/.Tosubscribe, send

mailtor pm | i st-request @ edhat . comwith the word subscr i be in the subject line.
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New to Red Hat Linux 6.0 is GnoRPM, a graphical tool which runs under the X Window System.
Written by James Henstridge (james@daa.com.au), GnoRPM replaces GLINT. Although GnoRPM
shares some similarities with GLINT, it is faster, more powerful and holds a more user-friendly in-
terface.

GnoRPM is “GNOME-compliant,” meaning that it seamlessly integrates into GNOME, the X Win-
dow System desktop environment.

With GnoRPM, you can easily

e install RPM packages
¢ uninstall RPM packages
e upgrade RPM packages
¢ find new RPM packages
e query RPM packages
¢ verify RPM packages

The interface features a menu, a toolbar, a tree and a display window of currently installed packages.

Operations are performed in GnoRPM by finding and selecting packages, then choosing the type of
operation to perform via push-button on the toolbar or through the menu.
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o Installing a package places all of the components of that package on your system in the correct
locations.

¢ Uninstalling one removes all traces of the package except for configuration files you have mod-
ified.

¢ Upgrading a package installs the newly available version and uninstalls all other versions that
were previously installed. This allows quick upgrading to the latest releases of packages. Refer

to Section 10.4 on page 188 for information about how to alter the default settings for installing
and uninstalling packages.

You can also use the Web find option to search the Internet for newly released packages. You can
direct GnoRPM to search for particular distributions when you want to look for new packages. (If
you have a slow connection, this option can take some time to fully execute.) See Section 10.4 on
page 188 for more information about this feature.

Please Note: Exercise caution if you choose to use the Web find option, since there is no way to
verify the integrity of the many packages which are available at numerous repositories. Before in-
stalling packages, you should perform a query on that package to help you determine whether it can
be trusted. Packages not produced by Red Hat Software are not supported in any way by Red Hat
Software.

Using GnoRPM to perform all of these and many other operations is the same as using rpm from
the shell prompt. However, the graphical nature of GnoRPM often makes these operations easier to
perform.

The normal way to handle GnoRPM is to display the available packages, select the package(s) you
want to operate on, and then select an option from the toolbar or menu which performs the operation.

For instance, you can install, upgrade or uninstall several packages with a few button clicks. Simi-
larly, you can query and verify more than one package at a time.

10.1 Starting GnoRPM

You can start GnoRPM from either an X terminal window or from the GNOME desktop panel, under
System.

To start GnoRPM from an X terminal window, at the shell prompt, simply type
gnorpm &

That will bring up the main GnoRPM window (as shown in Figure 10.1).

Please Note: If you would like to install, upgrade or uninstall packages, you must be in root. The
easiest way to do this is to type su r oot and then the root password at a shell prompt. However,
you do not need to be in root to query and verify packages.

There are several parts to the GnoRPM interface.



10.2 The Package Display

185

e Package Panel - On the left; allows you to browse and select packages on your system.

Display window - To the right of the package panel; shows you contents from folders in the
panel.

e Toolbar - Above the display and panel; a graphical display of package tools.

Menu - Above the toolbar; contains text-based commands, as well as help info, preferences
and other settings.

Status bar - Beneath the panel and display windows; shows the total number of selected
packages.

0 | Gnome RPM x
Packages Operations Help

Gle I x| B & Y| @| W

Install | Upgrade Ungelect]  Uninstall Query | Verify Find |Web find

B Caapplications
- Ca At

G C3Base

- CaDaemaons
B C30Development

F CaDocumentation

- CaLibraries

B C3Metworking

F Cashells

# CISystem Environment
i @ User Interface

1 O Utilities

g Cgx11

[ B B

Packages Selected: 0 |
1

Figure 10.1: Main GnoRPM Window

10.2 The Package Display

Each folder icon in the tree view at left represents a group of packages. Each group can contain
subgroups. Groups are used to place packages that perform similar functions in similar locations.
For example, the folder Editors contains text editors such as ed, vim and GXedit. From the tree view
on the left, you might find another folder beneath Editors called Emacs, which would contain both
emacs and emacs-X11.
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The tree view is also arranged in an expandable and collapsible manner, which helps you to easily
navigate through the packages. A folder which appears with a + next to it indicates that there are
subfolders within that category.

To view the packages and subgroups within a group, click once on a folder or a + with your left
mouse button. The display window will then show you the contents of that folder. By default, you
will be presented with icons to represent the packages. You can change that view to a list view by
selecting View as list from the Interface tab you'll find under Operations = Preferences.

In this manner, you can move about the tree view, opening and expanding folders containing appli-
cations, games, tools and more. The contents of each folder will be displayed at the right.

10.2.1 Selecting Packages

To select a single package, click on it with the left mouse button. You'll notice that highlighting will
appear around the package’s title (as shown in Figure 10.2) which shows that it’s currently selected.
To unselect it, either click on an empty space in the display panel with the left mouse button, or
click on the Unsel ect button on the toolbar. When you unselect a package, the highlighting will
disappear.

O | Gnome RPM x

Packages Operations Help

o x| D || & W

Install | Upgrade Unselect]  Uninstall Guery | Verify Find |Weh find

-} &§Packages A
&3 Applications @ @ @ @
| Communications
efax

- CaDatabases Irzsz ircii
B} (Z3 Editars 0.12.14-5 g2-1 4.4-4 08a-7
- C3Graphics
- Calnternet
- Camail
- CaMath
- CaMetworking
- CaMNews
- CAProductivity
B Z3Publishing

Q?oulnd /
T -
Packages selected: 1 |

l T

Figure 10.2: Selecting Packages in GnoRPM

You can select and unselect more than one package at a time, in more than one folder in the tree panel.
To select more than one package incrementally, left-click with your mouse button, while holding
down the Control key; you'll see highlighting around each additional selection.
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To select more than one package “globally,” that is, make larger selections within a folder, left-click
one package, then, while holding down the Shift key, left-click on the final package you wish to select.
By doing so, you'll notice that individual packages between your starting and ending selections will
also be highlighted for selection. Using this option makes selecting groups of packages much quicker
than selecting each package individually.

The status bar at the bottom of GnoRPM will display the total number of packages you have selected.

10.3 Installing New Packages

To install new packages, choose Install from the toolbar. A new window will open, revealing a space
for new packages to be installed. Remember, however, that you must be logged in as root to install,
upgrade and uninstall.

Choose the Add button. By default, GnoRPM will search in /mnt/cdrom/RedHat/RPMS for new
packages. (You can find this option in the Interface tab of the Preferences dialog. See the Con-
figuration section for more information on this feature.) If no packages are available in the default
path, you'll be presented with an Add Packages window from which you can select the appropriate
location of your new package.

To choose an item, double-click on it with your left mouse button, or click on the Add button. The
selected package(s) will be added to the Install window. You can also install more than one package
in the same manner; each selection will be added to the Install window.

In addition to choosing to install the packages from within the Install window, you can install after
performing a query on the selected package. Click on Query, which will open the Package Info
window. Here, you can find a variety of details about the file(s) you've selected to install. Information
will include the origination of the package, the date it was built, its size and more.

Within this Package Info window, you have the option of installing or upgrading packages: If the
package has not been installed on your system, you'll find an Install button at the bottom of the
window.

If the package already exists on your system and you're querying a newer release, the Package Info
window provides an Upgrade button, which will perform an upgrade to newer releases.

You can also “drag and drop” packages from GNOME Midnight Commander File Manager and place
them into the Install window. To accomplish this, open the file manager (for example, by going to
the GNOME Panel, clicking on the GNOME footprint and opening the File Manager menu). Locate
the directory in which your packages can be found, click on the directory in the tree menu on the
left. In the display window to the right, left-click on the package name and, when it’s highlighted,
“drag” the file by keeping your finger pressed on the mouse button, releasing the pressure (and the
package) once you're over the Install window.

You'll see a progress indicator when your package is being installed.
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10.4 Configuration

GnoRPM offers a wide selection of choices for installing and uninstalling packages, documentation
and other features. You can customize GnoRPM through the Preferences dialog, which you can
access from Operations = Preferences on the menu. To make selections in the Preferences dialog,
select the check boxes next to the options.

Under the Behavior tab, you'll find a number of options for configuring the way GnoRPM installs,
uninstalls and upgrades packages. The Behavior tab is split into five sections: Install, Upgrade, Other,
Database and Architecture. Note that by default these boxes not checked.

Under Install Options, you have the following choices:

¢ No dependency checks - When selected, this will install or upgrade a package without check-
ing for other types of files on which the program may be dependent in order to work. How-
ever, unless you know what you're doing we strongly suggest you not use this option as some
packages may depend on other packages for files, libraries or programs to function correctly.

¢ No reordering - This option is useful if RPM is unable to change the installation order of some
packages to satisfy dependencies.

e Don’t run scripts - Pre- and post-install scripts are sequences of commands that are sometimes
included in packages to assist with installation. This check box is similar to the - - noscri pt s
option when installing from the shell prompt.

Under Upgrade Options, you can select the following:

¢ Allow replacement of packages - Replaces a package with a new copy of itself. Similar to the -
- r epl acepkgs option from the shell prompt. This option can be useful if an already-installed
package has become damaged or may require other repair to function correctly.

o Allow replacement of files - Allows the replacement of files which are owned by another
package. The shell prompt equivalent for this RPM option is - - r epl acefi | es. This option
can sometimes be useful when there are two packages with the same file name but different
contents.

e Allow upgrade to old version - Like the shell prompt RPM option equivalent - - ol dpackage,
this option allows you to “upgrade” to an earlier package. It can sometimes be useful if the
latest version of a package doesn’t function correctly for your system.

¢ Keep packages made obsolete - Prevents packages listed in an Obsoletes header from being
removed.

In Other Options, you can select:

¢ Don’t install documentation - Like - - excl udedocs, this option can save on disk space by
excluding documentation such as man pages or other information related to the package.
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¢ Install all files - Installs all files in the package.

The choices available in Database Options and Architecture Options allow you to decide, among
other things, whether you want to perform a “test” installation (which will check for file conflicts
without actually performing an install), or whether you want to exclude packages for other operating
systems or system architectures.

In the Interface tab, you'll find a choice of displays for your packages: either as i cons, which will
be graphically-based, or as a | i st, which is not graphical but can provide more information about
the packages.

Beneath these choices, you can specify the path through which GnoRPM can find new RPMs on your
system. When you’re using your Red Hat Linux CD-ROM, this will probably be

/ mt/ cdr om RedHat / RPMS

which is set as the default path for GnoRPM. If you download new RPMs from the Internet or want
to install RPMs via a NFS mounted CD-ROM this path will be different for you.

Behaviaur | Rpmfind | Distributions | Mo Upgrade |

Package Listing
w Wiew as list

“ \iew as icons

RPM Fath

fmntcdrom/RedHat'RPMS

<9 oK. | o Apply | X Close | ? Help |

Figure 10.3: Interface Window

To change this path, type the full path to the RPMs you’d like to work with. Choosing the Apply or
OK buttons will save this path, making it the default for future sessions.
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After changing this path and closing the dialog box, you can use the Install button to view the
packages available in the new location.

Optionally, if the path for your RPMs doesn’t match the default path in your preferences, you'll be

presented with a browser window, which will allow you to select the correct path for your new
RPMs.

In addition to using the file dialog to add files to your install list, you can “drag” files from the
GNOME Midnight Commander File Manager to add them to the list.

In the Rpmfind tab, you’ll find settings and options which correspond to the Web find feature. The
Metadata server sets the server to be used for searches. The Download dir: entry allows you to
specify where you want the files to be stored. The Local Hostname: entry allows you to set your
hostname (so that Rpmfind can guess the closest mirror).

Additionally, you can specify the vendor, distribution name and whether to find sources and/or the
latest files.

Behaviour | Interface | Rpmfind |Distributions | No Upgrade |

Distribution Settings

Mame D atin| mirror E

RedHat-5.2 for alpha
] at- 0 1
RedHat-5.2 far sparc

redhat’s.2/al 0 fipdrpmiind netlinusredhatredhat- 5.2/
red 1 . edh:

redhat/s.2/st 0 7

Mame: RedHat-5.2 for i386
Qrigin: fipfip.redhat.com/pubiredhatiredhat- 5. 2/386/RedHat'RPMMS

Sources: fipdfp redhatcomipubiredhatiredhat- 5. 2/5RPMS/SRPIME

. &
Rating: |3 =

Preferred hirror: |ind.net-’linux-’redhat.-’redhat—5.2fi386fRedHat-’HF'MSJ Change

<9 oK | o Apply | X Close | ? Help |

Figure 10.4: Distribution Settings in Preferences

In the Distribution Settings tab, you can set the options for choosing the most appropriate package
out of the selections Rpmfind returns, as well as which mirror you would like to use. The higher the
rating you indicate for your selection (as shown in Figure 10.4) the higher the priority it will receive;
the lower rating, such as - 1, will specify that packages not be recommended.
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10.5 Package Manipulation

10.5.1 Querying Packages
The easiest way to query packages is to use the Query option from the menu at the top. If you want
to query more than one package, make all your selections then press the Query button on the menu.

You'll be presented with a window like the one shown in Figure 10.5. The more packages you've
queried, the more “tabs” you'll find within the Query box, each tab representing a Query window
for a package.

B | Package Info x

o]
minicom-1.82-1
Size: 296683 Install Date: Mon Dec 21 11:50:44 GMT 13998
Build Host: porky redhat.com Build Date: Fri Oct 02 03:35:28 GMT 1938
Distribution: hanhattan Vendor: Red Hat Software
Group: Applications/Communications Packager: Bed Hat Sofbware

Minicom is a communications program that resembles the MSDOS Telix
somewhat. It has a dialing directory, color, full ANSI and Y1100
emulation, an (extarnal) scripting language and more.

p|cs [patn 2
G fete/H1 1 awmconfigiminicom
© fetc/minicom.users
fusrihinfascii-»fr 7

<y Very Uninstall

Figure 10.5: Query Window

The name of the package is centered at the top of the box. Below, the box is divided into two columns
of listed information; below this information, you'll see a display area showing package files.

In the left column in the information list, you'll find the size of the file, the machine on which the file
is found, the name of the package distribution and the group to which its function belongs.

In the right column, you’ll find the date of the package’s installation on your machine, the date the
package was built, the name of the vendor and the name of the group who packaged the software. If
the package has not been installed on your machine, that space will simply read, “not installed.”

Below the description is a list of the files contained in the package. If a Dappears in its related column
to the left of the path, that file is a documentation file and would be a good thing to read for help on
using the application. If a C appears in its respective column, the file is a configuration file. Under
the S column, you can view the “state” of the package; here, you'll receive information if any files
are reported as “missing” from the package (and therefore probably mean there’s a problem with the
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package).

If you're querying a package that’s already installed, you'll also find two additional buttons beneath
at the bottom of this window: Verify and Uninstall. If you're performing a query on a package that
hasn’t been installed yet, the buttons on the bottom will be labeled Install, Upgrade and Check Sig.

To close the query window without performing any action, left-click on the X at the top right of the
window bar.

10.5.2 Verifying Packages

Verifying a package checks all of the files in the package to ensure they match the ones present on
your system. The checksum, file size, permissions, and owner attributes are all checked against
the database. This check can be used when you suspect that one of the program’s files has become
corrupted for some reason.

Choosing the packages to verify is like choosing the packages to query. Select the packages in the
display window and use the Verify button on the toolbar or from Packages = Verify on the menu.
A window opens like the one in Figure 10.6.

0 | Verifying Packages x

Irzsz-0.12.14-5

Package |Fi|e |Pr0blem |

X Close

Figure 10.6: Verify Window

As the package is being checked, you'll see the progress in the Verify window. If there are any
problems discovered during the verify process, they’ll be described in the main display area.

10.5.3 Uninstalling Packages

Uninstalling a package removes the application and associated files from your machine. When a
package is uninstalled, any files it uses that are not needed by other packages on your system are
also removed. Changed configuration files are copied to <f i | ename>. r pmsave so you can reuse
them later.
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Please Note: Remember that you must be root to uninstall packages.

If uninstalling a package would break “dependencies” (which could hobble other applications that
require one or more of the removed files in the package), a dialog will pop up, asking you to con-
firm the deletion. This will occur if you haven't selected the “No dependency checks” box from the
Preferences menu (as shown in Figure 10.7).

Behaviaur | Interface | Rpmfind | Distributions | Mo Upgrade |

Install Options Other Options
_I Mo dependency checks _I Don't install documentation
I Mo reordering _IInstall all files

L) DB L1 SETS Database Options

Upgrade Options _1 Just update database
I Allow replacement of packages I Just test
| Allow replacement of files architecture Cptions
I Allow upgrade to old version _lDon't check package architecture
_l keep packages made obsolete _I Don’t check package OS5
<9 OK | o Apply | X Close | ? Help |

Figure 10.7: The Behavior Tab in Preferences

There are a variety of methods through which you can remove a selected package: from the menu,
under Packages; from the toolbar and from the Query function. If you decide to remove more than
one package at a time, you can choose either an incremental or global selection in the same way as
you would when installing, querying or verifying. The total of your selections will be reflected in the
status bar on the bottom of the main window. Because you can remove more than one package at a
time, use caution to select only those which you wish to remove.

Once you've begun the uninstall, GnoRPM asks for confirmation, showing a window like the one in
Figure 10.8. All of the packages that are about to be uninstalled are listed. You should look at them
all to ensure you're not about to remove something you want to keep. Clicking the Yes button will
start the uninstallation process. After it completes, the packages and groups that have been removed
will disappear from any windows they were in.
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Continue Removal X

Remove the following packages?

_ — _O_N;_|

Figure 10.8: Uninstall Window

Upgrading Packages

When a new version of a package has been released, it is easy to install it on your system. Select the
packages from the window of available packages in the same way you select packages for installation.
Both the Upgrade button on the toolbar and, from the menu, under Operations = Upgrade will
begin the process. You simply Add packages in the same manner as you would a new package
installation.

During the upgrade, you'll see a progress indicator like the one for installing packages. When it’s
finished, any old versions of the packages will be removed, unless you specify otherwise (refer to
Section 10.4 on page 188 for more information).

It is much better to use the upgrade option than to uninstall the old versions of a package and then
install the new one. Using upgrade ensures that any changes you made to package configuration
files are preserved properly, while uninstalling and then reinstalling a new package could cause
those changes to be lost.

If you run out of disk space during an installation, the install will fail. However, the package which
was being installed when the error occurred may leave some files around. To clean this up, reinstall
the package after you’ve made more disk space available.
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This chapter is an overview of the Red Hat Linux system. It will illustrate things that you may not
know about the system and things that are somewhat different from other UNIX systems.

11.1 Filesystem Structure

Red Hat Software is committed to the Linux File System Standard, a collaborative document that
defines the names and locations of many files and directories. We will continue to track the standard
to keep Red Hat compliant.

While compliance with the standard means many things, the two most important are compatibility
with other compliant systems, and the ability to mount the / usr partition read-only. The / usr
partition contains common executables and is not meant to be changed by users. Because of this, the
/ usr partition can be mounted from the CD-ROM or from another machine via read-only NFS. The
current Linux Filesystem Standard (FSSTND) document is the authoritative reference to any FSSTND
compliant filesystem, but the standard leaves many areas undefined or extensible. In this section we
provide an overview of the standard and a description of the parts of the filesystem not covered by
the standard.

The complete standard can be viewed at:

http://ww. pat hnane. conl f hs/
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11.1.1 Overview of the FSSTND

The directories and files noted here are a small subset of those specified by the FSSTND document.
Check the latest FSSTND document for the most up-to-date and complete information.

The / dev Directory The/ dev directory contains file system entries that represent devices that
are attached to the system. These files are essential for the system to function properly.

The / et c Directory The/ et c directory is reserved for configuration files that are local to your
machine. No binaries are to be put in / et c. Binaries that were in the past put in / et ¢ should now
go into / sbi n or possibly / bi n.

The X11 and skel directories should be subdirectories of / et c:

/etc
|- X11
+- skel

The X11 directory is for X11 configuration files such as XF86Conf i g. The skel directory is for
“skeleton” user files, which are files used to populate a home directory when a user is first created.

The /1 i b Directory The/lib directory should contain only those libraries that are needed to
execute the binaries in / bi nand / sbi n.

The / proc Directory The/ proc directory contains special files that either extract information
or send information to the kernel. It is an easy method of accessing information about the operating
system using the cat command.

The / sbi n Directory The / sbi n directory is for executables used only by the root user, and
only those executables needed to boot and mount / usr and perform system recovery operations.
The FSSTND says:

" /sbin typically contains files essential for booting the system in addition to the binaries
in /bin. Anything executed after /usr is known to be mounted (when there are no
problems) should be placed in /usr/sbin. Local-only system administration binaries
should be placed into /usr/local/sbin.”

At a minimum, the following programs should be in/ sbi n:

clock, getty, init, update, nkswap, swapon, swapoff, halt,
reboot, shutdown, fdisk, fsck.*, nkfs.*, lilo, arp, ifconfig,
route
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The / usr Directory The/usr directory is for files that are shareable across a whole site. The
[ usr directory usually has its own partition, and it should be mountable read only. The following
directories should be subdirectories of / usr :

[ usr
| - X11R6
|- bin
| - dict
| - doc
|- etc
| - ganes
| - include
|- info
|- lib
| - local
| - man
| - sbin
| - share
+- src

The X11R6 directory is for the X Window System (XFree86 on Red Hat Linux), bi n is for executables,
doc is for random non-man-page documentation, et c is for site-wide configuration files, i ncl ude
is for C header files, i nf o is for GNU info files, | i b is for libraries, man is for man pages, sbi n is for
system administration binaries (those that do not belong in / sbi n), and sr ¢ is for source code.

The/usr/| ocal Directory The FSSTND says:

“The /usr/local hierarchy is for use by the system administrator when installing soft-
ware locally. It needs to be safe from being overwritten when the system software is
updated. It may be used for programs and data that are shareable amongst a group of
machines, but not found in /usr.”

The / usr/ | ocal directory is similar in structure to the / usr directory. It has the following subdi-
rectories, which are similar in purpose to those in the / usr directory:

/usr/loca

|- bin
| - doc
|- etc
| - ganes
| - include
|- info
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- lib
man
shin
src

-."___

The / var Directory Since the FSSTND requires that you be able to mount / usr read-only, any
programs that write log files or need spool or lock directories probably should write them to the
/ var directory. The FSSTND states / var is for

“... variable data files. This includes spool directories and files, administrative and log-
ging data, and transient and temporary files.”

The following directories should be subdirectories of / var :

/ var

|- log

| - catman

|- 1ib

| - local

| - naned

|- nis

| - preserve

|- run

| - lock

|- tnp

+- spoo
| - at
| - cron
|- I'pd
|- mail
| - mgueue
| - rwho
| - smail
| - uucp
+- news

System log files such as wt np and | ast| og go in/var/ | og. The /var/|i b directory also con-
tains the RPM system databases. Formatted man pages go in / var/ cat man, and lock files go in
/var/l ock. The /var/ spool directory has subdirectories for various systems that need to store
data files.
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11.1.2 /usr/l ocal in Red Hat Linux

In Red Hat Linux, the intended use for / usr/ | ocal is slightly different from that specified by the
FSSTND. The FSSTND says that / usr/ | ocal should be where you store software that is to remain
safe from system software upgrades. Since system upgrades from Red Hat Software are done safely
with the RPM system and GnoRPM, you don’t need to protect files by putting them in/ usr/ | ocal .
Instead, we recommend you use / usr/ | ocal for software that is local to your machine.

For instance, let’s say you have mounted / usr via read-only NFS from beavis. If there is a package
or program you would like to install, but you are not allowed to write to beavis, you should install
it under / usr /| ocal . Later perhaps, if you've managed to convince the system administrator of
beavis to install the program on / usr, you can uninstall it from / usr/ | ocal .

11.2 Special Red Hat File Locations

In addition to the files pertaining to the RPM system that reside in / var/ | i b/ r pm(see Chapter 9),
there are two other special locations that are reserved for Red Hat Linux configuration and operation.

The control-panel and related tools put lots of stuff in / usr/1i b/ r hs. There is probably nothing
here that you would want to edit. It is mostly small scripts, bitmaps and text files.

The other location, / et ¢/ sysconf i g, stores configuration information. The major users of the files
in this directory are the scripts that run at boot time. It is possible to edit these by hand, but it would
be better to use the proper control-panel tool.

11.3 Users, Groups and User-Private Groups

Managing users and groups has traditionally been tedious. Red Hat Linux has a few tools and con-
ventions that make user and groups easier to manage, and more useful.

The easiest way to manage users and groups is through Linuxconf (see Chapter 8). However, you
can also use adduser to create a new user from the command line.

11.3.1 Standard Users

Table 11.3.1 lists the standard users set up by the installation process (this is essentially the
/ et c/ passwd file). The group id (GID) in this table is the primary group for the user. See Section
11.3.3 for details on how groups are used.
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User UID GID Home Directory Shell
root 0 0 /root /bin/bash
bin 1 1 /bin
daemon 2 2 /sbin
adm 3 4 /var/adm
Ip 4 7 /var/spool/lpd
sync 5 0 /sbin /bin/sync
shutdown 6 0 /sbin /sbin/shutdown
halt 7 0 /sbin /sbin/halt
mail 8 12 /var/spool/mail
news 9 13 /var/spool/news
uucp 10 14 /var/spool/uucp
operator 11 0 /root
games 12 100 /usr/games
gopher 13 30 /usr/lib/gopher-data
ftp 14 50 /home/ftp

nobody 99 99 /

Figure 11.1: Standard Users

11.3.2 Standard Groups

Table 11.3.2 lists the standard groups as set up by the installation process (this is essentially the
/ et c/ group file).

11.3.3 User Private Groups

Red Hat Linux uses a user private group (UPG) scheme, which makes UNIX groups much easier
to use. The UPG scheme does not add or change anything in the standard UNIX way of handling
groups. It simply offers a new convention for handling groups. Whenever you create a new user, by
default, he or she has a unique group. The scheme works as follows:

User Private Group Each user has its own primary group, of which only it is a member.

umask = 002 The traditional UNIX umask is 022, which prevents other users and other members of a
user’s primary group from modifying a user’s files. Since every user has their own private group
in the UPG scheme, this “group protection” is not needed. A umask of 002 will prevent users
from modifying other users’ private files. The umask is setin/ et c/ profil e.

setgid bit on Directories If you set the setgid bit on a directory (with chmod g+s directory), files
created in that directory will have their group set to the directory’s group.
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Group

GID Members

root
bin
daemon
sys
adm
tty
disk

Ip
mem
kmem
wheel
mail
news
uucp
man
games
gopher
dip

ftp
nobody
users

floppy

OO WDN —O

root
root,bin,daemon
root,bin,daemon
root,bin,adm
root,adm,daemon

root
daemon,lp

root
mail
news
uucp

Figure 11.2: Standard Groups
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Most computing sites like to create a group for each major project and assign people to the groups
they need to be in. Managing files traditionally has been difficult, though, because when someone
creates a file it is owned by the primary group he or she belongs to. When a single person works on
multiple projects, it becomes hard to make the files owned by the group that is associated with that
project. In the UPG scheme, groups are automatically assigned to files on a project-by-project basis,
which makes managing group projects very simple.

Let’s say you have a big project called devel, with many people editing the devel files in a devel

directory. Make a group called devel , chgr p the devel directory to devel , and add the all the
devel users to the devel group. Now, all devel users will be able to edit the devel files and create
new files in the devel directory, and these files will always retain their devel group. Thus, they
will always be edit-able by other devel users.

If you have multiple projects like devel, and users who are working on multiple projects, these users
will never have to change their umask or group when they move from project to project. The setgid
bit on each project’s main directory “selects” the proper group.

Since each user’s HOME directory is owned by the user and their private group, it is safe to set the
setgid bit on the HOME directory. However, by default, files are created with the primary group of
the user, so the setgid bit would be redundant.

User Private Group Rationale

Although UPG is not new to Red Hat Linux 6.0, many people still have questions about it, such as
why UPG is necessary. The following is the rationale for the scheme.

¢ You'd like to have a group of people work on a set of files in say, the
{usr/lib/emacs/site-Iispdirectory. You trust a few people to mess around in there, but
certainly not everyone.

e So you enter:
chown -R root.emacs /usr/lib/emacs/site-1isp
and you add the proper users to the group.
¢ To allow the users to actually create files in the directory you enter:
chnod 775 /usr/lib/emacs/site-1isp

e But when a user creates a new file it is assigned the group of the user’s default group (usually
user s). To prevent this you enter

chnod 2775 /usr/lib/emacs/site-lisp

which causes everything in the directory to be created with the “emacs” group.
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e But the new file needs to be mode 664 for another user in the emacs group to be able to edit it.
To do this you make the default umask 002.

o Well, this all works fine, except that if your default group is “users,” every file you create in
your home directory will be writable by everybody in “users” (usually everyone).

¢ To fix this, you make each user have a “private group” as their default group.

At this point, by making the default umask 002 and giving everyone a private default group, you can
easily set up groups that users can take advantage of without doing any magic. Just create the group,
add the users, and do the above chown and chnod on the group’s directories.

11.4 Configuring Console Access

When normal (non-root) users log in to a computer locally, they are given two types of special per-
mission; they can run certain programs that they would not otherwise be able to run, and they can
access certain files (normally special device files used to access diskettes, CD-ROMS, etc.) that they
would not otherwise be able to access.

Since there are multiple consoles on a single computer, and multiple users can be logged into the
computer locally at the same time, one of the users has to “win” the fight to access the files. The first
user to log in at the console owns those files. Once the first user logs out, the next user who logs in
will own the files.

In contrast, every user who logs in on the console will be allowed to run programs normally restricted
to the root user. By default, those programs will ask for the user’s password. This will be done
graphically if X is running which makes it possible to make these actions menu items from within
a ggaphical user interface. As shipped, the console-accessible programs are shut down, hal t, and
reboot .

Disabling Console Program Access In environments where the console is otherwise secured
(BIOS and LILO passwords are set, control-alt-delete is disabled, the power and reset switches are
disabled, etc.), it may not be desirable to allow arbitrary users at the console to run shut down, hal t,
and r eboot .

In order to disable all access by console users to console programs, you should run the command:

rm-f /etc/security/consol e.apps/*

Disabling All Console Access In order to disable all console access, including program and
file access, in the / et ¢/ pam d/ directory, comment out all lines that refer to pamconsol e. so. The
following script will do the trick:
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cd /etc/pamd

for i in* ; do
sed '/["#].*pam. console.so/s/"/#/' < $i > foo && nmv foo $i
done

Defining the Console The/etc/security/consol e. perns file defines the console group.
The syntax of that file is very flexible, so it's possible to edit that file so that these instructions no
longer apply. However, the default file has a line that looks like this:

<consol e>=tty[0-9][0-9]* :[0-9]
.[0-9] :[0-9]

When users log in, they are attached to some sort of named terminal, either an X server with a
name like : 0 or mymachi ne. exanpl e. com 1. O; or a device like / dev/tty0 or / dev/ pt s/ 2.
The default is to define that local virtual consoles and local X servers are considered local, but if you
want to consider the serial terminal next to you on port/ dev/ t t yS1 to also be local, you can change
that line to read:

<consol e>=tty[0-9][0-9]* :[0-9]
.[0-9] :[0-9] /dev/ttySl

Making Files Console-Accessible In/etc/security/consol e. per ns, there is a section
with lines like:

<cdr on»=/ dev/ cdrom
You can also add your own lines:
<scanner >=/ dev/ sga

(of course, make sure that /dev/sga is really your scanner and not, say, your hard drive).

That's the first part. The second part is to define what is done with those files. Look in the last section
of /etc/security/console.perms for lines similar to

<consol e> 0600 <cdron» 0600 root
and add a line like
<consol e> 0600 <scanner> 0600 root

Then when you log in at the console, you will be given ownership of the /dev/sga device and the
permissions will be 0600 (readable and writable by you only). When you log out, the device will be
owned by root and still have 0600 (now: readable and writable by root only) permissions.
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Enabling Console Access for Other Applications If you wish to make other applications
besides shut down, r eboot , and hal t accessible to console users, you will have to do just a little bit
more work.

First of all, console access only works for applications which reside in / sbi n or / usr/ sbi n, so the
application that you wish to run must be there.

Create a link from the name of your application to the / usr/ bi n/ consol ehel per application:

cd /usr/bin
I n -s consol ehel per foo

Create the file / et ¢/ securi ty/ consol e. apps/f oo

touch /etc/security/consol e. apps/foo

Create a PAM configuration file for the foo service in/ et ¢/ pam d/ . We suggest that you start with
a copy of the shutdown service, then change it if you want to change the behavior:

cp /etc/ pam d/ shutdown /etc/ pam d/foo

Now, when you run/ usr/ bi n/ f 00, it will call consolehelper, which with the help of

[ 'usr/ sbi n/ user hel per will authenticate the user (asking for the users password if/ et ¢/ pam d/ f oo
is a copy of / et ¢/ pam d/ shut down; otherwise, it will do precisely what is specified in

/ et c/ pam d/ f 00) and then run/ usr/ sbi n/ f 0o with root permissions.

11.5 Thefl oppy Group

If, for whatever reason, console access is not appropriate for you, and you need to give non-root
users access to your system’s diskette drive, this can be done using the f | oppy group. Simply add
the user(s) to the f| oppy group using the tool of your choice. Here’s an example showing how
gpasswd can be used to add user f r ed to the f | oppy group:

[ root @i gdog root]# gpasswd -a fred fl oppy
Addi ng user fred to group floppy
[ root @i gdog root]#

User f r ed will now be able to access the system’s diskette drive (using the nt ool s utility programs,
for instance).
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11.6 User Authentication with PAM

Programs which give users access to privileges of any sort need to be able to authenticate the users.
When you log into a system, you provide your name and password, and the login process uses those
to authenticate the login — to verify that you are who you say you are. Other forms of authentication
than passwords are possible, and it is possible for the passwords to be stored in different ways.

PAM, which stands for “Pluggable Authentication Modules,” is a way of allowing the system admin-
istrator to set authentication policy without having to recompile programs which do authentication.
With PAM, you control how the modules are plugged into the programs by editing a configuration
file.

Most Red Hat Linux users will never need to touch this configuration file. When you use RPM to
install programs that need to do authentication, they automatically make the changes that are needed
to do normal password authentication. However, you may want to customize your configuration, in
which case you need to understand the configuration file.

11.6.1 PAM Modules

There are four types of modules defined by the PAM standard. aut h modules provide the actual
authentication, perhaps asking for and checking a password, and set “credentials” such as group
membership or kerberos “tickets.” account modules check to make sure that the authentication is
allowed (the account has not expired, the user is allowed to log in at this time of day, etc.). passwor d
modules are used to set passwords. sessi on modules are used once a user has been authenticated
to make it possible for them to use their account, perhaps mounting the user’s home directory or
making their mailbox available.

These modules may be stacked, so that multiple modules are used. For instance, rlogin normally
makes use of at least two authentication methods: if “rhosts” authentication succeeds, it is sufficient
to allow the connection; if it fails, then standard password authentication is done.

New modules can be added at any time, and PAM-aware applications can then be made to use them.
For instance, if you have a one-time-password calculator system, and you can write a module to sup-
port it (documentation on writing modules is included with the system), PAM-aware programs can
use the new module and work with the new one-time-password calculators without being recom-
piled or otherwise modified in any way.

11.6.2 Services

Each program using PAM defines its own “service” name. The login program defines the service
type | 0gi n, ftpd defines the service type f t p, etc. In general, the service type is the name of the
program used to access the service, not (if there is a difference) the program used to provide the
service.
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11.6.3 The Configuration Files

The directory / et ¢/ pam d is used to configure all PAM applications. (This used to be

/ et c/ pam conf in earlier PAM versions; while the pam conf file is still read if no

/ etc/ pam d/ entry is found, its use is deprecated.) Each application (really, each service) has its
own file. A file looks like this:

#9YPAM 1. 0

aut h required /lib/security/pamsecuretty.so

aut h required /lib/security/pam pwdb.so shadow nul | ok
aut h required /lib/security/pam nol ogin.so

account required /lib/security/pam pwdb.so
password required /lib/security/pamcracklib.so
password required /lib/security/pam pwdb.so shadow «
nul | ok use_aut ht ok
session required /lib/security/pam pwdb.so

The first line is a comment. Any line that starts with a # character is a comment. Lines two through
four stack up three modules to use for login authorization. Line two makes sure that if the user is
trying to log in as root, the tty on which they are logging in is listed in the / et c/ securetty file
if that file exists. Line three causes the user to be asked for a password and the password checked.
Line four checks to see if the file / et ¢/ nol ogi n exists, and if it does, displays the contents of the
file, and if the user is not root, does not let him or her log in.

Note that all three modules are checked, even if the first module fails. This is a security decision—it is
designed to not let the user know why their authentication was disallowed, because knowing why
it was disallowed might allow them to break the authentication more easily. You can change this
behavior by changing r equi r ed to r equi si t e; if any r equi si t € module returns failure, PAM
fails immediately without calling any other modules.

The fifth line causes any necessary accounting to be done. For example, if shadow passwords have
been enabled, the pampwdb. so module will check to see if the account has expired, or if the user
has not changed his or her password and the grace period for changing the password has expired.

The sixth line subjects a newly changed password to a series of tests to ensure that it cannot, for
example, be easily determined by a dictionary-based password cracking program.

The seventh line (which we’ve had to wrap) specifies that if the login program changes the user’s
password, it should use the pampwdb. so module to do so. (It will do so only if an aut h module
has determined that the password needs to be changed—ie, if a shadow password has expired.)

The eighth and final line specifies that the pampwdb. so module should be used to manage the ses-
sion. Currently, that module doesn’t do anything; it could be replaced (or supplemented by stacking)
by any necessary module.

Note that the order of the lines within each file matters. While it doesn’t really matter much in which
order r equi r ed modules are called, there are other control flags available. While opt i onal is rarely
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used, and never used by default on a Red Hat Linux system, suf fi ci ent and r equi si t e cause
order to become important.

Let’s look at the aut h configuration for r | ogi n:

auth required /1ibl/security/pamsecuretty.so

auth sufficient /lib/security/pamrhosts_auth.so

auth required /1ibl/security/pam pwdb. so shadow nul | ok
auth required /1ibl/security/pam nol ogi n. so

That looks almost like the | ogi n entry, but there’s an extra line specifying an extra module, and the
modules are specified in a different order.

First, pamsecur et t y. so keeps root logins from happening on insecure terminals. This effectively
disallows all root rlogin attempts. If you wish to allow them (in which case we recommend that you
either not be internet-connected or be behind a good firewall), you can simply remove that line.

Second, pamnol ogi n. so checks/ et ¢/ nol ogi n, as specified above.

Third, if pamr host s_aut h. so authenticates the user, PAM immediately returns success to rlogin
without any password checking being done. If pamr host s_aut h. so fails to authenticate the user,
that failed authentication is ignored.

Finally (if pamr host s_aut h. so has failed to authenticate the user), the pampwdb. so module per-
forms normal password authentication.

Note that if you do not want to prompt for a password if the securetty check fails, you can change
the pamsecuretty. so module fromrequi redtorequi site

11.6.4 Shadow Passwords

The pampwdb. so module will automatically detect that you are using shadow passwords and make
all necessary adjustments. Please refer to Section 11.7 on the next page for more information.

11.6.5 Rexec and PAM

For security reasons, rexec is not enabled in Red Hat Linux 6.0. Should you wish to enable it, you
will need to comment out one line in the file / et ¢/ pam d/ r exec. Here is a sample of the file (note
that your file may differ slightly):

#9PAM 1. 0
aut h required /1iblsecurity/pam pwdb. so shadow nul | ok
aut h required /1ibl/security/ pam nol ogi n. so

account required /1'ib/security/pam pwdb. so
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To enable rexec, the line referring to the pamnol ogi n. so module must be commented out:

#9YPAM 1. 0

aut h required /1iblsecurity/pam pwdb. so shadow nul | ok
#aut h required /1ibl/security/pam nol ogi n. so

account required /1iblsecurity/pam pwdb. so

After this file is modified, rexec will be enabled.

Please Note: If your / et ¢/ pam d/ r exec file contains a line referring to the pamsecuretty. so
module, you will not be able to rexec as root. To do so, you must also comment out the line referring
to the pamsecuretty. somodule.

More Information This is just an introduction to PAM. More information is included in the
/usr/ doc/ pant directory, including a System Administrators” Guide, a Module Writers” Manual, an
Application Developers” Manual, and the PAM standard, DCE-RFC 86.0. In addition, documentation is
available from the Red Hat website, at ht t p: / / www. r edhat . cont | i nux-i nf o/ pant .

11.7 Shadow Utilities

Support for shadow passwords has been enhanced significantly for Red Hat Linux 6.0. Shadow pass-
words are a method of improving system security by moving the encrypted passwords (normally
found in / et ¢/ passwd) to another file with more restrictive file access permissions. During the
installation, you were given the option of setting up shadow password protection on your system.

The shadow ut i | s package contains a number of utilities that support:

e Conversion from normal to shadowed passwords and back (pwconv, pwunconv).

e Verification of the password, group, and associated shadow files (pwck,
gr pck).

e Industry-standard methods of adding, deleting and modifying user accounts (user add,
user nod, and user del ).

e Industry-standard methods of adding, deleting, and modifying user groups (gr oupadd,
gr oupnod, and gr oupdel ).
e Industry-standard method of administering the / et ¢/ gr oup file (gpasswd).

Please Note: There are a few additional points of interest concerning these utilities:

¢ The utilities will work properly whether shadowing is enabled or not.
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e The utilities have been slightly modified to support Red Hat Software’s user private group
scheme. For a description of the modifications, please see the user add man page. For more
information on user private groups, please turn to Section 11.3.3 on page 200.

e The adduser script has been replaced with a symlink to
/usr/sbi n/ user add.

11.8 Building a Custom Kernel

With the introduction of modularization in the Linux 2.2.x kernel there have been some significant
changes in building customized kernels. In the past you were required to compile support into your
kernel if you wanted to access a particular hardware or filesystem component. For some hardware
configurations the size of the kernel could quickly reach a critical level. To require ready support
for items that were only occasionally used was an inefficient use of system resources. With the ca-
pabilities of the 2.2.x kernel, if there are certain hardware components or filesystems that are used
infrequently, driver modules for them can be loaded on demand. For information on handling kernel
modules see Chapter 8.2, Section 8.2.2.

Many people new to Linux often ask, “why should I build my own kernel?” Given the advances
that have been made in the use of kernel modules, the most accurate response to that question is,
“unless you know why you need to build your own kernel, you probably don’t.” So unless you have
a specific reason to build a customized kernel (or you're just the curious sort), you may skip ahead
to Section 11.9 on page 214.

11.8.1 Building a modularized kernel

These instructions provide you with the knowledge needed to take advantage of the power and flex-
ibility available through kernel modularization. If you do not wish to take advantage of modulariza-
tion, please see Section 11.8.3 for an explanation of the different aspects of building and installing a
monolithic kernel. It’s assumed that you’ve already installed the ker nel - header s and ker nel -
sour ce packages and that you issue all commands from the / usr/ src/ | i nux directory.

It is important to begin a kernel build with the source tree in a known condition. Therefore, it is
recommended that you begin with the command make nr proper. This will remove any configu-
ration files along with the remains of any previous builds that may be scattered around the source
tree. Now you must create a configuration file that will determine which components to include in
your new kernel. Depending upon your hardware and personal preferences there are three methods
available to configure the kernel.

e make confi g — An interactive text program. Components are presented and you answer
with Y (yes), N (no), or M(module).

e make menuconfi g- A graphic, menu driven program. Components are presented in a menu
of categories, you select the desired components in the same manner used in the Red Hat Linux



11.8 Building a Custom Kernel

211

installation program. Toggle the tag corresponding to the item you want included; Y (yes), N
(no), or M (module).

e make xconfi g—-AnXWindows program. Components are listed in different levels of menus,
components are selected using a mouse. Again, select Y (yes), N (no), or M (module).

Please Note: In order to use ker nel d (see Section 8.2.2 for details) and kernel modules you must
answer Yes to kerneld support and module version (CONFIG_IMODVERSIONS) support in the
configuration.

Please Note: If you are building a Linux/Intel kernel on (or for) a machine that uses a “clone”
processor (for example, one made by Cyrix or AMD), it is recommended to choose a Processor type
of 386.

If you wish to build a kernel with a configuration file (/ usr/ src/ | i nux/ . confi g) that you have
already created with one of the above methods, you can omit the make nr proper and make con-
fi g commands and use the command make dep followed by make cl ean to prepare the source
tree for the build.

The next step consists of the actual compilation of the source code components into a working pro-
gram that your machine can use to boot. The method described here is the easiest to recover from in
the event of a mishap. If you are interested in other possibilities, details can be found in the Kernel-
HOWTO or in the Makef i | e in/usr/src/ | i nux on your Linux system.

¢ Build the kernel with make boot .
e Build any modules you configured with make nodul es.

e Move the old set of modules out of the way with:

rm-rf /1ib/nodul es/2.0.36-0ld
mv /1ib/nodules/2.0.36 /1ib/nmdul es/2.0.36-0ld

Of course, if you have upgraded your kernel, replace 2. 0. 36 with the version you are using.

e Install the new modules (even if you didn’t build any) with
make nodul es_install.

If you have a SCSI adapter and made your SCSI driver modular, build a new i ni t r d image (see
Section 11.8.2; note that there are few practical reasons to make the SCSI driver modular in a custom
kernel).

In order to provide a redundant boot source to protect from a possible error in a new kernel you
should keep the original kernel available. Adding a kernel to the LILO menu is as simple as re-
naming the original kernel in / boot, copying the new kernel to / boot, adding a few lines in
/etc/lilo.conf and running/ sbi n/lil o. Hereis an example of the default/ et c/ il o. conf
file shipped with Red Hat Linux:
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boot =/ dev/ hda
map=/ boot / map
instal | =/ boot/boot.b
pr onpt
ti meout =100
i mage=/ boot/vm i nuz
| abel =l i nux
r oot =/ dev/ hdal
read-only

Now you must update / et ¢/ | i | 0. conf. If you built a new i ni t r d image you must tell LILO to
use it. In this example of / et ¢/ li | 0. conf we have added four lines in the middle of the file to
indicate another kernel to boot from. We have renamed / boot / vl i nuz to/ boot/ vmi i nuz. ol d
and changed its label to ol d. We have also added an i ni t r d line for the new kernel:

boot =/ dev/ hda

map=/ boot / map

instal | =/ boot/boot.b

pr onpt

ti meout =100

i mage=/ boot/vm i nuz
| abel =l i nux
initrd=/boot/initrd
r oot =/ dev/ hdal
read-only

i mage=/ boot/vm i nuz. ol d
| abel =ol d
r oot =/ dev/ hdal
read-only

Now when the system boots and you press at the LILO boot : prompt two choices will be
shown;

LI LO boot:
i nux old

To boot the new kernel (I i nux) simply press (Enter), or wait for LILO to time out. If you want to
boot the old kernel (ol d), type ol d and press (Enter).

Here is a summary of the steps:

e nv /boot/vminuz /boot/vminuz.old

e cp /usr/src/linux/arch/i386/boot/zlmage /boot/vminuz
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e edit/etc/lilo.conf

e run/shin/lilo

You can begin testing your new kernel by rebooting your computer and watching the messages to
ensure your hardware is detected proper