Expert
Oracle Enterprise
Manager 12c

DELIVER RELIABLE DATABASE SERVICE
IN TODAY’S INCREASINGLY CHAOTIC AND-
CHANGE-DRIVEN IT ENVIRONMENT

Kellyn Pot'vin, Anand Akela, Gokhan Atil, Bobby Curtis, Alex Gorbachev,
Niall Litchfield, Leighton Nelson, and Pete Sharman

V &Yy Y Y 4 y 4 A B B O O B A &~

Apress-


http://www.it-ebooks.info/

For your convenience Apress has placed some of the front
matter material after the index. Please use the Bookmarks
and Contents at a Glance links to access them.

Apress*

www.it-ebooks.info


http://www.it-ebooks.info/

Contents at a Glance

About the AUtROrS.......c.ucsmimmmsris s —————————————=———— Xv
About the Technical REVIEWET .....ccuuussesssssasssssanssssansssssnssssanssssanssssansssssnsssssnsssssnsssssnnssssnnnsss Xix
Chapter 1: Enterprise Manager Cloud Control 12¢ Architecture .......ccccccmmrrrsssssssssnssnnnnnnas 1
Chapter 2: Installation and Agent Deployment.........cccccunemmmmmmssssnmmmssssssssssssssssssssnens 15
Chapter 3: Management of the OMS and Repository.........cccoimnummmmmssssssnsmsssssssnssssssssnsnans 65
Chapter 4: Interacting with the EM12¢ CONSo0le .......cccoumusssnmnmmssssssnmsssssssnssssssnsnssssssnsnsnssss 99
Chapter 5: Cloud Lifecycle Management.........ccccuneemmmnnsssnsnmmmsssssnmsssssssssssssssssssssssssssssss 153
Chapter 6: Software Library, Patching, and Provisioning...........ccccussemmmmnsssnsnsnsssssssnnnans 187
Chapter 7: Managing and Monitoring Best PractiCes........ccuvuumummmmmsssssnmmssssnsssnssssnsnsssans 245
Chapter 8: Managing Engineered SYyStems.......ccccuseemmmmsssssnnmmmssssssmsssssssssssssssssssssssssssssns 271
Chapter 9: Performance Pages and ASH Analytics.........ucccmmmmsmmmmmmssssssmmssssssnsnssssassnnsans 301
Chapter 10: Metric Extensions and Management PIUg-ins .......ccooumsemnmmssssnsnssssssnsnnsnsss 339
Chapter 11: Enterprise Manager JODS........cucccimmmmssemnmmmmssssnmmsssssssmssssssssssssssssssssssssssssssns 385
Chapter 12: Incident Management ...........cccuccemmmnnnemnmmmssssnmmmssssnmmsssssmsssssnmsssssnmas 423
Chapter 13: High Availability, Backup, and ReCOVerY........cccussmmrmssmnssssansssssnssssansessnnsesss 445
IN@X uuiisernimnssnn s s r s —————————————————————— 503
ii

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 1

Enterprise Manager Cloud Control
12¢ Architecture

by Pete Sharman

Oracle Enterprise Manager Cloud Control 12c¢ (referred to hereafter as EM12c¢) is the latest version of Oracle Corporation’s
end-to-end management tool for both Oracle and non-Oracle technology. Previously known as Oracle Enterprise Manager
(OEM) or Oracle Enterprise Manager Grid Control, the tool has been around for quite some time now. The 12c release,
though, is alandmark version that makes huge advances in terms of both the breadth and depth of its functionality. In many
ways, this release has moved Enterprise Manager from being a database administrator’s monitoring tool, to a tool that can
be used to manage your entire data center. EM12c now covers several focus areas, including the following:

Framework and infrastructure: EM12c provides security, scalability, a rich user interface,
the new Self Update functionality, and more.

Enterprise monitoring: You can monitor the status of your entire infrastructure, including
databases, middleware, and applications. EM12c provides ways of notifying you when
issues arise, resolving them, and reporting on them.

Cloud management: Managing the cloud is a hot topic in the industry today, and EM12c
provides a range of solutions in this space, including chargeback/showback, policy-based
resource management, and self-service provisioning.

Lifecycle management: Administering computing systems today requires many

manual processes for the discovery, provisioning, patching, change management, and
configuration management of those systems. EM12c automates many of these manual
processes, freeing the administrator to spend more time on other, higher-priority tasks.

Database management. Managing databases has been a key feature of OEM since its
first release. That continues in the EM12c release, including solutions around patching,
upgrading, provisioning, performance tuning, data masking, and subsetting, as well as
configuration and change management.

Middleware management: A key component of EM12c is providing comprehensive
management capabilities across all of Oracle’s middleware products (including WebLogic
Server, SOA Suite, Identity Management, WebCenter, and Coherence), as well as
non-Oracle middleware (such as IBM’s WebSphere or JBoss Application Server).

Application management: Monitoring and management solutions for all the
Oracle-provided applications (E-Business Suite, PeopleSoft, Siebel, JD Edwards, and
Fusion Applications) come out of the box with EM12c, in addition to capabilities for
managing your own custom-built or third-party applications.
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Application performance management: EM12c delivers end-to-end monitoring of your
applications, including real-user monitoring via Real User Experience Insight (RUEI)
as well as synthetic-transaction monitoring via Service Level Management beacons.
Other functionality introduced here includes the ability to monitor and trace business
transactions, topology discovery, and Java and database monitoring and diagnostics.

Application quality management (AQM): Three areas of testing are provided—application
testing via the Application Testing Suite product, infrastructure testing via Real Application
Testing and Application Replay, and test data management functionality that includes test
system creation, data masking, and data subsetting technologies.

Hardware and virtualization management: Complete lifecycle management is offered for
both physical and virtual environments, including provisioning, patching, configuration
management, administration, and monitoring. This includes managing systems running
on Linux, Unix, Windows, and Oracle Virtualization Server (Oracle VM Server) operating
systems, as well as providing insight into the server, network, and storage layers for systems
built on top of Oracle Sun hardware.

Heterogeneous (non-Oracle) management: Supplying a range of extensions known as
connectors and plug-ins (among others), EM12c provides capabilities to manage
non-Oracle technology in addition to Oracle environments. These extensions could be
built by Oracle, partners, or even customers themselves. They are based on the same
management framework as the rest of the EM12c product, and so can be downloaded,
imported, and deployed by the Self Update mechanism.

Coverage of all these focus areas adds up to a robust product for managing the complete data center. The rest
of this book drills into the details of many of these areas. The remainder of this chapter introduces you to the basic
architecture that you need to understand before delving further into the wonders of EM12c.

Architecture Overview

From an architectural perspective, EM12c is composed of five main parts:
¢  Cloud Control console
e  Oracle Management Agent
e  Oracle Management Service
e  Oracle Management Repository
e  Plug-ins

Let’s look at each of these in more detail.

Note A discussion of the licensing for EM12c is beyond the scope of this book. (An entire licensing document is available
in the Enterprise Manager documentation at http://docs.oracle.com/cd/E24628 01/1icense.121/e24474/toc.htm.)
However, it’s worth noting that, in general, most of the basic functionality described here carries a restricted-use license and
therefore is free. This restricted-use license refers specifically to Enterprise Manager, however, and many add-on options do
come with license costs. Refer to the licensing documentation for full details.
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The Cloud Control Console

The Cloud Control console provides the user interface that you use to access, monitor, and administer your computing
environment. The console is accessed via a web browser, thus allowing you to access the central console from any
location. You can customize the EM12c console much more than in previous releases, allowing you the following

options:
¢  Choosing your home page from various predefined pages (or indeed setting any page you
want to be your personal home page)

e  Moving regions around on a target home page

e Addingregions that might be of more interest to you than the defaults

e Deleting regions that aren’t of interest to you

The graphical user interface (GUI) provides a history of the most recent targets you have visited (the standard
browser history is also available). In addition, you can mark pages as favorites and have them appear in a favorites list
on the new menu-driven interface. Figure 1-1 shows an example of the default home page.

ORACLE Enterprise Manager Cloud Control 12¢ Setup -+ Help -+ | 33 PSHARMAN - | Logout O
=1

Search Target Name v

& Enterprise v ) Tergets v i Favorites v @ History v

Enterprise Summary Page Refreshed Aug 31, 2012 3:30:55 PM PDT ()
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Targats Moritored 1243 See Details
Status Show |Hosts = latfo a - -
Targets with Status 958 iattorm B Hosts
|orade Linux server release 5.6 44
- 9%, {Enterprise Linux Server release 5.6 (Carthage) 4l
- - Orade Linux Server release 5.8 4"
| B Up(e24) Enterprise Linux Server release 5.4 (Carthage) 2, =
M Down {46} Microsoft Windows Server 2003 Server I_Lv
Unknown (88)
¥ Compliance Summary
86%) Compliance Frameworks Compiiance Standards
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Incidents — £
| oTeroet | yations |
Updated i last 24 hours 25 ame | Eyaluations. |, |Average Complance Score (%)
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Break down of inddents updated in last 7 days

ooy @ [ O (A F
_Avalsbity 19 Fil il ] Least Comphiant Targets
Eesfomence - View Trends
o, = Standard”
Others 61 1 o Violations
— —_— Target Name [Target Type | Evaluations | 7 |average Compliance Score (%)
N - TENEY

Problems -
51 “

b inar.us. om t 4
Total Open 70 Without Service Reauest 70 ‘slcingr.us.orade-com [ttosi 1 R0 0 (]

Figure 1-1. The new default home page in EM12c

Oracle Management Agents

An Oracle Management Agent (usually referred to as simply an agent or abbreviated to OMA) is generally installed
on each host that is monitored in your computing environment. (EM12c¢ also introduces the capability to manage
environments remotely in some cases.) These agents are deployed from the console (see Figure 1-2), and then
monitor all the targets that have been discovered by the agents. They are used to control blackouts on those targets,
execute jobs, collect metrics, and so forth, and in turn provide details such as availability, metrics, and job statuses

back to the Oracle Management Service.
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Figure 1-2. User interface for managing agents within EM12c

For the EM12c release, agents were completely rewritten from the ground up for greater reliability, availability, and
performance (see the upcoming section on plug-ins for details of how this was achieved). The only downside of this
change is that you must use an EM12c agent to talk to the EM12c Oracle Management Service. Backward compatibility
between 12c and earlier agents was lost because of the number of changes that were made in the new release.

Oracle Management Service

The Oracle Management Service (OMS) is a web-based application that communicates with the agents and the Oracle
Management Repository to collect and store information about all the targets on the various agents. (Note that the
information itself is stored in the Oracle Management Repository, not the OMS.) The OMS is also responsible for
rendering the user interface for the console.

The OMS is installed into an Oracle middleware home, which also contains the Oracle WebLogic Server
(including the WebLogic Server administration console), an Oracle Management Agent for the middleware tier, the
management service instance base directory, the Java Development Kit (JDK), and other configuration files. You
can install the OMS into an existing WebLogic Server (WLS) configuration if it exists, but usually it is better from an
availability perspective to have it installed in a dedicated WLS home.

Oracle Management Repository

The Oracle Management Repository (also called the repository or OMR) is an Oracle database that stores all the
information collected by the various management agents. It is composed of database users, tablespaces, tables, views,
indexes, packages, procedures, and database jobs.

Unlike the OMS, the installation process for the OMR requires that a database already exists for the repository.
This means you need to have created the database somewhere in your environment prior to installing the OMS.
Again, it is typically recommended for the repository to be created in a dedicated database.
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Plug-ins

Plug-ins take on a whole new meaning in EM12c. In earlier releases, plug-ins were largely system-monitoring utilities
used to monitor and manage non-Oracle (heterogeneous) software including databases and middleware. Partners
or Oracle Corporation itself usually built them. Some technically savvy customers built their own as well, but there
weren’t many plug-ins overall.

In the EM12c release, a few of these monitoring plug-ins remain, but plug-ins have been greatly expanded to
include every target type being managed. As such, there is now an Oracle database plug-in to manage Oracle databases,
a Fusion Middleware plug-in to manage Oracle’s middleware, a Fusion Application plug-in to manage Oracle’s Fusion
Applications product suite, and so on. Because new releases of the Oracle software will include plug-ins used to
manage that software, this means EM12c (and later releases) will be able to monitor and manage those releases much
more quickly than has been the case in the past. Plug-ins can be downloaded, applied, and deployed using the new
Self Update functionality available from the Cloud Control console (if you have sufficient privileges to use it).

In addition, this modular plug-in architecture means that an agent is no longer configured to be able to monitor
any target type. Now, an agent will download only the plug-ins that are needed for the targets that the agent is
monitoring. This means the agents themselves are smaller than they were in previous releases. This change is one of
the biggest improvements in the architecture of the EM12c release.

A High-Availability EM12c Configuration

In the most basic of EM12c installations, the OMS and the repository can be physically located on a single machine.
However, Oracle recommends placing these two components on different machines. Figure 1-3 shows the simplest
installation.

Target with Target with
OMA /plug-in OMA /plug-in

)

l)?
@ J

L3 ' L
F - OMS
Cloud Control
Console

Repository

Figure 1-3. Basic EM12c architecture
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Although this relatively simple architecture may be sufficient for an initial deployment, you might need to grow
it into a more scalable, available architecture. There are four levels of deployment that you could use with EM12c to
achieve higher scalability and availability. Of course, as in any architecture requiring both scalability and availability,
trade-offs need to be made in terms of increasing cost as performance and availability increase.

Level 1

Figure 1-3 shows a level 1 deployment. The OMS and repository are installed either on a single host or, more
preferably, on two separate hosts. However, neither of these hosts has any failover configured.

Level 2

For level 2, the OMS is installed on shared storage and uses VIP-based (virtual IP-based) failover. The repository
database is protected by using local physical standby database technology. Usually, this means that level 2 deployments
use double the number of machines used by level 1. Level 2’s active/passive configuration (albeit located locally rather
than having remote passive sites), leads to a downtime window when failing over from the active site to the passive site.
This architecture is shown in Figure 1-4.

EM12c Target with Target with Target with
Console OMA/plug-in OMA/plug-in OMA/plug-in

| +

s N | Y | v

39 il | vy
I - ~
| ' !
Active g::;e: Standby
oMmS g oMS

A

v

] ]
G v g
Shared
Active  gome.  Standby
Repository Repository

Figure 1-4. Schematic diagram of a level 2 deployment
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Level 3

In a level 3 configuration, the OMS is installed using an active/active configuration, requiring a local load balancer.
The repository database is protected by both Real Application Clusters (RAC) and local Data Guard. This level is
shown in Figure 1-5.

EM12¢c Target with Target with Target with
Console OMA/plug-in ~ OMA/plug-in  OMA/plug-in

- -

F :
¥ ¢ 1 % :
| hli@ | “'b-. @ | _..L: ot

1 i i)

Active Shared  Standby
oms  Strage  omg

T
¢ &

OMR with
RAC / local
Data Guard

Figure 1-5. Schematic diagram of a level 3 deployment

Level 4

Level 4 is the deployment level providing the most scalability and availability. In this case, the OMS is running in

an active/active configuration on a primary site (just like level 3), but additional standby OMS installations are at a
remote site. (Note that because of network latency requirements between the OMS and the repository being less than
1 millisecond consistently, the remote site cannot be running an active OMS). This configuration requires a local load
balancer at both the primary and standby sites. The repository database is again running on RAC, but in this case

the standby RAC database is located at the disaster recovery site. As you can tell, this is quite a complex architecture,
shown in Figure 1-6 (without all the lines of communication that would make it even harder to understand).
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EM12¢ Target with Target with Target with

Console OMA OMA OMA
Client ‘
Tier )g ; ‘g?
< N I-,l r,!" @
M.~ - .
'-'-'-j \lﬂ-.':- ’
Load balancer Load balancer
Middle
Tier ! ' .
Actlve Active Passive Passive
oMS1 0MS2 OMSH 0MmS2
Repository I J I
Tier

b b

Primary Standby
RAC OMR RAC OMR
Primary Site Standby Site

Figure 1-6. Schematic diagram of a level 4 deployment

You've now got the gist of the four possible deployment levels. Chapter 13 covers them in greater detail in the
context of high availability. Also, be aware that it is possible to create configurations that do not match these levels
exactly. Don'’t be too surprised if someday you see a configuration slightly different from what’s just been described.
EM12c provides you a great deal of flexibility.

The Software Library

Another important part of an Enterprise Manager installation is the Software Library. The Software Library is a storage
area used for such things as patches, Self Update downloads, and gold images. It is depicted earlier, in the diagrams

in the section “A High-Availability EM12c Configuration,” as shared storage sitting between the OMSs. (Figure 1-5
shows it clearly. There you'll see the shared storage icon almost dead-center). To create the Software Library, you use
the Software Library: Administration page, available from the Setup » Provisioning and Patching » Software Library
menu path. The Software Administration page is shown in Figure 1-7.
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ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise v ) Targets v fip Favornites v L al

Setup - Help - | 3% PSHARMAN - | Logout O

Search Target Name v >

Software Library: Administration Page Refreshed Aug 31, 2012 5:24:52 PM PDT

Software Library >
The admnistraton console alows for configuring and admistering Software Library storage locations.
Upload File Locations  ‘Referenced File Locations

Confiqure storage locations that can be used for uploading fls for Software Library entities.

Storage Type | OMS Shared Fiesystem [z

Configure filesystem locations on OMS Host(s). These locations must be locally accessible by all the OMS instances, typically a mounted/shared location, You can optionally configure the commen credential to be used by Software Library for
readingfwnting from/to a location

Actions ~ View ~ | e Add.. 7 Edt.. & Mgrate and Remove

Deleted

N Total| Avalable| Entites
Rame Status Location IAssnclaEd Entities. Space| 5 Used|2st Refreshed
| | -  Space
SWLIB12 Active fmntfsharedsw_ib} Show 200GB 71.104GB  3.592 GB Fri Aug 31 12:04:50 PDT 2012

Figure 1-7. The Software Library: Admnistration page

One important point to be aware of when creating your Software Library is that you need to ensure that the
location you create the Software Library in is accessible from each OMS, if at some stage you believe your EM12c
deployment will require some level of high availability. This can be achieved by using the same network file system
(NFS) share mounted on each OMS, or any other technology that allows sharing file systems between machines.

The EM12c release includes several new features related to the Software Library:

¢ Inthisrelease, the Software Library becomes the single location for a lot more entities, such
as directives and assemblies. (These new entities are explained in Chapter 5.) Many of these
entities are self-updateable, so we now have integration with Self Update.

e  Oracle has also expanded the storage-type support, so you now have support for NFS
filesystems being shared between OMSs as well as any filesystem that we can reach (that is,
agent filesystems can now be used to host the Software Library as well).

e  Referenced locations are now supported for the Software Library, so if you have a centralized
location for serving these entities that is separate from the OMS, you can now reference those
via HTTP, NFS, and so forth. In this case, the OMS stores the metadata about where this
referenced location is, and the software bits are stored externally.

e Arange of other capabilities exist in this release. You can, for example, attach support notes
or readme files to Software Library entities. The library includes improved search capabilities,

and of course the new privilege model allows the use of fine-grained privileges for entity
access.

Management Tools

So right about now, you're probably asking, “Well, what about all those other management tools that Oracle has?”
Often you'll find there’s some level of confusion about what all these tools are, how to differentiate between them,
and of course when to use which one. Let’s spend some time discussing that now.

First, the main point of differentiation between Cloud Control and the other Oracle management tools such as
Database Control (DB Control) and Fusion Middleware Control (FMW Control) is the architecture. Cloud Control is

designed to manage your entire data center, and as such it has a much more robust, multi-tier architecture than you'll
find in the other tools.
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Second, the other management tools are scaled-down tools that generally connect to only a single environment
at a time, rather than giving you the much broader data center-wide vision of your environment. As an example, DB
Control can connect to only a single Oracle database at a time. If you want to use DB Control to manage or monitor
another Oracle database, you have to first disconnect from the original database before connecting to the new one.
In fact, if you don’t do that, Oracle will do it for you automatically.

Finally, there are some incompatibilities between the different tools. For example, when you create an Oracle
database by using the Database Configuration Assistant (DBCA), you will be asked whether you want the database
to be managed centrally (via EM12c) or locally (via DB Control). It’s an either/or decision; you can’t choose both.
This incompatibility reaches its zenith with the OMR. When you install EM12c, you are prompted for the location
of the repository. (The installer does not create the database for you; it simply prompts you to point to the location
of an existing Oracle database somewhere in your environment.) If the database you point the installer to has been
configured by DBCA to be locally managed by DB Control, you will in fact get an error from the installer indicating
that the database is already locally managed. (The installer does give you the command to remove the DB Control
configuration if you so choose, but won’t actually execute the command for you.)

On afinal note, at the time of writing this chapter, Oracle has announced that DB Control will be desupported in
database releases after 11.2. Although we don’t know yet what the new product will be called, Oracle notes, “In future
Oracle Database releases, basic database management will be available through a streamlined management tool,
while extensive management capabilities will exist through the latest Oracle Database plug-in deployed from Oracle
Enterprise Manager Cloud Control” (see Note 1484775.1 on My Oracle Support for details).

Command-Line Tools

In addition to the GUI that most users of EM12c will use for their day-to-day work, Oracle provides two command-line
tools that you need to become familiar with:

Enterprise Manager Command Line Interface (EMCLI): This tool is largely used for scripting
operations that might need to be repeated. It is a tool often used by consulting companies
that make a business out of configuring EM12c, who thus have a need to execute the same
operations repeatedly across different customers. EMCLI can be installed on any computer
(not necessarily the OMS or OMR) simply by downloading the tool via the Cloud Control
Setup menu and then following the installation instructions. Not all operations that can be
performed through the GUI can be performed with EMCLI, however.

Enterprise Manager Control (EMCTL): This utility is used for a variety of tasks, the most
important of which are starting, stopping, and checking the status of the OMS, agent, and
Cloud Control itself. It is also used to secure/unsecure agents and the OMS, starting and
stopping blackouts and other operations.

Repository Users

In terms of database users, the most important user in an EM12c installation is the SYSMAN user. The SYSMAN user has
been around for a number of releases now. It is basically the owner of the database schema containing the repository.
In many ways, it is akin to the SYS user in an Oracle database, and as such, should not be used apart from the first time
you create another Super Administrator account (see Chapter 4 for more details on Super Administrator accounts).

Apart from the SYSMAN account, other database users are created in the repository during repository creation or
upgrade. These include the following:

e  CLOUD_ENGINE_USER and CLOUD_SWLIB_USER are used to perform cloud operations.

e  MGMT_VIEWis used for report generation.

10
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e SYSMAN_APM, SYSMAN_MDS, and SYSMAN_OPSS are metadata schemas for Fusion Middleware
components.

e  SYSMAN_BIP is used for Business Intelligence (BI) Publisher integration.
e  SYSMAN_ROis a general-purpose, read-only user.

Not much detail is provided in the Oracle documentation on these accounts. Suffice it to say, though, that these
are all special accounts that you should not drop. Nor should you change their passwords.

Repository Views

Information about administrators, targets, metrics, blackouts, and jobs is all kept in the Oracle Management
Repository in a group of repository views. Although the information in these views is obviously used by the Cloud
Control console to display that information to you, it can also be used in other ways, primarily by a programmer
building extensibility on top of the Enterprise Manager product. As a plug-in developer, for example, you may want to
extend Enterprise Manager to manage your own, custom-developed targets, or indeed expand on the target types that
Oracle provides out of the box. You may also want to write your own scripts to query historical data from these views,
or build your own custom reports to run from SQL Developer or other products. Clearly, a chapter on the Enterprise
Manager architecture is not the place to drill into gory details on how to do all these things, but it is worthwhile to
understand what these repository views are and how to find more information about them.

The repository views are documented as part of the Enterprise Manager Cloud Control Extensibility Programmer’s
Reference (you can access this from the EM12c documentation located at http://docs.oracle.com/cd/E24628 01/
index.htm). Chapter 18 of that online reference details the use of those views, along with a complete listing of the
views displaying the column names for each view.

Communication Flow

When you first start using a product such as Enterprise Manager Cloud Control 12c, one of the areas of greatest
confusion is just how communications flow between the various parts of the product. Essentially, you need to
understand three areas: the protocols involved, the ports that are being used, and whether firewalls are being used.

Protocols
Three main protocols are used to communicate between the components in an EM12c installation:

Hypertext Transfer Protocol (HTTP) or Hypertext Transfer Protocol/Secure (HTTP/S): These
are the underlying protocols used by the World Wide Web. They define how messages are
transmitted and formatted, as well as the actions that browsers and web servers take in
response to different commands. HTTP and HTTP/S are used to communicate between the
OMA, OMS, and OMR. For security reasons, Oracle typically recommends using HTTP/S
rather than HTTP.

Java Database Connectivity (JDBC): This Java standard is used by the OMS to communicate
with the repository, as well as to communicate with any database targets.

Internet Control Message Protocol (ICMP): This protocol is used by the OMS to
communicate with a host, to check the status of the host. Essentially, a ping command is
used to check its status.
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Ports

During the EM12c installation, you are prompted to supply a list of ports for entities to communicate on. A default list
is provided on the Port Configuration Details page, shown in Figure 1-8. The page displays a Recommended Port Range
column. The first port number listed in this column is the default port. If for any reason the default port is already

used when you are doing an installation, the next port number in the Recommended Port Range will be used. Post
installation, you can also find the port numbers that were used in the staticports.ini file, located on the OMS host.

[®] Oracle Enterpeise Manager Cloud Control 12¢€-Reféase 2*InStanatipn ~ Step 11 of 14135

[

Port Contiguration Details ORACLE Enterprise Manager Cloud Contral 12¢.
My Oracie Support Details Configuration of the Enterprise Manager system requires the allocation of several ports 1o facliitate internat
communlcation between system components as well as 10 provide access (0 the console via abrowser. The
Software Updates 1able below contains the ports that 'wil be allocated, along with the recommended port ranges, for each

1 by, the first avaj i ifi t
Oracle Inventory component, By default, the first available port in the specified port range has been chosen,
. Impont staticporis.inifile,
Prerequisite Checks - . -

Installation Types Conponent Name Recommended Port Range Port
e Enierprise Manager Upload Hitp SSL PO 1159,4899-4908 1159 )
Admin Server Hitp SSLHort 7101-7200 17101
Plug=In Deptoyment Managed Server Http $SL Port 7301-7400 7301
| E X 3 F7e8
WrebLogic Server Configuration nterprise Manager Central Console Hitp Port 1788-7798 7788 l
T Enterprise Manager Central Consote Hup §SL Pont 7799-7809 7799
Database Connection Details Oracls Management Agent Port 3872,1830-1849 3872
. . . ™ Gl - i
i Repository Confiquration Detai  ENVErPrise Manager Upload Hitp Pon 4889-4898 14332 -
T = — " MNode Manager Hup SSL Port 7401-7500 [rao1
» Port Configuiation Details Mansged Server Mitp Port 7201-7300 7202
T Review
» Instadl Progress
Finizh
Messayes.
< N ] »
ficle Insiatied roaucts <pack ek Cancel

SRS

Figure 1-8. The Port Configuration Details page

Firewalls

In many cases, a business will require firewalls to be used to control both outgoing and incoming network
traffic. This typically involves restricting either the availability of ports or the type of traffic that can pass through
a particular port. Because this restriction can be difficult to set up, it is usually recommended that firewall
configuration and enablement are left until after you have deployed your Enterprise Manager configuration.
However, if the firewalls are already in place, you should open the communication ports you are planning to use
until the installation is complete.
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Pulling these three areas (protocols, ports, and firewalls) together, the default communication flows in an EM12c
installation are shown in Figure 1-9.

Target
Host
IN‘
< i K.
EM12c Agent o
Console 3872 Agent
e 7788 3872 | | g
ok - 4889 | )
7799 ‘ 4900 B 1521
0oMS
ICMP
JDBC
——— HTTP . s -
rrrrrrrrrrrrrr HTTP/S &.f E‘f
Repository Database
Target

Figure 1-9. Ports, protocols, and firewalls in an EM12c configuration

Authentication in EM12c

With the new pluggable framework that is available to you in the EM12c release, you now have more options as far as
authentication is concerned. The framework accepts a range of pluggable authentication schemes, enabling you to
choose the methods that are most suitable to your environment. Because EM12c relies on Oracle’s WebLogic Server
for external authentication, any authentication method that WLS supports can be used to authenticate to EM12c.
Supported authentication methods include the following:

Repository-based authentication: In this default authentication option that you might

be familiar with from previous releases of Enterprise Manager, you are prompted for a
username and password. Standard password options—such as password lifetime, password
grace, number of failed attempts, and password complexity—are available with this
authentication method.

Single sign-on authentication: If you use single sign-on (SSO) authentication in your
enterprise, you can register those SSO credentials as an administrator in EM12c.
You can then use those credentials to access the Cloud Control console.

Oracle Access Manager SSO authentication: Oracle Access Manager (OAM) is the SSO
solution supplied with Oracle’s Fusion Middleware product. Again, if you are using OAM
SSO, you can register those credentials as an administrator in EM12c and use them to
access the console.
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Enterprise User Security authentication: EUS allows you to create and store enterprise users
and roles as directory objects in a directory server compliant with the Lightweight Directory
Access Protocol ( LDAP). You can then use EMCTL to set some properties to allow you to
drill into those databases without displaying the standard logon pages.

LDAP authentication: In previous releases of Enterprise Manager, LDAP authentication was
allowed, but it was restricted to Oracle’s LDAP solution, Oracle Internet Directory (OID).

In the 12c release, that has now been extended to allow you to use Microsoft’s Active
Directory product in addition to OID.

Summary

This chapter has introduced you to the major architectural components of Enterprise Manager Cloud Control 12c:

the Cloud Control console, the Oracle Management Agent, the Oracle Management Service, the Oracle Management
Repository, and plug-ins. You've looked at options for deploying this architecture and the authentication methods you
can use to connect to EM12c. This chapter also covered the protocols, ports, and firewalls used by EM12c, so you're
now ready to drill into the installation of the product in more detail. That’s the subject of our next chapter.
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CHAPTER 2

Installation and Agent Deployment )

by Gokhan Atil

In this chapter, you will learn how to create a repository database and install Oracle Enterprise Manager Cloud
Control 12c. If you have any experience with installing Enterprise Manager Grid Control (the ancestor of Cloud
Control), you'll see that EM12c comes with a smarter installation wizard, so the installation is much easier.
EM12c consists of three components: Oracle Management Service (OMS), Oracle Management Agents
(management agents), and Oracle Management Repository (management repository).
This chapter’s demonstration of the installation and agent deployment uses three servers:

cloudcontroli2.testdomain.com: Oracle Management Service will be installed to this
Server.

repositorydb.testdomain.com: This database server will host the management
repository.

target.testdomain.com: Management agents will be deployed to this target server.

All of these servers are running Oracle Linux 5.8 (64-bit) as well as the GNOME desktop environment and the
X Window System.

Although you can install both the management repository and OMS on same server, we prefer to install the
management repository on a separate server. If you're planning to install both on the same server, you should
accommodate the requirements for both installations.

We recommend that you use a Domain Name System (DNS) server to solve the hostnames of the servers. If you
do not have a DNS server, you need to enter the hostnames and corresponding IPs of all targets into /etc/hosts on
the Oracle Management Server. You also need to enter the hostname/IP address of OMS into the /etc/hosts file on
all target servers (to which you'll deploy the management agent).

It’s also important to use fully qualified hostnames. A fully qualified domain name (FQDN) is a complete domain
name for a server. It contains both a hostname and a domain name to specify its exact location in the DNS hierarchy.
For example, cloudcontroli2.testdomain.comis a fully qualified hostname. At least ensure that your Oracle
Management Server has a fully qualified hostname.

Oracle Enterprise Manager Cloud Control 12¢ can fetch the latest patch information from My Oracle Support
for your servers and can create service requests for incidents. Therefore, we recommend that you enable Oracle
Management Service to reach the My Oracle Support web site. If you don’t want to allow your servers to directly
access the Internet, you can set up a proxy server to make the My Oracle Support web site accessible to OMS.
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Meeting Hardware Requirements

This section describes the hardware requirements for installing OMS, the management repository, and management agents.

Hardware Requirements for OMS

Asyou can see in Table 2-1, the hardware requirements for OMS depend on the number of targets you have and the
number of agents you'll deploy.

Table 2-1. Hardware Requirements for OMS

Small Medium Large
1 OMS 2 OMSs 3 or more OMSs
Fewer than 1,000 targets 1,000-9,999 targets 10,000 or more targets
Fewer than 100 agents 100-999 agents 1,000 or more agents
Fewer than 10 concurrent 10-24 concurrent 25-50 concurrent user sessions
user sessions user sessions

CPU cores/host 2 4 8

RAM 6GB 8GB 16GB

Oracle WebLogic 1.7GB 4GB 8GB

Server JVM heap size

Hard disk space 7GB 7GB 7GB

Hardware Requirements for Management Repository

Hardware requirements for the repository database also depend on the number of agents and targets, as shown in
Table 2-2.

Table 2-2. Hardware Requirements for the Management Repository

Small Medium Large
1 OMS 2 OMSs 3 or more OMSs
Fewer than 1,000 targets 1,000-9,999 targets 10,000 or more targets
Fewer than 100 agents 100-999 agents 1,000 or more agents
Fewer than 10 concurrent -10-24 concurrent 25-50 concurrent
user sessions user sessions user sessions

CPU cores/host 2 4 8

RAM 6GB 8GB 16GB

Hard disk space 50GB 200GB 400GB

Hardware Requirements for Management Agents

Each agent deployment requires approximately 1GB of free hard disk space. Although management agents do not
consume large amounts of CPU or RAM, we do not recommend deploying agents to systems with less than 512MB
of RAM.
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Tip The hardware requirements in the preceding sections may change from version to version, so you should check
the actual requirements in the Oracle Enterprise Manager Cloud Control Basic Installation Guide.

Installing Management Repository

In this section, you'll download and install Oracle Database 11gR2 on the server named repositorydb.testdomain.com.
It's possible to use one of the certified databases: 11.2.0.3,11.2.0.2, 11.2.0.1, 11.1.0.7, or 10.2.0.5. If you already
have a database server for the repository database, you can skip to the installation of Oracle EM12c.

Tip You can find an up-to-date list of certified databases for Enterprise Manager Cloud Control on My Oracle Support:
https://support.oracle.com/epmos/faces/CertifyHome. You may want to use an Oracle Real Application Clusters
(RAC) database for high availability.

Using the Oracle-Validated RPM Package and YUM

In order to install Oracle Database 11gR2 on Oracle Linux, your system needs to meet a few prerequisites. Using the
oracle-validated RPM package, you can complete most of the preinstallation configuration tasks including creating
a user and groups. Using this package is the recommended way to install all the Oracle prerequisites on Oracle Linux.
You can download the RPM package from the Oracle web site, or you can use the YUM package manager. Oracle
provides a free public yum server that you can use even if you don’t buy support from Oracle.

To use the Oracle public yum server, you first need to download and copy the appropriate yum configuration file
in place, by running the following commands as ROOT:

e  Oracle Linux 4, update 6 or newer

[root@repositorydb ~]# cd /etc/yum.repos.d

[root@repositorydb ~]# mv Oracle-Base.repo Oracle-Base.repo.disabled

[root@repositorydb ~]# wget http://public-yum.oracle.com/public-yum-el4.repo
e Oracle Linux5

[root@repositorydb ~]# cd /etc/yum.repos.d

[root@repositorydb ~]# wget http://public-yum.oracle.com/public-yum-el5.repo
e Oracle Linux 6

[root@repositorydb ~]# cd /etc/yum.repos.d

[root@repositorydb ~]# wget http://public-yum.oracle.com/public-yum-0l6.repo

Open the yum public-yum*.repo configuration file in a text editor. Locate the section in the file for the repository
you plan to update from—for instance, [el5_base]—and change enabled=0 to enabled=1.
Save the file and start using yum:

[root@repositorydb ~]# yum install oracle-validated
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For Oracle Linux 6, you need to install the oracle-rdbms-server-11gR2-preinstall package instead of the
oracle-validated package

[root@repositorydb ~]# yum install oracle-rdbms-server-11gR2-preinstall

You can also manually download the oracle-validated package for Red Hat Enterprise Linux 5 from the
following link: https://o0ss.oracle.com/el5/oracle-validated/.

After you install oracle-validated, you need to set the password for the ORACLE user. Be sure that you also set up
YUM and install the oracle-validated package for the OMS server.

Creating Oracle User and Groups

If you do not want to use the oracle-validated package, you can create the required groups and user manually. Log
in as ROOT and run the following commands:

[root@repositorydb ~]# groupadd oinstall
[root@repositorydb ~]# groupadd dba

[root@repositorydb ~]# useradd -g oinstall -G dba oracle
[root@repositorydb ~]# passwd oracle

After the last command, enter the password for the ORACLE user.

Setting Kernel Parameters

The Oracle Database 11gR2 installer can detect and fix errors on kernel parameters, so you can run the installer and
let it create scripts to set required parameters. If you want to configure kernel parameters without the help of the
installer, make a backup of /etc/sysctl.conf and then use any text editor to edit the file so that it includes lines
similar to the following:

fs.aio-max-nr = 1048576
fs.file-max = 6815744
kernel.shmall = 2097152
kernel.shmmax = 4536870912
kernel.shmmni = 4096
kernel.sem = 250 32000 100 128
net.ipv4.ip local port range = 9000 65500
net.core.rmem default = 262144
net.core.rmem_max = 4194304
net.core.wmem default = 262144
net.core.wmem_max = 1048576

These are recommended values for Oracle Database. If any of the current values are bigger than the recommended
value, use the bigger value.

Tip  On 64-bit Linux systems, kernel.shmmax can be set to a maximum of 1 byte less than the physical memory.
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Enter the following command to set the current values of the kernel parameters in /etc/sysctl. conf:

[root@repositorydb ~]# /sbin/sysctl -p

Creating Required Directories

The Oracle base directory must have at least 5GB of free disk space. Enter commands to the following to create the
recommended subdirectories and set the appropriate owner, group, and permissions on them:

[root@repositorydb ~]# mkdir -p /u01/app/
[root@repositorydb ~]# chown -R oracle:oinstall /u01/app/
[root@repositorydb ~]# chmod -R 775 /u01/app/

Installing the Oracle Database Software

To install the database software, you need to download the installation files, unzip them, and then run the installer. All
the steps are laid out in this section.

You can download the Oracle database software from the Oracle Technology Network (OTN). The software is
available in zip files. Here's the link for Oracle Database:

www.oracle.com/technetwork/database/enterprise-edition/downloads/index.html

We also recommend downloading and installing the latest patch set of Oracle Database software from My Oracle
Support.

After you download the installation files, copy them to a directory that the ORACLE user can access, and then
switch to the ORACLE user and unzip them:

[oracle@repositorydb ~]$ unzip linux_11gR2 database 1of2.zip
[oracle@repositorydb ~]$ unzip linux_11gR2_database 20f2.zip

After unzipping the files, you will see a newly created directory named database. Open this directory and run the
installer:

[oracle@repositorydb ~]$ cd database
[oracle@repositorydb ~]$ ./runInstaller

When the installer starts, complete the following steps:

1. The first installer step is Configure Security Updates, shown in Figure 2-1. You may prefer
not to enter My Oracle Support (MOS) credentials because you will be able to follow
all security updates by using Cloud Control. So deselect the I Wish to Receive Security
Updates option and click Next. The installer warns about the importance of receiving
critical security updates, but ignore the warning.
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racieDatabase 119 Release 2 Installes: = lnzt_"‘ ny daLgaaa =Step L of 11 - ;'EI'K I

Configure Security Updates ! E " ORACLE 11g
D ATABASE

l A N R

) 5 Provide your email address to be informed of security issues, install the product
Configure Security Updates and initiate configuration manager. View details.

)r\ Download Software Updates Email:

Appl s Easier for you if you use your My Oracle Support email
addressfusername.

[[])1wish torecgive segurity updates via My Oragle Suppart,

c—Cc—C—<

el ] _ Cancel |

Figure 2-1. The Oracle Database installer

2. The Download Software Updates step, shown in Figure 2-2, appears. If your database
server has Internet access, you should enter your MOS credentials to download and apply
the latest patches. (In this example, we’ll skip this step and apply critical patch set updates
manually.) After selecting the appropriate option, click Next.
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@

Download software Updates for this installation. Software wpdates consist of recommended Updates to
the installer system requirement checks, patchset updates (PSUs), and other recommended patches.

S€18Et Bne.wof the following aptidhs:

() Use My @racle Support credentials for download

O Use pre-downloaded software updates

(& skip software updates|

Figure 2-2. Options for downloading software updates

3. For the Select Installation Option step, shown in Figure 2-3, select Install Database
Software Only. Then click Next.
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Select Installation Option ‘ E ‘ OQACLE 1g
4 D ATABASE

iracleDatabas ‘j_-}‘ii‘ﬂ’é[73;;:7[11%3"@7[!1&5"&19 database

- onfiaL ity U Select any of the fallowing installloptions.
_ Download Software Updates Mote: If you want ta upgrade anexisting @racleiDatabase 119 'Rele3Se 2 Astance select "Upgrade af
existing database” option.

Installation Option

Grid Installation OBtions (_) Create and configure a database

t e @@[@stgﬂwdag wsoftyare only|

F B3I

| ) Wpgrade an existing database

c—C—C—<

Figure 2-3. Installation options

4. Inthe Grid Installation Options step, shown in Figure 2-4, select Single Instance Database
Installation. Then click Next. (If you wanted to create the OEM repository database as an
Oracle RAC database, you would select the second or third option.)
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Figure 2-4. Grid installation options

5. Select English for the default language, as shown in Figure 2-5.
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rarle‘Database11g RElease 2 Mstalley - ant_l"mg dauaa. -Step5o0f1l2

Select Product Languages L i ; ORACLE 11g

o DATABASE

Select the languages in which your product will run.

Available Languages: ~ Selected Languages.
Arabic Ta) English

Bengali

Grid Installation Options Brazilian Portuguese
Bulgarian

Canadian French
Database Edition Catalan

Croatian

Czech

Danish

Dutch

Egyptian
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French
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Hungarian
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Product Languages
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C—C—C—CCC—¥
|
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Figure 2-5. Language options

6. Now you're ready to select a database edition. This server will be used only as the
repository database of Oracle Enterprise Manager Cloud Control, so you don’t need to pay
a license fee for Oracle Database. Select Enterprise Edition, as shown in Figure 2-6, and
click Next.
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racle'Database 11g Release 2 Installer - Installing database~Ste = of 12 =15

= . !
Select Database Edition 't ! OQACLE g
,U DATABASE 11

Which database edition do You want to install?

) Enterprise Edition (4.5GE)

Oracle Database 119 Enterprise Edition is a self-managing database that has the scalability,
perfarmance, high availability, and security features required to run the maost demanding,
mission-critical applications.

f Product.Languages ) Standard Edition (4.42GB)
! Database Edition Oracle Database 11g Standard Editian is a full-featured data m anagement solution ideally suited tu

the needs of medium-sized businesses. it includes Oracle Real Application Clusters for

1 - .
T Installation Location enterprise-class availability and comes complete with its own Oracle Clusterware and storage

(o) management capabilities.
.F ) Standard Edition One (4.42GB)
.‘) Oracle Database 11g Standard Edition One is a full-featurcd dataimanagement solution ideally suited
10 the needs of small and medium-sized businesses.
y

X

5

|

Figure 2-6. Selecting the database edition

7. The Specify Installation Location step appears, as shown in Figure 2-7. You created
/u01/app for Oracle Database, so enter /u01/app/oracle for the Oracle base
directory. The installer will determine the Oracle home according to the Optimal
Flexible Architecture (OFA). Out-of-place upgrades have always been a best-practice
recommendation, but starting with Oracle Database 11.2.0.2, patch set installations are all
out of place by default. So you may prefer to enter the full version in the path, such as
/uo1/app/oracle/product/11.2.0.3/dbhome_1.
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Specify Installation Location

S’ffﬁﬁ 1

C Specify a path to place all Oracle software and configuration-related files installed by this installation
owner. This location is the Oracle base directory for the installation owner.

Oracle Base@ |/u01fapp/orac|e| [VJ [ Browwse... ]

Specify a location for storing Oracle database software files separate from database configuration
files in the Oracle base directary. This software directory is the Oracle database home directory.

>rod

Database Edition

o
Installation Location Software Location: |/u01/app/oracle/product/11.2.0/dbhome_1 [+ | Browse...

Operating System Groups

isit ac

C—C—C—C——®-3—C

Figure 2-7. Installation location

8. Enter (or just accept) the Inventory Directory and click Next, as shown in Figure 2-8.
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DATABASE

Create Inventory : ' ! ORACLE 11g

You are starting your first installation on this host. Specify a directory for installation files. This
directory is called the "inventory directory”. The installer automatically sets up subdirectaries for each
product to cantain inventory data. The subdirectary for each product typically requires 150 kilobytes of

disk space.
Inventory Direetory: [7uB1/app/oralnventory | [ Browse
Dtz ditic Specify an operating system group whose members have write permission ta the inventory directory

(oralnventory).
¥ Installation Location

ST oralnyentory Group Name:
w Create Inventory = ainstall

1
T Prerequisite Checks

c——<

' Help

" Cancel |

Figure 2-8. Creating the inventory directory

9. For the Privileged Operating System Groups step, shown in Figure 2-9, accept the defaults
and click Next. Oracle checks the prerequisites in the following step. If it doesn’t find any
errors, the installer advances to the Summary step.
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- racle Database 11g Release 2 nstallef ~nstalling daLgaag; =Step 9ofl3y

Privileged Operating System Groups ORACLE 11g

DATABASE

SYSDBA and SYSOPER privileges are required to create a database using operating system (OS)
authentication. Membership in OSDBA grants the SYSDBA privilege, and membership in OSOPER grants
the SYSOPER privilege, which is a subset of SYSDBA privileges. Select the name of the OSDBA aroup to

grant the SYSDBA privilege. The user account you are using to run this install must be amember of this
group.

Database Administrator (OSDBA) Group:

Database Operator (OSOPER) Group (Optional): v

Create Inventory
Operating System Groups

% Prereauisite Checks

]

" Help

b Cancel

Figure 2-9. Operating system groups

10. Review the Summary screen, shown in Figure 2-10. Click the Install button if the
information onscreen seems OK.
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Onacie Database11g - gfease 2 Installen - Installing database Step lLofl3 =

Summary ‘ ‘ ORACLE’ 11g

DATABASE

TED Oracle Database 11g Release 2 Inst_aller
E\ Global settings

~-Disk space: required 4.5 GB availahle 33.35 CB

~--Source location: /setup/database/installf.. fstagefproducts.xml

~--Database edition: Enterprise Edition {Install database software only)
A ~Qracle base: fullfapp/foracle
D .~ Software lacation: fuOlfappforaclefproduct/11.2.0/dbhome_1

~-Privileged Operating System Groups: dba (OSDBA)
T =~ Inventory information
ﬁ) ~Inventary location: full/app/oralnventory
‘r \ ~-aralhventory group: ainstall
b d Prerequisite Checks
w Summary

Product

(oo

Save Response File...

- ( - \
< Back Next = Install
(s Sack ] Next> || aliiiledl e

Figure 2-10. Summary

11. At the end of the installation, you need to execute some configuration scripts. Log in as
ROOT to the server in another terminal session and run the scripts. Then click OK to finish
the installation (see Figure 2-11).
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= Oracle Database 11g Release 2iinstalléT - linstalling database - Stép 12 oria3  [-lA][x]

o 11g

Install Product

Progress-

94% |

exeruted utilitv taal- DR Setun LIPili
Execute Copnfiguration scripts -

The following configuration scripts need to be executed as the "root" user.

I Progress |
o | Scripts to be executed: Succeeded |
[ _— In Progress |
Ir [ Number [ Script Lacation pending |
. 1 fuQlfapp/oralmentany/arainstRoot. sh Pending |
r 2 fudlfappforadefproductf11.2. Olﬂnhume 1/rum sh Pending |
lr -

.I

To execute the configuration scripts:
1. Open a terminal window
2. Log in as "root” ~
3. Run the scripts
J 4. Return 1o this window and olick"6K" i continue =

! e o lonsolldate

| e Lmoress
= e = TG _lontrol

) J 1 NManagement & et 4._—," !_—"’;ﬂ__ é «xm__

BT [ Cancel |

Install Product

Figure 2-11. Executing the configuration scripts

Creating the Repository Database

Now that you have installed the Oracle Database software, you will create the management repository database.
Connect to the repository server, set the Oracle home, and run dbca:

[oracle@repositorydb ~]$ . oraenv

ORACLE_SID = [oracle] ? oracle

ORACLE_HOME = [/home/oracle] ? /u01/app/oracle/product/11.2.0/dbhome_1
The Oracle base has been set to /u01/app/oracle

[oracle@repositorydb ~]$ dbca

When you run dbca, the Database Configuration Assistant Welcome screen appears. Click Next to pass the screen
and then complete the following steps:

1.  For the Operations step, shown in Figure 2-12, select Create a Database and then
click Next.
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iom Ass]s Step 1 ofj12 3 Oparations

Select the operation that you want to perform:
®]Create a Database
“ahffgure Database Ogtinns
Delete 2 Database

Manage Templates

ASM canfiguration operations must be perfarmed using Autamatic Storage
Management Configuration Assistant (ASMCA) from Oracle Grid Infrastructure hame.

Cancel Help ) & Back

Figure 2-12. Database Configuration Assistant

For the Database Templates step, shown in Figure 2-13, you can select General Purpose
or Custom Database. We recommend that you select Custom Database because it will
prevent the installation of some SYSMAN objects in the database. Otherwise, you have

to remove these objects from the database before you can use it as the management
repository database. Click Next.

Templaies that include datafiles contain pre-created databagses. They allow you to create a
new database in minutes, as apposed ta an hour or more. Use templates without datafiles
onlywhen necessary, such as when you need to change attrioutes like block size, which
cannot be altered after database creation

|Select | Template lincludes Datafiles
©  [General Furpose or Transaction Frocessing | Yes

ICustom Database

Data Warehouse Yes
Shave Details. .
—_
Cancel Help | & Back | Next »

Figure 2-13. Database templates
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3. The Database Identification step appears, as shown in Figure 2-14. Enter the global
database name, and the installer will set the SID according to that name. Click Next.

An Oracle database is uniguely identified by a Global Database INarme, typically of the form
"name.doman'.

Global Database Name: |ernrep.testdomain. com|

Audatabase is referenced by at least one Oracle instance which is uniguely identified fram
any other instance on this computer by an Oracle System Identifier SI10).

SID: [emrep

Cancel | Help ) § Back | Next »

Figure 2-14. Database identification

4.  For the Management Options step, shown in Figure 2-15, deselect Configure Enterprise
Manager and then click Next.

Configuration Assistanty Step) 4 0f 12 = Management Options

Enterprise Manager | Automatic Maintenance Tasks.

[lConfigure Enterprise Manager

WRagisterwith Gricl Cantrol for eentralized managemegti

1

Management Servte [No Agents Found

Ecanfigure Database Control for locall management
Enable Daily Djsk Backup to Retoveny Area

Bagkup Star Time: o) [Emaa

05 Userriame: [

QS, Passwart: [ |
Cancel Help | § Back

Figure 2-15. Management options
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Enter the passwords for SYS and SYSTEM users in the Database Credentials step, shown

in Figure 2-16, and then click Next. Oracle recommends entering a password with a
minimum of eight characters, including at least one uppercase letter, one lowercase letter,
and one digit.

database.

%1Use Different Administrative Passwords

"User Name | Password |Confirm Password

T
ISYS | ot st [frnsnrnnn
S i — —
SYSTEM HRRE RS | wrwar e
|

" Use the Same Administrative Password for All Accounts
Fasswoy [

Cafliry Passwagel. [

Cancel | Help & Back Next >
NE—

Figure 2-16. Database credentials

Accept the defaults for the database file locations and click Next.

You can enable archiving now in the Recovery Configuration step, shown in Figure 2-17,
or you can enable it later. Set the Fast Recovery Area (FRA) destination and size, and then
click Next.
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Chaose the recavery options for the database:

[lSpecify Fast Recovery Area

This is uzed as the default for all disk based backup and recovery aperations, and iz
also required for automatic disk based backup using Emerprise Manager. Oracle
recommends that the database files and recovery files be [ocated on physically different
disks for data protection and performance.

Fast Recovery Area: kORACLE_BASE},'fasl_recoveryﬁ Browsa... |
Fast Recavery Area Size: [4977 [M Bytes v
Enable Archiving [Edit Archive Mode Parameters. ..

File Location Yariables... |

Cancel | Help < Back f Next ») Einish )

Figure 2-17. Recovery options

8.  For the Database Content step, shown in Figure 2-18, deselect all components, because
you do not need them for the repository database. Then click the Standard Database
Components button.

stant, Stepy 8 of 121 : Datahase: Contene

Database Camnponents | Custom Stripts

Select the components you want 1o configure for use in your database. Provide the
tablespace in which you want the component ta reside. Components which appear
disabled are eithier not installed or depend on campanents which are not selected.

|Oracle Text I
Joracle OLAP [ ]
Coracle Spatial (S 1l

e

IT|sample Sehemas I:mw —

Centerprise Manager Repasitory [ SySALX _]

Hloracle label Security,

Hloracle Warehouse Builder TSALD
| .|0racle Database Yault, 1 Sl
(Standard Database 'C—o-mponems )
Cancel Help ) & Back ‘ Next 3 Einish

Figure 2-18. Database content
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In the Standard Database Components dialog box, deselect Oracle Multimedia and Oracle
Application Express, as shown in Figure 2-19. Click OK to close the dialog box and then
click Next to advance to the next step.

@ Database Copfiguration Assistant, Step 8 of 12 : Database Content 1= oj[x|
Database Compaonems | Custam Scripts
| S
Standard Database. Components, | ihide the
— | appear
Select the standard clatabase compaonents wau want 1o configure far use in your elected.

database. Oracle recommends that you always install these compaonents in your
database. Deselecting these compaonents may cause You to no longer be able to
ichogse some components on the previous page.

Oracle JvM SYSTEM

¥ Oracle XML DB SYSAUX

ioracle Multimedia [_SV‘;ZE:Y

[horacle Application Express [ SALY |

(ox] Hem)

o

Customize...

Standard Database Components... |

Cancel

| Help € Bark Next 2 Finishy

Figure 2-19. Standard database components

While setting the memory (see Figure 2-20), ensure that total memory (SGA_max_size +
PGA_aggregate_target) set for the database will not exceed 75 percent of the total
physical memory of the system. Otherwise, the system will start using the swap device. We
recommendthat you do not use the memory_target parameter with Enterprise Manager.
Next click the Character Sets tab.
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anty, Step 91af L1 ; inkeallZation [Parameters

Memory  Sizing  CharacterSets  Connection Mode

" Typical H
MemorySige (SGAand PeAy [Bogz Mg g I\
Pertentage; Lo % 250 MB 5038 MBI

2 ge suntematic Memeny i anagement Show Memear! ~ fbuti

F" Custom

Memary Management [Kuwmaﬁ(c?har?ﬂ Memary Management ~

SCA Size: 5 :
SCASize: j2048 [ MEvtes -

PGASize: [1024] % M EBytes |

Total Memory for Oracle: 3072 M Bytes

All Intialization Parameters...)

Cancel | Help « Back f Next ») Finish )
P—

Figure 2-20. Memory parameters

11.  For the Initialization Parameters step, shown in Figure 2-21, select Use Unicode
(AL32UTF8). Set the National Character Set option to any UTF-supported character set,
such as AL16UTF16 or UTF8. Then click Next.

{48 3 Initializatiom Parameters:

© Memoy  Smng Craracerses | Comnecton Moo

- Database Character Set

| Use the default

The default character set for this database is based on the language setting of this

8) |

| Setting character set to Unicode (AL3 2UTF8) enabiles you ta store multiple Janguage
aroups.

I
Choose from the list of character sets I

|

|

| Database Character Set: ﬂl‘ijs'z‘_!jzf&:_yjlche 1TE=8: Unfversal character set 4”
| Mishg recamimenden character sets, only

Mational Character Set:  4AL16UTF16 - Unicode UTF-16 Universal character set v|i
Defauh Language: fenerican in
Default Territary. ljvﬁeu SLdIes

All Initialization Parameters...

Cancel Help § Back | mext ») tinsh )

i

Figure 2-21. Database character set
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12. The Database Storage step appears, as shown in Figure 2-22. The management repository’s
redo log file size should be a minimum of 300MB. Set the File Size option to 300MB for all
three redo log groups, and then click Next.

S JStorage
[ Cantralile e
—Datafiles [;@ Group #. :1
Z-—JRedo Log G 1
itk File Size. [300] [MBvtes  ~|
of ot
92 lfeiu Log Members: . -
53 ”FIIE Name ~ Sile Directory
-‘redom.log | /u01/app/aracle/oradata/{DB_UNIQUE_NAME}/
|
L
Creatél |Delete ) File Location Variables...
cancel Help § Back | Next » j  Ensh

Figure 2-22. Database storage

13.  Click the Finish button to review the configuration and create the database (see Figure 2-23).

NDatahase C

Select the database creation options:

@Create Database

([save as a Database Template -

Mame: emrep

Descriptian: il

|
‘ I

[ Generate Database Creation Scripts —

|
| Destination

| Directory: L/uo1lapp/oracIeladminjemrep/scrims ]

Cancel Help § Back [g_em @)

Figure 2-23. Creation options
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After you create the database, connect to it by using SQL*Plus, run the following commands, and then restart the
database:

ALTER SYSTEM SET pga_aggregate_ target=1G SCOPE=SPFILE;

ALTER SYSTEM SET shared pool size=600M SCOPE=SPFILE;

ALTER SYSTEM SET job_queue processes=20 SCOPE=SPFILE;

ALTER SYSTEM SET log buffer=10485760 SCOPE=SPFILE;

ALTER SYSTEM SET open_cursors=300 SCOPE=SPFILE;

ALTER SYSTEM SET processes=500 SCOPE=SPFILE;

ALTER SYSTEM SET session_cached cursors=200 SCOPE=SPFILE;

EXEC dbms_auto_task admin.disable('auto optimizer stats collection',null,null);

Now that the management repository is ready, it’s time to install Oracle Enterprise Manager. You'll do the rest of
the operation on your second server named cloudcontroli2.testdomain.com.

Installing Oracle Enterprise Manager 12c

Enterprise Manager has two installation options: Simple and Advanced. When using advanced mode, it’s possible to
select the preconfigured plug-ins, so that’s the mode used in this section.

We highly recommend installing the oracle-validated package on the server that will host the Oracle
Management Service. If you don’t install it, you will need to do a lot of manual configuration, including creating a user
and setting kernel parameters. Despite using the oracle-validated or preinstall package, the Oracle Enterprise
Manager Installation Wizard will check the prerequisites and can provide scripts to fix kernel parameters (and missing
libraries) if it finds omissions.

Creating the Oracle User and Groups

If you didn’t install the oracle-validated package, you should create the ORACLE user manually. Log in as the ROOT
user and issue the following commands:

[root@cloudcontroli2 ~]# groupadd oinstall
[root@cloudcontroli2 ~]# useradd -g oinstall oracle
[root@cloudcontroli2 ~]# passwd oracle

After the last command, enter a password for the ORACLE user. As the ROOT user, you are allowed to choose any
password, even one that doesn’t obey the password complexity rules. The system will warn if you do so, but will let
you proceed.

Creating Required Directories

The Oracle base directory must have at least 5GB of free disk space. Log in as ROOT and enter commands similar to the
following to create the recommended subdirectories and set the appropriate owner, group, and permissions on them:

[root@cloudcontroli2 ~]# mkdir -p /u0i1/app/

[root@cloudcontroli2 ~]# chown -R oracle:oinstall /u0i1/app/
[root@cloudcontroli2 ~]# chmod -R 775 /u01/app/
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Installing Oracle Enterprise Manager
You can download the Enterprise Manager Cloud Control software from OTN. The software is available in zip files.
Here’s the link for Oracle Enterprise Manager:

www.oracle.com/technetwork/oem/enterprise-manager/overview/index.html

After you download the installation files, copy them to a directory that the ORACLE user can access, and then
switch to the ORACLE user and unzip them:

[oracle@cloudcontroli2 ~]$ unzip em12_linux64 diskiof2.zip -d cloudsetup
[oracle@cloudcontroli2 ~]$ unzip em12 linux64 disk2of2.zip -d cloudsetup

Make sure that no environmental variable related to the database (ORACLE_HOME, ORACLE_SID, or ORACLE_BASE) is
set prior to installation. Oracle also recommends to set umask to 022. Change the directory to cloudsetup and run the
installer:

[oracle@cloudcontroli2 ~]$ umask 022
[oracle@cloudcontroli2 ~]$ cd cloudsetup
[oracle@cloudcontroli2 ~]$ ./runInstaller

When the Enterprise Manager installer starts, follow these steps:

1. For the My Oracle Support Details step, shown in Figure 2-24, enter your credentials if you
want to receive security updates. Then click Next.

Oracle Enterprise; Manager Cloud Controll12cRelease 2 |j;stallation - Step 1 of 10 ==

My Oracle Support Details ORACLE Enterprise Manager Cloud Control 12¢

) My Oracle Support Details Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details,

+ Software Updates

O Email: \9okhanae NN
Easier for you if you use your My Oracle Support email
Y addressfusername.

/|’ wish ta receive security updates via My Oracle Support.

& My Oracle Support Password:\uuuuu

Eelp Installed groductsﬁ u-ext > Cancel

Figure 2-24. Oracle Enterprise Manager installer
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2. Inthe next step, enter your My Oracle Support credentials (again) and then click Search for
Updates. In this example, you can see that a patch is available (see Figure 2-25). You may
see different patches in your situation. Click Next and then click OK to accept the warning
about restarting the installer.

= Qracle Enterprise Managey Cioud Contro| 12c Release 2 [pstallatiom = Step. 2" of' LO,

Software Updates ORACLE' Enterprise Manager Cloud Controll 12¢

My Oracle Support Details ) Skip

) Search for Updates (Prerequisites, Critical Patches, Interim Patches, etc.|
@ Software Updates = £d Qraradaes, Gt nes, ' ' )

o

Oracle Invento Local Directory Browse...

=€

My Oracle Support (Requires Internet Connection)

User Name .gokhana@_

Password lssnssnssns

Search for Updates |

PatchiNo. | Metalink Note | Description
Shiphome Updates for Em Installer

|14145094 10991231

Help Installed|Products < Back ext > Cancel

ﬂ

Figure 2-25. Software updates
3. After the installer restarts, continue to the next step, shown in Figure 2-26. Enter a

directory for Inventory Location and select the group you created for the ORACLE user.
When you click Next, the installer checks the prerequisites.
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L racle Enterppise; Manag ¢ trol' 12c Release 2l Installation » Stem 2 of, 9)

Oracle Inventory ORACLE' Enterprise Manager Cloud Control 12¢

This seems to be the first Oracle product that you are installing on this host. Specify an inventory

My Oracle Subport Details directory (also called the oralnventory directory) where all installer files and directories can be placed.

@ Oracle Inventory This is a one-time activity. The installer automatically sets up subdirectories for each Oracle product that
you install, to contain the inventory data. The inventory directory is different from the Oracle Home

To Prerequisite Checks directory that is created for each Oracle product.
Inventory Location :/uOl/app/oralnventory Browse...

Select the appropriate operating system group name that will own the Oracle inventory directory. The
group you select must have “write' permissions on the Oracle inventory directory.

'r Operating System Group | 5install -
Q
Messages:
Help Installed Products. < Back uex;> Cancel

Figure 2-26. Oracle inventory

4. Make sure that all prerequisite checks have the status Succeeded, as shown in Figure 2-27,
and then click Next.
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[BuELET-T-1g ) G Rele, tallatlommggie_g 3 off9)

Prerequisite Checks ORACLE Enterprise lanager Cloud Control 12¢

Prerequisite checks verify that your environment meets all minimum requirements for installing and

configuring your selected product
Oracie Inventory

Prerequisite Checks

= | Rerun ! Ignore |
} — = B
)r\ Installdtion Types

| Prerequisite Name Status
2| — - -
Checking for required packages installed on the system ... Succeeded ‘A_‘
|Checking whether recuired GLIBC installed on the system ... Succeeded
|Checking for sufficient diskspace in TEMP location... Succeeded |
Checking for sufficient disk space in Inventory location... Succeeded
. |Checking whether the software is compatible for current O/S... Succeeded
Q Checking TimeZone settings... Succeeded l%
Checking for sufficient physical memory... Succeeded E
|Checking for sufficient swap space... Succeeded
|Checking for required ulimit value... Succeeded
|Checking for the Hostname Succeeded
Checking for LD_ASSUME_KERNEL environment variable... |Succeeded
TACTTUAI KESUIT: CIOURTDITIolL £ TeSTaom alr. comt p< |
Check complete. The overall result of this check is: Passed =
Checking for LD_ASSUME_KERNEL environment variable...
Description:
Checl for LD_ASSUME_KERMEL
|
|Expected result: LD_ASSUME_KERNEL environment variable is not set to 2.4.19
| Actual Result; Variable Not set
Check complete. The overall resuit of this check is: Passed
Help Installed Products, < Back Next > Cancel

Figure 2-27. Prerequisites check

5.  Select Create a New Enterprise Manager System and then select Advanced (see Figure 2-28).
Click Next.
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= Oryacle Enterprise. Mana};:ui J-Jiggﬂtoil]};ci&gggg‘sg _2tlnstallfg£[)g‘mj !s_'ggg, qgég,

Installation Types ORACLE' Enterprise Manager Cloud Control 12¢
']) Create a newEnterprise Manager System
T acle Inv 7 Simple
EF Prerequisite Checks ©
;]s[allaﬁon Ty;e; B Upgrade an existing Enterprise Manager'System

Installation Details

~ ¢

Install software only

(Installs only the software binaries. Lets youl configure or upgrade at a [ater stage.}

3
i
7
¥
7
!

Messages:

Kl NN [ D]

Help \Instal[;d‘Eroduct_s. < Back || =ﬂext > I Cancel

Figure 2-28. Installation types

6. For the Installation Details step, shown in Figure 2-29, enter the Middleware Home
Location as /u01/app/Middleware, the Agent Base Directory as /u01/app/agent, and your
Host Name. Then click Next.
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Q‘EEIE Enterprise Manager Cloud Congoj}gi&%ngsg 2 Iﬂsf?ng‘t!gfn, fFi“,?ﬂ?,

Installation Details ORACLE' Enterprise Manager Cloud Control 12¢
Midd|eware Home Location /LM/app/Middleware_ ) - 'E,;v_.,s,“_l
C Agent Base directory //u0L/app/agent Bgowsie“. |

Host Name |cloudcontrol12 testdomain.com
Installation Types

@ Installation Details

To Plug-in Deployment

Messages:
| — =
|

K| NN [
Help \Installe_cl__r_oduct_s <Back || Next >=| Cancel

Figure 2-29. Installation details

7. Inthe Plug-in Deployment step, shown in Figure 2-30, select the management plug-ins
you want to configure. It’s also possible to add or remove the management plug-ins after
you install Enterprise Manager. Click Next.
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QOgiacle Enterprise Managep Cloud Controll12c-Release 2 Installatiom = Step: 6, of 13

Plug-in Deployment ORACLE' Enterprise Mianager Cloud Control 12¢

Flugins provide management capabilities tailored to specific types of targets or solution areas and
typically have their own lifecycle independent of the Enterprise Manager core platform. Select the
management plugins you wish to configure.

—L—C—

Select | Name Version
'y lnstallation Details /| Oracle Database 12.1.02.0 o
(@) Plug-in Deployment [Oracle kxadata 12.1.0.3.0
T) [Oracle Fusion Middleware 12.1.0.3.0
T Mwl IOracle MOS (My Oracle Support) 12.1.02.0
O C | Apache Tomcat 12.1.01.0
{ EMC CLARIION Array 121020
'r EMC Celerra Storage 12.1.0.2.0
q EMC Symmetrix Array 121020
r Exalogic Elastic Cloud Infrastructure 121010
'r IBM DB2 Database 121.0.2.0
q Microsoft .Net Framework 12.1.01.0 N
E Microsoft Active Directory 12.1.01.0 §
. Microsoft Biz Talk Server 12.1.0.1.0
Microsoft IIS 121010
Microsoft SQLServer Database 12.1.020
Oracle Audit Vault 121020
Oracle Chargeback and Capacity Flanning 121030
Oracle Cloud Application 121040
Oracle Exadata Healthchecks 121020
Oracle Fusion Applications 12.1.03.0
Oracle Siebel 12.1.020
> | Oracle Virtualization 12.1.03.0 —
4 N | | Svbase ASE Database 121020 =
Help Installed Products < Back Next > Cancel

Figure 2-30. Plug-in deployment

8. The Oracle Management Service is the main application of the Enterprise Manager and it
needs a WebLogic application server to run. In the next step, shown in Figure 2-31, choose
a username and password for the WebLogic server and a password for the node manager.
Please keep this information safe. It can be required to troubleshoot problems related to
WebLogic. Click Next.
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Ogacle Enterprise Manager Cloud Controll12c Release 2 Installatiom« ep 7 of L3

WebLogic Server Configuration Details ORACLE' Enterprise Vianager Cloud Control 12¢

) WebLogic Domain Name ¢cDomain
WebLogic User Hame |we_b|ogic

WebLogic Password (seessssse |

iIConfirm Password

¢ allatior ta

Node Manager User Name
Plug-in Deployment

. lode Manager Password |see

(@ WebLogic Server Configuratiol = =
— Confirm Password |ees |

T Database Connection Details =

(J: OMS Instance BaseILocation |/uD1/app/Middleware/ge_inst Browse... |
7

L

lE

(

Messages:
£l N I |
Help \Instal[e_d_ _r_oducts. <§_ack_ || =NexT> l Cancel

Figure 2-31. Weblogic Server configuration

9. Enter the connection info of the repository database and select the deployment size (see

Figure 2-32). The installer checks the database settings according to the deployment size.
Click Next.
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Oracle Enterprise Manager Cloud Controll12c Refease: 2 [nstal_@tlgfm ep 8 ofil3)

Database Connection Details. ORACLE' Enterprise Manager Cloud Control 12¢

Database Host Name repositorvdb testdomain.com

Port 1521

Szrvice/SID |emrep

5YS Password m

Deployment Size spalL w

WebLogic Server Configuration

Database Connection Details

©1+i—C

Repository Confiquration Detai

o—C—C—C—¢€

Messages:

I
|

I~

. R

Help Installed _r_oducts <Back || Next> ] Cancel

Figure 2-32. Database connection details

10. The installer creates the required database user and the tablespaces in the repository
database. For the Repository Configuration Details step, shown in Figure 2-33, enter
a password for the SYSMAN user, modify the directory locations if needed, and enter a
registration password that will be used for securing agent communications. Click Next.

Note If you are configuring the management repository on a database that uses Oracle Automatic Storage
Management (ASM) for storage, then when you specify the data file location, only the disk group is used for creating the
tablespaces. For example, if you specify +DATA/mgmt . dbf, only +DATA is used for creating the tablespaces on ASM, and
the exact location of the data file on the disk group is decided by Oracle Managed Files.
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Oracle Enterprise Manager Cloud Co 12¢c Release 2 Installatiom~ ep

Repository Configuration Details ORACLE' Enterprise Manager Cloud Control 12¢

Create SYSMAN Password [eeseessss

Confirm Password (eesecssse

Create Registration Password |_.oooooooo

Confirm Password (eececssee

Management Tablespace |;u0L/app/oracle/oradatajemrep/mgmt.dbf

—e—e—¢

Configuration Data Tablespace | / .
Database Corinection Details Lontig on Dal p 'l/app_/oracle/onadata/emrep/mt__;mt_ecm_de_potl.dlzf]

N VM Diagnostics Data Tablespace | g i
Repository Configuration Det{ v ) p: /uOl_/app/oracIe/ouadata/emrep/mgmt_adxtj.dbf

C—C—C—€ @«

Port Configuration Details Reset to Default

e

Messages:

K1 A [
Help \Ins!al[e_d_ _r_oducts < Back 'l Next > l Cancel

Figure 2-33. Repository configuration details

11.  Check the ports that will be allocated for the Oracle Enterprise Manager (see Figure 2-34).
You can modify them, but keep in mind that the port numbers must be higher than 1024
and lower than 65535.
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Port Configuration Details ORACLE' Enterprise Vianager Cloud Control 12¢
( Configuration of the Enterprise Manager system requires the allocation of several ports to facilitate
internal communication between system components as well as to provide access to the console via a

browser. The table below contains the ports that will be allocated, along with the recommended port
ranges, for each component. 8y default, the first available port in the specified port range has been
chosen.

Import staticports.inifile...

u Component Name Recommended Fort Range | ~ Port
Enterprise lianager Upload Htip Port 4889-4898 14889
Enterprise Lianager Upload Http SSL Port 1159,4899-4308 4500
Enterprise Llanager Central Console Http SSL Port 7799-7809 7799
‘T Node Manager Http SSL Port 7401-7500 [7403
« Repositor Confiquration Detai Managed Server Hitp Port 7201-7300 [7202°
. — - ——— [Enterprise Manager Central Console HttpiPort 7788-7798 (7788
\TJ priiConfiguration]Details Oracle Management Agent Port 3872,1830-1849 3872
Review Admin Server Http SSL Port 7101-7200 17101
s Managed Server Hitp SSL Fort 7301-7400 17301
&
Messages:
Y NN |>|
Help \Inslal[ed:Erodu(lS. <_§ac_k i uext:> Cancel

Figure 2-34. Port configuration details

12. Review the configuration (see Figure 2-35). When satisfied with the configuration, click
Install to start the installation.
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Oracle Enterprise Manager Gloud Gontrol|124 - elease: 2 Installatiopy = Step 11 of'13

Review ORACLE' Enterprise Manager Cloud Control 12¢

My Oracle.Support Details

T Oracle Inventory Reviewthe information you have provided and click Install to begin the installation process.
T Prerequisite Checks Ay P S T OC ST
: -
).r Installation Types. : ‘Management Tablespace: fu0l/app/oracleforadatafemrep/mgmt.dif
T Installation Details +-Configuration Data Tablespace: /u01/app/oracleforadata/emrep/mgmt_ecm_depotl.
T Plug-in Deployment : )V Diagnostics Data Tablespace: fu0l/app/oracleforadata/emrep/mgmt_addjdbf |
T WebLogic Server Configuration| & \lr"ebLogic Server Information
Database Connection Details EaCcranlnelceionaiy
T i § . i ~Node tanager Username: nodemanager
Repository Configuration Detai
T ------ ‘WebLogic Username: weblogic
‘I Port Configuration Details g [5|
E-Ports |
Su) Review | q .
— ~Enterprise Manager Upload Http Fort : 4889
~-Enterprise Manager Upload Http SSL Port : 4900
~Enterprise Manager Central Console Http SSL Fort : 7799
i ) N
: Node Manager Http SSL Port : 7403 §
~~Managed Server Http Port : 7202
~Enterprise Manager Central Console Http Fort: 7788
~Oracle Management Agent Port : 3872
~Admin Server Http SSL Port : 7101
~Managed Server Http SSL Port : 7301 -
> - -~ = 03
JoSS T ) 4B B\ — 8 D
Help \Installe_d roducts, < Back Install Cancel

Figure 2-35. Installation review

13. Atthe end of the installation, you need to execute some configuration scripts. Log in as
ROOT to the server in another terminal session and run the scripts (see Figure 2-36). Then
click OK to finish the installation.
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= 'OFacle Entefprise MahageF Clolid [ContFal 12¢ Reiease 2 IRstallatiof - Step 12, ar 13 [x]

al

Installation Progress Details ORACLE' Enterprise Manager Cloud Control 12¢
o Execute Ganfiguratiom seripts Wi

[ The following configuration scripts need to be executed as the "root” user
e

=5

l Scripts to be executed

N_urgber Script Location |

u01/app/orainventory/orainstRoot.sh

2 fu0l/app/Middlewarefoms/allroot.sh

=<3

—e e o &
f

| To execute the configuration scripts:
1. Open a new terminal window

2. Login in as "root"

3. Run the scripts

T L
Ul Ul ol [l ol ol [ o
o lo o lo o |o [o |o o &
8
@

eview 4. Return to this window and c¢lick "OK" to continue
Install Pro
OK
1
Y NN 11
Help Installed roducts, Cancel

Figure 2-36. Executing configuration scripts

14. Review the information, as shown in Figure 2-37, and click Close to complete the Oracle
Enterprise Manager Cloud Control 12c installation.
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Qracle E 1t ! Gloud| Contioll 12¢ Release: 2 |nstajlatiom

Finish ORACLE Enterprise Manager Cloud Control 12¢

| This information is also available at:
JuD1 fapp/Middleware /oms finstall/setupinfo.txt

|See belowfor information pertaining to your Enterprise Manager installation:

| Use the following URL to access:

1. Enterprise Manager Cloud Control URL:
| https://cloudcontroll2.testdomain.com:7799/em
2. Admin Server URL: https://cloudcontroll2.testdomain.com:7101/console

| The following details need to be provided during the additional OMS install:

1. Admin Server Hostname: cloudcontroll2.testdomain.com
2. Admin Server Port: 7101
NOTE:
Finish An encryption key has been generated to encrypt sensitive data in the Management Repository. If this
R key is lost, all encrvpted data in the Repository becomes unusable. Flease run following command to
backup the Management Service configuration including the emkey and keep the backup on another
system:
emctl exportconfig oms -dir <backup location>

Help Iinstalled|Products Close

Figure 2-37. Installation completed

15.  You now can log in to Enterprise Manager Cloud Control, as shown in Figure 2-38.

ORACLE’ Enterprise Manager Cloud Control 12¢ =)

User e | yaman

Enterprise Manager Key Features New in this Release Did you know...

¥ Standartg and sutomate target Mecyde management ¥ identily and Resolve Prodiems mith Incident Manager Comprrhensve Management of Oracle Fusion Hiddieware
Orcover targets, Ser configurasos, and target relstonshos uang Enterprse. 18wty resoive and ehrrete root case of senyoe der upbon: more gucdy. Use Do I
Manager’s ich configurabon nansgenen functor.abty. Defne standards, detect 0ot rukes to .00 45 urnecescary event skr s, con cate the Jepact of s, T :f‘:,.m,\‘.ﬁmg:;’:mﬁ —
@it ard take acbon to menege ook coTOMGe. Provson, Patch and Ly sde mearnohs events ard sutomste nodent remkuion. o i e Mo e T et ol g bt R e e o)
Targets LG > few moute . » Manage Weblogi: through it idecyde e Webloge Server Admnstraaon Conadke user rierfces.

» Automate Routime Tasks » Centralire your Fusion Apphcations Mandysrunt

* Stay ahead of the asrve with My Oracke Support Imtegration * Stay Current with new Seif-Update Entities

» Hanage Many-ac One with Groups » iPhome App

* Comglete, Integrated, Apphcation-to-Unk IT Monagement

Figure 2-38. Login screen of Oracle Enterprise Manager
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Deploying Management Agents

The Oracle Management Agent is one of the core components of Enterprise Manager Cloud Control. If you want to
monitor a target (such as a database or an application server) running on a host, you need to convert the host to a
managed host by deploying a management agent. Then you can discover the targets running on that host and add
them to the Enterprise Manager system.

There are several ways to deploy agents:

e  Using the Add Host Targets Wizard
e  Using an RPM file

e  Using the AgentPull script

e  Using the agentDeploy script

The following sections describe these options.

Using the Add Host Targets Wizard

Using the Add Host Targets Wizard is the easiest way to deploy a management agent. It’s especially useful for the
mass-deployment of management agents. Oracle also recommends using this wizard. Follow these steps:

1. Login to the Enterprise Manager Cloud Control console.

2.  From the Setup menu, choose Add Target » Add Targets Manually, as shown in Figure 2-39.

S Help~ | (@ svsMan + | Logout O

I Configure Auto Discovery H Add Target D
Auto Discovery Results Extensibility 4
Add Targets Manually ! Proxy Settings
Group... Security L
Dynamic Group... [ Inddents 4
Administration Groups... Notifications ’
Generic System... | Provisioning and Patching 4
Redundancy System... My Orade Support 4
Generic Service... Application Performance Management
Manage Cloud Control »

Command Line Interface

Management Packs 4

Figure 2-39. Add Hosts Wizard

3. Select the Add Host Targets radio button and then click the Add Host button, as shown in
Figure 2-40.
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£ Enterprise v @) Targets v iy Favorites v & History =

Add Targets Manually

vl Instruction
Add targets is a process that allows you to choose targets to be monitored and managed by Enterprise Manager. Use

Configure Auto Discovery Add Targets from Auto
. Discovery Results
& Setup discovery using IP Scan —p E
’ | Sk i « Add Non-Host Targets

« Setup discovery on Single Host >
« Setup discovery on Multiple Hosts * Add Discovered Hosts
« Ignore Discovered Targets

Add Targets Manually
@ Add Host Targets
@) Add Non-Host Targets Using Guided Process (Also Adds Related Targets)
) Add Mon-Host Targets by Spedfying Target Monitoring Proper ties

AgHuste - | 8dHus Resuls

Figure 2-40. Adding targets manually

4. To be able to monitor the repository database, deploy a management agent to the
repositorydb.testdomain.comserver. Click the Add button with the plus sign, enter
the hostname, and then select the OS of the target server. For this example, we installed
Enterprise Manager on Linux x64 and didn’t download any additional agent software, so
for now, we can deploy agents only for Linux 64-bit servers (see Figure 2-41). Click Next.

ORACLE' Enterpris€é Manager CRUdTContior 2¢

o
Add Target

Host and Platform Installation Details Review

Add Host Targets : Host and Platform
This wizard enables you to install t1anagement Agents on unmanaged hosts, thereby converting them to managed hosts. Enter a session name, and validate (or add) the hosts.

* Session Name | ADD_HOST_SYSMAN_Oct_8_2012_8:28:17_PM_EEST

b add 3¢ Remove. ElLoa,d from Fie @ Add Discovered Hosts  Platform | Different for Each Host B

|Host |Platform 1
il repositorydb. testdomain.com Linux x86-63 \;|
| Select

HP-UX Itanium - Agent Software Unavailable

HP-UX PARISC (64-bit) - Agent Software Unavailable

IBM AIX on POWER Systems (64-bit) - Agent Software Unavailable
1BM $/390 Based Linux (31-bit) - Agent Software Unavailable
IBM: Linux on POWER Systems - Agent Softvare Unavailable

| 1B Linux on System z - Agent Softwxare Unavailable

| Linux x86 - Agent Software Unavailable

Linux x86-64

| Mirosoft Windows (32-bit) - Agent Software Unavailable
Microsoft Windows x64 (64-bit) - Agent Sof L e
| Orade Solaris on SPARC (64-bit) - Agent S@ble

Orade Solaris on x86-64 (6+bit) - Agent Softwvare Unavaiiable

@TIP The Earget hosts pl_atform s defaulted based on a combination of factors, induding hints received from automated discovery and the platform of the OMS
host. The default is 2 suggestion, however, we recommend you to check the platform details before processing to the next step.

& TIP If the platform name is appended with "Agent Software Unavadable®, then download the software for that platform using Seif Update

Figure 2-41. Adding host targets
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5. Enter the directory where the agent software will be installed. Click the blue plus sign next
to the Named Credential option to add a credential for the host. In the Create New Named
Credential dialog box that displays, give the credential a meaningful name and then click
OK to save it (see Figure 2-42).

T?\dd Target

—— .
Host and Platform Instaliation Details Review
Add Host Targets : Installation Details

On this screen, select each row from the following table and provide the instaliation details in the Installation Details section.

>|Deployment Type

L Platform e AgentSoﬂ;areVersion Host; -
Linux x86-64 12.1.0.2.0 repositorydb. testdomain.com

Create new tlamed Credential
Enter the user name and password you want to save as a Named Credential.

* UserName o;ade
*password | eesese
- . . *Confirm Passord | ssssss
"Lilwx x86-64 * Mistallativn Details; s
RunPriviege | Sudo l=  Runas|root

* Installation Base Direcl¥, | yu0L/BEPD/ageiit
* Instance Directory | fup 1!app/agent/agent:'mst
* Named Credential |?*C?_u' C&' OK | Cencel |

Privileged Delegetior Setting | /usrjon/sudo -u /eRUNBS % B OMMAND %

[4) save As | NC_HOST_REPOSITORYDB

Rort 572
Figure 2-42. Creating a new named credential

6. Using named credentials provides an additional layer of security. An administrator can
create named credentials for operators so they can use the login information without
knowing the actual username and password associated with it. Click Next to review the
configuration details, shown in Figure 2-43.

Tip Oracle recommends configuring privilege delegation (i.e., giving sudo permission to the management agent user).
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ORACLE Enterprise Manager Cloud Control 12¢

Add Target

Host and Platform Installation Details Review
Add Host Targets : Review

Review the details you have provided for this deployment session and dick Deploy Agent.

Session Name ADD_HOST_SYSMAN_Oct_8_2012_3:28:17_PM_EEST
Deployment Type Fresh Agent Install
OMS Host doudcontrol12.testdomain.com
OMS Upload Port 4900

Host Information

Linux x86-64
Hosts repositorydb. testdomain.com
Agent Software version 12.1.0.2.0
Installation Base Directory fu01/app/agent
Instance Directory fuO1/app/fagentfagent_inst
Port 3872
Named Credential NC_HOST_REPOSITORYDB:SYSMAN
Privileged Delegation Setting fusr/binfsudo -u %RUNAS% %COMMAND %
Preinstallation Script  Not Provided
Postinstallation Script  Not Provided
Additional Parameters Not Provided

Figure 2-43. Review of agent installation

7.  Click the Deploy Agent button in the upper right of the console to start the deployment
process.

Agent deployment is completed (see Figure 2-44). Now you can add nonhost targets that are on this server (such
as Oracle Database) to the Enterprise Manager system.
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& Enterprise ~ @) Targets » i Favarites v @ Hstory v

Add Host Status

7 Agent Deployment Succeeded
Agent Deployment Summary : ADD_HOST_SYSMAN_Oct_8_2012_8:28:17_PM_EEST

~ [pratform |Host Initiskzaton
¢ xB6-64 repositorydo. testdoman. com 04

Agent Deployment Details : repositorydb.testdomain.com

> Initialization Details
> Remote Prerequisite Check Details

W Agent Deployment Details

OMS Log Locaton  doudcontrol 12, testdoman.com: ful 1/appMiddiev.arefgc_inst/em/EMGC_OMS 1/sysman/agentpush//2012-10-8_20-28-17-PM/appi epositor om_deploy. ot
-] Show only warrings and faiurcf
‘Deployment Phase Name Status |Exror “aise Recommendation
[installavon and Confiquration R
Secure Agent 4
|Root.sh Kd
|Cotect Log 7.
Clean up z

Figure 2-44. Agent deployment summary

As mentioned before, the Add Host Targets Wizard is the recommended way to deploy agents. However, if your
target hosts do not have SSH service enabled, or if you want to delegate agent installation to system administrators,
you may use other methods such as creating an RPM package of agents, or using AgentPull or agentDeploy scripts.

Using RPM
This section outlines the process for deploying the agent via RPM. Follow these steps:

1. Tobe able to create RPM packages, you need to create the directory /usr/1lib/oracle on
the OMS server, if it doesn’t exist already. Log in as the ROOT user and run the following
commands:

[root@cloudcontroli2 ~]# mkdir /usr/lib/oracle
[root@cloudcontroli2 ~]# chmod 777 /usr/lib/oracle

2. Install the rpm-build package on the OMS host:
[root@cloudcontroli2 ~]# yum install rpm-build
3. Login to the OMS host as the ORACLE user, and log in to the OMS using EMCLI:

[oracle@cloudcontroli2 ~]$ /uo1/app/Middleware/oms/bin/emcli login -username=sysman
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Note The user SYSMAN is the default Super Administrator account of Oracle Enterprise Manager.

4. Synchronize EMCLI:
[oracle@cloudcontrol12 ~]$ /u01/app/Middleware/oms/bin/emcli sync
5. List the platforms for which the management agent software is available on the OMS host:

[oracle@cloudcontrol12 ~]$ /u01/app/Middleware/oms/bin/emcli get_supported platforms
Getting list of platforms ...

Check the logs at /u01/app/Middleware/gc_inst/em/EMGC_OMS1/sysman/emcli/setup/.emcli/agent.log
About to access self-update code path to retrieve the platforms list..

Getting Platforms list

Version = 12.1.0.2.0

Platform = Linux x86-64

Platforms list displayed successfully.

Asyou see, only the Linux x64 agent is available right now. You can always download
additional agents by using the Self Update screen of Enterprise Manager.

6. Issue the following command to create and download the RPM file of the management
agent from the Oracle Software Library to a directory on the OMS host:

[oracle@cloudcontroli2 ~]$ /u01/app/Middleware/oms/bin/emcli get agentimage rpm \
-destination=/home/oracle -platform="Linux x86-64" -version=12.1.0.2.0

Agent Image copied successfully...

Creation of RPM started...

RPM creation successful.

Agent image to rpm conversion completed successfully

7. You can copy the RPM put in the /home/oracle directory on the OMS server to the target
system in order to deploy the agent. We assume that you have already created a user for
the agent on the target system. If you installed the oracle-validated package on the
target system, the ORACLE user and OINSTALL group are already created.

[oracle@cloudcontroli2 ~]$ scp oracle-agt-12.1.0.2.0-1.0.x86_64.rpm \

oracle@target.testdomain.com:/home/oracle/

oracle@target.testdomain.com's password:

oracle-agt-12.1.0.2.0-1.0.x86_64.rpm 59% 133MB 15.4MB/s  00:05 ETA
8. Login as ROOT on the target system and install the RPM:

[root@target ~]# cd /home/oracle
[root@target ~]# rpm -i oracle-agt-12.1.0.2.0-1.0.x86_64.rpm
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9. Now youneed to edit the /usr/1ib/oracle/agent/agent.properties file according to
your Enterprise Manager installation and run /etc/init.d/oracle-agt:

[root@target ~]# vi /usr/lib/oracle/agent/agent.properties
OMS_HOST=cloudcontroli2.testdomain.com

OMS_PORT=7799

AGENT_REGISTRATION PASSWORD=<registration_password>

AGENT_USERNAME=oracle

AGENT_GROUP=0install

AGENT_PORT=3872

ORACLE_HOSTNAME=target.testdomain.com

[root@target ~]# /etc/init.d/oracle-agt RESPONSE_FILE=/usr/lib/oracle/agent/agent.properties

10. Check whether the agent is up:

[oracle@target ~]$ /usr/lib/oracle/agent/core/12.1.0.2.0/bin/emctl status agent
Oracle Enterprise Manager Cloud Control 12c Release 2
Copyright (c) 1996, 2012 Oracle Corporation. All rights reserved.

Agent Version : 12.1.0.2.0

OMS Version : 12.1.0.2.0

Protocol Version : 12.1.0.1.0

Agent Home : /usr/lib/oracle/agent/agent_inst
Agent Binaries : /usr/lib/oracle/agent/core/12.1.0.2.0

Agent Process ID : 5323
Parent Process ID : 5283

Agent URL : https://target.testdomain.com:3872/emd/main/
Repository URL : https://cloudcontroli2.testdomain.com:4900/empbs/upload
Started at 1 2012-10-12 03:44:47

Started by user : oracle

Last Reload : (none)

Last successful upload 1 2012-10-12 03:47:06
Last attempted upload 1 2012-10-12 03:47:06
Total Megabytes of XML files uploaded so far : 0.01

Number of XML files pending upload : 0

Size of XML files pending upload(MB) : 0

Available disk space on upload filesystem T 91.52%

Collection Status : Collections enabled
Heartbeat Status : Ok

Last attempted heartbeat to OMS 1 2012-10-12 03:47:00
Last successful heartbeat to OMS 1 2012-10-12 03:47:00
Next scheduled heartbeat to OMS 1 2012-10-12 03:48:00

Agent is Running and Ready

Asyou see, the agent is deployed and running successfully.
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Using the AgentPull Script
To use the AgentPull script, follow these steps:

1. Youneed to create a user for the management agent, create the required directories, and
give permission to the new management agent user. In this example, you will create the
ORACLE user, so log in as ROOT and run the following commands:

[root@target ~]# groupadd oinstall

[root@target ~]# groupadd dba

[root@target ~]# useradd -g oinstall -G dba oracle
[root@target ~]# passwd oracle

[root@target ~]# mkdir -p /u01/agent

[root@target ~]# chown -R oracle:oinstall /u01/agent

If there’s already an ORACLE user (and you want to use it for the management agent), you
don’t need to drop and re-create it.

2. After you create the mandatory directories, open an X Window session as the ORACLE
(management agent) user and download the AgentPull script from the OMS.

If the target host runs on a Unix box, access the following URL from the host:
https://<OMS_HOST>:<OMS_PORT>/em/install/getAgentImage

For example:
https://cloudcontroli2.testdomain.com:7799/em/install/getAgentImage

If the destination host runs on Microsoft Windows, access the following URL from the host,
which adds ?script=bat to the end of the previous URL:

https://cloudcontroli2.testdomain.com:7799/em/install/getAgentImage?script=bat
3. It'salso possible to download the AgentPull. sh script with curl or wget. To download
the script using wget, issue the following commands. Notice that you download
getAgentImage, and then change the name to AgentPull. sh.
[root@target ~]# wget https://cloudcontroli2.testdomain.com:7799/em/install/getAgentImage
--no-check-certificate
[root@target ~]# mv getAgentImage AgentPull.sh

To download via curl, issue the following command:

[root@target ~]# curl "https://cloudcontroli2.testdomain.com:7799/em/install/getAgentImage"
--insecure -o agentPull.sh

Note The preceding wget and curl examples actually download a file named getAgentImage. The file is then
renamed after the download (wget) or as part of the downlad process (curl). The file is renamed to AgentPull. sh.
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4. Make the AgentPull.sh script executable:
[oracle@target ~]$ chmod +x AgentPull.sh
5. Check available platforms:

[oracle@target ~]$ ./AgentPull.sh -showPlatforms
Platforms Version
Linux x86-64 12.1.0.2.0

6. To use the AgentPull script, create a response file—for example, agent.rsp (in any
location on the destination host, preferably in the same directory as the AgentPull script):

[oracle@target ~]$ vi agent.rsp

LOGIN_USER=sysman

LOGIN_PASSWORD=<sysman_password>

PLATFORM="Linux x86-64"

VERSION=12.1.0.2.0

AGENT_REGISTRATION PASSWORD=<registration_password>

7. Thenrun the AgentPull script:
[oracle@target ~]$ ./AgentPull.sh RSPFILE_LOC=/home/oracle/agent.rsp AGENT_BASE_DIR=/u01/agent

8.  After the script successfully completes, open a new terminal window, log in as ROOT,
and run the configuration scripts (the locations of the scripts are written in the output of
AgentPull.sh):

[root@target ~]# /u01/agent/core/12.1.0.2.0/root.sh

Finished product-specific root actions.

/etc exist

Finished product-specific root actions.

[root@target ~]# /u01/app/oralnventory/orainstRoot.sh

Changing permissions of /u01/app/oralnventory

Adding read,write permissions for group,Removing read,write,execute permissions for world.
Changing groupname of /u01/app/oralnventory to oinstall.

The execution of the script is complete

After you execute the script, agent deployment is completed.

Using the agentDeploy Script
To deploy a management agent by using the agentDeploy script, follow these steps:

1. Create a user for the management agent, create the required directories, and give
permission to the management agent user. We assume that you are creating the ORACLE
user, so log in as ROOT and run the following commands:

[root@target ~]# groupadd oinstall

[root@target ~]# groupadd dba

[root@target ~]# useradd -g oinstall -G dba oracle
[root@target ~]# passwd oracle
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[root@target ~]# mkdir -p /uo01/agent
[root@target ~]# chown -R oracle:oinstall /u01/agent

If there’s an already existing ORACLE user (and you want to use it for the management
agent), you don’t need to drop and re-create it.

2. Login to the OMS host as the ORACLE user, and log in to OEM using EMCLI:
[oracle@cloudcontroli2 ~]$ /uoil/app/Middleware/oms/bin/emcli login -username=sysman
3. Synchronize EMCLI:
[oracle@cloudcontroli12 ~]$ /u01/app/Middleware/oms/bin/emcli sync
4. List the platforms for which the management agent software is available on the OMS host:

[oracle@cloudcontrol12 ~]$ /u01/app/Middleware/oms/bin/emcli get_supported platforms
Getting list of platforms ...

Check the logs at /u01/app/Middleware/gc_inst/em/EMGC_OMS1/sysman/emcli/setup/.emcli/agent.log
About to access self-update code path to retrieve the platforms list..

Getting Platforms list

Version = 12.1.0.2.0

Platform = Linux x86-64

Platforms list displayed successfully.
5. Download the management agent software to a directory on the OMS host:

[oracle@cloudcontroli12 ~]$ /u01/app/Middleware/oms/bin/emcli get agentimage
-destination=/home/oracle -platform="Linux x86-64" -version=12.1.0.2.0

6. The command downloads the core management agent software to the destination
directory (/home/oracle). For example, for Linux x86-64, you will see the file
12.1.0.2.0_AgentCore_226.zip.

7. Transfer this file to the target server:

[oracle@cloudcontroli2 ~]$ scp 12.1.0.2.0 AgentCore 226.zip \
oracle@target.testdomain.com:/home/oracle/

8. Login to the target server and extract the zip file:

[oracle@target ~]$ unzip 12.1.0.2.0 AgentCore 226.zip -d agentsetup
Archive: 12.1.0.2.0_AgentCore_226.zip
inflating: agentsetup/unzip
inflating: agentsetup/agentDeploy.sh
inflating: agentsetup/agentimage.properties
inflating: agentsetup/agent.rsp
extracting: agentsetup/agentcoreimage.zip
extracting: agentsetup/12.1.0.2.0 PluginsOneoffs 226.zip
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Enter the agentsetup directory and edit the agent response file:

[oracle@target ~]$ cd agentsetup/
[oracle@target agentsetup]$ vi agent.rsp

Enter the following values:

OMS_HOST=cloudcontroli2.testdomain.com
EM_UPLOAD_PORT=4900

AGENT_REGISTRATION_ PASSWORD=<registration_password>
AGENT_INSTANCE_HOME=/u01/agent

AGENT_PORT=3872

b_startAgent=true
ORACLE_HOSTNAME=target.testdomain.com
s_agentHomeName="agent12gR2"

Run the agentDeploy. sh script to deploy the agent:

INSTALLATION AND AGENT DEPLOYMENT

./agentDeploy.sh RESPONSE_FILE=/home/oracle/agentsetup/agent.rsp AGENT_BASE_DIR=/u01/agent

After the script successfully completes, open a new terminal window, log in as RO0T,
and run the configuration script (the location of the script is written in the output of

agentDeploy.sh):

[root@target ~]# /u01l/agent/core/12.1.0.2.0/root.sh
Finished product-specific root actions.

/etc exist

Finished product-specific root actions.

Check the agent’s status:

[oracle@target agentsetup]$ /u0i/agent/core/12.1.0.2.0/bin/emctl status agent

Oracle Enterprise Manager Cloud Control 12c Release 2

Copyright (c) 1996, 2012 Oracle Corporation. All rights reserved.

Agent Version 1 12.1.0.2.0
OMS Version :12.1.0.2.0
Protocol Version : 12.1.0.1.0
Agent Home : /uo1/agent
Agent Binaries : /u01/agent/core/12.1.0.2.0

Agent Process ID : 14620
Parent Process ID : 14578

Agent URL : https://target.testdomain.com:3872/emd/main/

Repository URL : https://cloudcontroli2.testdomain.com:4900/empbs/upload
Started at 1 2012-10-12 06:10:12

Started by user : oracle

Last Reload : (none)

Last successful upload 1 2012-10-12 06:12:57

Last attempted upload 1 2012-10-12 06:12:57

Total Megabytes of XML files uploaded so far : 0.01
Number of XML files pending upload : 0
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Size of XML files pending upload(MB) : 0

Available disk space on upload filesystem : 89.15%

Collection Status : Collections enabled
Heartbeat Status : 0k

Last attempted heartbeat to OMS 1 2012-10-12 06:13:26
Last successful heartbeat to OMS 1 2012-10-12 06:13:26
Next scheduled heartbeat to OMS : 2012-10-12 06:14:26

Agent is Running and Ready

So the agent is installed and running.

Summary

In this chapter, you learned how to install the management repository and Oracle Enterprise Manager Cloud Control.
You also learned various agent deployment methods. After deploying agents, you may discover targets (such as Oracle
Database, Middleware, and applications) on hosts.
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CHAPTER 3

Management of the OMS
and Repository

by Pete Sharman

Now that we've covered the options for installing Enterprise Manager Cloud Control 12¢, including agent deployment,
it’s time to look at what you need to do to maintain your EM infrastructure. As discussed in Chapter 1, Enterprise
Manager is composed of three main moving parts: the Oracle Management Agent, Oracle Management Service, and
Oracle Management Repository. Let’s examine each in turn.

Oracle Management Agent

Agent management is one area that has become much more straightforward with the 12c release of Enterprise
Manager. In previous releases, agent management had to be performed from the command line, through the EMCTL
or EMCLI tools. Although in the 12c release you can still use the command line interfaces to manage your agents,
much of the management can also be done through the Cloud Control console. This section covers the use of the
console first, and then comes back to the command-line interfaces.

Agent Management with the Console

To access the agent management functionality from the Cloud Control console, from the Setup menu choose Manage
Cloud Control » Agents, as shown in Figure 3-1.
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Help ~ § PSHARMAN ~ | Lo

Search Ta Add Target v |
Extensibility v !
Proxy Settings !

Security 4

Inddents »

= Notifications »
) Cloud » |
Provisioning and Patching »
My Orade Support 2 |

Application Performance Management

Health Qverview [ Manage Cloud Control ] »

Repository Command Line Interface

[} Management Packs 4

Management Services

Upgrade Agents
Post Upgrade Tasks

Figure 3-1. Selecting agent management in the Cloud Control console

This takes you to the Agents page, shown in Figure 3-2. By default, this page shows you the status of all the
agents in your system, but you can select an option to show just those agents that are up, under blackout, unreachable,
and so on.

ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise v @ Targets o Favorites v & History v

Manage Aoud Control

Agents
Showing: All(30) @ Up (26) @5 Under Blackout (0) {% Agent Unreachable (4) (D Status Pending (0) Biocked (0) Misconfigured (0) Upgradable (2) Not Upgradaole (2)
view v | RyBlock ¢ Unblock @ StartUp... [BShutDown... [G)Restart... @ Seaure... PgUnsecure...  (§) Reseaure... &2 Properties. . B | fiDetach
lName |Secure Upload |Status e um ml- - ".ast Successful Load I ngi:;r:él TBarrogl;eg
[ ves 0 1 0 0 Mar 16, 2013 5:41:15 PM PDT 114, of
| v (€@ 0 0 0 0 Mar 16, 2013 5:40:31 PM PDT_ 3! o|
| Yes iy 0 0 0 0 Mar 16, 2013 5:40:41 PM PDT_ 9|
| | Yes @ 0 1 0 0 Mar 16, 2013 5:38:41PM PDT 101 o
| | Yes @ 0 Mar 16, 2013 5:41:23 PM PDT 5 o
1 . ) | Yes ﬁ 0 8 0 0. Mar 16, 2013 5:44:02 PM PDT 874| 17|

Figure 3-2. The Agents page
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Tip The values of Upgradable and Not Upgradable are present only if you have upgraded your OMS from 12.1.0.1 to
12.1.0.2. Upgrading the OMS, of course, does not upgrade the agents as well. However, you can mass-upgrade agents
from the console in EM12c by clicking Upgradable, selecting the agents to upgrade, and clicking the Upgrade button.

You can also select specific agents (by holding down the Ctrl key while selecting) or a range of agents
(by holding Shift while selecting) to perform operations on, such as starting, shutting down, securing, and so forth.
These fairly straightforward operations are covered well in Oracle’s documentation for the Enterprise Manager
product, and so are not covered further here.

Tip One trap that new users often fall into when first using the EM12c¢ user interface is not clicking the correct part
of the screen. Note that the agent names are hyperlinks, so clicking the name of an agent will take you to that particular
agent's home page. If you want to select the agent and stay on this page to perform specific operations, either click the
column to the left of the agent name, as seen in Figure 3-2, or click in the agent column but to the right of the hyperlink.

Controlling Multiple Agents at the Same Time

The ability to select multiple agents to perform operations on is one of the major enhancements from previous
releases in this part of EM12c. This capability enables administrators to make changes to multiple agents at one
time, instead of one by one. For example, let’s say you want to change the upload interval at which a group of agents
uploads accumulated data files to a smaller value, because these agents monitor your more critical systems. All you
need to do is select the agents you want to modify and click the Properties icon, as shown at the right of Figure 3-2.
This starts the Create ‘Agents Configuration Operation’ job workflow, as shown in Figure 3-3.

ireate ‘Agenrsu)nﬁguratlon vperation’ Jop

{cancel |{subm |
General  Parameters  Credentials = Schedule = Access
*Name | AGENTS_PROPERTIES_2013_MAR_16_18_10_22
Description | This job updates the modified properties in the agents
Target Type Agent
Target
Add individual targets or one composite target, such as a Group.
Remove | A_de
Select Al l Select None
Select | Name 4 Type | Host | Time Zone
O 72 Agent ) nGr_eenwid1 Me_an Time
O 3872 Agent Greenwich Mean Time
O 3872 Agent Greenwich Mean Time
D 3872 Agent Greenwich Mean Time
D 3872 Agent Greenwich Mean Time
Cancel | submit |
Figure 3-3. The first step of the Create Agents Configuration Operation’ job workflow
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Notice that none of the agents are initially selected. Therefore, you select the agents you want (or just click Select All
to select all of them) and then click the Parameters tab. This brings up a long list of agent properties you can change, as
shown in Figure 3-4. Scroll down to the UploadInterval parameter and enter a value in minutes for how frequently you
want the agents to upload. In Figure 3-4, the value is set to upload every 5 minutes (from the default of 15 minutes).

[UploadIntervaI |5 I Maximum interval at which agent uploads accumulated data files, in minutes.
UploadTimeout l Time to wait for an upload request response, in seconds.
UploadWaitTime l The maximum amount of time to wait for an on-demand upload to finish, in seconds.
UploadWait l After a first failed upload attempt, the time to wait before retrying, in seconds.

|

After each failed upload attempt, the percentage by which the Uploadwait time will be

UploadFailBackoffPct increased.

Figure 3-4. Changing the UploadInterval parameter

You could schedule this to occur at a later time (for example, an allocated maintenance time) by using the
Schedule tab. However, if you don’t need to schedule this job to run later, you can simply click Submit. You are then
returned to the Agents page and provided with an informational message that the job has been submitted, along with
a link to check progress of the job.

Using an Agent’s Home Page

From the Agents page just described, you can go to the home page for a specific agent, by clicking the agent name.
(You can also reach an agent’s home page by selecting the agent from the All Targets page.) The OMS makes a
connection to the agent and displays a variety of more-detailed information for that specific agent, including the
following:

Summary region: This provides details such as the agent’s availability and status. Of
particular interest in this region is the list indicating which management plug-ins are
deployed in this agent, as shown in Figure 3-5. (Remember, agents contain plug-ins only
for targets that are present on the machine, so it can be useful to see which plug-ins are
deployed.)
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Configuration
fu01/homefem12. 1fagent
fcoref12.1.0.2.0

Agent State fu01/homefem12. 1fagent
Directory fagent_inst

Oracle Home

@ Orade Home and Patch Details

Plugins Metric Extensions

View v | 7 | igfiDetach

|Plugin Name Versio
Orade E-Business Suite 1210~
Orade Jdedwards EnterpriseOne 12.1.¢
Orade Audit Vault 12.1.¢
Orade Exadata 12.1.C
Orade Enterprise Taxation and Policy Man 12, 1.C
Orade Beacon 12.1.C
Orade Database 12.1.C
Orade Siebel 12,1.C
Orade Fusion Applications 12.1.C
Orade Fusion Middieware 12.1.(v
< >

Figure 3-5. List of plug-ins installed for an agent

Monitoring region: This shows details of the targets being monitored by this agent, metric
issues for these targets, and the top collections for them.

Performance and Usage region: This details how well the agent itself has been performing,
as shown in Figure 3-6. You should be aware of several important items in this region:

e  Atfirst glance, the graphs can be confusing because the y axis seems to have no units of
measurement. In fact, the units are there, just in the caption for each graph.

e Theyaxisis scaled, based on the results. That means that performance can look worse
than it really is. For example, the upload rate in Figure 3-6 looks bad at first glance, but it
reaches a maximum of just over 0.5 KB/sec, which is clearly not a problem!

e Sometimes you need to look at two graphs to see an issue. Using that same upload rate
graph, performance is an issue only when the upload backlog (the graph to the right of
the upload rate) is increasing while the upload rate isn’t increasing.

e  Bylooking at the Collection Performance graph, you can determine when an agent
is reaching the maximum number of targets it can monitor. As you can see in the tip
underneath the agent, when the value on the y axis approaches 100, the agent is reaching
capacity. This is probably not something you'll see often. (The agent in this case was
monitoring 114 targets, yet the percentage of the collection interval spent in execution is
averaging slightly under 0.02, which is a long way off 100!)
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| a L4
W Upload Rate (KB/sec)

12 PM 04 08

Table View

@ TIP If backlog is consistently increasing and upload rate does not
increase, dick below link to see overall upioad performance of all
agents and you can identify whether this is a systemic issue or an
issue with this particular agent.

Click here for Overall upload performance
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Table View
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more targets.
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Figure 3-6. Performance and Usage region from the agent home page

Resource Consumption region: This provides information on the CPU and Java heap
utilization for the agent, as shown in Figure 3-7. Again, this is something that usually
should not be problematic, but having the information is useful in case you do see

an issue here.
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Figure 3-7. The Resource Consumption region of the agent home page

Incidents region: This displays the list of incidents recorded for the agent. (Incident
management is covered in more detail in Chapter 12, and so is not covered here.)

The other area of interest on the agent home page is the Agent menu, shown in Figure 3-8. From here, the most
interesting selections you can drill into are as follows:

Monitoring: This shows details of metrics, metric settings, metric collection errors,

status and alert history, and blackouts, as well as providing access to the Incident
Manager console.

Diagnostics: This links into the Support Workbench to allow you to package details of
recent problems or incidents for uploading to My Oracle Support.

Control: This provides the relevant links to shut down or restart the agent, or to end a
blackout.
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T agent

Home

Monitoring 4
Diagnostics 4
Control »
Job Activity

Information Publisher Reports

Resecure...

Upload Metric Data
Resynchronization...

Properties

Configuration 4

Compliance 4
Target Setup 4
Target Information

Figure 3-8. The Agent menu from the agent home page

Using the EM Agent Browser

The EM agent browser is another graphical user interface (GUI) that was developed several releases ago to access
the agent while the OMS was being built. It was disabled by default in versions 10g and 11g, but seems to be available
again in 12c. Whether that continues to be the case remains to be seen. Nevertheless, it can be very useful to you

if your agent is stuck in a pending state (though that can also be cleared via the console) or if some metrics are not
being collected.

To reach the agent browser, you use a URL of the form https://<agent_host_name>:<agent_port _number>/emd/
browser/main (for example, https://emi2c.acme.com:3872/emd/browser). You are then prompted for a user ID and
password, either for the agent owner or root (in a Unix environment). That brings up a screen like that shown
in Figure 3-9.
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AT
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Copyright (c) 1996, 2012. Oracle and/or its affiliates. All rights reserved.
Dracle is a registered trademark of Oracle Corporation and/or its affiliates.

Other names mav be trademarks of their'respective owners, Warning: Unauthorized access is strictly prohibited.

Figure 3-9. The Agent browser

Many of the emctl commands described in the upcoming section “The EMCTL Utility” are available via this
browser interface as well. One of the more interesting ones is the command to take a system state dump for the agent,
which can be particularly useful in debugging the status of a problematic agent. To take a system state dump, you
simply click the link System State Dumps, as shown in Figure 3-9, and then click Perform System Dump in the window
that opens. Be aware that this may take some time to generate, and it also generates quite a large XML file, which for
space reasons is not shown here.

Agent Management with the Command Line

Of course, all the areas you just looked at are available from the command line as well. Enterprise Manager has two
command-line interfaces: EMCTL and EMCLI. Let’s look at each in turn.

The EMCTL Utility

The Enterprise Manager Control utility (EMCTL) is mainly used—surprise, surprise!—for control of the different
parts of the EM infrastructure. Because this section is about the management agent, discussion is restricted here to
functions used with the agent. You'll need to ensure that you're using EMCTL from the agent home page to use these
commands. Use emctl getemhome to validate this, because it can be easy to get confused about which emct1 you
are using!

Many of the emctl commands remain unchanged from previous releases. Just for completeness, though,
Table 3-1 shows a list of the more frequently used emctl commands for management agents.
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Table 3-1. emctl Commands

Command

Description

emctl clearstate

emctl clearsudoprops
emctl config [agent] listtargets [<EM loc>]
emctl config agent getSupportedTZ

emctl config agent getTz

emctl control agent runCollection
<target_name>:<target type> <metric_name>

emctl deploy agent [-s <install-password>]
[-0 <omshostname:consoleSrvPort>] [-S]
<deploy-dir> <deploy-hostname>:<port>
<source-hostname>

emct]l dumpstate agent <component> . . .

emctl gensudoprops
emctl getemhome
emctl getversion agent

emctl listplugins agent

emctl pingOMS [agent]

emctl reload agent dynamicproperties
[<Target_name>:<Target Type>]...

emctl resetTZ agent

emctl secure agent [registration password]

emctl start agent

emctl start blackout <Blackoutname>
[-nodelLevel] [<Target name>[:<Target_
Type>]].... [-d <Duration>]

emctl status agent

Clears the state directory contents. Files located under
$ORACLE_HOME/sysman/emd/state will be deleted by this
command.

Clears the sudo properties for the agent.
Lists all targets present in targets.xml.

Shows the supported time zone based on the setting in the
environment.

Shows the current time zone set in the environment.

Manually runs the collections for a particular metric of a target.

Creates and deploys only the agent.

Generates dumps for the agent, allowing you to analyze CPU or
memory issues for the agent.

Generates the sudo properties of the agent.
Prints the agent home directory.
Prints the version of the agent.

Lists plug-ins deployed on the agent, their versions, and
installation directories.

Pings the OMS to check whether the agent is able to reach the
OMS, and waits for the reverse ping from the OMS so that the
agent can say the pingOMS is successful.

Recomputes and generates dynamic properties for a specified
target and generates the dynamic properties for the target.

Resets the time zone of the agent. You need to do the following:
1. Stop the agent first.

2. Run this command to change the current time zone to
a different time zone.

3. Restart the agent.

Secures the agent against an OMS. This will prompt for the
registration password.

Starts the management agent.

Starts blackout on a target.

Shows the status of the agent.
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Command

Description

emctl status agent cpu [-depth n | -full_
cpu_report]

emctl status agent dbconnections
emctl status agent jobs

emctl status agent mcache <target
name>,<target type>,<metric>

emctl status agent scheduler

emctl status agent -secure

emctl status agent target <target
name>,<target type>,<metric>

emctl status blackout [<Target
name>[ :<Target Type>]]....

emctl stop agent
emctl stop blackout <Blackoutname>

emctl unsecure agent

emctl verifykey

Provides CPU statistics (either a top-n listing using depth or
full details). Requires topMetricReporter=true to be set
in emd.properties.

Shows the contents of the DBConnection Cache.
Shows the status of the jobs that are currently running.

Shows the metric names that have values in the metric cache.

Shows all scheduled, ready, or running collection threads.

Shows whether the agent is running in secure mode, as well as
the security of the OMS it is reporting to.

Shows detailed status of the specific targets in the order of
target name, target type.

Provides the status of the blackout of the target.

Stops the management agent.

Stops the blackout that was started on a particular target. Only
blackouts that are started by the EMCTL tool can be stopped
using EMCTL.

Unsecures the agent. Generally, this isn’t a recommended
practice.

Verifies the communication between the OMS and agent by
sending pingOMS.

When you run an emctl command, the output from that command is captured in the emctl. log file, located
under the $AGENT_HOME/agent_inst/sysman/log directory. (Some commands also display their output to stdout.)
More details on agent log and trace files are given in the upcoming section cleverly named “Agent Log and Trace Files.”

The EMCLI Utility

Before you look at agent log and trace files in more detail, though, let’s examine the other command-line utility for
managing agents, the Enterprise Manager Command Line Interface utility (EMCLI). The EMCLI utility is mainly used
for automating commands that need to be executed against a large number of targets, because scripting this can be
much faster than selecting each target to process the operation on via the EM console.

As an example, let’s say you have a group of Production databases called ProdDB that are administered by
someone who is leaving the organization. If you have 500 databases in that group, you wouldn’t want to update the
Contact lifecycle properties one by one. Instead, you could do the following:

emcli set target property value -property records="ProdDB:composite:Contact:psharman”

-propagate_to_members
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This changes the contact details to the psharman user ID for all 500 databases in one fell swoop.

One of the main advantages of using EMCLI over EMCTL, though, is that EMCLI has a client that can be installed
on any system that can reach the OMS. That means it can be executed anywhere in your managed environment.
Many Cloud Control administrators install EMCLI on their local machine, for example. EMCLI also allows you to call
custom scripts such as TCL, Perl, SQL, or OS scripts.

From an architectural perspective, there are two parts to EMCLIL There is the EMCLI client (the part that you
install where you want to) and an OMS extension, which is automatically installed in the OMS. The Java-based client
sends command requests using emc1i verbs to the OMS extension, which passes them on to the OMS to action. These
verbs are plug-in extensions that contain the relevant command and options.

Installation of the EM CLI client is done by first downloading the EMCLI kit to the location where you want to
install it. The kit can be downloaded from the EM console, by choosing Command Line Interface from the Setup
menu, as shown in Figure 3-10.

JEREBRY Hep v | 5 PSHARMAN v | Lc

Add Target 4
Extensibility »
Proxy Settings

Security 4
Incidents 4
Notifications »
Cloud 4
Provisioning and Patching »
My Oracle Support »

Application Performance Management

Manage Cloud Control 4

Command Line Interface

Management Packs 4
Figure 3-10. Accessing the EM CLI kit

Once you have downloaded and installed the EM CLI kit, you have access to only a few of the basic verbs, such as
help, login, logout, and setup. To set up the client completely, you need to execute the command emcli setup.
At a minimum, you need to pass parameters for the EM console and username that you want to use for logging in with
emcli (this username is the one you normally log into the console with), but I find it useful sometimes to include the
-autologin parameter. This parameter ensures that you are automatically logged back in if your session times out.

Caution Use the -autologin parameter only if the workstation you are installing the client on is secured, particularly
if the username you also pass in has Super Administrator—level access.
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As an example, here’s a command executed to complete setup on a local workstation:
$ ./emcli setup -url=https://emi2.acme.com/em -username=psharman -autologin

Once the command completes, you will have access to all the verbs EMCLI recognizes. There are way too many
to describe here, but executing the command emc1i help will list them for you. It provides quite a long listing, so you
may want to redirect the output to a file for easier perusal. You can get detailed help on any particular verb by passing
that verb as an argument to the help command. For example, encli help setup gives you more detailed help on
the setup verb. There is also a complete manual on the EMCLI utility available in the EM12c documentation set
(http://docs.oracle.com/cd/E24628 01/em.121/e17786/toc.htm).

Agent Log and Trace Files

When you install a management agent, you are prompted for an AGENT_BASE directory. This directory is similar to
the ORACLE_BASE directory used in database installations. Underneath it, you will find the agent instance directory
(agent_inst, which contains all the agent-related configuration files), as well as the management agent home. The
management agent home will be <AGENT_BASE>/core/12.1.0.2.0. Obviously, the version number in the directory
name reflects the version number for the agent, so depending on your installation, this number may differ from the
example just given. Most of the agent log and trace files you will need are found somewhere under this management
agent home directory. Some of the directories you may need to look at to find information are shown in Table 3-2.

In this table, <AGENT_HOME> refers to the management agent home (for example, <AGENT_BASE>/core/12.1.0.2.0),
while <AGENT_INST> refers to the agent instance directory (for example, KAGENT_BASE>/agent_inst).

Table 3-2. Locations of Agent Log and Trace Files

Type of Information Location

Agent heartbeat history <AGENT_INST>/sysman/log/gcagent.log

Agent startup information for both agent <AGENT_INST>/sysman/log/emagent.nohup

and watchdog

Agent trace files <AGENT_INST>/sysman/log/*.trc

Configuration assistant errors <AGENT_HOME>/cfgtoollogs/cfgfw/CfmLogger <timestamp>.log
emct]l command output <AGENT_INST>/sysman/log/emctl.log

Errors on securing agent <AGENT_INST>/sysman/log/secure.log

System state dumps <AGENT_INST>/sysman/emd/dumps/SystemDump_<number>.xml

Note The watchdog referred to in Table 3-2 is the agent watchdog. When the agent is started, it also starts an agent
watchdog process whose role is to monitor the agent and attempt to restart it should it fail.

You can control the number and size of these files by using an emctl command. By default, the agent writes only
informational, warning, and critical messages to the trace file, but you can change the level of information written by
using the following command:

$ emctl set property agent -name "Logger.log.level" -value "<LEVEL>"
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where <LEVEL> is one of the following values—DEBUG, INFO, WARN, ERROR, or FATAL. Because this can generate large
amounts of information, you can restrict that by setting different values for -name. However, it is best to do this only
under guidance from Oracle Support, so contact them if needed.

Oracle Management Service

Let’s move on now to discuss the Oracle Management Service (OMS). As mentioned in Chapter 1, the OMS is a
web-based application that communicates with the agents and the Oracle Management Repository to collect and
store information about all the targets on the various agents. The OMS is also responsible for rendering the user
interface for the console. Like the agent, the OMS can be controlled via both the EM12c console and the command-line
utilities. Let’s start by looking at the console in more detail.

OMS Management with the Console

To manage the OMS from the console, you choose Setup » Manage Cloud Control » Management Services, as shown
in Figure 3-11.

Help v | 2f PSHARMAN ~ | Lc

Add TarQEt ’

Extensibility >
Proxy Settings
Security »
Incidents 4
Notifications ’
) " Cloud »
Provisioning and Patching »
My Orade Support »
Application Performance Management
Health Overview [Manage Cloud Control ] ¥
Repository Command Line Interfacer

Agents Management Packs 3

[ Management Services ]

Upgrade Agents
Past Upgrade Tasks |

Figure 3-11. Accessing the OMS from the EM12c console
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This takes you to the Management Services home page, shown in Figure 3-12.

Setup v Help ~

ORACLE' Enterprise Manager

z} Enterprise v @ Targets v * Favorites v

Cloud Control 12¢

@ History v

2 PSHARMAN ~ | Logout O

Search Taget Name +

Manage Cloud Control Page Refreshed Mar 31, 2013 2:21:36 AM POT (Y
Management Services &2 Configuration properties
Showing: Normal mode (2) Console only mode (0)
Weblogic Administration Server fEMGC_GCDomain/GCDomain/EMGC_ADMINSERVER @
Weblogic Administration Server Host “om
Load Balancer Configured Yes
Load Balancer Configured Console URL  https: fps w443
Load Balancer Configured Upload URL  https: 4900
view v | [ etach
._ — - 3 | Inadents | Loader Throughput|
|Nam: Version Host : Status e ] @ } A ] P ] (rows per second)
-om:4889_Managemen 12.1.0.2.0 com & (Consolefp PBSR) o 281 0 0 402.81,
R Zom:4889_Managemen 12.1.0.2.0 -om W (console i PBSER ) 1 382 1 0 562.77
Figure 3-12. The Management Services home page

In this particular environment, we have two OMSs set up, with a load balancer controlling the connections to
each one. There is actually more output to the right of this screen (CPU Usage, Heap Usage, and WebLogic Server) but
it has been trimmed to fit on the page more easily.

By clicking Configuration Properties at the top Iright you can alter the runtime behavior of the OMS by setting
properties as needed. The default setting shows you all the nondefault properties, , but you can change that to All or
Non Default at Management Server Instances by clicking the drop-down arrow on the right of the highlighted box,

as seen in Figure 3-13.

ORACILE Enterprise Manager Cloud Confrol 12¢ Setup v Help v L PSHARMAN v | Log Out 'f__J
erprise ®) Targets avo > 0 ct 1=
Configuration properties Page Refreshed Mar 31, 2013 4:01:58 PM PDT ()
This page displays the list of Orade Management Server Configuration properties. User can set these properties to alter the run-time behavior of the Management Server,
View v | |5 Set Property Value IL' Show [ Non Default . Plug-nfPlatform | Al ) w.iCategory | Al v
= I
| _ CurentSetonyg | . | . :
.I\lam_e |adc4l 10086.us.orade.cdadc4110 105 ‘us.orade.cdeﬂail Sitbng - _{)e_fault Setting | _Dynamlc
C orade.sysman. core.conn, enableEncryption TRUE TRUE ITRUE false
% orade.sysman, core.conn.statementCacheSize 50 50 50 0
[b orade.sysman.core.uifik. PublicServietEnabled true true itrue false
% orade.sysman,core.gdoader.max_recv_thread 20 20 20 20
I% orade.sysman.core .gdoader perf_update_period 60000 60000 180000 180000
Ju01/homefem12; 2: /u01/homefemiz.2-
instance instance
’% log4j. appender.emlogAppénder. File /em/EMGC_OMS1 /em/EMGC_OMS3 Not Spedified v
[sysman [sysman
flog/emoms.log _flog/emoms.log
fu01/home fem12.2- JuO1fhome fem12.2-
instance instance
|&} log4j. appender . emtrcAppender. File Jem/EMGC_OMS 1 Jem/EMGC_OMS3 Not Spedified v
/sysman Jsysman
Jogfemoms. trc flog/emoms.trc
Figure 3-13. Configuration properties for the OMS
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You can also click a property name to change it. For example, if you want to set up tracing between an agent (or
group of agents) and the OMS to diagnose problems between them, you can click the property oracle.sysman.core.
gcloader.trace_agent, and change the setting as appropriate, as shown in Figure 3-14. Depending on the property,
you can either set this value globally (for all OMSs) or for an individual OMS. This can be particularly useful if you
have more than one OMS and a problem occurs for just one of them. Note also (as highlighted in Figure 3-14) that you
can see change history for this property, including the date of previous changes, old and new values, and who made
the change.

ORACLE' Enterprise Manager Cloud Control 12¢ Setp v Help v | ;@ PSHARMAN v | Logout O

&5 Enterprise v @) Targets = o Favorites v (@ History = Search Target Name v

Configuration properties Page Refreshed Mar 31, 2013 4:11:41 PMPDT (&

Configuration properties > Set Pr
Set Property

Name o;ade.;ysman‘core‘gdoaderﬂiace;agent

;_boracle.sysman‘core.gcloader.trace_agent Details Save Cancel

Name orade.sysman.core.gdoader. trace_agent
Default Setting Not Specified
Plug-in/Platform EM Platform
Category Loader
Dynamic No
Description  List of agents for which tracing needs to be enabled between agent and Management Server.

Scope Value of this property can be set at global as well as management server level. If set at global level, it will affect all the management servers. If set at managemeiit server-
level, it will affect only that management server.

[+]

Global Setting
Override |Management Server |Configured Setting |Current Setting New Value
O P ' com:4889_Management_Service
[l = com:4889_Management_Service
[ 1Chany, 2 mistory I
—

Figure 3-14. Changing a property value for the OMS

You can see more detail on each OMS by clicking its name to go to the OMS home page. Figure 3-15 shows an
example page from a configuration having two OMSs with a load balancer in front of them . The OMS home page has
several regions. The two most important are the Summary region (which shows the status, percentage availability, and
so on) and the Incidents and Problems region (which shows a list of incidents and problems specific to this OMS).
Incident management is covered in more detail in Chapter 12.

80

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 3 MANAGEMENT OF THE OMS AND REPOSITORY

ORACL.E Enterprise Manager Cloud Control 12¢

Setup v Help v | 1§ PSHARMAN v | Dogout O

& Enterprise ~ @ Targets v ffp Favorites » @ History = Search Target Name -

== “ = com:4889_Management_Service ©® & & com

Iﬁ Orade Management Service v I @ Page Refreshed Mar 31, 2013 11:22:41 PM GMT O

Symmary B | Page nirs- e -
General 35
3¢

Status Up
Availabity (%) 100 29 i
Monitoring Agent .com: 3872 2.0
Host .com 15
Oradle Home fu01/home/em12.2/oms 1.0 -
Version 12.1.0.2.0 05
Upload Port 4889 0.0
12 AM 03 06 09 12 Ph 03 06 09
Secure Upload Port 4900 i4arch 31 5013
Upload Locked true
Console Port 7788 A = 2
Secure Console Port 7799  Page Hits (per minute)
Console Locked false Table View
I OMs mlications {2' [ Job Dispatcher W

_|Name

<

» Incidents and Problems
View Category | Al

|Summary

Figure 3-15. OMS home page

zom:4889_Management_Service_CONSOLE
zom:4889_Management_Service_PBS

| The Job Dispatcher delegates job tasks among the different Agents

Processing 94,25
Throughput (steps per .01

second)

| Seyenty |[status

o

Escalaton level” |1ype

| Time since last

The other section of the page that is of interest is the Oracle Management Service at the top left. Many of these
options are similar to those on the agent home page, so they are not covered here.

So right about now you might be wondering where all the start, stop, and status commands are available from.
These commands would cause the console to become unavailable, because the OMS is also responsible for rendering
the user interface. Therefore, these commands are executed via our old friend, EMCTL, which you'll look at in the
context of the OMS shortly. Before you do so, however, there is one more part of the GUI that you need to look at for the
OMS: the Health Overview page, shown in Figure 3-16. This page provides an overview of both the OMS and repository
operations and performance. It is accessed by choosing Setup » Manage Cloud Control » Health Overview.

www.it-ebooks.info

81


http://www.it-ebooks.info/

CHAPTER 3 MANAGEMENT OF THE OMS AND REPOSITORY

ORACL.E Enterprise Manager Cloud Contral 12¢ Setup  Help~ | 3 PSHARMAN v | Logout O
g Enterprise v Targets v oy Favorites v @ History v Search Target Name v >
es and Repository ® {2 adc4110086.us.orade.com
G OMS and Repository
Health Overview Latest Data Collected From Target HMar 31, 2013 5:16:11 PM PDT (&
Overview ‘I upload Performance
Management Services Normal mode 2 (4 2) “Upload Rate and Unloati Backlog
Console only mode 0 .
Agents 30 (22 R8) 0.25
Weblogic Administration Server /EMGC_GCDamain/GCDomain/EMGC_ADMINSERVER
Load Balancer Configured Yes 0.20
Load Balsncer Configured Console URL  https: /¢ 443
Load Balancer Configured Upload URL  htips:/# 4500 0.15
Console URL  Add
Management Service in Use ‘com:4889_Management_Service 0.10 |-
Middleware Diagnostics Managers 2 0.05
Clock Skewed Agents 1
Pending Deleted Targets 2 0.00 ~ ~ et N B A
Targets 1617 (525 a6 30 P12 G4 O 50 na3m) 517 9 12 AM 3 6 9 12 PM 3
Administrators 130 Mar 30, 2013 31 -
Repository Details B Upload Backlog (MB) [E Upload Rate (MBfsec)
Database emrep.us.orade.com
Connect Descriptor  (DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL =
TCP)HOST - w.com){PORT = 1521)) Backoff Requests
{CONNECT_DATA = (SID = emrep)))
— 12
Job System Status Console Activity o®
Status & Requests {per minute) 0 i
Job Backlog (steps) 0 (Averaged aver 5 mins) 0.8 |
Estimated Time to clear Job Backlog (Mn) 0 Reduest Processing Time (ms) 388.88 0.6
(Averaged over 5 mins) b
System Job Backlog {steps) 0
Broken System Jobs 4 0.4
Retrying System Jobs 0 02
Jobs Queued 66 o 3 )| .
Hotification Performance 517 9 3 6 9 12 PM
o Mar 30, 2013
Niotification Backlog B Backoff Requests
1.0
( TIP If Upload Backlog is increasing but Upload Rate is not increasing and there has been a
w 0.8 |- significant number of Backoff Requests, this indicates a probable loader problem.1f Upioad
S Backlog is increasing but Upload Rate is not increasing and there has been no Backoff Requests,
= 06 | this indicates a probable network problem.
g 0.4 ¥

Figure 3-16. Health Overview page

The Health Overview page also has several useful regions. For a quick overview of the managed environment, the
Overview region is quite useful, particularly for determining the number and status of all the targets being monitored.
However, the most interesting part is the Upload Performance region, where you can identify probable loader
problems and network problems. Also of interest is the OMS and Repository menu. This again has similar content
to the equivalent menu on the OMS and Agents home pages, but there are a couple of other options that you don’t
see on those pages. The one that’s of most relevance from the OMS perspective (others are covered in the equivalent
repository section of this chapter) is the Add Management Service link, which starts the Deployment Procedure
Manager to add an additional OMS to your existing system.

OMS Management with the Command Line

Let’s start this section by discussing what's not available for managing the OMS from the command line anymore, and
that’s the OPMNCTL utility. Although the utility still exists, it has been superseded by the EMCTL utility. So let’s look
at that in more detail.

The EMCTL Utility

The EMCTL utility is used for many operations against the OMS, in a similar manner to the way it is used against the
agent. Having said that, there are many emctl commands that will appear to operate against the repository when you
issue them via the emctl command from the OMS home. That’s because a lot of repository information (credentials,
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connectivity, and so forth) is also stored in the OMS to enable it to connect to the repository and do its work, so these
commands are basically synchronizing between the two.
Table 3-3 lists some of the more commonly used emctl commands from the OMS home.

Table 3-3. OMS emctl Commands

Command

Description

emctl abortresync repos (-full|-agentlist
"agent names") -name "resync name" [-sysman_
pwd "sysman password"]

emctl config oms -change_repos_pwd
[-change_in_db] [-o0ld pwd ] [-new_pwd ]
[-use_sys pwd [-sys pwd ]]

emctl config oms -change view user pwd
[-sysman_pwd ] [-user_pwd] [-auto_generate]

emctl config oms -list repos details

emctl config oms -store_repos_details
(-repos_host -repos port -repos sid |
-repos_conndesc ) -repos_user [-repos pwd ]
[-no_check db]

emctl delete property [-sysman_pwd "sysman
password"] -name

emctl dump oms

emctl dump omsthread

emctl exportconfig oms [-sysman pwd ] [-dir ]
[-keep_host]

emctl get property [-sysman_pwd "sysman
password"] -name

emctl importconfig oms -file

emctl list oms

emctl list properties [-sysman_pwd "sysman
password"] [-module]

emctl resync repos -full -name "<resync name>"

emctl secure lock [-upload] [-console]

Aborts the currently running repository resynchronization
operation. Use the full option to stop a full repository
resynchronization. Use the agentlist option to stop resync
on a list of agents.

Changes the repository password.

Changes the password of the MGMT_VIEW user.
-auto_generate generates a random password.

Shows the repository details in the OMS.

Changes and stores repository information in the OMS.

Removes the property from the emoms . properties file for the
given property name.

Dumps all node manager logs, admin server logs, managed
server logs, sysman logs, and stack trace files.

Dumps thread that is causing CPU spin.

Exports the configuration from the primary management
service.

Gets the property value from the emoms . properties file for
the given property name.

Imports the exported configuration on the standby
management service.

Gives the OMS name configured in that local Oracle home.

Lists all the properties set from the emoms . properties file.

Initiates repository resync from one of the OMS Oracle
homes.

Restricts HTTP access (that is, allows only HTTP/S access) to
the management service.

(continued)
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Table 3-3. (continued)

Command

Description

emctl secure oms [-sysman_pwd ] [-reg pwd ]
host ] [-slb port ] [-slb_console port ]
reset] [-console] [-lock] [-lock console]

[-

[-

[-secure port ] [-upload http port ] [-root dc ]
[-root country] [-root email ] [-root state ]
[-
[-
[-

root_loc] [-root org ] [-root unit ]
wallet -trust certs loc ] [-wallet pwd ]

key strength ] [-cert validity ] [-protocol ]

emctl secure setpwd [authpasswd] [newpasswd]

emctl secure unlock [-upload] [-console]

emctl set property [-sysman pwd "sysman

password"] -name -value[-module (default emoms)]

emctl start oms

emctl status oms
emctl statusresync repos -name "resync name'

emctl stop oms [-all] [-force]

Enables the OMS to accept upload requests from agents and
console requests in HTTP/S mode.

Creates a new agent registration password.
Allows nonsecured HTTP access to the OMS.

Sets the property values in the emoms . properties file.

Starts the OMS in the following order:
1. Start OPMN and OHS if not already up.
2. Start the Node Manager if not running.
3. Ifrunning on Admin Server, start it (if not already up).
4.  Start the managed server through Node Manager.

Provides the status of the OMS. Use -details to get detailed
information (including secure status and protocols used).

Lists the status of the given repository resynchronization
operation.

Stops the OMS in the following order:
1.  Stop the OHS.
2. Stop the OPMN.
3. Stop the managed server.
Using -all stops the OMS in the following order:
1.  Stop the OHS.
2. Stop the OPMN.
3. Stop the managed server.
4.  Stop the Admin Server if running.
5.  Stop the Node Manager.

If either stop command does not shut down the relevant
processes, use -force to forcefully stop them.
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OMS Directories

The OMS is installed into an Oracle middleware home, which may also contain the Oracle WebLogic Server
(including the WebLogic Server administration console), an Oracle management agent for the middleware tier, the
management service instance base directory, the Java Development Kit (JDK), and other configuration files. Some of
these directories may be located outside the middleware home, depending on decisions you make at installation time.
You need to be familiar with the important directories to configure, maintain, and troubleshoot the OMS. It’s probably
easiest to look at this diagrammatically, so start by looking at Figure 3-17, which shows you the default middleware
home directory structure on an example environment.

<Miqagleyare_Home>

| | | - |
| : i _
oo alalal ala

agent jdk16 rmodules | Oracle_Bil Oracle_wWT user_projects ;wlsserver_lo.a
ge_inst logs oms oracle_common  plugins utils;

L (2 (3 A |
agent_inst  plugins  |em/EMGC_OMS1 g [Q

bin sysman
bin NodeManager g [-;
L2 _emnodemanager log

... = user_projects/ ...servers | g

domains/GCDomain
g |EMGC_ADMINSERVER

i
WebTierlH1

EMGC OMS1

Figure 3-17. OMS directory structure

85

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 3 ' MANAGEMENT OF THE OMS AND REPOSITORY

Table 3-4 explains what each of these directories is used for.

Table 3-4. OMS Middleware Home Directories and Their Uses

Directory

Description

agent
agent/agent_inst
agent/agent_inst/bin
agent/plugins
gc_inst
gc_inst/em/EMGC_OMS1

gc_inst/NodeManager

gc_inst/NodeManager/emnodemanager

gc_inst/...servers

gc_inst/...servers/EMGC_ADMINSERVER

gc_inst/...servers/EMGC_OMS1

gc_inst/WebTierIH1
jdk16

logs

modules

oms

oms/bin

oms/sysman
oms/sysman/log

Oracle BI1 [optional]
oracle_common

Oracle WT
plugins
user_projects
utils

wlserver 10.3

Contains agent code and configuration files

The <AGENT_HOME> directory

Contains the executable code for the agent running on the OMS
Contains configuration data for metadata plug-ins installed on the agent
Default location for OMS_INSTANCE_HOME

Default location for EM_INSTANCE_HOME

Contains the EM-specific NodeManager directory

Location where the EM-specific NodeManager is installed

Default location for the WebLogic Domain home

Location of WLS Domain-related files for the EMGC_ADMINSERVER
managed server

Location of WLS Domain-related files for the EMGC_OMS1 managed server
Middleware WebTier instance home

Contains JDK configuration files

Contains Fusion Middleware files

Contains Fusion Middleware files

Contains OMS code and configuration files

Contains the OMS binaries

Contains a variety of utilities such as RepManager

Contains log files related to the OMS, including component_info.log

Contains the Oracle Business Intelligence Publisher configuration files,
if BI Publisher is installed

Contains common files used by the OMS, Oracle WebTier, and WebLogic
Server

Contains Oracle WebTier configuration files

Contains configuration files for metadata plug-ins installed on the OMS
Contains Fusion Middleware files

Contains Fusion Middleware files

Contains Fusion Middleware files
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There are six main log and trace files used for troubleshooting issues with the OMS. These are located under the OMS
instance base directory (gc_inst in Table 3-4). These files are as follows:

emctl.log contains output from emctl commands

CHAPTER 3
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emctl.msg is generated when the OMS restarts because of critical errors.

emoms . 1og, the log file for the console, contains information created when the OMS performs
an action (such as starting or stopping) or generates an error.

emoms . trc contains more-detailed tracing information to support troubleshooting errors.

emoms_pbs. log contains errors or warnings for background modules such as the event and job
systems.

emoms_pbs . trc contains more-detailed tracing information to troubleshoot problems with

background modules.

Asyou might imagine, these files can quickly increase in size over time. Thankfully, the files have a predefined
maximum size before the OMS rolls information to a new file. The old versions of the file can be identified as EM
places a number in the name. For example, in my environment I can see the following files under the log directory:

[oracle@server log]

total 101600

2

oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle
oracle

1s -al

oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall
oinstall

4096

4096
5242789
5242789
5241643
5241643
5242832
5242832
5241829
5241829
5242518
5242518
5236550
5236550
5242710
5242710
5242442
5242442
5242752
5242752
4709623
4709623

Mar
Sep
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Apr
Apr

30
19
18
18
19
19
21
21
22
22
24
24
26
26
28
28
28
28
30
30

1

1

22:

01:
01:
16:
16:
08:
08:
14:
14:

13
13

21

38 .
2012

08
08
15
15
27
27
52
52

155
155
06:
06:
01:
01:
20:
20:
22:
22:
21:
156

45
45
34
34
46
46
38
38
56

emoms-156.
emoms-156.
emoms-157.
emoms-157.
emoms-158.
emoms-158.
emoms-159.
emoms-159.
.log
emoms-160.
.log
emoms-161.
emoms-162.
emoms-162.
.log
emoms-163.
emoms-164.
emoms-164.

emoms-160

emoms-161

emoms-163

emoms . log
emoms . trc

log
trc
log
trc
log
trc
log
trc

trc

trc
log
trc

trc
log
trc

You can control the number and size of these files by using an emctl command. The exact command varies
depending on which file you want to control. You can also control which information goes into emoms . trc. By default,
the OMS writes only warning and critical messages into the trace file, but you can change the level of information
written there by using the following command:

$ emctl set property -name "log4j.rootCategory" -value "<LEVEL>, emlogAppender, emtrcAppender"
-module logging
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where <LEVEL> is one of the following values—INFO, WARN, ERROR, or DEBUG. Because this can generate large amounts
of information, you can restrict that by setting different values for -name. However, it is best to do this only under
guidance from Oracle Support, so contact them if needed.

Oracle Management Repository

Let’s move on now to discuss the Oracle Management Repository. As mentioned in Chapter 1, the Oracle
Management Repository (OMR, or more commonly, just the repository) is an Oracle database that stores all the
information collected by the various management agents. It is composed of database users, tablespaces, tables, views,
indexes, packages, procedures, and database jobs. Like the agent and the OMS, the repository can be controlled both
via the EM12c console and command-line utilities. Let’s start by looking at the console in more detail.

Repository Management with the Console

To manage the repository from the console, you choose Setup » Manage Cloud Control » Repository, as shown
in Figure 3-18.

Euelp' - _1 PSHARMAN .» L¢

Extensibility 4
Proxy Settings
: i »
nd Usage Seelity
Incidents ¥
= Notifications 2
o Cloud »
or release 5.8 Provisioning and Patching >
2r release 5.6 - : ,
erver release 5.5 (Carthage) R
11) Enterprise Workstation Application Performance Management
Health Overview ﬁﬁ,a,n@ge, Cloud Control ] .
Repository Command Line Interface
Agents Management Packs 4

Management Services {ance Standards

Upgrade Agents

Post Upgrade Tasks i i

Figure 3-18. Accessing the repository home page

This brings you to the repository home page, shown in Figure 3-19. (Note that the page title remains Management
Services and Repository, as it did when accessing the OMS home page, but the regions shown are all applicable to the
repository.). Notice in this figure that the Details link has been clicked in the Repository Details region to display all
the sessions accessing the repository.
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Figure 3-19. The Repository home page

There’s not really a lot you can do on this page; it’s used more for a quick glance and making sure things are OK.
Some things to typically check here include the following:

o  Isthere still space available? Checking the Space Used bar will quickly tell you that.

e Isthe backlog of repository collections increasing? This isn’t a common problem. It may spike
occasionally, as you can see in the example in Figure 3-19, but in general, it’s not an issue.

e Isthe Oracle Scheduler status OK? The green arrow here is generally enough, but if there
are problems, you can look at the Repository Scheduler Job Status region for more-granular
details.

e Isthe Management Services AQ Status OK? Again, checking that the arrow is green is usually
sufficient. If it’s not, you can expand that region for more details.

From the OMS and Repository drop-down menu toward the top left of the screen, there are a couple of options
specific to the repository. One of those is called just Repository, and it simply displays the page seen in Figure 3-19
(so it’s really of use only if you've been looking at the OMS home page, which has the same menu).
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The other option that can be of use is Repository Synchronization, which opens the page shown in Figure 3-20.
Hopefully, you shouldn’t need to use this very often. It’s basically used to monitor resynchronization operations
(initiated via an emctl resync repos -full command) between agents and the repository, after the repository
has been restored from backup. You can’t start the command from here, as the OMS needs to be down when the
command is issued (remember, the OMS renders the console user interface, so you can’t get to this page then).
However, once the command is executed, you can restart the OMS and monitor the progress of the resynchronization
from this screen.

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help v | o PSHARMAN + | Logout O

z; Enterprise v @) Targets » * Favorites » (@ History = Search Target Name v

% Management Services and Repository @ E -
OMS and Repository «

OMS and Repository: Management Services and Repository > State Synchronization
Repository Synchronization
Page Refreshed Apr 2, 2013 1:46:18'AM O
Repository Synchronization is used to synchronize state between agents and the repository. Use this page to monitor the most recent resynchronization operation.
(4 YIP Repository synchronization only works for agents of version 10.2.0.5.0 or newer, Older agents need to be synchronized manually.

Agent Name
Show Status [ Al V]  search
Select : Resync Name \ Agent Name | Started ] Ended Status | Message
No Data Found. Ei o == B F— I B
Related Links

Past Repository Synchronization' Summary

Figure 3-20. The Repository Synchronization page

There are two other locations where you can see information about the repository from the console. One is
the Health Overview page discussed before, which includes a section on the repository. The information there
really doesn’t add more detail to what you've already seen on the repository home page, so let’s ignore that for now.
The other option, of course, is simply to drill into the repository as a database target. If you know the name of the
repository database, you can simply type it into the Search Target Name field at the top-right side of the screen.
Alternatively, you can simply click Targets » Databases and then click the database name. That takes you to the
standard Database home page, shown in Figure 3-21. Most of these features are ones you should probably be already
familiar with from previous releases, even if the user interface is unfamiliar. (By the way, just in case you've picked
up on the seeming lack of backup for the repository in these screenshots, it’s a fairly ad-hoc system running in
NOARCHIVELOG mode, so I just use cold backups via tar when necessary.)
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Figure 3-21. Database home page for the repository

Repository Management with the Command Line

In earlier sections, you've seen that agent and OMS management from the command line is largely performed using
the EMCTL and EMCLI utilities. Management of the repository from the command line is different. It’s really just
another Oracle database (albeit one with a special use), so the command-line interface for repository management is
the DBA'’s old friend, SQL*Plus. As this book isn’t aimed at DBA 101-level skills, this section does not take you through
the process of starting or stopping the repository. The only things you need to be aware of here are these:

¢  Youshould stop the OMS (using an emctl stop oms command) prior to stopping and

restarting the repository database.

¢  Youshould also ensure that the listener is started before the repository database is started.
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Having said that, you do need to be aware of some other areas that you can manage from within SQL*Plus for
the repository, particularly around space consumption and performance considerations. In this section, you'll learn
about the following:

e Dataretention
¢ Queue management
e  Optimizer statistics

e  Repository views

Data Retention
Enterprise Manager gathers a lot of data. This data is processed and aggregated in the following lifecycle by default:

e  Rawmetric data, which is uploaded by the management agent according to the collection
policy you define, is kept for 7 days.

e  After 7 days, only hourly summaries (maximum, minimum, and average values for metrics)
are kept.

e These are kept by default for 31 days, after which only daily summaries are kept.
e  Finally, the daily summaries are kept for 12 months.

You likely will want to review these policies. In particular, a common task carried out by target administrators
is to compare performance with the previous business cycle. It’s therefore likely that you would want raw metrics
available for longer than 7 days in order to drill down into more-granular data. Similarly, you might want to keep
hourly data for more than a month so that you can, for example, compare month-end data between months. Finally,
many organizations choose to keep daily data for many years.

Caution Enterprise Manager uses partitioning in the repository database to maintain metric and other data. This
would normally be an added feature as far as licensing is concerned, but provided you use only the Partitioning option for
Enterprise Manager base tables, you do not need to pay extra. Please do not relink Oracle without partitioning, as | had
one customer do who was concerned about extra licensing costs. You will seriously break the repository if you do!

Enterprise Manager archives old data by dropping aged-out partitions for the metric tables. The retention policy
can therefore be set by modifying the number of partitions to keep. Enterprise Manager provides a stored procedure
to perform exactly this task. Listing 3-1 implements a retention policy of 10 days for detail data, 40 days for hourly
data, and 3 years for daily data.

Listing 3-1. Modifying EM Retention Policies

BEGIN
sysman.gc_interval partition mgr.set retention('SYSMAN','EM METRIC VALUES',10);
sysman.gc_interval partition mgr.set retention('SYSMAN','EM METRIC VALUES HOURLY',40);
sysman.gc_interval partition_mgr.set_retention('SYSMAN','EM METRIC_VALUES DAILY',36);

END;

/
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Note The table EM_INT PARTITIONED TABLES contains the default retention times for various interval-partitioned
tables supplied as part of the repository.

Queue Management

Enterprise Manager makes significant use of Oracle’s in-database queuing technology (Oracle Streams Advanced
Queuing, commonly referred to as AQ). This technology can require some care and maintenance to ensure that
performance remains at optimal levels. This is especially true if you chose to implement an Oracle Real Application
Clusters solution for your repository database. AQ queues are implemented using a variety of database technologies,
including index-organized tables. If message dequeuing does not take place efficiently or completely, then over time
the underlying data structures may grow significantly, and message enqueue and dequeue times may increase.

Enterprise Manager uses queues heavily, specifically for metric load and upload and for notifications. The first
indication you will likely have of a problem in this area will be that there is a persistent and increasing upload backlog,
or a delay in notifications. Unfortunately, both of these symptoms can also have other causes.

The initial database setup for Oracle Enterprise Manager doesn’t specifically configure the database as per the
general guidance for AQ. In particular, AQ will benefit from a dedicated memory pool called the Streams pool. In a
default installation, you will likely find this pool size unset, and so only a minimal memory allocation will be used for
Advanced Queuing. I recommend you set the initialization parameter STREAMS_POOL_SIZE to a value of 100MB as a
starting point (the AQ documentation suggests 20MB, but in my experience, that is undersized for busy systems). You
can monitor memory usage of the streams pool by using the query in Listing 3-2.

Listing 3-2. Memory Usage of the Streams Pool

SELECT name,round(sum(bytes)/1024/1024,1) memory mb
FROM v$sgastat

WHERE pool = 'streams pool’

GROUP BY name;

If you chose a RAC implementation for your repository database, you may also wish to configure instance affinity
for your queue tables to minimize intra-instance block pinging. You should, of course, verify with Oracle Support
that any such modification to the queue definition will be supported. In order to perform this task, you will need the
AQ_ADMINISTRATOR_ROLE role and execute rights on the SYS.DBMS_AQADM package. You assign a preferred instance by
using code like that in Listing 3-3.

Listing 3-3. Altering a Queue Table’s Instance Affinity

BEGIN
SYS.DBMS_AQADM.ALTER QUEUE TABLE(
queue_table => 'SYSMAN.EM_CNTR_QTABLE',
primary_instance => 1);

END;

/

Note Setting the instance affinity controls only which QMN process consumes messages and doesn’t prevent other
instances from using the queue.
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Optimizer Statistics

One of the core tasks for an administrator of any Oracle database is ensuring that the optimizer has representative
statistical data about the objects that database applications access in order to determine the cost of, and therefore
optimize, execution plans appropriately. In the absence of representative statistics, Oracle is much more likely to
choose inefficient access paths. To this end, Oracle supplies a built-in statistics-gathering job for Enterprise Manager
repository statistics maintenance. This job implements a statistics-gathering policy that allows for more flexibility
than the database built-in stats-gathering job.

The job is controlled by the contents of the EM_STATS_MONITOR table, which contains a subset of the tables used
by Enterprise Manager together with preference values to supply to the DBMS_STATS package. In this release, the only
preferences overridden by the stats-gathering job are the percentage of changed rows required before an object is
considered stale and the granularity at which to gather statistics.

This single scheduler job is logically organized into two separate statistics-gathering activities:

e Adaily run, which ensures that all stale Enterprise Manager object stats are updated

¢ Asecond bi-hourly run, which considers the top stale objects in the EM_STATS_MONITOR table
for stats collection

The daily task runs between midnight and 1 AM in the time zone of the database server. The second job runs
every 2 hours and is designed to meet the following objectives:

e Ensure that volatile tables have current statistics
e  Ensure that provision is made for site-specific needs

In the case of the bi-hourly collection, it may well be that the statistics-gathering regime is overly aggressive. Few
sites will really need bi-hourly runs against repository tables. You may, therefore, wish to modify the schedule of the
EM_GATHER_SYSMAN_STATS scheduled task, but if you do so, make sure that it still executes between midnight and 1 AM
so as to ensure that the overnight collection still occurs.

Repository Views

When all is said and done, Enterprise Manager stores its data in a set of tables. Access to these base tables

is provided by a set of repository views, which have been documented in Chapter 18 of the Oracle

Enterprise Manager Cloud Control Extensibility Programmer’s Reference (available online at
http://docs.oracle.com/cd/E24628 01/doc.121/e25161/views.htmisthref1292). Note that this reference is to
the 12.1.0.2 version of the documentation. If you are still on 12.1.0.1, you need to look at Chapter 17 of the equivalent
document.

Note Some of the views you may be interested in are documented in the Extensibility Development Kit (EDK), so you
may also need to install that to see the documentation for those views. That’s done by selecting the Setup menu from the
console, choosing Extensibility » Development Kit, and following the instructions documented there.

Obviously, with a product as large as Enterprise Manager, there are an equally large number of views that you
can look at, so all are not documented here. The important thing to be aware of is how to find more information on
them, and that’s all documented in the aforementioned chapter. Depending on your requirements, you may also want
to investigate the use of BI Publisher, the new reporting capability with EM12c that allows highly formatted custom
reports against the EM repository. (Again, EM includes a restricted-use license for BI Publisher for use against the EM
repository. Use against other data sources will require a BI Publisher license.)
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Tip I'm continually amazed by how few people know about these views, so take the time to examine the Oracle
documentation and become familiar with them. In particular, look at the example usage documented at the end of
Chapter 18 in the Oracle Enterprise Manager Cloud Control Extensibility Programmer's Reference.

Troubleshooting

There is one more utility that you should be familiar with, which is used for troubleshooting across all three layers
of the stack. That tool is EMDIAG. EMDIAG is a collection of scripts and tools designed to help troubleshoot and
diagnose problems with EM. Each EM tier has a specific kit: AGTVFY for the agent tier, OMSVFY for the OMS tier, and
REPVFY for the repository tier, each of which will identify known issues by looking for known problem signatures.
Oracle Support has an EMDIAG Master Index note (Note 421053.1) that explains how to download, install, and use
each kit. Be sure to download the correct version for EM12c.

Each kit is a set of commands that you can use for displaying information about the setup, configuration, and use
of a relevant tier, or to dump objects. They can even be used when the tier itself is not running (or indeed when it is
broken). When you run these commands, you can pass a level from 0 to 9 into them like this:

$ ./agtvfy verify all -level 2 details

When a command takes a level as a parameter, you should start with the lowest value (0), fix issues that are
reported from that command, and then run it again at the next highest level. Levels from 0 to 4 report functional
issues, 6 to 8 are reporting issues, and 9 is for internal diagnostics. You should run the reports at level 9 only under
guidance from Oracle Support. Just as an example, here’s the sort of difference you can expect between (for example)
level 2 and level 9 when running REPVFY:

Note This is a purposefully badly set up environment. Hopefully, you won’t see anywhere near this level of problems!

$ ./repvfy verify all -level 2 details

Please enter the SYSMAN password:

verifyAGENTS

0001. Agents without a host target: 2

1005. Active Agents with clock-skew problems: 1
2001. Managed Agents without a managed ORACLE_HOME: 2
verifyASLM

verifyAVAILABILITY

verifyBLACKOUTS

verifyCAT

verifyCORE

0003. Invalid objects in EM schemas: 2
verifyECM
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verifyEMDIAG

1001.

Undefined verification modules: 1

verifyEVENTS
verifyEXADATA
verifyJOBS
verifyJVMD
verifyLOADERS
verifyMETRICS
verifyNOTIFICATIONS
verifyOMS
verifyPLUGINS
verifyREPOSITORY
verifyTARGETS

1003.
1014.
2004.
2006.
2007.
2010.

Discovered entities on Agents not linked to a plugin: 5

Admin group properties with non-used values in leaf groups: 100
Targets without an ORACLE_HOME association: 2

Targets with missing ORACLE_HOME target: 1

Targets with unpromoted ORACLE_HOME target: 1

Targets with hostname and agent name mismatch: 141

verifyUSERS

Note The line 1001. Undefined verification modules: 1 is a bug in this particular version of REPVFY and
should be ignored.

$ ./repvfy verify all -level 9 details

Please enter the SYSMAN password:

-- REPVFY: 2013.0327 Repository: 12.1.0.2.0 04-Apr-2013 16:18:28 --
verifyAGENTS

0001. Agents without a host target: 2

1005. Active Agents with clock-skew problems: 1

2001. Managed Agents without a managed ORACLE_HOME: 2
6006. Deployed Agent plugins lower than OMS plugin: 8
verifyASLM

verifyAVAILABILITY

8001. Composite availability errors: 1
verifyBLACKOUTS

verifyCA

8002. Broken corrective actions: 1

verifyCAT

verifyCORE

0003. Invalid objects in EM schemas: 2

verifyECM

verifyEMDIAG

1001. Undefined verification modules: 1
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verifyEVENTS

verifyEXADATA

verifyJOBS

verifyJVMD

verifyLOADERS

verifyMETRICS

7005. Metric errors with newer data collections: 3

8001. Targets with response metric errors: 83
verifyNOTIFICATIONS

verifyOMS

verifyPLUGINS

verifyRCA

verifyREPOSITORY

6001. Unanalyzed tables: 10

6005. Tables with locked statistics: 4

6017. Database Timezone mismatch: 1

6023. Missing OMS exportconfig: 1

6037. PLSQL tracing enabled: 24

6039. Newer version available for deployed OMS plugin: 7
6041. AWR retention less than 2 weeks: 1

6042. Timezone mismatch between database and scheduler: 1
7001. Recyclebin not empty: 6

8001. Repeating worker task errors: 3

verifyTARGETS

1003. Discovered entities on Agents not linked to a plugin: 5

1014. Admin group properties with non-used values in leaf groups: 100

2004. Targets without an ORACLE_HOME association: 2
2006. Targets with missing ORACLE_HOME target: 1

2007. Targets with unpromoted ORACLE_HOME target: 1
2010. Targets with hostname and agent name mismatch: 141
6001. Non-standard hostnames discovered: 2

6002. OMS mediated targets without backup Agent: 17
7001. Orphan pending delete targets: 2

MANAGEMENT OF THE OMS AND REPOSITORY

7004. Targets in stuck delete pending due to duplicate deletes (13462085): 1

7005. 0ld unpromoted targets: 412

7006. Duplicate ORACLE_HOME targets: 7

8002. Broken targets: 19

verifyUPGRADE

verifyUSERS

6001. Non-standard EM system administrators accounts: 2
8001. Blocked EM administrators accounts: 5

Summary

This chapter has taken you through some of the main care and feeding areas for your EM12c infrastructure, both
from the console and the command-line utilities. Now that you feel more comfortable with managing your EM
infrastructure, you're ready to become more familiar with the console itself. That’s the subject of our next chapter.
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Interacting with the EM12c Console )

by Niall Litchfield

Oracle Enterprise Manager is a product of many capabilities, but this book focuses on technology management and

administration. To that end, Enterprise Manager must make administration and management tasks simpler, more

consistent, and faster than the task would be when just utilizing the raw capabilities of the underlying technology. This

chapter will help you achieve this by introducing you to Enterprise Manager’s main user interface, the web console.
This chapter consists, therefore, of the following components:

e  Abrief history of the limitations of previous releases

e  Anoverview of how EM12c addresses those limitations

e Areview of the menu structures that you will use to navigate the console

e  Abriefdiscussion of the customization facilities supplied with the product

Along the way, you will learn how to configure Enterprise Manager to interact effectively with Oracle’s support
portal, My Oracle Support. You will also learn how to configure notifications and control the use of additional cost
management packs, and will become familiar with the console as your administration home.

A Brief History of EM

Oracle Enterprise Manager started life in July 2002 as Java-based client application for managing Oracle Database 9.2.
With the release of Oracle Database 10g, this application was reimagined as a web-based management interface,
largely focused on the database, but with the ability to manage Oracle databases that spanned multiple physical
hosts—the g in 10g stood for grid and the database-centric management product was to become known as Enterprise
Manager Grid Control. Grid Control provided database administration staff with three key features that were a
significant advantage in managing clustered environments, and in managing a variety of databases across an
enterprise. These were as follows:

e  Anadministrator could manage distributed environments as one rather than as a collection
of targets.

e The state of the whole Oracle database estate could be seen in a single screen.

e Itintroduced the ability to manage target types other than just the Oracle Database, especially
to the growing Oracle Application Server market.

These advantages significantly improved the life of an administrator compared with the previous fragmented,
host-based management that tended to dominate the database world at the time. There was, of course, one other
advantage that made Enterprise Manager Grid Control attractive to organizations running Oracle its implementation
required (and still requires) no additional license cost.
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Tip Enterprise Manager does make easily available several additional cost features, either embedded in the base
product or sold separately. You will look at how to control management access later in the chapter. It is important to be
clear that when using, for example, the Performance pages discussed in Chapter 9, you are using a separately licensed
feature and not the free base product. As you will see when we discuss management pack access, you can use the Packs
for This Page link to determine the necessary license for any currently active page.

As Oracle expanded its product offering through the 2000s into middleware, applications, and beyond, it became
apparent that an enterprise-wide management tool would be a great advantage, and a source of additional revenue
for Oracle. Each of the products that Oracle sold, however, tended to have both built-in management capabilities and
internal teams that were experts in the management of their particular technology stack. Oracle settled on a solution
by ensuring that the existing teams developed management functionality for their product within the Enterprise
Manager product stack.

As we approached the end of that decade, Oracle’s former database management product had become a fully
fledged enterprise technology management product, allowing management of all Oracle products and a few
third-party products via a centralized management console. There were, however, at least two structural problems
with the product as it matured:

e  Technology stack

e Interface

Technology

The technology stack in use for the 10.x series of Enterprise Manager was Oracle’s old J2EE application server
platform, Oracle Internet Application Server. Oracle had effectively given up on this platform a couple of years
previously with the purchase of the BEA WebLogic product line. The 11.x release of Grid Control migrated the existing
Grid Control product to the newer WebLogic technology stack, and integrated the database-derived Grid Control
interface with the newly developed Fusion Middleware Control that used Oracle’s own Application Development
Framework (ADF). Enterprise Manager since 11g, therefore, has used the software stack shown in Figure 4-1. This
architecture is likely to be current for at least the next five years.

ADF Presentation Layer

WebLogic Middleware

Oracle Database

Figure 4-1. Oracle Enterprise Manager technology stack

However, all the technologies that Grid Control is able to manage advance, and all at different rates, and in some
cases at rates and directions outside the control of Oracle Corporation. The monolithic design of previous Enterprise
Manager releases meant that the product was, almost by design, permanently behind the release cycle of monitored
products. This situation meant that customers could patch monitored targets to address production issues and then
find that they could not obtain support for monitoring issues because the patched release was not certified with the
enterprise management product. Oracle has addressed this issue, and others, with the plug-in architecture of EM12c.

100

www.it-ebooks.info


http://www.it-ebooks.info/

INTERACTING WITH THE EM12C CONSOLE

Note We are familiar with a project to implement Oracle Enterprise Manager 11g for a UK-based enterprise with an
installed estate of RAC, WebLogic, SOA, and E-Business Suite. EM 11g was specifically chosen because of its support for
SOA, which was a key technology for the client. However, EM certification permanently lagged behind the SOA releases,
and this led to significant support issues for the client when Oracle Support would not take service requests because the
four-digit version number of the WebLogic server was one patch set ahead of the certified version. We expect the plug-in
nature of support for managed targets to address this issue.

Interface

The visual interface for Grid Control had always been in the hands of the development teams providing the underlying
management functionality. This had two large consequences. First, the interface design was, to put it charitably,
old-fashioned. The original product was released in early 2004, which almost certainly means that it started development
life sometime between 2001 and 2003. It's worth remembering what web interfaces were like in the early part of this
century; the Grid Control product had usability issues, but it was by no means alone. Figure 4-2 shows the old-style

interface, essentially a white page full of links arranged broadly by feature area.

Database Instance:

Home Performance Availability Server Schema
Storage
Control Files

Tablespaces

Temparary Tablesnace Groups
Datafiles

Rolback Searments

Redo | oo Grouns

Archive Logs

Migrate to ASk

Make Tablespace Locally [Managed

Statistics Management

Automatic Workload Repasitory
AWR Baselines

Query Optimizer
IManage Qptimizer Statistics

SOL Plan Control
SOL Tuning Sets

Related Links

Access

Alert Loa Contents
Archive/Purae Alert Log
Deplayments

Jobs

Metric Collection Ervars

Reports
Taraget Pronerties

Figure 4-2. Old-style interface
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Settings

Statistics

Change Database
Convert to Cluster Database
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Delete Instance

Advisor Central
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EM i
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Manitoring Configuration
Scheduler Central

Trace Files
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A good GUI has, among other things, the following characteristics:
Clarity: It's easy to find what you want.
Consistency: Similar tasks are done in similar ways.
Efficiency: Tasks are quickly and easily achieved.

Grid Control was a letdown in all of these areas, primarily because of its interface design and poor navigation in
the product. The prime paradigm for the database pages was that of a categorized list of links. This led to a text-heavy
set of pages with links sometimes located in surprising places—for example, the AWR interface, which you might
expect to find on the Performance tab, was in fact located on the Server tab of the main database management screen.
Overall, the choice and layout of links was more reminiscent of small, community ad sites such as Craigslist rather
than a task-oriented management application.

This decision mattered, probably more than the designers imagined, because of the principle that a good UI
should be clear. The old Grid Control interface left even experienced hands at times clicking from tab to tab and link
to link, trying to find pages that they knew were listed somewhere. The product was also littered with odd artifacts that
were never really addressed; for example, the server management screen for databases had two distinct links labeled
JOBS that would take the user to separate pages, one for the database scheduler and one for the Enterprise Manager
scheduler. There was no link to the job scheduler with which most DBAs of the time were familiar, DBMS_JOB.

Note One particularly annoying aspect of the Grid Control interface was the inconsistent arrangement of columns at
the bottom of each page. The columns were more or less common but arranged in a different order on each tab. Thus the
location of the monitoring configuration link depended on which tab was active at the time.

Second, the interface design was inconsistent between products. Switching from database to application server
management gave you whole new interface paradigms. For example, context menus appeared in parts of the product
but not others, and the plug-ins used to provide graphical displays were different. This inconsistency in appearance
and style actively hindered users familiar with one part of the product from finding the appropriate functionality
when they were required to manage a different technology with the product.

The following figures illustrate these problems well. Both are performance management pages, one for the
database and one for a J2EE application server, but they might as well come from different products. Figure 4-3
represents the current performance of a database instance. The page uses area charts extensively to represent CPU
and I/0 load on the instance and to categorize current activity. By contrast, Figure 4-4, which is the nearest equivalent
WebLogic page, primarily uses line charts to represent current activity, allows extensive customization of the
information presented, and has an entirely different look and feel. For administrators with responsibility for multiple
areas, this constant changing of interface actively interfered with the effectiveness with which they could operate.
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Figure 4-3. Database Performance home page
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Figure 4-4. WebLogic Server Performance home page
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Like many other web developers of the time, those responsible for Grid Control had to contend with a variety of
browsers with a range of capabilities. However, as you have seen, Oracle’s product had significant shortcomings in the areas
of consistency and efficiency—the core features of an excellent GUI. These are all addressed by the Cloud Control release.

Cloud Control

At this point, you are probably wondering why this chapter has spent several pages on previous releases. This material
is presented so you have the appropriate background to help you understand the design decisions of the Enterprise
Manager team in creating the interface for this new product, which can seem overwhelming and overly complicated
at first. The EM12c user interface has been entirely redesigned from the ground up, and addresses almost all of

the concerns surrounding the previous generations of the product. This inevitably means that even experienced
administrators must face a learning curve. Helping you through this curve is the main focus of this chapter.

Note The only areas of EM12c that could still use significant improvement are browser compatibility (Google
Chrome/Chromium has some rendering issues, for example) and integration with browser navigation—for example, the
Back button.

Cloud Control uses the following main UI features to allow the user to interact efficiently, clearly, and consistently
with the product. The primary navigation element is no longer the hyperlink, but a menu system, combined with
various wizards for multistep tasks. The net result of all this work is that it is now much more appropriate to describe
Enterprise Manager as a web-based application rather than as a web-based management interface.

Cloud Control provides three distinct menu bars:

e  Cloud Control menu bar (Figure 4-5)
Setup » Help+ | 4@ SYSMAN . | LogOut (-
Figure 4-5. Cloud Control menu bar

e  Navigation menu bar (Figure 4-6)

& Enterprise v @) Targets v ofp Favorites v (@ History v Search Target Name

Figure 4-6. Navigation menu bar

e  Target Management menu bar (Figure 4-7)

& orcl.lab.org ®
Oracle Database , Performance , Availability , Schema , Administration .

Figure 4-7. Target Management menu bar

The following sections discuss the roles that each menu bar plays in your operation of the Cloud Control product.
Once you have established a clear understanding of these roles, the location of any given feature should be clear, and
the way in which you interact with that feature should be consistent and effective.
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Note There are no documented names for these menu bars in the Oracle documentation, so these terms are used
throughout this chapter.

Cloud Control Menu Bar

The Cloud Control menu bar, located at the top-right side of the screen, is used for managing Cloud Control itself.
This menu bar contains a useful Help menu and a short menu for personalizing system options for your administration
account. However, the primary menu is the Setup menu. You will use this menu extensively to manage access and
operation of the Enterprise Manager installation. The Setup menu is divided into five sections, as shown in Figure 4-8.

JESEPPY Hep . | 4@ SYSMAN . | Log:

Add Target » l
Extensibility |
Proxy Settings .
Security >
Incidents » |
Notifications » !
Provisioning and Patching »

My Oracle Support » '

Application Performance Management

Manage Cloud Control »
Command Line Interface

Management Packs »

Figure 4-8. Setup menu

The Setup menu illustrates some of the issues the application designers have had rationalizing and streamlining
the application, and we expect further work in this area as the product matures. The menu does provide access to all of the
system-wide features that you need in order to set up and maintain the Enterprise Manager application in one location,
but there is no clear rationale for the location of some of these items. Rather than running through the menu item by item,
we will look at the uses of this menu for the most common tasks that you will be required to carry out as an administrator.
The administration tasks we will walk through are as follows:

e  Security management

e My Oracle Support integration

e  Network proxy configuration

¢  Configuration of notifications and alerts

e  Controlling management pack access
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We do not cover incident management (see Chapter 12 for that), or more-advanced features such as product
extensibility and the command-line interface. This chapter is intended primarily to orient you to the basic layout of
the console and the essential operations you will initially perform.

Security Management

Starting with this release, Oracle has centralized a lot of the security management in the product. To operate effectively,
you will need to spend some time configuring the credentials that you require. In particular, you will need to
administer the areas of security included in Table 4-1.

Table 4-1. Securable Items Within Cloud Control

Area Purpose Example

Enterprise Manager administrator User access to EM SYSMAN

Enterprise Manager roles Rights within EM PUBLIC

Named credentials Target access NC_DB_ORCL_SYS
Preferred credentials Target access NC_DB_ORCL_SYSTEM
Monitoring credentials Agent access to targets ~ DBSNMP

In addition, you will probably want to set up a privilege delegation scheme so that necessary rights for
administration are cascaded through a simple hierarchy of roles and rotation of agent registration passwords. These
items, however, are highly dependent on the organization and security requirements of the enterprise for which you
work and so lie outside the scope of this book.

The core concept here is that of named credentials. These preconfigured authentication credentials allow
users and administrators to access various managed targets in a secure fashion without remembering a plethora of
username/password combinations. The time you spend setting these up will seem rather tedious, especially in a
large environment, but it is well worth it in terms of time saved in day-to-day operations and in allowing end users
appropriately privileged access without disclosing passwords. You should set up the named credentials by using an
account that is unlikely to be removed. (For example, you could use SYSMAN to own all named credentials and then
grant access to named administrators.) This concept of a credential set to which administrators have access is a
big step forward in security and will likely be welcomed by your internal security administrators. On the downside,
you are likely to end up having to walk them through this process and explain access control, which is now more
complicated than previously.

Tip We strongly suggest that you implement a naming convention for credentials, because you will have a lot of
credentials to manage. One example is to use NC_<TARGETTYPE> <TARGETNAME> <USER> to indicate the user and targets
to which the credentials apply. This works for an environment in which passwords differ between targets, but your setup
may vary.

The first security administration task is to add administrator accounts. Once this is done, you can define and
assign roles and set up access.
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Adding an Administrator

This section outlines the process for adding a new administrator account. If you haven’t yet created a dedicated
administration account for yourself, you might want to follow along with the following exercise.

You will need the items of information shown in Table 4-2. You may want to make a table like this for your own
use when adding administrators.

Table 4-2. New Administrator Details

Item Purpose Example
Username Identify the user JOE_DBA
Password For authentication Welcomel

E-mail address Mail for notifications joe.dba@lab.org

Follow these steps to add a new administrator account:

1. To start the wizard, choose Setup » Security » Administrators. A screen displays, listing
all the administration accounts on the system. If this is the first administrator that you add,
you'll see the page in Figure 4-9.

Security

Page Refreshed 12-Feb-2013 08:18:55 GMT O
Administrators
Administrators are Enterprise Manager users who can login to Enterprise Manager to performm management tasks. The breadth
of management tasks available in Enterprise Manager depends on the privileges and roles assigned to the administrators.

Search [ Go |

Create Like | View | Edit | Delete || Create

Select | Name Access .LAuthenticaticn Type | Description
@® NIALL Super Administrator i Repository - N
SYS Super Administrator Repository
SYSMAN Repository Owner Repository
SYSTEM Super Administrator Repository

Figure 4-9. Security Wizard

2. Click the Create button. Then fill in the basic details about the administrator, as shown
in Figure 4-10. (This is where your table will come in handy.) Note that adding the e-mail
address will automatically create a 24x7 notification schedule. You will adjust this later.
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8-
Properties Roles Target Privileges Resource Privieges Review
Create Administrator: Propertles

mncel,| Step 1 of 5 Mext! | Review |

* Name |JOE DBA

* Password |sesssesss

* Confirm Password |eececesece

Password Profile | DEFAULT ;] View | Manage Profiles
You can create additional password profile using database admin pages
("] Prevent password change

When checked. administrator is not allowed to change his/her own passwaord.
{4 Expire password now

When selected. administrator account will be created with expired state. On next login. administrator will be forced to change
password.

E-mail Address ljoe.dba@lab.org

Specify one or more e-mail addresses separated by a comma or space. If you are entering these for the first time. they will be used
to create a default 24x7 notification schedule for this Administrator.

Contact |

Location |

Department |7

Cost Center |
Line of Business | o
Description

[7'Super Administrator

Figure 4-10. Administrator details

3. Click Next. Then select the Enterprise Manager roles that this administrator will take.
You will learn more about roles in the next section. For now, notice that the range of roles
is extensive and introduces role-based management for a wide variety of administration
tasks. In this example, just use the default roles that come with the product (see Figure 4-11).
Each repository-based user that you create is actually a database account on the repository
database. You can manage profiles and resources by using the built-in resource and profile
management of the database.
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]
Properties Roles Target Privileges Resource Privieges Review
Create Administrator JOE_DBA: Roles

Cancs :Back‘ Step 2 of 5 MNaxt.|  Review

Roles are sets of permissions that can be applied to individual Administrators. Granting Roles is a convenient way to grant multiple
privileges to this administrator. You can assign multiple roles to an administrator. Select the roles from the Available roles below to
assign to the administrator.

Available Roles Selected Roles
EM_ALL_ADMINISTRATOR EM_USER
EM_ALL_DESIGNER PUBLIC

EM_ALL_OPERATOR
EM_ALL_VIEWER
EM_BASIC_SUPPORT_REP
EM_COMPLIANCE_DESIGNER ®
EM_COMPLIANCE_OFFICER o
EM_HOST_DISCOVERY_OPERATOR
EM_INFRASTRUCTURE_ADMIN

= Move All
EM_PATCH_ADMINISTRATOR
EM_PATCH_DESIGNER ®
EM_PATCH_OPERATOR Remove
EM_PLUGIN_AGENT_ADMIN
EM_PLUGIN_OMS_ADMIN Remove All

EM_PLUGIN_USER
EM_PROVISIONING_DESIGNER
EM_PROVISIONING_OPERATOR
EM_TARGET_DISCOVERY_OPERATOR |
EM_TC_DESIGNER

Figure 4-11. Adding roles

Tip At the very least, we suggest utilizing the password complexity and expiration options of the database to ensure
that your EM administrator accounts follow your corporate policies.

4.  For now, click Next. You are presented with the screen in Figure 4-12, in which you can
assign privileges for the user, both across the enterprise and to specific targets.
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(]
Properties Roles Target Privileges Resource Privieges Review
Create Administrator JOE_DBA: Target Privileges

Cancel | Back | Step 3 of 5 t| Review
Privileges applicable to all targets -

Select the Privileges that you want to grant to this Enterprise Manager Administrator. These Privileges give the administrator the right to perform particular
management actions on a class of targets.

| Applicable Target

Select | Name Description | Included Privileges | Tyvpes
Use any Beacon on any monitored host to monitor transactions,
Use any Beacon URLs, and nebvork components. Beacon is installed with the All Target Types
Oracle Agent.
Connect to any viewable target Ability to connect and manage any of the viewable target All Target Types
Add any Target Add any target in Enterprise Manager All Target Types
. Ability to perform all administrative operations on all the targets,
Full any Target that includes target deletion Operator any Target All Target Types
Operator any Target Ability to perform ini i on all Iargets| View any Target All Target Types
Execute Command Anywhere Execute any OS Command at any Agent Host
Execute Command as any Agent Execute any OS Command as the Agent User at any Agent Agent
Put File as any Agent Put any File to any Agent's Filesystem as the Agent User Agent
View any Target Ability to view all managed targets in Enterprise Manager Monitor Enterprise Manager All Target Types

Ability to create privilege propagating groups.Privileges granted
Create Privilege Propagating Group; on a privilege p. ting group will be ically granted on | Add any Target All Target Types
the members of the group

Monitor Enterprise Manager Monitor Enterprise Manager performance All Target Types

Target Privileges

Target Privileges give the Administrator the right to perform particular actions on targets. Table below shows privileges on the targets which would be granted to the
Administrator. Click on Add button to add targets for granting target privileges. Use the search option to see the existing grant on a target.

Name | Type | All target types i_.i Go Clear
“Add |

Select | Name | Type | Manage Target Privilege Grants

No target privileges are granted

Cancel | Back | Step 3 of 5 [Nex_ct Review |

Figure 4-12. Target privilege assignment

5. Click Next. The configuration screen shown in Figure 4-13 presents you with the various
Enterprise Manager Resource types that the administrator can manage. For example, you
can ensure that the administrator can view and edit patching plans for deploying patches
across the enterprise.
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Properties Roles Target Privileges Resource Privileges Review
Create Administrator JOE_DBA: EM Resource Privileges

Cancel | Back | Step 4 of 5 .2 I Review_]

For each of the resource types in the list beloyw, identify specific privileges to be explicitly granted on "all
resources” level or individual resources to grant

| | | Number of | [
Privilege Grants | Resources Manage
Applicable to all | with Privilege IPrivilege
Resource Type [ Description Resources | Grants | Grants

D;eﬁnes the access to d_ifferen_t
Access application in Enterprise - NA /
Manager Cloud Control

Application Performance

Il:s:)fl;::lgzze Management allows users to NA /
manage business application J
Management

service targets

Application Replay Entities
include captures, replay tasks, - NA /
and replays.

Application Replay
Entities

Figure 4-13. Resource allocation

6. Click Next. On the following screen, review the administrator creation. Then click Finish.

Creating a Role for Access Control

Once you have your administrator accounts set up correctly and have tested login access for the users themselves,
you should use Enterprise Manager roles to configure role-based access control. On the Role Management home
page, you will see the built-in EM12c roles and the various management operations that you can carry out.

A role is anamed set of privileges, both on targets and on Enterprise Manager functionality. Thus, a role could
define, for example, the rights necessary to manage a particular target type, or to perform an Enterprise Manager
operation such as requesting a new self-service database. In addition, roles can contain other roles. Role design
is, therefore, a core part of any effective Cloud Control deployment, but will be dependent on the specifics of your
enterprise.

You will walk through an example by creating a database administrator role that will have rights appropriate for
this job role. You can follow along in the next exercise. As you will see, the wizard allocates privileges in the following
order: Roles, Target, Resource.

Tip In general, try to define roles that match job roles or tasks in your organization. In addition, use an appropriate
naming convention—for example, you might use the LDAP directory group names that define your operating system
security.
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To create your Database Administrator role, perform the following steps:

1. Onthe Role Management page, click Create. The wizard in Figure 4-14 appears. Avoid
the temptation to skip adding a description. Future administrators will be greatly aided
by a useful description that indicates the privileges wrapped up in the role as well as the
business purpose for which it was designed.

Properties Roles Target Privieges Resource Privileges Administrators Review

Create Role: Properties

ancal | Step | of 6 | Maxk | Review

New role can be created or an existing role edited to explicitly grant privileges to one or many of already
existing roles, system privileges, target privileges and any resource privileges. Explicitly granting privileges to
an already existing role will grant all privileges the grantee role has

* Name |DBA_ROLE

Description |Role for Database Administrators - Allows management of Oracle Databases, ASM,
Listeners and Oracle Clustenware

External Role

D -ﬂsteplofﬁ Next | Reniew

Figure 4-14. Role Creation Wizard—step 1

2. Click Next. Then add the EM12c roles that you require. In this example, you add
the discovery operator roles, as well as the patch administrator role that allows full
administration of the patch lifecycle (see Figure 4-15).

L
Properties Roles Target Privieges Resource Privieges Administrators Review

Create Role DBA_ROLE: Roles

Cancel | Back | Step 2 of 6 Next| Review

Select roles from the available list below to grant explicitly to the current role. Explicitly granting roles to an
already existing role will grant all privileges to grantee of current role

Available Roles Selected Roles
EM_ALL_ADMINISTRATOR EM_HOST_DISCOVERY_OPERATOR |
EM_ALL_DESIGNER EM_PATCH_ADMINISTRATOR
EM_ALL_OPERATOR EM_INFRASTRUCTURE_ADMIN

EM_ALL_VIEWER
EM_BASIC_SUPPORT_REP
EM_COMPLIANCE_DESIGNER
EM_COMPLIANCE_OFFICER

)

Figure 4-15. Role Creation Wizard—step 2
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3. Click Next. The resource management right allocations screen opens. The critical section
of this screen, shown in Figure 4-16, is on the far right and is labeled Manage Privilege
Grants. Click the pencil icon for each category of privilege and assign rights individually.
In this case, add all rights under the Target Discovery Framework to allow your DBA to
manage target discovery.

Manage Privilege Grants

7
4

4
4

Figure 4-16. Role Creation Wizard—step 3

4. Finally, you add any existing users to the role. In this case, add Joe_DBA. To make the
assignment, move the administrators from the left-hand to the right-hand list box, as
illustrated in Figure 4-17. Click Next to move through the wizard.

Security

- - 4 ™
Properties Roles Target Privieges Resource Privieges Administrators Review

Create Role DBA_ROLE: Administrators

Cancal | Back | Step 5 of 6 _Nﬂ Review

Select the administrators that you want to grant this Enterprise Manager role to.

Available Selected
Administrators Administrators
7 JOE_DBA
()
Move
Move All
Remove
Remove All

Afew ‘ Hea .lStepSofG ‘--yl Ba e |
Figure 4-17. Role Creation Wizard—step 4

5. Finally, click Review and then Finish, and you have created your new role.
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Note Oracle provides the PUBLIC role specifically for customization suitable for all users of the EM installation.

Configuration of Support Integration

Enterprise Manager is closely integrated with the My Oracle Support site available to all customers with a support
contract. It isn’t uncommon to find customer sites that do not set up this integration, however. This is a significant
mistake. Fortunately, the Cloud Control menu bar makes the required tasks straightforward.

Configuring integration with My Oracle Support offers the following key advantages that will make your life
supporting Oracle significantly easier:

¢ Enhanced incident and problem reporting
e Access to the support knowledge base from within Enterprise Manager
e  Patch lifecycle management

Integration with support requires the following to be set up, access from the OMS to the My Oracle Support site,
proxy configuration, and My Oracle Support credentials. In addition, you can optionally assign managed targets to
different customer support identifiers (CSIs) by linking them to an administrator account for that CSI.

Proxy Configuration

In most organizations, access to the Internet from the corporate network is controlled by the use of a proxy server.
This server is designed as an intermediary to both facilitate and control access to resources on the Internet. In this
case, the resources you require access to are the My Oracle Support web portal and the various Oracle and third-party
servers that provide services that Oracle customers can request as part of a support contract. In this section, you will
walk through a proxy configuration. If your organization has a proxy server that automatically authenticates users

via a Microsoft Active Directory domain, you will probably want to read the upcoming section “Using the NTLMAPS
Proxy” as a workaround.

Configuring Proxy Server Access

Complete the following steps to configure the proxy server:

1. Select Proxy Settings from the Setup menu. The screen in Figure 4-18 appears.
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Proxy Settings

My Oracle Support and Proxy Connection Online and Offline Settings = Linux Patching Setup

This page is used to set the network proxy details for My Oracle Support and Agent connection separately. Apart from communication with 'My Oracle
Support', all other communication is considered as agent communication. "No proxy” means proxy will not be used for communication. "Manual proxy
configuration” option allows setting proxy for OMS communication. *My Oracle Support' connection details set from this page applies to all OMSes in a
multi-OMS environment. To ensure that the agent proxy in the repository is used by all OMSes in a mutti-OMS environment, all OMSes need to be bounced,
preferably in a rolling manner.

My Oracle Support
Patch Search URL Ihttps://updates.omcle.com Test_J

My Oracle Support Connection Setting
No Proxv (@ Manual proxy configuration

Protocol | Proxy Server Host “ Port | Realm | Username | Password Reset |
e =1 _ =1

HTTPS | P

(4 TIP REALM is mandatory if the authentication credentials are required to access the proxy server. Check with your network administrator for the correct
value.

(4 TIP If you are using a firewall or a proxy server, the following URLs should be made available through the firewall or proxy server: aru-akam.oracle.com,
ccr.oracle.com, login.oracle.com, support.oracle.com and updates.oracle.com.

(4 TIP NTLM based Microsoft Proxy server is not supported. To enable access via it, add all the above URLs to the "Unauthenticated Sites Properties" of the
NTLM/Microsoft Proxy server.

(4 TIP For instructions to set up the proxy server, refer to the "Setting Up Your Infrastructure” chapter in the Oracle Enterprise Manager Cloud Control
Lifecvcle Manaagement Administrator's Guide available at: http:/fwwiw.oracle.com/technetwork/oem/enterorise-manager/documentation/index.html

Figure 4-18. Proxy details

2. Enter the details of your proxy server, or the NTLMAPS proxy you have configured
as an alternative, together with any necessary authentication. Test access to
updates.oracle.com using the Test button.

3. Youwill also likely want to ensure that Agent to OMS communication doesn’t use the proxy.
To do this, choose the No Proxy option at the bottom of the page, as shown in Figure 4-19.

Proxy Settings

Agent Connection Setting
Use My Oracle Support connection settings (@ No Proxy Manual proxy configuration
| Remove proxy, if any

Connection Configuration

Timeout (ms) I 300000 neat
Number of Retries 4
(7 TIP Reset button is used to set the proxy connection parameters to default values.

Test URL
Test with an agent URL to ensure that the Agent is reachable.

URL Ihttps://eml2c.lab.org:3872/emdlmain/ Test
Provide complete URL including the protocal https:// or http://

Figure 4-19. Excluding agents from proxy access

4. The final step is to configure MOS credentials. This can and should be done for SYSMAN,
perhaps using a generic account owned by the organization (for example, em@lab.org ).
This can be done by using the Set Credentials menu option shown in Figure 4-20.
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TSR oo - | o SYSMAN . | Log(

1
Search Target N Add Targs) .

Extensibilty »
@ Proxy Settings h
Security »
Incidents 3
Notifications 3
Provisioning and Patching »
Settings My Oracle Support » |

Support Identifier Assignment i Application Performance Management l
Set Credentials... Manage Cloud Control »
Command Line interface

Management Packs 3

Figure 4-20. Configuring My Oracle Support credentials

Note If you have multiple CSls with Oracle, perhaps because you are a third-party support company, you can assign
different CSls to various targets, and then each administrator will be able to obtain support on only the systems they are
entitled to in accordance with their contract. You set this up via the Support Identifier Assignment option.

Although simple proxy authentication using challenge/response is simple to set up, over the years there
have been a number of bugs associated with proxy configuration in Enterprise Manager. The product is definitely
improving in this regard; however, you may still have problems authenticating to enterprise proxy servers that use
NTLM to automatically authenticate users—a fairly common configuration given the ubiquity of Active Directory in
the marketplace as an authentication repository. This is because NTLM proxy servers are not supported by Cloud
Control. Instead, the official Oracle recommendation is to allow various oracle.com sites to be exempt from the
corporate proxy configuration.

Using the NTLMAPS Proxy

The NTLM Authentication Proxy Server (NTLMAPS) is a proxy server—essentially a smart Python script and some
open source NTLM libraries that redirect requests for Internet URIs to an upstream or parent proxy server. It adds
appropriate browser headers if required and, crucially for EM12c purposes, authenticates correctly against the
upstream proxy server with NT credentials. The project which is licensed under the GNU General Public License and
so is cost free can be found at http://ntlmaps.sourceforge.net/.
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Caution This section covers the setup of an alternative solution that uses a lightweight open source dedicated proxy.
If you choose to use this option, make sure that you gain the consent of your network administrators.

This means we can run our own proxy server that doesn’t require Cloud Control to know about Active Directory
authentication and still authenticate against the corporate proxy with all the corporate security rules in place.
To install, download and unzip the distribution to /opt/ntlmaps. If you are on RedHat or something similar, Python is
already available as part of the standard distribution. Otherwise, you'll also need to install Python. NTLMAPS uses a
configuration file, server.cfg. You'll need to enter values for the following:

e  PARENT_PROXY: The IP address of the parent server

e  PARENT_PORT: The port on which the parent listens
e  USER: The configured Active Directory name

e PASSWORD: The configured AD password for the user
e  NT_DOMAIN: The NT domain name

Once this is done, start the proxy server manually for the time being by executing the supplied script,
python main.py. By default, NTLMAPS uses port 5865. This should probably be acceptable. Whichever route you
take, you should now configure Internet access for the OMS server(s) using the NTLMAPS address as the proxy
address in step 2 in the preceding “Configuring Proxy Server Access” section. Once the proxy is working OK, the next
step is to configure a Linux service by using chkconfig. The script I use is an open source script available in the code
repository for this book.

Notifications

One of the major roles for Enterprise Manager is to trigger alerts when managed targets encounter an event that
requires attention. Classic examples of this occur when a web server is down or when a data store is running out of
space as data is added. Enterprise Manager splits this task into two distinct phases: alerting and notification. Both
areas are configurable from the Cloud Control menu bar.

The alert phase is concerned with recording the occurrence of a particular event, usually driven by a certain
metric. This information becomes visible on the target home page after processing by the management server.

The fact that alerts fire but do not necessarily raise alarms for administrators is a common cause of confusion for
users new to the product.

The notification phase, by contrast, is the process of sending the details of the alert by some method to allow an
appropriate administrator to respond to the alert condition. For example, a DBA might be paged to let her know that
a database’s system tablespace is dangerously low on space and that she should add space to the tablespace urgently.
Notifications traditionally take place via e-mail, but they can also be routed via SNMP, perhaps to an operational
control center, by PL/SQL procedures that a DBA or database developer might write or by running an operating
system command (perhaps a shell script) on the management server.

Once you have successfully installed Enterprise Manager and while logged in using the SYSMAN account, one of
your first tasks should be to add a notification method that can be used to notify the administrators you set up. In this
example, you will use e-mail, because that is by far the most common method encountered in real installations.

To start the process, choose Setup » Notifications » Notification Methods, as shown in Figure 4-21.
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Notification Methods | Notifications »
Customize Email Formats... Provisioning and Patching »
My Notification Schedule My Oracle Support »

Figure 4-21. Notification methods

The screen in Figure 4-22 then displays. You can use this screen to set up the details of the corporate e-mail
server(s), together with any authentication credentials that are required. The mail servers that you use must be
configured to allow SMTP communication. You will probably need to ask your mail administrator which to use,
because many corporate e-mail configurations allow only SMTP from specific servers, and they may require the
account that you configure to authenticate to be a member of a specific group.

Setup

Notification Methods

Notification Methods allow you to globally define different mechanisms for sending notifications. These include e-mail, SNMP
traps, PL/SQL procedures and running custom scripts. Once defined, Notification Methods are used by Incident Rules to send
notifications to administrators for events, incidents, or problems.

Mail Server
Enterprise Manager requires the following information to send e-mail notifications by means of Incident Revert | Apply
Rules. When specifying multiple SMTP servers, separate each server by a comma or space. Test Mail Servers

Outgoing Mail (SMTP) Server Ismtp.lab.org

Use the format SERVER:PORT (Example: SMTP1:587). Port 25 is used if no port is specified for the server.
(Example: SMTP1, MyServer:587).

User Name l
Specify user name if your SMTP server requires authentication.

Password l
Specify the authentication password. The_name and password will be used for all SMTP servers.
Confirm Password
Identify Sender As [oracle
Sender's E-mail Address |orcxcle_@lab.org -
Use Secure Connection @® No
) TLS, if available
SSL

Figure 4-22. SMTP server details

By default, Enterprise Manager provides two e-mail templates for delivering notification of events. These are
known as long- and short-format e-mails. You will probably want to customize these, especially to ensure that your
e-mail client has rules configured to process the e-mails efficiently. To customize the e-mail format, you choose
Customize Email Formats from the Notifications submenu (shown earlier in Figure 4-21). This presents you with the
screen in Figure 4-23, which defaults to showing the long format for metric alerts, though you can change this with the
drop-downs at the top of the screen.
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Setup

E-mall Customization

Enterprise Manager uses e-mail templates to generate e-mail notifications for event, incident, and problem type and format
(long/short) combinations. You can see some sample e-mails that will be generated for the selected type, format combination
below. You can customize the e-mails that you receive by changing the e-mail template.

Type | Metric Alert Events Fj Format [ Long Format =
Currently using the default event template.
Customize |

Sample E-mails
Shown below are sample emails based on the current e-mail template for Metric Alert using Long format. This template is a
default e-mail template shipped with Enterprise Manager.

E-mail sent when a critical saniple event is generated.

Subject
EM Event: Critical: Sample Target Name - This is a sample event message.

Body
Host=myhost.acme.com
Target type=Sample Target Type
Target name=Sample Target Name
Message=T his is a sample event messags.
Severity=Critical
Event reported time=Aug 21, 2011 11:07:24 PM PDT
Platform=sample Platform value
Contact=sample Contact value
Customer Support Identifier=sample Customer Support Identifier value
Location=sample Location value
Line of Business=sample Line of Business value

Figure 4-23. E-mail customization

Asyou can see, the long format is well named, providing nearly every available piece of information that you
might require. Unfortunately, it’s almost impossible to read. You might then choose to look at the short format,
shown in Figure 4-24, especially if these messages are to be delivered to a mobile device such as a cell phone or pager.
Unfortunately, this format takes brevity to the absolute limit, not even including the metric details that caused the
alert. This is a design feature specifically limiting the message to fewer than 155 characters. This limit is intended
to allow SMS sending, though provider limits and character sets for SMS may be more limited than this (many for
example, limit you to 140 characters). You will undoubtedly, therefore, wish to customize one or the other of these
formats for production use.
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etup

E-mail Customization
Enterprise Manager uses e-mafl templates to generate e-mail notifications for event, incident, and problem

changing the e-mail template.

Type |Metric Alert Events =] Format | Short Formati =
Currently using the default event template. For short format e-mails, the subject is truncated after i

Customize |

Sample E-mails
Shown below are sample emails based on the current e-mafl template for Metric Alert using Short format.
larger than 155 characters, the body will be truncated to keep the combined length to 155 characters.

E-mail (short format) sent when a critical sample event is generated.

Subject
EM Event: Critical: Sample Target Name

Body
This is a sample event message.:Aug 21,2011 11:07:24 PM PDT

Figure 4-24. Short-format notifications

Tip We suggest you start with the short format and expand it, rather than removing from the long format.

Customization is a relatively simple process, consisting of configuring a mix of plain text and placeholders that are
substituted at runtime with attributes from the alert (for example, target name or alert timestamp). Comments can be
prefixed with the - - character combination in the same way that SQL statements can. In addition, conditional logic can be
applied in order to include relevant details, perhaps if this is a repeat notification. There is as yet no capability for creating
new alert templates, so you are stuck with the two mail formats. This limitation can, however, be effectively worked
around by careful use of the conditional logic feature together with appropriate attributes. For example, it is possible to
define different short-response templates for Production and QA based on target deployment type. Figure 4-25 shows an
example defining all alert types, including repeats for Production but only one regular mail for QA.
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Subject
i-: Enterpﬁsé ﬁaﬁager default event tc;nplaté N
|

|-- Subject of an e-mail is rendered in one line.
|-- The resulting text from the following logic will be concatenated together into one line.

|-- Production
[IF ORCL_GTP DEPLOYMENT TYPE EQ "Production”])
Production Alert:
|[IF NOTIF_TYPE EQ "NOTIF_REPEAT"])
| \I[REPEAT LABEL] #[REPEAT COUNTR]
|[ENDIF]

-- if it is an email for success or failure of corrective action
|-- show the name and execution status of the corrective action
|[IF NOTIF_TYPE EQ "NOTIF_CA"]

CA:[CA_JOB_NAMEJ:[CA_JOB_STATUS]
|[ELSE] -- Email for regular events
[SEVERITY];[TARGET NAME]

|[ENDIF]

[ENDIF]

- QA
'[IF ORCL_GTP_DEPLOYMENT TYPE EQ "QA"]
IQA Alert:

-- Email for regular events only
| [SEVERITY]:[TARGET NAME]
|[ENDIF]

Figure 4-25. Use of conditional formatting logic

Management Pack Access

One of the major objections customers often have to implementing Oracle Enterprise Manager is the perceived
cost involved. This is despite the fact that Enterprise Manager itself is a completely free product. The product does,
however, expose in an easy-to-use fashion premium functionality that is licensed by target. This functionality is
contained in management packs. Because the GUI makes it simple for administrators to access functionality for
which they are not licensed, one of the tasks you should perform fairly shortly after implementation is to configure
management pack access for your targets. This is done from the Cloud Control menu.

To begin the process, choose Management Packs from the Setup menu. Its submenu has four options, shown
in Figure 4-26.

Show Management Pack Information

Management Pack Access
License Information

Packs for this Page

Figure 4-26. Management pack configuration menu

The Management Pack Access option allows you to enable—or more important, disable—premium functionality
for which you haven’t paid and are therefore not entitled to use. Figure 4-27 shows the screen that displays the options.
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Management Packs

Management Pack Access

Enterprise Manager provides central management for your entire Oracle environment. Some premium functionality contained within
this release of Enterprise Manager requires a separate Oracle license. Use target based access to enable or disable access for each
target or use pack based batch update to enable or disable selected packs for all targets associated with the specified target type.

View Options

Choose from the below options to view management pack access information.
@ Licensable Targets

All Targets (Licensable targets and all dependent targets)

Pack Access (@ Target Based () Pack Based Batch Update Auto Licensing

(4 TIP Enabling or disabling packs will affect pack-related management access for dependent targets.

Searchf Database :Il Go Revert | Apply

| Uracle Cloua | Uracle |
| Management | Database | |
[ Pack for Vatabase | Lifecycle pata | lest vata Database Pack
| | ‘ Oracle Diagnostics | Management |Masking |Management | Tuning | Access
Namie & | Type | Host Database Pack | Pack Pack | Pack ‘ Pack |Agreed
em'lZdb.lab.orgI ﬂzttgzacze eml2c.lab.org ~ @ ~ [} &~ 2
orcl.lab.org Dtabase sandbox.lab.org, ™~ @ ] H ™~ [%’
T Instance S |

(& TIP In Oracle Database 11g, you need to set the initialization parameter ‘control_management_pack_access' to Revert || Apply
disable or enable Database Diagnostic and Tuning Packs.

(4 TIP For a detailed description of above functionality and where they can be used within the product refer to the
Oracle Database Licensing Information document, the Oracle Application Server Licensing Information
document or the Oracle Enterprise Manager Licensing Information document.

Figure 4-27. Restricting access to management packs

The Management Packs submenu’s License Information item takes you to a long list of the various management
packs and plug-ins you can buy to aid in the administration and management of Oracle products. These packs and
plug-ins extend the functionality of Enterprise Manager and/or the base product in order to provide an enhanced
management experience.

In addition, the submenu’s Packs for This Page option now provides a pop-up detailing the management packs
that are needed to access a given EM page. This feature is available throughout the product. For example, clicking this
menu option on the Database Performance home page produces the dialog box shown in Figure 4-28.

Liose

Figure 4-28. Packs for This Page example showing required management packs

Note The Packs for This Page feature regrettably doesn’t provide pack access information at the same granular
level as enabling the textual management pack labels did in previous releases.
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Navigation Menu Bar

The Navigation menus, used for navigating the console interface itself, are located in the blue navigation bar at the top
of each screen. There are four menus, which allow for quick navigation to the following:

e  Enterprise-wide locations

e  Target-based administration pages
e  Saved locations (or favorites)

e  Visited locations (or history)

The menu bar appears as in Figure 4-29. In addition, the Navigation bar also contains a search box on the right
side of the screen (not shown in the figure).

‘ Enterprise « @ Targets « * Favorites « @ History «

Figure 4-29. Navigation menu bar entries

These menus are always available to you, no matter where you have navigated within the product. The chief
advantage of this is that you will always have a consistent method available for navigating quickly and easily to the
location of your choice.

Enterprise Menu

The Enterprise menu, shown in Figure 4-30, contains the items you need for an overall view of the health of your
enterprise, as well as various items that don’t naturally fit into the target-based menu.

Summary

Monitoring >
Job » .
Reports »
Configuration 3 .
Compliance v

Provisioning and Patching »

Quality Management 3
My Oracle Support v
Chargeback

Consolidation Planner

Figure 4-30. The Enterprise menu
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Next you'll learn about the menu’s various options, and then take a little time to look at the reporting options that
are available to you.

Exploring the Enterprise Menu

The Summary item takes you to the overall summary view of the enterprise, which gives at-a-glance current-state
information for all managed targets to which you have access. For those familiar with previous product releases,
this is the traditional home page.

The Monitoring submenu provides you with several enterprise-wide options for reviewing and standardizing
monitoring and management across the enterprise. So, for example, this menu is the starting point for defining
monitoring templates and corrective actions. This area is covered in Chapter 7. For now, note that this submenu
provides a route to one-stop configuration of monitoring and automatic fault correction.

The Job submenu is the interface for the built-in Enterprise Manager job scheduler. This centralized job
scheduling system allows you to run a variety of standardized jobs on managed targets across your enterprise. For
example, it is possible to define standardized Recovery Manager (RMAN) backup scripts and deploy the same script
across all databases in the enterprise. The job interface is covered in Chapter 11.

Tip You will have to decide whether the EM12c job system provides enough flexibility and reliability in your
environment, or whether alternative job scheduling systems meet your requirements. In general, if you have an existing
enterprise scheduler, we would recommend using that. If you have the usual collection of somewhat uncontrolled shell
scripts, we would suggest that EM12c provides an opportunity for centralization and simplification.

The Reports submenu is designed to help you produce reports based on the centralized repository data that you
accumulate through the operation of Oracle Enterprise Manager. This information provides much of the additional
value of a centralized repository for management data. We cover the detailed functionality of this menu at the end of
this section.

The next submenu is Configuration, which allows you to collect and compare configuration details for the
managed targets in your organization. This allows you to ensure that, for example, you have the same operating
system package versions installed on two similar hosts. This menu is where the configuration management
capabilities of the product show through.

Next is the Compliance submenu. Compliance refers to the extent to which the actual configuration of a particular
target conforms to a predefined standard for that type of configuration item. This area of the product has seen some
significant improvement with 12c. In previous releases, all that could be achieved was to compare a managed target
against a single, uneditable, predefined set of best practices. This had significant drawbacks, either because the
predefined policy was too restrictive or because it wasn't restrictive enough. The best example of the latter is an
organization that is subject to Payment Card Industry (PCI) standards. Figure 4-31 shows the Compliance submenu.

Dashboard
Results
Library

Real-Time Observations

Figure 4-31. The Compliance submenu

125

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 4 ' INTERACTING WITH THE EM12C CONSOLE

A full coverage of target compliance is beyond the scope of this chapter. There are some basic concepts to get
you started, however. Oracle envisages that, in line with industry practice, you define a set of standard practices
(for example, that you will use Automatic Storage Management (ASM) for your database storage requirements, or that
database listeners won't use the default port of 1521). These are managed individually as compliance standard rules.
You then group a set of related rules into a corporate standard for, typically, a target type. So you might roll up your
ASM standard together with a standard that states you will not use bigfile tablespaces and one that requires locally
managed tablespaces with a uniform extent size into a Database Storage Standard. Finally, you can group related
standards into a compliance framework. In our example, we might create a storage standard as described earlier,
and a database password standard to comply with corporate password policy. These can then both be grouped
together to form a Database Compliance framework for your organization. As of this release, the standards and policy
rules are editable for your organization. In addition, Oracle ships several compliance frameworks with supporting
standards and rules.

Note This one change means that the compliance capability of Enterprise Manager that was rarely used in previous
releases should now be on your to-investigate list.

The rules, standards, and frameworks that you create form a Compliance Library. You can review this from the
Library link in the Compliance menu. Enterprise Manager then allows you to ensure compliance in two ways. First,
a compliance score is calculated as a weighted average of the results of evaluating your compliance standard rules
against a managed target. This score shows up on the target and enterprise home pages. Second, a compliance officer
can view target status interactively and use the Enterprise Manager reporting framework to maintain corporate
assurance that standards are being complied with, and that variations from standards are addressed, either by
corrective action or by documentation of the reasons for noncompliance.

The Enterprise menu'’s Provisioning and Patching option is the entry point to EM’s provisioning and patching
capabilities. As those capabilities are covered in Chapter 6, we do not go into that functionality here.

The next item is called Quality Management, but this is, in my view, a misnomer. The submenu shown in
Figure 4-32 contains links to a variety of added-value options for the Database and WebLogic products. As these items
are separately licensed, we don’t cover these in this introduction to the Enterprise Manager interface.

Application Replay .
Database Replay
SQL Performance Analyzer

Data Discovery and Modeling
Data Subset Definitions

Data Masking Definitions
Data Masking Formats

Figure 4-32. Quality management
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The last item we will look at in any detail is the My Oracle Support submenu. This provides access to four
commonly used areas of Oracle’s online support tool. These are Service Requests, Knowledge Base, Certification
Information, and the My Oracle Support community forums. For any of these to work, you need to have configured
support integration as described earlier. I personally use only the Service Requests option, because the other
informational areas (knowledge base and community content) are, once My Oracle Support connectivity is
established, directly searchable from the search box at the top right of the Navigation bar.

Note One aspect of the support integration that may surprise you is that support pages are displayed from the
now-retired Flash interface to My Oracle Support. We expect this to change in future updates to the product.

Finally, at the foot of the menu, looking suspiciously as through the designers couldn'’t find a better place, are the
Chargeback and Consolidation Planning features. These advanced features are outside the scope of this chapter.

Overall, the Enterprise menu gives you access to product- or enterprise-wide functionality and is the place you
should look for configuring or accessing enterprise management functionality. Before you leave this section, though,
you'll look at the reporting capabilities of the product in a little more depth.

Configuring Reports

Enterprise Manager is in a transitional stage at the time of this writing, moving away from Information Publisher,
which was the technology available in prior releases, towards Business Intelligence Publisher reporting, which offers
greatly enhanced formatting, scheduling, and distribution options. With 12c Release 2, you have two distinct options,
the first is a link to Information Publisher reports. (These are the only option available prior to 12c Release 2), but
have been superseded by BI Publisher Reports. Oracle provides an embedded license for BI Publisher with Enterprise
Manager, and this is clearly the way forward. At the moment, however, there are some restrictions, which we hope to
see relaxed in future releases.

Currently, only BI Publisher 11.1.0.6 (yes, that’s four decimal places of release number) is supported, and then
only when loaded into the same WebLogic domain as Cloud Control. For all practical purposes, this means that you
will either have to extend the domain to include a new BI Publisher server, or install BI Publisher onto the existing
OMS servers. Either of these is a significant investment in complexity and management—and indeed come with
additional CPU, memory, and disk requirements. Hopefully, in the future, the reliance on the same domain can be
relaxed, and the BI Publisher templates can be installed either into an existing corporate BI Publisher environment
or a stand-alone BI Publisher instance. Finally, Oracle currently offers no guarantee of backward compatibility for
BI Publisher reports that you develop. This book, therefore, does not cover BI Publisher reports because we consider
these restrictions to mean that it would be unwise to adopt BI Publisher at the time of writing.

If Information Publisher reports are chosen, you will be presented with a list of predefined reports, organized by
category, which will look something like the alphabetically presented list in Figure 4-33.
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I'Information Publishér Reports

Page Refreshed 22-Feb-2013 08:49:10 GMT o

Search
Title ' Target Type I‘All j
Owner rAll :1 Target Name |
Go |

Delete | Create Like | Edit || Create |

Expand All | Collapse All

Date
Select | Title | Description Generated A OwTer
0 _\7_ l_nformation Publisher Reports ] o L'
V Cisco
O / Cisco Switch
@® Network Info Switch Network information %SYSMAN[
System Health Switch System health information & sysMaN|
O ¥ Compliance
¥ Descriptions
gz::s:i:r;w Group Library Compliance Group Library Summary éSYS.\U\N
gz::‘u‘:::;'ce Standard LIbFaty o, 0 iance Standard Library Summary @sysmay|
Lompliance standard RUle o, 01iance Standard Rule Summary [%sys.wm|

Summary
Figure 4-33. Information Publisher out-of-the-box reports

These reports are grouped in predefined categories. The complete list is shown in Figure 4-34. To produce this
listing, choose Collapse All and then click the arrow next to Information Publisher Reports.

Select | Title | Description | Date Generated | OWher
- -V Information Publisher Reports
£ Cisco,
Compliance

Deployment and Configuration

Enterprise Manager Setup

vV ViV, V

Feature and License Pack Usage

Monitoring

v

Security

v

Storage

Figure 4-34. Available report categories
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You cannot edit the predefined reports, but you can use the Create Like functionality to produce customized
versions. To illustrate this principle, you will use the built-in Oracle Database Monthly Space Usage Report as the basis
of a new daily space usage report. To find the report, expand the reports list so it looks like Figure 4-35.

Select | Title | Description

¥ Information Publisher Reports
b~ Cisco

P> Compliance

> Deployment and

Configuration
[> Enterprise Manager Setup

Feature and License Pack
Usage

Monitoring
Security
Storage

[> Oracle Database Space
Issues

¥ Oracle Database Space
Usage

Oracle Database
Space Usage

Displays space usage for an Oracle
Database, its tablespaces and datafiles.

Oracle Database
Space Usage (Group)

Displays space usage and tablespace full
alerts for each Oracle Database in a group.

Oracle Database
Tablespace Monthly
Space Usage

Displays monthly space usage details for the
tablespaces in an Oracle Database.

Displays databases in a group with the
Tablespace Space Used (%) alerts enabled
for any Undo or Temporary tablespace. This
report can be useful in environments where
DBAs do not want to get alerts for any Undo
or Temporary tablespaces. It helps DBAs
identify databases to run an EM job to
disable the alerts if desired.

Oracle Databases
With Tablespace
Space Used (%) Alert
Enabled for Undo or
Temporary
Tablespaces (Group)

Figure 4-35. Space Usage Report customization

Date
| Generated | Owner

& sysMaN

& sysMaN|

& sYSMAN|

B sysMAN|

Select the Monthly Space Usage Report and click Create Like. You will see a screen like the one in Figure 4-36.
You can customize all the editable properties of this report and you must customize the report title.
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ntormation Fublisher Heports

Create Report Definition

General ' Elements Schedule = Access

mlnfoma!ion

The Information Publisher reports feature is being replaced by Oracle Business Inteliigence (Bl) Publisher reports feature. Oracle strongly recommends migrating your re
Manager release 12.

* Title IOmcle Database Tablespace Weekly Space Usage Description |pisplays weekly space usage details for the
= itablespaces in an Oracle Database.
Category | Storage L] Add Category |
y [Oracle Database Space Usage B Agd Subcategory |

Targets
Either the report viewer can select a target, or your report definition can specify the target. An element-specific target, If specified, overrides any cholce’ below.
@ A target will be selected by the report viewer when viewing the report
Target Type l Database Instance
Limits the report viewer's choice of targets
Use the specified target

Target I Q

Leave blank if this report has no report-wide target

Privileges
The report can be run using the target privileges of either the report viewer orthe*repoﬁ owner (SYSMAN). The report is run using th&targef privileges of the report viewer,

Run report using target privileges of the report owner (SYSMAN)
Not valid when A target will be selected by the report viewer when viewing the report” is selected

Time Period
@Tms report has a time period
Time Period Last 7 Days GMT - set fime«rerigd;)

[g Allow the report viewer to customze the time period.

Options
Figure 4-36. Initial report settings

Update all the existing references to Monthly to refer to your new analysis period (in this example, you would use
Weekly). In addition, choose Set Time Period and change from 31 days to 7. When you have finished, the report should
resemble Figure 4-37.
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Create Report Definition
Preview | Ca-unelJ OK|

General Elements Schedule Access

@Information

The Information Publisher reports feature is being replaced by Oracle Business Intelligence (BI) Publisher
reports feature. Oracle strongly recommends migrating your reports to BI Publisher as the Information
Publisher reports feature will no longer be enhanced and is deprecated as of Enterprise Manager release 12.

* Title IOracle Database Tablespace Monthly Space Usage Description
Category | Storage i Add Category |
Subcategory IOrc\cle Database Space Usage _;j Add Subcategot_y]
Targets

Either the report viewer can select a target, or your report definition can specify the target. An element-specific
target, if specified, overrides any choice below.
@ A target will be selected by the report viewer when viewing the report

Target Type I Database Instance =
Limits the report viewer's choice of targets
Use the specified target

Target | Q

Leave blank if this report has no report-wide target

Privileges
The report can be run using the target privileges of either the report viewer or the report owner (SYSMAN). The
report is run using the target privileges of the report viewer, unless the following option is checked.

Run report using target privieges of the report owner (SYSMAN)
Not valid when “A target will be selected by the report viewer when viewing the report® is selected

Time Period
& This report has a time period

Time Period Last 31 Days GMT &et Time Pen'odJ

(& Allow the report viewer to customize the time period

Figure 4-37. Weekly Space Management Report

Next, ignore the Elements tab for the moment and then click Schedule. This tab allows you to configure the report
to run weekly on a Sunday and e-mail to an appropriate address (see Figure 4-38). This scheduling of reports so that
they are in the in-box of administrators or management is a big advantage of centralizing the reporting functionality
along with the management repository. I suggest that you save copies of sent reports and purge after a sensible
timeframe that allows comparison across time so that you can answer questions such as “What happened at this time
last year?”
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& Schedule Report
When checked. the General option *Run report using target privileges of the report owner (SYSMAN)® must also be checked

Schedule
Type One Time (Immediately) ) One Time (Later) (@ Repeating

Frequency Type I By Weeks 'i
Repeat Every |1 Weeks

Time Zone | (UTC+00:00) Universal Time (UTC) =

Start Date. [26-Nov-2012 &
Start Time |2 jIOO @ AM PM

Repeat Until @ Indefinite
Specified Date

pate [ @

(example: 26-Nov-2012)

Time [T T @AM OPM

Save Copies of Report
(& save a copy of report each time the scheduled report completes

E-mail Report
& E-mail report each time the scheduled report completes
From Oracle Enterprise Manager (SYSMAN)

Reply To [no-reply@lab.org

To [db-management@lab.org

Separate recipients with comma. semicolon or new line. Example:JonDoe@hq.com. help Desk@mycompany.com

Subject |Weekly Database Space Usage

Purge
You can specify a purge policy 10 limit the number of copies of scheduled reports.
1 Do Not Purge
(@ Purge Based on Retention Time 2 l Years :J

Purge Based on Number of Saved Copies

Figure 4-38. Two-year retention of Weekly Space reports

Targets Menu

The Targets menu gives you, as the name suggests, quick access to summary information about targets by type. The
available target types vary according to the plug-ins you chose to install. Figure 4-39 shows an example.
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All Targets Ctri+Shift+T
Groups

Systems

Services

Hosts

Databases
Middleware

Business Applications
Composite Applications

Figure 4-39. Targets menu

The All Targets option, or keyboard shortcut, takes you to a searchable list of targets organized in various
ways. The screen looks similar to Figure 4-40.

All Targets
Reline Search View ¢ | Search Target Name (o]
v Target Type { Target Name —— A |Target Type —— _TarﬂSlat-i
V Databases |/EMGC_GCDomainGCDomain Oracle WebLogic Domain na
Database Instance (2) |[/EMGC_GCDomain/GCDomainEMGC_ADMINSERVER Oracle Webl.ogic Server 3
7 Groups, Systems and Services ./EMGC_GCDoman’GCDomain“EMGC_ADMINSERVER’nx!s-owsm Metadata Repository na
Database System (2) |/EMGC_GCDomain/GCDomainEMGC_ADMINSERVER/mds-sysman_md Metadata Repository nva
EM Service (2) |/EMGC_GCDomain'GCDomainEMGC_OMS1 Oracle Webl.ogic Server @
7 Middleware |/EMGC_GCDomain'GCDomanvEMGC_OMS1/emgc Apphcation Deploy ment @
Application Deployment (3) |/EMGC_GCDomainvGCDomaivEMGC_OMS1/empbs Application Deployment @
Metadata Repository (2) |/EMGC_GCDoman'GCDomain'EMGC_OMS1/0CMRepeater Appication Deployment i @
Oracle Weblogic Server (2) |/EMGC_GCDomainGCDomain'EMGC_OMS1/oracle security.apm(11.1.1. Oracle Authorization Polcy Manager @
Oracle Authorization Policy Manager-(1]'  |/EMGC_GCDomainfinstance1/ohs1 : Qracle HTTP Server - @
Oracle Fusion Middieware Farm (1) |agenti2c1_3_dev Oracle Home na
Qracle HTTP Server (1) agenti2ci_4_emi2c «Qracle Homg va
Oracle WebLogic Domain (1) icommon12c1_6_em12c Oracle Home wa
7 Servers, Storage and Network N2 Oracle Home va
Host (2) ;devjab.org Host . {%
> Others |dev.fab.org:3872 lgem. {%
B> Internal EM Console Service, EM Service @

Figure 4-40. All Targets option

In addition to searching by target type, you can view targets by software version, target status, hardware platform,
or operating system. This screen is faster if you want to review several targets of the same type or status; if you are
searching for a specific target, you would likely do better to use the standard search box on the Navigation bar, which
will achieve the same result.
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The next section of the menu covers groups, services, and systems, which are three ways of viewing and
managing a collection of managed targets as one. You will need to understand the differences and uses of each of
these constructs in order to make effective use of the platform.

A group is alogical organization of a set of targets. For example, you might classify all production databases as a
group, or all hosts in a specific data center. The effective use of groups is covered in Chapter 7. For now, all you need
to know is that you can group logically related items and then view summary information about the group rather than
the individual targets. Figure 4-41 shows the sort of information you will see by default for a group (in this case, of
database instances).

Devewpmom vatabases W

iy Grow v
¥, Q¥nsral /| Status
Crwener SYSMAN
Growp Type Normal Group 2 Mombars Gy Agent Unceschabe 1§ Up 1

Privisge Propagason Deabied i@ Most Affected Mambers-(Last 24 Hours}

Hare
¢m12b ab.org

] Overview of Incidents and problams
- orel

In¢idents

Updated In last 2¢ hours &
Beeak oown of incksents updated in List 24 houts

Con| @ (O [ AP

Avaiabilty " .
Performanc: Compliance Summa
. [ Compl ! Y
Securty B General Members
Others -
Problems
Name
Towt Open O B
> data 10 &
oI Job Activity Sz
Summary of Jobs whose s1arl date 5 wkhe the last 7 days.
Show [TalostPun ] | Search [JobName ] >
7\7aw-. - mf F w m |? J w_
Mame PR Yo Type o! Blackouts
o job — i) Create |
Status
o
¢ naduied %
Active
chafing Hoden 3 Totai Executions O | Total Jobs
v/ Patoh Rocommendatians {compos Lt Velapmon -Databasesy: Fe Inventoiyiand Usage™
View by
® Chssscafion () Target Type o

Other Recommendation s | ot

Secunty | — Enlerprine Limm Server réieasa 5.6 (Corthage)
Diacie Linux Server release 5.8

Figure 4-41. Group information

You may at this point be thinking something along the lines of, “That’s great; I can group all the devices that make up
my important application installation together and view these as a single group.” Although this is true, it is likely that what
is really required is a system. A system is defined by the service or services it provides. The formal definition is as follows:

A system is the set of infrastructure components (for example, hosts, databases, and application
servers) that work together to host your applications.

Systems come in several flavors, according to the services they provide. If you navigate to the systems page,
you will see several predefined systems, including the WebLogic domain that runs the Enterprise Manager Service.
Systems management is a comprehensive area of management and configuration, since Enterprise Manager allows
you to define interdependencies and component roles and so on. The power of defining systems correctly comes into
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its own with the root-cause analysis and service-level analysis that Enterprise Manager offers for managed systems.
The home page for a database system looks like Figure 4-42 (we use the Enterprise Manager repository database
system, so you can compare it with your installation).

%% em12db.lab.org_sys' ®
Q.: Database System « @ Page Refreshed 25-Feb-2013 07:59:40 QMT .

A

gGeneral i -/ Status Yo
Database  em12db.lab.org
Last Backup & 22 February 2013 06:46:35 GMT Avaiabiity [ 1 100%

3Members & Up2 nat

3‘®—Most Attected Members (Last 24 Hours)

Name | Type IHKe’ | Status | Avaiabilty (%)
emt2db.ab.org 8 v &%
LISTENER_em12c lab.org B N e
:,_ Issue Overview & ~| Compliance Summary F
Incidents Compliance Standards Members
Updated in last 7 days 0 | view Trends
Break down of incidents updated in last 7 days — |Name o | ﬁ«zagiSc‘_m: -
Category Q | 0 A P No data to display
Availability = o
Performance
Security
Others
Problems
Total Open Q W

Figure 4-42. A database system

Services is the final menu option in this group and the basis of the service-level management capabilities of
Enterprise Manager. A service is simply defined as the provision of a useful function to one or more users. This is pretty
similar to the widely used ITIL definition, which focuses on the delivery of useful outcomes to customers. Systems
as previously defined can deliver services, but you can also define services that are not based on systems (perhaps
you don’t own or monitor the IT infrastructure that provides them). The exact list of types of services available for
monitoring in Enterprise Manager depends on the plug-ins in your installation.

The next set of menu items simply consists of home pages for the various managed target types for which you
have monitoring configured. For example you might have entries for Hosts, Databases, and Middleware. Clicking any
of these entries simply takes you to a view of your managed estate, filtered for all targets of the specified type. Each
page allows you to view existing targets of that specific type, add new ones by way of the discovery process, or remove
old ones at the end of the target’s useful life.

Tip If your job role is as a dedicated administrator for a specific type of target—for example, if you are a Fusion
Middleware administrator—you are better off choosing and, if necessary, customizing an appropriate home page.

Finally, in this menu you have links to applications that are under management. These are not supplied target
types, but rather are built up by you from monitored components. This functionality is complex and site- and
application-specific. The subject is covered in the documentation set Oracle ® Enterprise Manager Cloud
Control Getting Started with Oracle Fusion Middleware Management, available at
http://docs.oracle.com/cd/E24628 01/install.121/e24215/bussapps.htmisthref170.
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Favorites Menu

The next menu looks at first sight redundant. This is the Favorites menu, which initially looks like Figure 4-43. As such,
it duplicates the in-browser favorites functionality that you already have. Clearly, you likely will not gain a tremendous
amount of value by adding Cloud Control favorites here if you can also utilize the built-in browser functionality.

Add Page to Favorites Ctri+Shift+Al
Manage Favorites... |

@ Summary |

Figure 4-43. Favorites menu

If, however, you configure support integration, and like the authors have already collected a wide range of
favorites in the My Oracle Support interface, you will find that these are available to you directly from the Enterprise
Manager Favorites menu. Figure 4-44 shows settings from an account that has many Oracle E-Business 11.5.10
favorites associated with it.

Add Page to Favorites CirlShift+A
Manage Favorites...
2 Summary | +! Inventory and Usage
Bug - My Oracle Support »
Jovument - My Oracle Suppoit » 10.1.0.5 Patch Set - Linux 32bit README
Service Request - My Qgécle Support » About Oracle Applications Technology ATG_PF.H Rollup 5
About Oracle Applications Technology ATG_PF.H Rollup 6
About Oracle Daly Business Inteligence Famiy Pack G (7.3)
® Up (17) Application Management Pack for Oracle E-Business Suite Release 2.0 Troubleshooting Guide
] m:’nnoallr: % Bust Contnuity for Oracle O Release 11i Using Oracle Real Applcation Ciusters and Physical Standby Database

Case History: Impiementing a Reverse Proxy Alone in a DMZ Configuration
Cloning Oracle Applications Release 11i with Rapid Clone
77% Critical Patch Update April 2008 Avaiabilty ion for Oracle Database and.Fusion Middieware Products

Diagnosing and Resolving Error ORA-04031
DMZ Configuration with Oracle E-Business Sutte 11i
Getting Started with the Application Management Pack for Oracle E-Business Sutte (Release 2.0)
How To Configure An HR -> OID Synchronization Profie With Custom SQL SELECT

nlast 7 days Hows To Reset las_admin User Passviord On AS10G On Unix If The Oid Password Is Missing?

0la
3 1

B

HR 1o OID Synchronization: Step by Step Configuration and Troubleshooting

Linux Quick Reference

ORA-600 Lookup

OracleAS 10g (9.0.4) I jon Requi for Linux Red Hat 4.0

OWF H Diagnostics and Solutions

Patch: Bug 10292173 - RMAN-20052 *invalid datafile create SCN* for TEMPFILE [ID: 10292173.6]
Predicate Selectivity

Reference: ASM & Shared Pool (ORA-4031) [ID: 437924.1)

v Removing Credentials from a Cloned,EBS Production Database.

Figure 4-44. Displaying My Oracle Support favorites in EM

History Menu

The History menu merely gives you access to a history of recently accessed pages. This helps when using a browser
Back button would take you through a task flow rather than to a genuine previous page. Other than this, we can find
no use for the menu that the browser history doesn’t give.
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Search Box

On the right-hand side of the Navigation bar is a search box that allows you to search both Enterprise Manager and
My Oracle Support (MOS) directly from within the product interface. The search box’s default scope is Search Target
Name, but the drop-down list enables you to change the scope to, for example, Oracle patches or the My Oracle
Support knowledge base. As an example, suppose you cannot recall exactly how the ADR retention policies work in
recent versions of Oracle Database. You surmise that this information ought to be available in the knowledge base
within MOS. You therefore select Search Knowledge Base from the drop-down menu and enter a query, as shown

in Figure 4-45.

EEEILLE QUL L YRR ADR Retention Policy|

Figure 4-45. Searching the knowledge base from within Cloud Control

Assuming that you have configured support access, you will be taken to the results of your query. In our case,
the exact document we want is the first hit (see Figure 4-46). You can, if necessary, modify your search criteria in the
normal MOS way to narrow down or expand your results.

My Oracle Support

Knowlzdge Home Welcome, Niall &-& Last refreshed 0 minutes ago G@
<nowledge Browser @FaQ -

‘Search: ADR Retention Policy

4 @- _I‘ ADR Retertion Policy 4 Q |Advanced 1-20 of 28 Next 55 See Fesults in G

Refine Search Clear All Did you mean: adar Retention Policy

EegSource
All Sources ¢ ¥ 13 Mar 2013 Retention Policy for ADR
Knowledge Base i :,%cr:r::nt is to explain the retention policies in Automatic Diagnostic Repository (ADR). Scope All C
i

Knowledge Base Archive Tags: adrci; automatic; diagnostic: dynamic adv use: repository; retention [Article ID 564269.1]

{7 @] 22 Mar 2013 Oracle Clusterware logs and RDBMS logs rotation policy

Communities m for understanding the log rotation and retention policy for the all the CRS and database logs in ...
11.1.0.6 on-wards ADR(Automatic Diagnostic

Tags: adr; automatic diagnostic repository. logging: repository: retention: rotation ([Article ID

All Bugs

Documentation

Sun System Handbook 1368695.1)
Patches ¥7 (25 jul 2012 How To Clear Active Incidents In Enterprise Manager 11g?
¥ Product Category m Repository (ADR) Package incident ... LONGP_POLICY : adrci> show control To set the retention pol
All Products values : adrci> set control (SHORTP_POLICY
Enterprise Management (3) Tags: adr. adrcii aging: enterprise manager: purge: purge policies: retention [Article ID 12064
More Applications (1) 7 () 11 Mar 2013 11.2.0.x Oracle Database and Networking Patches for Microsoft Platforms
| R n Overview The following article provides a full list of bug fixes included in the 11.2.0.x patch bundles {
(Cilrga)c e Databasé¢ Products set exception bundles) for the Microsoft Windows

Tags. list of bug fixes; patch; windows patchset [Article ID 1114533.1)

Figure 4-46. Knowledge base search results in Enterprise Manager

The range of sources for the search drop-down corresponds directly to the list of searchable sources in the My
Oracle Support Flash interface.
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Target Management Menu Bar

All of the menu items discussed previously are available throughout Enterprise Manager and provide the consistent,
coherent, and always available navigation paradigm for the management product. Additionally, each plug-in, whether
supplied by Oracle or a third party, is responsible for providing management menu bars for the target types for which
it provides manageability services. To illustrate the general features, we will use the Oracle Database plug-in because
we assume most readers are somewhat familiar with database administration. Each managed target type provides
menus on its target-specific menu bar, some of which will be consistent with the menus presented here, and some of
which will be target-type specific and expose manageability interfaces appropriate to that target type alone.

Asyourecall from the introduction, previous Enterprise Manager releases had somewhat inconsistent interfaces,
with the design down to individual product groups and a variety of paradigms employed, from the database team’s list
of links to the highly menu-driven approach adopted by the Fusion Middleware team. With this release, the individual
products utilize the approach pioneered by the Fusion Middleware team. The home page for a database target, for
example, looks like Figure 4-47.

4% orcllab.org ® [] sandbox.lab.org
Oracle Database «+ Performance + Availability » Schema » Administration « E‘] Page Refreshed 25-Feb-2013 08:37:20 GMT o

Auto Refresh | 30 Seconds |

; Summary & ’:_i Performance [
Status Activity Class Services

UpTime Odays, 1 hrs
Version 11.2.0.3.0
Load 1.29 average active sessions
Total Sessions 63
Last Backup N/A
Available Space 3.12 GB

N

W Wait
W User /O
mCPU

Active Sessions

Total SGA 1,576.92 MB [ —CPU Cores |
Diagnostics
[ - |
FERIEEES 7:37 AM 7:47 AM 7:57 Al 8:07 AM 817 AM 8:27 AM
incicents @ o @ o Ao Po
'w|Resources @
Host CPU Actlve Sessions Memory (G8) Data Storage (G8)
1.75 6r
L 150
"E]Compllance Summary @ ! ] : MW Other 5|
1 [WWait 125 =
r3J Jobs Running Other mlser 1.00 | MlBufr.. 4 W Others
{WInstan... 170 0.75 =Lar... 3 J\?‘S[;)A%X
Java... 3
mcry D=s MPCA 2| WSYSTEM
| | 0.25
[ 0 0.00 1,
ol
»
22 /SQL Monitor - Last Hour o
Status Duration JSOL D Session ID Paraliel 1 Database Tame
< I 32zj0w7yOsisa 43 I 33 12 s
< N 30 6gvchixudcadg 43 I E— 30 55 S
< I 06 O f6c24n8y72xdc 48 26318

Figure 4-47. Database home page

The Target Management menu bar for an Oracle database has five submenus: Oracle Database, Performance,
Availability, Schema, and Administration. These are illustrated at the top of Figure 4-47.
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The leftmost menu, known as the target type menu, is common throughout the product and gives access to
various configuration items for the target. It is always labeled for the target type (Oracle Database, WebLogic Server,
and so on). Any further menus are the responsibility of the plug-in for that target type. To illustrate this, compare the
Database home page with that for the Enterprise Manager WebLogic Administration Server, shown in Figure 4-48.
The menus for performance, availability, and so on have been lost, because the manageability for these features is
exposed in a different way by the underlying product. However, the target type menu is still there, this time labeled
WebLogic Server.

&) weblogic Server ([ StartUp [ Shut Down... (J Create Blackout.. &} End Blackout...

' Summary,
‘General Fools
Up Sice 27-Nov-2012 13:51:24 & To configure and manage this Weblogic Server, use the Weblogic Server
Availabilty (%) 54.49 Administration Console.
Version 10.3.5.0 Monitoring and Diagnostics
State  Running incdents 0
CPU Usage (%) 0.45 Descendant Target incdents 0
Heap Usage (MB) 314.54 Configuration Changes 9

Java Vengor Sun Microsystems Inc.

Diagnostic Findngs 0
Java Version 1.6.0_24 f ng:

Patches Appied 0
Support Workbench Problems 0

Serviels and JSPs EJBs
Active Sessions 0 Beans n Use 0
Request Processing Time (ms) 0 Bean Accesses (per minute) 0.00
Requests (per minute) 0.00 Bean Access Successes (%) 0.00

Bean Transaction Committs (per minute) 0.00
Bean Transaction Rolbacks (per minute) 0.00
Bean Transaction Timeouts (per minute) 0.00

Bean Transaction Commits (%) 0.00

Work Manager
Requests (per minute) 180.20
Pending Requests 1
JOBC and JTA Usage
Open JDBC Connections 0
JDBC Connection Creates (per minute) 0.13
Active Transactions 0
Transaction Commits (per minute) 0.00
Transaction Rollbacks (per minute) 0.00

NS
JMS Servers 0
Pending Messages 0
Current Messages 0

Figure 4-48. Home page for a WebLogic administration server

The target type menu items, as shown in Figure 4-49, are designed for quick access to controlling the monitoring,
configuration, and reporting for the target. Here you can change or set up both monitoring and alerting. In addition,
the menu may offer the ability to control the state of the target—for example, to shut it down—as well as various
informational and reporting options. The following sections discuss key options from this menu.
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Home

Monitoring v
Diagnostics v
Control >
Job Activity

Information Publisher Reports

Logs b
Provisioning r |
Configuration »
Compliance v
Target Setup 3

Target Information

Figure 4-49. The target type menu

Monitoring Setup
The Monitoring submenu contains at least the following items relating to metric collection and reporting:
User Defined Metrics: User-created metrics for this target type
All Metrics: All metrics for this target type
Metric Collection Settings: Whether and how often to collect the metric
Metric Collection Errors: Errors encountered when collecting metrics

Figure 4-50 shows the Monitoring submenu for a WebLogic server, illustrating these and WebLogic-specific
options. The use of these options is reasonably self-explanatory, while the actual metrics vary by target type. Figure 4-51
shows the result of selecting All Metrics for a database target. This gives you access to the full range of metrics available
for this target. We have sorted by category to make the list easier to view, because databases have a very large number of
potential metrics.
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Performance Summary
JVM Performance

Resource Performance

All Metrics

Metric and Collection Settings
Metric Collection Errors
Status History

Incident Manager
Alert History

Blackouts

Figure 4-50. The Monitoring submenu

srel > All Metric

All Metrics
Search Open Metric Events
View « ? |Metric Name
1o No data to display.
View By EM ;
v .. o Top 5 alerting metrics (Last 7 days)
L~ Category : Availability
t> Category : Capacity JRIeiicihiame
- Category : Error State
[ Category : Fault Tablespace Space Used (%) for USERS
[ Category : Load 1ablespace Space Used (%) for SYSTEM
[~ Category : LoadType Database Time Spent Watting (%) for Concurrency
[~ Category : Response Tablespace Space Usea (%) for SYSAUX
L= Category : Security o -
L= Category : Utilization
I~ Category : Unclassified
Other collected items

Figure 4-51. Available metrics for a database target

improvement on the way the same information was presented previously.

CHAPTER 4

INTERACTING WITH THE EM12C CONSOLE

Note We also get an immediate trend for top-five alerting metrics plus any open metric events. This is a neat
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If you expand the Capacity category and click on a tablespace used metric, you see the common metric
configuration page, shown in Figure 4-52, allowing you to set the frequency of collection and upload interval. This
functionality is common to all metrics for all managed targets. A management metric in this case is just a data point of
interest—for example, the amount of free space in an Oracle tablespace. The metrics are collected by the agent at the
configured frequency and uploaded every so many collections (in this case, every time).

# em12db.lab.org ®
Oracle Database » Performance » Availabiity + Schema + Administration «

emi2db.lab.org >

All Metrics
Search | Tablespaces Full
View + E = ?_g Coliection Schedule Every 30 Minutes  Modify
View By | Metric Category .-ﬂ Upload Interval Every Coliection
[7 emi2dbaborg Last Upioad 28-Nov-2012 00:04:21 GMT
t> Category : Availability !Tablespace Name ';ab)esp::e Free |Tablespace Space Used (%)
v Category : Capacity | - _ |_Eace( B) _
I~ Archive Area - MGMT_AD4J_TS 6,198.3 0.03
£~ Dump Area > MGMT_ECM_DEPO 6,023.18 222
t> Fast Recovery > MGMT_TABLESPAC 6,180.49 30.56
- Recovery Area > SYSAUX 6,046.93 11.59
> Space usage by buffered queu > SYSTEM 6,006.93 1206
L~ Streams Processes Count > TEMP 6,027.34 0.53_
I Tablespace Allocation > UNDOTBSH 6,354.34 6.01
v Té il [~ USERS 6,003.87 0.02

Tablespace Free Space (M|, @ Data shown in above table is collected in real time.

Figure 4-52. Tablespaces Full metric details

The available metrics vary by target type, but the configuration of the collection and upload is common across
the product. The prime reason, of course, for collecting metrics is to allow analysis and alerting to take place. In
Enterprise Manager, for historic reasons, alerting has a specific technical meaning that is different from common
English usage. Specifically, an alert occurs when a metric crosses a threshold set by an administrator (this may have to
occur for several collections in a row to avoid false positives). There is no association between an alert occurring and
an administrator being notified.

The Metric and Collection Settings menu offers a different view of the metric collection configuration, grouping
metrics by type, and allowing you to change the schedule for collecting the value of the metric and to define thresholds

for that metric that represent warning or critical states for the collected metric. Figure 4-53 illustrates this interface for
a database target.
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Dampase Instance: on.:I.lﬂb.org. > Met
Metric and Collection Settings

Metrics

Other Collected Items

View I Metrics with thresholds |

Expand All | Collapse All

Metric

WV orcl.lab.org

Y Alert Log

Archiver Hung Alert Log
Error

Data Block Corruption
Alert Log Error

Generic Alert Log Error

Media Failure Alert Log
Error

Session Terminated
Alert Log Error

Alert Log Ervor Sta

Archiver Hung Alert Log
Error Status

Data Block Corruption
Alert Log Error Status

Generic Alert Log Error
Status

Media Failure Alert Log
Error Status

Session Terminated
Alert Log Error Status

V Archive Area

Archive Area Used (%)

Comparison |
| Operator
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Contains
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Corrective
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| JoRra-
| fora
JORA-0+(6007|7 L
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Figure 4-53. Metric and collection settings
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Notifications are configured on a per administrator basis by using the Setup menu located on the Cloud Control
menu bar described earlier. The configuration of alert thresholds on a per target basis can be performed here.

Note As described in Chapter 7, you will mostly use monitoring templates to set alert thresholds. The Monitoring
menu provides a method to override these where necessary. Once you have set up your metrics and your alerting, make
sure to periodically review the target for any metric collection errors using the Metric Collection Errors menu item.

Diagnostics

Some, but not all, target types use the Diagnostics submenu to give you access to the Oracle Support Workbench and
Health Check monitors. I expect the range of targets supplying this submenu to grow with time. This provides a handy
way to package your support incidents and upload them to support, as well as to compare the existing state of your
infrastructure with published Oracle practices.
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For a database target, this submenu allows access to the Support Workbench, which allows you to package
incidents detected by the Advanced Diagnostic Repository and upload these to support. Figure 4-54 shows an
ORA-0600 error appearing for an EM repository database target.

Database Instance: eml2db.lab.org > W
Support Workbench

Problems (1) Checker Findings (0) Packages (0)

New Problems in Last 24 Hours 1
New Incidents in Last 24 Hours 6

View I Last 24 Hours =
View | Package

Select All | Select None | Show All Details | Hide All Details
Select [ Details ID | Description f Number Of Incidents

I> Show, 1  ORA 600 [1433] 6

Figure 4-54. Support Workbench

This interface allows you to manage an incident with support and integrate the progress of that incident against
the managed target. The full screen provides a graphic view of incident timelines and the way in which ADR has
linked incidents to problem records (see Figure 4-55).
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Incidents (6)

164377 ORA-600 [1433] [60]
164617 ORA-600 [1433] [60)
164649 ORA-600 [1433] [60]
164201 ORA-600 [1433] [60)
164489 ORA-600 [1433] [60]

There are more incidents ...

7 "Performance and Critical Error Timeline

4
m.
Y
A
"
*U‘ 0 A 2 s
& 700 8 10 12 AM 2 4

Nov 29, 2012 30

® ORAG600(1433

Figure 4-55. Incident occurrence

Target State and Notification Control

The Control submenu gives you two basic functionalities and should be available for all target types (see Figure 4-56).
The first is the ability simply to start or stop the managed target by using the target-specific appropriate procedures.
Just below this, though, is the ability to set or manage blackouts. A blackout is a predefined period during which
normal monitoring and alerting is suspended, and optionally during which management tasks do not run. The
blackout feature allows you to take account of planned downtime (for example, for monthly operating system security
patch application without receiving a blizzard of notifications of target state-change alerts as the managed hosts shut
down and restart).

Startup/Shutdown
Create Blackout...
End Blackout...

Figure 4-56. The Control submenu
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Clicking Create Blackout opens the Create Blackout wizard, shown in Figure 4-57. As you can see, the blackout

functionality is quite extensive and can apply to composite targets (most commonly a host and all targets running on
that host).

Properties Member Targets Targets on Host Services Schedule Review

Create Blackout: Properties

C |Step 1 of 6 Next

* Name [Blackout eml12db
Comments |Blackout Database for maintenance

Reason :DB: Database Patch/Maintenance

& Run jobs during the blackout. Jobs that are not agent-bound will continue to run during the blackout even if this option is
unselected.

Detect Service that are dependent on target that will be selected in blackout.
Targets
Select the targets to be blacked out. You only see the targets for which you have Blackout Target privileges. Agents are
Renos || Al
Select All | Select None
Select | Name Type 4

eml2db.lab.org Database Instance

(/ TIP The Member Targets step is only meaningful for composite targets.
 TIP The Targets on Host step is only meaningful if a Host is selected.

Cancel (Step 1 of 6 Next

Figure 4-57. Create Blackout welcome screen

Tip Don’t use blackouts to hide alerts that you don’t want or know how to investigate. This always leads to missing
alerts that you should have picked up. Instead, use blackouts only for planned maintenance.

Log Review

The target type menu also provides a handy Logs submenu for reviewing the system logs associated with various
targets (see Figure 4-58). The menu itself is common to all targets, but the available level of detail depends on the
nature of the target and the plug-in designer. In the case of a database, for example, the Logs submenu gives you
access to review the alert.log file, to review all recorded errors, and to manage trace files.
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Text Alert Log Contents
Alert Log Errors

Archive/Purge Alert Log
Trace Files ’

Figure 4-58. Database diagnostic log access

By contrast, a web server target simply provides a single Logs option that allows you to search for and view log
messages based on criteria (see Figure 4-59).

Log Messages
viSearch

Date Range | Most Recent 3 10 [Minutes _=]

* Message Types (@ Incident Error @& Error [ Warning (] Notitication () Trace & Unknown

Message | contans E’
Search | Add Fieids J
View o | Show | Messages =] Vew Related Messages cxport Mespayes 10 Fie
Message — |
Tooe AT Type Message ID |Message

Figure 4-59. Searching application server logs

Target Setup
One place that you will definitely spend some time is in the Target Setup submenu, shown in Figure 4-60. This is

where you will configure both the monitoring credentials and the metadata about the target, which you can use for
grouping and access control.

Enterprise Manager Users
Monitoring Configuration

Administrator Access

Remove Target...
Add to Group...

Properties

Figure 4-60. Target Setup submenu
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To configure the account with which you monitor a target, select Monitoring Configuration. The actual details
supplied vary by target type. Figure 4-61 shows the screen for a database target. As you can see, you are required to enter
the monitoring account details (in the case of a database, Username, Password, Port, Role, and SID/Service_Name).

Cancel Step 1 of 5 Next [

Properties Install Packages Credentials Parameters Review
Configure Database Instance: Properties
Name orcl.lab.org
Type Database Instance
Database System orcl.lab.org sys
Group(s) None
¥ TIP This target is a member of the Group(s) listed above.

3] nrﬁctjon
Name Value |
_O;de Hc;me Pa_th ) ) Vuoiap;/omrﬁcﬂmho?e h -
Monitor Username «dbsnmp

Monitor Password | ......

Role Iiormal_:]
Listener Machine Name sandbox.lab.org
Port [1521
Database SID |_orcl

Preferred Connect String

Enter the connection string that OMS
should use when connecting to the
target database. If blank, the OMS
would automatically construct one
using the host, port. SID provided
above.

Figure 4-61. Required database monitoring details

Similarly, for other targets you will likely need names, passwords, and ports for the monitoring of the individual
target-monitoring infrastructure.

Customization

The first indication that you will have that Cloud Control is designed to be customized to the requirements of the
individual administrator comes at the very first login. After logging in, you will be presented with a page that offers you
the chance to choose a home page based on one of a number of predefined job roles. Most readers of this book will
probably want to choose one of two of the choices. If you primarily work as a database administrator or developer, you
will likely choose the Databases page. If you work in operations or support, you may want to start from the Incidents
page, which is focused for staff managing operational incidents in the enterprise.

Note You don’t have to choose any home page at this stage, and we recommend that you don’t. Instead, review all of
the available pages for an appropriate starting point for your role. You can then tailor your home page more specifically at
a later point.
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As the primary audience for this book consists of database professionals, we concentrate on the database-specific
pages as an example for this section, unless otherwise noted. However, everything said here applies throughout the
product. Figure 4-62 illustrates the home page for a database target.

4% orcllab.org ® [] sandbox.lab.org
Oracle Database » Performance + Availabiity » Schema + Administration + E‘] Page Refreshed 25-Feb-2013 08:37:20 GMT o

Auto Refresh [30 Seconds ||
; Summary & ’_:_( Performance [

$ftus Activity Class Services |

UpTime Odays, 1 hrs
Version 11.2.0.3.0

Load 129 average active sessions S  Wait
Total Sessions 63 W WUser (/0
LastBackup N/A & ECFU
Avalable Space 3.12 GB 2 e
Tolal SGA 1,576.92 MB P = ores |
Diagnostics
o 0L -
FERIEEES 7:37 AM 7:47 AM 7:57 Al 8:07 AM 817 AM 8:27 AM
incicents @ o @ o Ao Po
'v| Resources o
Host CPU Actlve Sessions Memory (G8) Data Storage (G8)
1.75 6
. = 150
"E]Compllance Summary o ! ] S M Other 5 |
1 [WWait 125 {@isha
r3J Jobs Running Other mUser 1.00 MBuff... 4 ‘ mOthers
{WInstan... 170 0.75 Wlar... 3 JNDO...
Wjava.. SYSAUX
L e WPGA 2| WSYSTEM
| 0.25
[ 0 0.00 . 1
Nl
=
v/ SQL Monitor - Last Hour &,
[ Stats .ﬁlratian |7SOL D [session ID | Paraliel ‘)atabaseTTme —
< I 32zj0w7yOsisa 43 I 33 12 s
< N 30 6gvchixudcadg 43 I E— 30 55 §
< I 06 O f6c24n8y72xdc 48 2631s

Figure 4-62. Database home page

Each page in Enterprise Manager is divided into several regions. Each region can be further customized by the
end user. As an example, we will take the Database Summary region and remove the compliance summary, which is
not hugely helpful.

To start the customization, click the Personalize This Page icon, located at the top right, next to the last refresh
time for the page (see Figure 4-63). This will add menus to the page, allowing you to customize the page and each
region. In this case, click the spanner icon at the top-right side of the Summary region.

149

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 4 = INTERACTING WITH THE EM12C CONSOLE

A 1

4 orcl.lab.org ® 5] sandbox lab.org

Oracle Database , Performance , Availabiity , Schema ., Administration .  Personalize This Page ‘ »
Auto Refresh [Off -

v Summary, ‘v Pertormance e n |
Status Activity Class Services ]
Up Time Odays, 1 hrs > {
Version 11.2.0.3.0 \ | )
Load 0.01 average active sessions g
Total Sessions 53 N E {
Last Backup N/A G 7 i
u
Available Space 2.45GB 2
Total SGA 1,576.92 MB < ]
Diagnostics i
v
e y 0 e = =
ADOIARNdngSENA 9:27 PM 9:37 PM 9:47 PM 9:
Incidents Q,O @0 .&o PO. v

Figure 4-63. Home page in Editing mode
You are then presented with a customization dialog box like the one in Figure 4-64. We simply removed the

Compliance Summary section from view, but you can experiment with the various style and display options available
to significantly personalize the page to your corporate standards or personal taste.
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9 Component Properties: Box L)
Child Components Display Options Style
(& ¢ Check to make the component visible AT
&> Compliance Summary AT

Apply | OK ] Cancel |

Figure 4-64. Customizing the Summary component

You should be aware that the options for customizing pages depend on the plug-in supplying the page. Thus the
exact customization options may vary among apparently similar regions.

Summary

This chapter introduced you to the new interface and some of the basic tasks that you need to master in order to
derive the manageability benefits of the Enterprise Manager product. You have learned about the roles of the Cloud
Control, Navigation, and Target Management menus. Along the way, you have learned how to set up Enterprise
Manager security, set up the powerful integration with My Oracle Support, and configure notifications. You've taken a
brief tour around the navigation functionality. Finally, you've looked at the target setup functionality and learned how
to configure monitoring and review diagnostic logs.

151

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5

Cloud Lifecycle Management

by Bobby Curtis and Anand Akela

Oracle Enterprise Manager 12c Cloud Control promises to deliver greater adaptability for dynamic business needs,
significant operational efficiencies, and lower overall operational costs. For an organization to achieve these goals,
we need to have a comprehensive and complete management solution. Without the cloud lifecycle management
components of EM12c, these promises cannot be realized and enterprises may not derive maximum value out of
their cloud computing infrastructure. The components in cloud lifecycle management allow organizations to be
flexible with their architecture and derive greater business value from stretched resources. The tools covered by cloud
lifecycle management include the following:

e Self Service portal: Allows administrators to configure the cloud and perform various
operations such as defining policies associated with the cloud, exposing the cloud to users,
deciding the total amount of resources that each user can reserve, and defining policies for
the system.

Chargeback: Allows enterprise organizations to allocate the costs of the Information
Technology resources to the people, departments, or organizations that consume them.

Consolidation Planner: Allows enterprise organizations to map managed servers to
consolidated resources, such as Oracle Exadata or Oracle Virtual Machine, and to plan
consolidation by using metrics and configuration data stored in the Oracle Management
Repository.

Before we dive into these cloud lifecycle management tools using EM12c, let’s review what cloud computing
really is.

What Is Cloud Computing?

Although you can find many definitions of cloud computing, the National Institute of Standards and Technology
(NIST) published one of the most complete and credible definitions in September 2011.!

According to NIST, “Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (for example, networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.”

In this section, we’ll add some details to this general definition. First, we’'ll review the essential characteristics of
cloud computing. Then we'll look at the basic cloud computing service and supported deployment models.

'The NIST definition of Cloud Computing: http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
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Essential Characteristics
According to the NIST, cloud computing has five essential characteristics. Let’s look at each in some detail:

On-demand self-service: Cloud consumers should be able to consume the cloud services
on demand, without requiring human interaction with the cloud service provider.

Broad network access: Cloud services should be accessed over the network and through
various commonly used interfaces (for example, the Web, mobile devices, software clients,
and so forth).

Resource pooling: Cloud providers pool computing resources to efficiently serve multiple
consumers.

Rapid elasticity: Cloud services should be elastically provisioned and released to meet the
business demand.

Measured service: Cloud resources should be monitored for usage and can later be
reported, with users potentially billed for the utilized service.

The NIST definition also lists three service models (software, platform, and infrastructure) and four deployment
models (private, community, public, and hybrid) that, combined, categorize ways to deliver cloud services. These are
discussed in the following sections.

Service Models

For the cloud to be a viable option for any enterprise organization, that organization needs to choose which service
model to provide. A service model is an approach that can be used to satisfy a specific requirement. Within the cloud
architecture, three primary service models can be used— Software as a Service (SaaS), Platform as a Service (PaaS),
and Infrastructure as a Service (IaaS):

Software as a Service (SaaS): In this model, the consumer of cloud services uses the
software application. The consumer does not manage or control any of the underlying
infrastructures to include network, servers, application servers, operating systems, storage,
or even individual application capabilities, with the possible exception of limited
user-specific application configuration settings. SaaS examples include the Web-based
e-mail services provided by Yahoo!, Google, and other vendors.

Platform as a Service (PaaS): In this model, the consumer of the cloud builds and operates
end-user applications leveraging the software platform—including database, middleware,
programming languages, libraries, services, and tools—offered by the cloud provider. The
consumer does not manage or control the software platform or the underlying infrastructure
including network, servers, operating systems, or storage, but has control over the deployed
applications and possibly configuration settings for the application-hosting environment.
Paa$ examples include Google Apps, which enables customers to work from a platform
while being mobile.

Infrastructure as a Service (IaaS): In this model, the consumer of the IaaS cloud has the
responsibility to manage the software platform (database, middleware, tools, and so forth)
and develop and operate the end-user applications. The consumer does not manage

or control the underlying cloud infrastructure but has control over operating systems,
storage, and deployed applications, and possibly limited control of select networking
components (for example, host firewalls). Amazon Elastic Compute Cloud, which provides
developers with servers and databases, is an example of [aaS.
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Deployment Models

In addition to describing service models, NIST also lists four models for deploying cloud services. Let’s look at
them quickly:

Public cloud: The cloud provider builds and operates the cloud infrastructure for use by
the general public. This infrastructure exists on the premises of the cloud provider, and the
provider manages the access control and potential pay-per-use model for consumers.

Example: Box and Dropbox offer a certain amount of online storage for free to the public,
and charge for storage beyond that limit.

Private cloud: The cloud infrastructure is provisioned for exclusive use of lines of business
or branches within a single organization. Usually the IT department of the organization
builds and operates the private cloud (or enterprise private cloud).

Example: Oracle Global IT offers development and testing cloud infrastructure for Oracle
employees worldwide. However, in some cases the cloud infrastructure may be owned and
operated by a third-party vendor that manages the private cloud exclusively for a single
organization.

Community cloud: The cloud infrastructure is provisioned for exclusive use by a specific
community of consumers from organizations that have shared goals and concerns.

Example: Many federal and state organizations share resources through a cloud
infrastructure.

Hybrid cloud: Organizations may decide to deploy certain key applications and data in
their private cloud, but other applications in a public cloud. In case of a disaster or heavy
demand on the applications in the private cloud, organizations may decide to temporarily
move part of their workload to the public cloud. This process of temporarily extending

to a public cloud from a private cloud during peak load is called cloud bursting. Hybrid
cloud infrastructure is a combination of a private and public cloud (and/or community
cloud) that is connected by standard or proprietary technology for data and application
portability.

Enterprise Private Cloud

The rest of this chapter focuses on enterprise private cloud infrastructures managed by EM12c. However, a public,
community, or hybrid cloud infrastructure provider can also decide to use EM12c for managing their entire cloud
lifecycle. For example, Oracle uses EM12c to manage its public Oracle Cloud.

As mentioned earlier, the IT department of an enterprise usually becomes the cloud service provider in charge
of the enterprise private cloud and its associated deployment model.

Asyou can see in Figure 5-1, the cloud users in the business units get more value when they move horizontally from
TaaS to PaaS and then to SaaS. IaaS cloud users within the enterprise are responsible for databases, middleware, and
development and operation of end-user applications on top of the cloud infrastructure offered by their IT department.
If the IT department offers PaaS, cloud users will be responsible only for development, testing, and operations of
their applications, while IT takes care of management and operations of the software platform and the underlying
infrastructure. Enterprise IT departments will have more up-front investment in establishing a PaaS or SaaS model than
an JaaS model.
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Figure 5-1. Cloud service models deployed in an enterprise private cloud

So far, you have seen an overview of cloud computing, its key characteristics, and its delivery and deployment
models. Although cloud computing offers great efficiency, flexibility, and cost savings, the benefits for an enterprise
private cloud can be maximized only if the enterprise can manage the complete cloud lifecycle across the whole

technology stack. Let’s look at the cloud lifecycle in detail and see how Oracle Enterprise Manager can help gain total
control over the phases of that lifecycle.

Complete Cloud Lifecycle Management

To achieve the best value from the cloud infrastructure, it is important to have end-to-end management and
automated workflows for various activities during all the phases of the cloud life cycle—from planning and setting up

the cloud, to end-user self-service provisioning and de-provisioning of applications, to metering and charging back
for the cloud resource usage (see Figure 5-2).

156

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 © CLOUD LIFECYCLE MANAGEMENT

Optimize

Meter &
Charge

( Application Software
as a Service

Infrastructure as a
Service

Monitor
Déploy

Figure 5-2. Complete cloud lifecycle

EM12c helps you manage the entire cloud lifecycle from a single tool. Let’s look at the phases of this lifecycle in
more detail.

Planning the Cloud

Moving to the cloud from your existing IT infrastructure is transformational in nature. It requires extensive planning to
consider various design and operational criteria for successful deployment and operation of the cloud infrastructure.

First, you need to determine all the applications and infrastructure assets in the environment. You also need
to understand the relationships between them so you can decide what to keep as is, what to update, and what to
retire. Consolidating your applications and underlying infrastructure before, or as part of, moving to the cloud is
considered an industry best practice. Over the years, data centers have accumulated excess servers that occupy rack
space, consume a lot of power for cooling, and require system maintenance such as patching, and many of them are
underutilized.

EM12c provides automated capabilities that allow IT departments to discover existing applications and
infrastructure assets along with the relationships between them. This blueprint of the data center provides a baseline
for cloud transformation planning. Additionally, EM12c offers a tool called Consolidation Planner, discussed in detail
later in this chapter, that can simulate various consolidation scenarios based on usage data stored in OEM’s repository
and projected capabilities of future consolidation platforms. In the example shown in Figure 5-3, databases running
on seven servers are being analyzed for consolidation to a quarter rack of Oracle Exadata.
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Enterprise Manager Cloud Control 12¢ Help ~ o
Create Consolidation Project =2
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* Project Name | Exadata Y rack consolidation

Desaription
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“Filter Physical Servers by Operating Systems | Al Base Versian
View v | e AddServers... e Add Existing Database Machines as Destinations ... 2 Spedfy Server 1/O Capadity 3§ Remave E
: i L
| Il
¥ I
CPU Capadity I
Server Name Server Type Target Type (spEmn:@_rate_basezuusFPu Vendor |CPU Name %;:'z;mq”em CPU Utization (%) |Memory (GB) Memory Utization |1\ ctorage (GB)
(Editable) @
| S —
/adc6170493.us. orade.co Source and Destnation  Host. 35.93 (Estmated) Genuinelntel IntelfR) Xean(R) CPU _ 296 s 119, 1¢
sicQ0erl.us.orade.com  Source and Destination  Host 61.8 (Estimated) Genuinelntel Intel{R) Xeon(R) CPU 2926 E 5. 148
slc00erm.us.oradle.com  Source and Destnation  Host 61.8 (Estmated) Genuinelntel Intel(R) Xeon(R) CPU 292 B 7.7 148.
sic00yHl.us.orade.com  Source and Destnation Host 218.82 (Estmated) Genuinelntel Intel{R) Xeon(R) CPU _ 3059 0.52 107.8; | |
slc01mkz.us.orade.com  Source and Destination  Hast 20.9 (Estimated) Genuinelntel %64 Family 6 Model 4-_ 3073 e — 159,98
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Figure 5-3. Oracle Enterprise Manager Consolidation Planner

The advisories from the Consolidation Planner tool can also consider technical and functional constraints—for
example, production and testing cannot be colocated. With Consolidation Planner, a company’s IT department
could identify underutilized servers and find a way to consolidate them to free up as many as possible, at the same
time maintaining current service levels. This type of elaborate scenario planning can mitigate many of the cloud
transformation risks. You can have the confidence that applications will perform fine after the consolidation.
Consolidation Planner is discussed in more detail later in this chapter.

During the planning phase, you also need to choose the cloud service delivery model (that is, aaS, PaaS, or SaaS)
that aligns best with the enterprise’s business needs. IaaS can be a good starting point when your business units don't
necessarily have a standardized application development platform and are just looking to IT to provide a compute
infrastructure for their diverse applications and development environment. As we discussed earlier, enterprises can get
more value by delivering a PaaS cloud to their enterprise users. Cloud users can just focus on developing, testing, and
deploying their applications on enterprise private Paa$S, delegating the operations and maintenance to IT. Enterprises
can benefit from enhanced security and compliance while maximizing component reuse, flexibility, and control.

Setting Up the Cloud

After you baseline the IT assets, decide what to upgrade or retire as part of the cloud transformation, and finalize the
cloud service delivery model, you need to set up and configure the cloud. This requires not only adding a self-service
portal in front of the existing IT infrastructure, but also setting up broad network access, resource pooling, rapid
elasticity, and measured service. You not only set up virtualization infrastructure, but also can also pool resources in
a physical infrastructure. For example, you can have database consolidation in a PaaS cloud running on the top of an
Oracle Exadata system.
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To accommodate various cloud services (DBaaS, MWaas$, or [aaS), Oracle Enterprise Manager supports rich
resource models for the cloud—right from applications to disks in storage infrastructure, for both physical and
virtualized infrastructure. You can create zones that are logical groupings of a set of resources required for services
provided by the cloud infrastructure. For example, a MWaaS$ user can worry only about middleware zones or domains
and not worry about the underlying infrastructure. You could set up zones based on organizational structure, region,
or whatever criteria enterprises choose when using the Self Service portal of Oracle Enterprise Manager. EM12c
supports bare-metal provisioning of hypervisors and operating systems. During the cloud setup process, Enterprise
Manager can also help integration with best-of-breed networking and storage technologies from vendors such as F5
Networks, NetApp, Hitachi, and Fujitsu. Let’s walk through the IaaS setup process.

You start setting up the IaaS cloud by selecting the machine sizes. As shown in Figure 5-4, you could also add a
custom machine size to meet your business needs and select that for your cloud.

ORACLE' Enterprise Manager Cloud Contro} 12¢

& Enterprise- @) Targets ~ i Favorites v @ Hstory =

Infrastructure Cloud Self Service Setup

i Machine Sizes
7 Machine Sizes E
View v | [JCreate... ZEdt.. 3R Delete
&/ Request Settings |Name lDesmphon
 Roles Medium Medium sized machine
Large Large sized madhne
&/ Software Components Small Small sized machine

@ chargeback
—_— Add Machine Size |
* Name | Very Small
Descripbon | Very Small sized machine
* VCPUS B
* Memory (MB) | 1024
* Local Storage (GB) | 100

d - e |

[

Figure 5-4. Adding a custom machine size

After you select the machine size, you can define the settings for infrastructure requests for the IaaS users. As you
can see in Figure 5-5, you can indicate whether someone can reserve the cloud resources, how long the resource can
be requested, whether the management agent should be configured, and more.
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ORACLE Enterprise Manager Cloud Control 12¢
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[F] ABow partal deployment in case of the product configuration step while deploying an assembl
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Folder Name | [Software Library/01_Clement/ Q

Figure 5-5. Defining settings for requests

You can also create and select user roles and set up access control for the roles. As you can see in Figure 5-6,
you can assign quotas, zones, and network profiles to the roles.
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Assign Quotas, Zones & Network Profiles to Role 2
Select Role. asslan zones. network orofiles and soeafv the cuota details for the role.
* Select Role _ENGIREER Q
* Select 2ones | test_zon Q
Number of Servers | 20
Number of VCPUs | 50
Memory (GB) | 64
Local Disk (GB) | 550
Allow Ari g to Software Library Yes @ No
Select Network Profiles q
Override Global Reguest Settings
Future Reservation, @) No Res Restricted
Request Duratioh” (@ No Restriction Restricted
Default Duration
Configure EM Agent Enable EM Agent Configuration
Aew Cancel |

Figure 5-6. Configuring roles

You can also add software components to the infrastructure while setting it up. Finally, you could set up
the chargeback and metering parameters for infrastructure resources during the setup phase and publish the
infrastructure cloud resources for usage by cloud users. Oracle Enterprise Manager helps set up the database or
middleware cloud out of the box in addition to the infrastructure cloud example shown here.

There can be different administration tasks and roles during the cloud setup phase. The cloud administrator can
be someone who sets up the cloud infrastructure including systems, database, or any other cloud resource offered
as a service. A self-service administrator can be the administrator at the business units or any other cloud tenant who
sets up the quota and roles for their users.

Some of the typical tasks associated with cloud administrators are provisioning bare-metal hypervisors, configuring
storage arrays and the network, creating server pools, and defining zones based on functional and operational
boundaries. They also configure the policies and access control of the Software Library for the cloud users.

Self-service administrators define allowable VM sizes, assign quotas to users/roles, define access boundaries, map
roles to zones, set up chargeback plans, and make software available for deployment by self-service users of the cloud.

EM12c supports these typical roles and their common activities out of the box. As you saw in Figure 5-6, these
roles and policies for users can be customized if needed during the cloud setup process via the Self Service portal.
The customized setup of cloud, user roles, and policies helps automate the provisioning of the resources depending
on the cloud service models. The same automation technology, leveraged by the Self Service portal for provisioning
the resources, is also available via command-line APIs called EMCLI (not discussed in this book).

Building the Cloud

After your cloud admins have set up the shared resources, self-service admins in the business units or other cloud user
organizations will need to build the complete infrastructure, where they will ultimately deploy their business applications.
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Usually IT sets up hardware infrastructure. DBAs deploy the databases. Various application teams build, test,
and deploy their applications. A cross-functional team wires them to make all of them work together. Dependency
between application components and deployment constraints (for example, database and middleware) should be
in different network segments, which can make this task even more difficult.

EM12c and Oracle Virtual Assembly Builder (OVAB) address this challenge. Figure 5-7 shows the steps followed
in packaging multi-tier applications into an assembly and making it available for deployment.

3 Oracle Virtual Assembly Builder N
 Gr——— 8
T g gL .
(et ] M Arnn ) e T [E Tpp ) og s Si5 '
| __vi@j M fvar Al vm H 1 |s 35 VM @
1L i j e ) ’ ® @ = fa1¢
T T 1T | 5 | :; p EMJ f
B IR M 2_3
S U VR [ V] _ Metadata | 8o
— cw
J 7]
| J —
Design & capture Package Into Upload to EM Self-Service
Application Topoloav Sinale Assembly Software Librarv  Request & Deploy

Figure 5-7. Steps for packaging multi-tier applications for deployment

Using OVAB, application developers and architects can model the application topology graphically, define
all dependencies and deployment constraints, and package the entire application in the form of what we call an
application assembly. These assemblies can then be uploaded to the centralized Software Library in Enterprise
Manager for self-service deployments. An entire multi-tier application (including various application components,
middleware software, databases, operating systems, and the virtual machines containing all of them) can be packaged
together in an assembly. The assembly is then published into the Enterprise Manager Software Library, as shown in
Figure 5-8, and made available to the users of the cloud for deployment via the Enterprise Manager Self Service portal.
This can reduce the time needed for application deployments, from months and days to hours and minutes.
The resulting standardization in software stack minimizes compliance risks and operational downtime.
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Figure 5-8. Uploading the assembly to the Enterprise Manager Software Library
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Oracle plans to offer assemblies for all its products, which will allow you to deploy any Oracle product, including
packaged applications, in a few clicks. Oracle Enterprise Manager can notify you of the availability of new assemblies
so you can download them if you are interested.

Testing in the Cloud

Applications, as parts of assemblies or by themselves, need to be tested before they can be deployed into production.
Applications need to be tested for functionalities as well as for performance during potential heavy loads. Oracle
Enterprise Manager 12c Application Testing Suite, which includes Oracle Functional Testing, Oracle Load Testing, and
Oracle Test Manager, offers a comprehensive testing solution for your Oracle applications, middleware, and databases.

Before you deploy the application in production, it is important to test it at full load to ensure that the application
will be able to handle that load during its peak activity period. The Oracle Enterprise Manager load-testing tool allows
you to simulate heavy loads with different combinations of concurrent users of different modules. The result from
load testing is presented as a graphical report, similar to that shown Figure 5-9.
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Figure 5-9. Oracle Enterprise Manager load -testing report

A unique aspect of the testing solution is the ability to capture a production load and replay it in a test environment,
allowing you to test your application with a real production workload. This technology has been available as the Oracle
Real Application Testing feature for some time with the Oracle database. EM12c introduced a similar solution for
automated application testing called Application Replay. Unlike traditional application testing tools, Application Replay
uses real production workloads to generate a load against applications under testing and does not require any script
development or maintenance. It provides a best-of-breed approach for validating application infrastructure changes for
all your Web and packaged Oracle applications.
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Test data management is critical in a cloud environment but often gets overlooked. It is important that you
protect critical and sensitive data when you allow users to provision applications and databases on demand via a
self-service portal. The data-masking feature of Oracle Enterprise Manager testing suite can discover the data model
interdependencies and “mask” any sensitive information to protect it. Data-masking templates with predefined
sensitive columns and masking formats are also available for Oracle E-Business Suite and Fusion applications.

The data subsetting feature of EM12c lets you create smaller databases with subsets of application data that
are relationally consistent so you can perform realistic testing and development by using just a small percentage of
production data.

The Oracle Enterprise Manager testing suite also leverages the deep diagnostic capabilities built into the
technology layers and provides prescriptions for remediation. All of these testing capabilities can really help you
minimize the risk for downtime of applications deployed in the cloud.

Deploying the Cloud

After you build, test, and publish the applications in the Enterprise Manager Software Library, they are available
for deployment via the Self Service portal of EM12c. As per NIST, on-demand self-service is one of the five key
characteristics of the cloud. It provides a layer of abstraction that hides the underlying complexities of the cloud
platform from the end user.

The out-of-box Self Service portal in EM12c, shown in Figure 5-10, allows cloud users to deploy a wide range of
cloud services. Cloud users can deploy databases, Java applications, or complete application assemblies on the cloud
platform listed in a service catalog that shows everything published in the Enterprise Manager Software Library.

For deployment requests, users can specify the underlying resources (CPU, memory, database, WebLogic domain,
and so forth) that they need for their applications, and Enterprise Manager will automatically provision them.
Self-service users can also define policies based on schedule or performance metrics.
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Figure 5-10. Oracle Enterprise Manager’s Self Service portal
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In addition to the deployment via the Self Service portal, cloud users can also use Oracle Enterprise Manager
command-line APIs for deploying applications or application assemblies.

Monitoring the Cloud

After the cloud infrastructure is built and applications are deployed in it, you need to monitor the applications and
underlying cloud infrastructure during ongoing operation. Oracle Enterprise Manager helps enterprises monitor
complete cloud stacks, from applications to the storage disk, as shown in Figure 5-11.

Application i

Middieware | - —— a—

== — ¢ 3 e ] - o

Database ]

|
Operating Systems l /

Virtual Machine J g z

Servers l —

Figure 5-11. Complete cloud stack monitoring by Oracle Enterprise Manager

Applications and the underlying infrastructure need to be monitored at different levels and by different cloud
roles that we discussed earlier. Table 5-1 summarizes monitoring tasks performed by various users of Oracle
Enterprise Manager.

Table 5-1. User Roles and Their Monitoring Tasks

Roles Monitoring Tasks

Cloud admin Monitor cloud requests
Monitor the health of the overall cloud service
Monitor patch
Track compliance

Self-service admin Monitor application SLAs

Monitor business transactions and metrics
Monitor end-user experience

Self-service user Monitor own requests
Monitor own apps, VMs, databases
Monitor quota, chargeback, etc.
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The cloud admin (the administrator of the cloud infrastructure) monitors the health of the overall cloud
application-to-disk stack by using Oracle Enterprise Manager to track resource flux, tenants, policy violations,
and other incidents. The Oracle Enterprise Manager Incident Manager, shown in Figure 5-12, provides cloud
administrators with a single interface that can be used to view, manage, resolve, and track all types of issues that have
occurred within their monitored environments. Incident Manager is covered in more detail in Chapter 12.
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Figure 5-12. Oracle Enterprise Manager Incident Manager

In addition, the cloud administrator performs ongoing monitoring of requests and failure rates and identifies
potential performance bottlenecks to remediate. Cloud administrators can automatically monitor cloud targets by
using an administration group that defines dynamic criteria to group together cloud targets and auto-assign monitoring
settings and policies. These groups can be created based on properties such as location, department, test, or production.

Self-service admins, who administer the common resources used by application owners at the line of businesses,
monitor the application stack, the service levels and dependencies on the infrastructure, the end-user experience,
and many other areas.

Self-service users or application owners monitor the health and quota aspects for their own applications hosted
in the cloud environment. They can perform basic monitoring of provisioned resources including virtual machines,
hosts, and databases. They can also monitor the end-user application experience.

Chapter 7 provides more details and best practices for the monitoring and management phases.

Managing the Cloud

You just learned about cloud monitoring, which is a process of being aware of the state of the applications and underlying
cloud infrastructure. Monitoring typically results in uncorrelated sets of data. Cloud management is a set of functionalities
and processes that use this data to deliver a desired objective for the cloud infrastructure and the applications deployed
in the cloud. It involves managing and allocating cloud resources to produce useful outcomes.

EM12c provides comprehensive cloud stack management and business-driven application management
functionalities. The Enterprise Manager approach is to move away from bolt-on and piecemeal management; embed
management into the core solution; and deliver a complete, unified, and integrated solution for managing the entire
stack. With EM12c, you have a single point of control for the entire infrastructure stack, including performance
management, configuration management, and automated lifecycle operations such as provisioning and patching.
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The other important aspect of Enterprise Manager is that it provides unparalleled depth when it comes to managing
Oracle software. Oracle designs and instruments its products that power the cloud, for manageability. New Enterprise
Manager features are developed along with the Oracle products and tested to ensure that they reduce complexity,
enhance automation, optimize performance, and increase availability of the cloud environment.

Oracle Enterprise Manager enables you to build and manage a cloud that is optimized for the Oracle applications
that power many of your business processes and services. Many custom applications are built using an Oracle middleware
solution; a cloud powered by Oracle Enterprise Manager can not only run your mission-critical applications, but also
provide you deep insight into the business services delivered by those applications. We call this approach business-driven
application management, and it has three key capabilities:

e User experience management helps you monitor the experience of business users. Oracle
Enterprise Manager Real User Experience Insight monitors network traffic to provide a
complete and accurate view of who your users are, where they are located, what they are
doing, and whether they are getting the desired service levels. This solution works with both
custom and packaged applications. Out-of-the-box prebuilt knowledge modules for Oracle
applications allow you to monitor business processes and activities quickly. Figure 5-13 shows
the dashboard of Oracle Enterprise Manager Real User Experience Insight.
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Figure 5-13. Oracle Enterprise Manager Real User Experience Insight

®  Business transaction management gives you visibility into transactions that are executing
across multiple components in the application. If your application is deployed in the cloud
as an assembly, Enterprise Manager Business Transaction Manager can give you visibility into
transactions across individual components of the assembly. It can even monitor transactions
across assemblies or application components using external services. Figure 5-14 shows
Business Transaction Manager.
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Figure 5-14. Oracle Enterprise Manager Business Transaction Manager

e Business service management helps monitor, diagnose, and manage the lifecycle of services that
your transaction is executing across. These services may be developed on many technology
components, and Oracle Enterprise Manager supports them all. EM12c introduced the ability to
create a composite application, shown in Figure 5-15, that represents all the system components

of your application environment. This enhanced the capability of end-to-end business service
management.
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Figure 5-15. Oracle Enterprise Manager Business Service Manager

Metering and Chargeback

One of the key characteristics of a cloud is the ability to measure the usage of cloud resources and report or potentially
bill for the utilized services. While cloud and self-service access bring a lot of flexibility and agility, they also brings
some challenges.

As cloud users start sharing the cloud platform or infrastructure resources, you need to have accountability of
the usage; otherwise, resources will be overused by some, while others won'’t get resources when they are needed.
To mitigate this, enterprises need to measure the resource usage and optionally charge back to the tenants. Though an
IT organization may not actually charge its lines of business, usage reporting provides a transparent mechanism for
budgeting resources and optimizes the cloud platform on an ongoing basis.

Understanding Metering and Chargeback

EM12c offers a sophisticated and flexible Metering and Chargeback mechanism whereby you can define models based
on fixed cost, configuration (such as version, licenses), or utilization, or a combination of these (see Figure 5-16). This
feature enables you to meter resources at various levels—for example, host/VM level, database, and middleware. It is
well integrated with LDAP so that you can traverse the organizational hierarchy and generate the consumption report
at various levels.
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ORACLE Enterprise Manager Cloud Control 12¢ Setp v Hepv | 3@ SYSMAN~ | Logout O
€ Enterprise v (@) Targets v oy Favorites v @ History v Search Target Name v -v|
Chargeback ® [ | Page Refreshed Apr 2, 2013 11:36:45 PM EDT ()
Home Charge Plans Cost Centers Targets Reports
v/ Usage Trend | Charge Trend e
& Options / Options
Monthly Usage for Current Year Monthly Charge for Current Year
105 18K
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. Utiization % &K Defautt
30 , Memory e 1M Cost
15 Utiiization % 3K Center
— — — 0K .
January 2013 February March April January 2013 February March April
Month Month

Figure 5-16. EM12c Chargeback console

The information in these reports is often useful to people who are not Enterprise Manager users, such as
line-of-business managers or people in finance departments. Therefore, an out-of-the-box integration with BI
Publisher is provided so that these reports can be shared with a variety of users. BI Publisher can generate these
reports on a schedule and share them in a variety of formats such as PDE, HTML, and Microsoft Office. The resource
usage data can then be fed into a billing tool such as Oracle Billing and Revenue Management, should any
organization want to generate a bill for the tenants/consumers.

Now you understand what metering and chargeback is, how it can be used, and what features are available.
But how does an administrator set up this option and begin using these advanced features?

Installing the Chargeback Plug-In

To set up metering and chargeback, you must deploy a plug-in on the management server and then define six tasks.
The plug-in deployment and defined tasks are discussed in this section.

To access the plug-ins, choose Setup » Extensibility » Plug-ins from the right-hand side of the screen.
This brings you to the page shown in Figure 5-17, where all available plug-ins are listed.

Plug-ins
This page displays the list of plug-ins available, downloaded and deployed in the Enterprise Manager environment. Plug-in lifacyde actions s
Actions v View v | (& Deploy On | v [8 Undeploy From | v (@ CheckUpdates  [7) Deployment Activities
- - version | Management
|Mame |Latest | " Agent with
|ivailab|e Latest Downloaded |On Management Server | F‘Iug_-iﬁ
't> (0 Databases @
i g T Middieware ®
I m Servers, Storﬂe and Network@ ‘
% Exalogic Elastic Cloud Infrastructure 12.1.0.1.412.1.0.1.0 @ 0
I Orade Audit vault 12.1.0.2.012.1.0.2.0 &} 0
3 oradle Beacon 12.1.0.2.(12.1.0.2.0 12.1.0.2.0 1
T oradle Big Data Appliance 12.1,0.1.C 0
£ Oracle Chargeback and Capacity Planning 12.1.0.3.012.1.0.3.0 12.1.0.3.0 0
4 oracle Exadata 12.1.0.3.012.1.0.3.0 12.1.0.3.0 0
ﬂOracle Exadata Healthchecks i2.1.0.3.012.1.0.2.0 5§ 0

Figure 5-17. Oracle Chargeback and Capacity Planning plug-in availability
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To deploy the Oracle Chargeback and Capacity Planning plug-in, you need to know the repository SYS password.
Provide the password and continue with the deployment (see Figure 5-18).

Deploy Plug-in on Management Servers

General

& ' : ing
Repository sys password is required to depioy the repository L
side artifacts of the plug-in |
B

=Repository 575 Password ceesad|
Target Types
\Name Supported Target Versions

No Target_T ype Information Available

Continue CanceL

Figure 5-18. Providing the repository SYS password for deployment

Note If the plug-in is deployed on the management server, the deployment will require downtime. Ensure that you
have a backup of the repository and configuration of the management server before deploying. You'll see a message
similar to the following.

Deploy Plug-in on Management Servers 2
Review

_ Deployment of plug-in on Management Server will require downtime. All currently connected users will get
{2\ disconnected from the Enterprise Manager. During downtime period, users will not be able to connect to Enterprise
Manager and Enterprise Manager will not monitor any targets
Oracle recommends that you take a backup of repository and export first management server configuration using "emctl exportconfig oms”™ or
ensure appropriate recovery plan is in place prior to deploying the plug-in

* [] Have you backed up the repository and configuration of first management server?

Name Oracle Chargeback and Capacity Planning
Version 12.1.0.2.0

You will not be able to deploy until you select the check box confirming that you have made a backup of the repository
and management server.

After the deployment is complete, two new menu items are displayed on the Enterprise menu: Chargeback
and Consolidation Planner (see Figure 5-19). This means the deployment of the plug-in was successful, and you
can now utilize the functionality associated with the Chargeback plug-in. You will also notice that functionality for
Consolidation Planner has been enabled; this feature is discussed later in this chapter.

171

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 © CLOUD LIFECYCLE MANAGEMENT

ORACL.E Enterprise

@) Targets
Summary
Monitoring > F
Job »
Reports 4
Configuration »
Compliance v
Provisioning and Patching *

Quality Management »
My Oracle Support 4
Chargeback

Consolidation Planner

Figure 5-19. Enterprise menu options for Chargeback and Consolidation Planner

Configuring Metering and Chargeback

Once the Chargeback functionality is enabled within EM12c, it is time to focus on the six tasks required to successfully
set up chargeback for your environment:

1. Define charge plans.

Create cost centers.

Add targets for chargeback.
Assign cost centers to targets.

Assign charge plans to targets.

& @ A~ w Db

Configure chargeback settings.

The first step in this process is to define the charge plans that should be used. There are two types of charge
plans: universal and extended. A universal charge plan uses three basic metrics to compute resource consumption:
CPU, memory, and storage. An extended charge plan enhances this model by including target-specific metrics to
determine usage rates.

To determine the appropriate charge plan, you have to decided on a case-by-case basis whether the universal
charge plan (CPU, memory, and storage) will be enough to meet the organization’s needs. If more than the core three
metrics are needed, the extended charge plan should be applied.

To define a charge plan, you choose Enterprise » Chargeback to access the Charge Plans tab within the
Chargeback interface. For a universal charge plan, it is easy to set the rate that is charged by highlighting and then
editing the metric (see Figure 5-20). An extended charge plan can be created or edited immediately below the
universal charge plan.
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ORACLE Enterprise Manager Cloud Control 12¢
fe Enteprise v (@) Targets v iy Favorites v @ History ~

Chargeback

a Charge Plans Cost Centers Targets Reports
| Universal Charge Plan

Date Range [Feb 1, 2013 Onvard [l 4P AdE.. S Edr. 3¢ Remove..

|Metric Type | Rate (8) [PerUnit [Per time Period
CPU Usage Default CPU Architecture 3 CPU Hour
Mumory Alocstion  Generic 2 GB Hour Y
= Edit:Stor. u =
Htorse Alocation  Benenc L@ ek SRR
*Rate (5) | 4
Urit Gy
Per Time Period | Wieek [;]\
~| Fxtended Charge Plans & Tip Changes| SDU" |e beginning of the current report cycle.
k)
Charge Plan | Sample Extended Charge Plan Create.. Edt.. 38 Remove.. L
arge Pla & 7 - ok | cancel L
_ o = Quarter — e =
Charge Plan Sample Extended Charge Pizn Year

| Target Type Condidan iShared_
Horade vMGuest  FEHne Size = ‘small

Oracle VM Guest Machine Size = Medum’

Oracle VM Guest  Madhine Size = ‘Large’

_Oracle VM Guest Default

Figure 5-20. Universal and extended charge plans can be edited on the same screen of the charge plan configuration
interface

The next step in configuring chargeback is to set up the cost centers for the organization. Cost centers are the
vehicles used to aggregate charges. A cost center can be an individual, departments within the organization,
or a multi-tiered business hierarchy that spreads the charges across an enterprise. To create a business hierarchy,
set up cost centers and assign users to the business units. Additionally, a business hierarchy can be implemented by
importing an organization’s hierarchy from an LDAP server.

To add a cost center, click the Cost Centers tab and then click the Add button. This opens the New Cost Center
dialog box, shown in Figure 5-21. Here you can enter the name of the cost center as well as its display name and level.
If existing cost centers are available, the new cost center can be added as a “member of” one of those cost centers.

New Cost Center 25

* Cost Center
*Display Name
Level (@) Top Level (Root)
@) Member of..

" ACME Business
> Accounting
[> Human Resources
> Information Technology

E Cancel

Figure 5-21. Adding a new cost center
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Once a cost center is added, it will show up under the Cost Center column on the Cost Centers tab. If you added
sub-cost centers as members of an existing cost center, these can be viewed by expanding the tree view (see Figure 5-22).
Asyou will notice, this can become a complex architecture of cost centers to manage. However, by diligently laying out
your cost center, it will be easier to identify consumed resources and budgetary requirements down the road.

ORACLE Enterprise Manager Cloud Control 12¢

€, Enterprise v (@) Targets v ffp Favorites v () History +

Chargeback

Home Lharge Plans Cost Centers Targets Reports

Use a cost center to aggregate charges across multiple targets. Cost centers are typically organized in a hierarchy to provide a rollup of charges.

Date Range [Feb 1, 2013 - Feb 28, 2013 [

Cost Center
Action v View v p Add 3% Remove

Cost Center - - - __|Display Mame |Category
¥ ACME _:i\CME Business [Manual
ACCT \Accounting Manual
HR Human Resources ,Manual
T Information Technology Manual
_ACMEL ACME One . Manual
_Default Cost Center |Pefault Cost Center |System

Figure 5-22. Examples of cost centers defined

As mentioned earlier, you could also import an LDAP hierarchy for your cost centers. This can be done from the
Cost Center table, through the Action menu by selecting LDAP Settings (see Figure 5-23). There are a few, well-known
LDAPs that are supported with EM12c:

e  Oracle Internet Directory
e  Microsoft Active Directory
e SuniPlanet

e Novell eDirectory

e  OpenLDAP
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OIRACLE Enterprise Manager Cloud Control 12¢
& Enterrise v (@) Targets ~  fp Eavorites v (@) History v
Chargeback

- Charge Plans Cost Centers Targets Reports

Use a cost center to aggregate charges across multiple targets, Cost centers are typically organized in a hierarchy to provide -3 rollup of chargss.
Date Range Feb 1, 2013 - Feb 28, 2013 [=r]

Cost Center L0ABS=ts L
- — TR Renove *LDAP Server 7,;;,‘ Orade Intermel Drectory [w)
! * Server lame
Add 1 v D " Categary
ACH [ s Server requres me tologn Manual
Ac Manual
Hun Passmord Manua!
“Pox }
i incf: 7] U (Seawre Sacket Laver) m:::
AR &b [ Custom Search Base (e.9. dem=aracie, de=com)
LDAP Settings \Def, System
On-demand LDAP Sync | “1eves [1]=]

= N

Ok | Canced

Figure 5-23. Importing the LDAP hierarchy

When using an LDAP to build the cost center hierarchy, the LDAP will overwrite the manually entered cost
centers of the same name while maintaining target assignments. When an LDAP is successfully imported, it will
generate a scheduled job that will run each reporting cycle to sync the cost centers with the LDAP. On-demand sync
can be performed with the Action menu as well.

After setting up the cost centers, you need to assign targets for chargeback. To add targets, you must have the
ADD_CHARGEBACK_TARGET role. This role allows you to add any target monitored by EM12c that qualifies for chargeback
support. If this role is not granted to you, the Add Targets button will be disabled.

Note In addition to the ADD_CHARGEBACK TARGET role, two other roles may be needed by a user looking into
chargeback. The VIEW_TARGET role allows you to see chargeback data related to a specific target. The VIEW_ANY_TARGET
role allows you to see chargeback data related to any target.

For targets to be assigned to a chargeback plan and to a cost center, the target first has to be monitored by
Enterprise Manager. Then on the Targets tab in the chargeback interface, you will be able to add targets by using the
Add Targets button. Clicking the Add Targets button brings up the dialog box to add a target, as shown in Figure 5-24.
Initially, this dialog box will be empty. Targets can be added by clicking the Target Selector button.
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Add Targets L ]

Target Selector | Remove Target from Selection

[Target Name |Target Type | [FJshared |
Mo data to display.

@ Tip If the target is shared between multiple cost centers, check the Shared property. This is applicable only for
Database and Weblogic Server targets. For shared database targets, only service level metrics are collected.

@ Tip If chargeback is enabled for a member instance of a homogenous composite target (e.g., Oracle Database
member instance of a Orade Cluster), it needs to be removed from chargeback scope, before enabling
chargeback for the same composite target. For more information see the Chargeback documentation.

jﬂ Cancel

Figure 5-24. Add Targets dialog box

Clicking the Target Selector button brings up the functionality to search for the target that you would like to add
(see Figure 5-25). By default, all target types are listed. As with many of the search options within Enterprise Manager,
you select the target type and search for the target you want. Once you select your target, click Select and then OK to
add it to the targets that can be assigned charge plans and a cost center.
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Search and Select: Targets - Oracle Enterprise Manager
Search and Select: Targets o
~| Search
Target Type | All =l
{z]Al
Target Name i |
|&1Cluster Database
On Host || Database Instance )
Member of | [7] Generic System
Search [¥]Group
[ Host
{Target Name \['_VJ Cracle Weblogic Ciuster ! On Host | Status
JEMGC_GCD¢ [#| Oracle WebLogic Domain gicD... CTECKSOFT-TEST... n/a
[/EMGC_GCD¢ [¥|Oracle Weblogic Server P’.c S... CTECKSOFT-TEST. ... ®
/EMGC_GCDomain/GCDomain/E... :Uracle VWebLogic §... CTECKSOFT-TEST. .. %
.\emrep.ctecksoft.com Database Instance  CTECKSOFT-TEST.... @
Rows Selected 1 Mode Multi-Select |
Select Cancel
|

Figure 5-25. Selection of targets for chargeback and cost centers

After the target is added to the list of targets eligible for chargeback and cost center assignment, you can add the
charge plan and cost center that was set up previously by clicking the Assign buttons above the list (see Figure 5-26).
Many of the commands that are done via buttons for adding and removing targets, assigning plans, and assigning cost
centers can also be done from the Action menu.

QI/ACLES Enterprise Manager Cloud Contral 12¢

€ Enterprise v (@) Targets v i Favorites v (@ History v

Chargeback
Home Charge Plans Cost Centers Targets Reports
Date Range |Feb 1, 2013 -Feh 28, 2013 || Search |Charge Plan [= [=] (] Advanced

Cost Center and Charge Plan Assignment for Targets
Action v View v 4- Add Targets 3¢ Remove Targets Assign Plan Assign CostCenter | |

|Target Name _ |targetType | Shared |[SharedEntity  |ChargePlan  [CostCenter _|Latest Collection Status
V Databases
(5] emrep, ctecksoft.com ‘Database Instance ‘Universal Charge Plan  Information Technology — Not Started
Groups, Systems and Services
Middlev.are

B> Servers, Storage and Network

Figure 5-26. Target added with charge plan and cost center
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Asyou can see in Figure 5-26, we have added a database and assigned a charge plan and cost center to it.

You will notice, though, that there has never been a collection done on this target. Collection on this target can be
done manually via the Action menu option of On-Demand Data Collection. This will create a job within Enterprise
Manager that runs immediately. When the job completes, the collection status will change to Succeeded.

After some time, it will be handy to identify and provide reports that will show how resources are being used.
This can be done on the last tab of the chargeback interface, the Reports tab. This tab allows you to view and publish
chargeback reports that can be used as a powerful analytical tool for tracking resource usage and charge distributions
(see Figure 5-27).

ORACLE Enterprise Manager Cloud Control 12¢

€ Enterprise v @ Torgets » W Favorites v @ History v

Chargeback
Home: eharge P\ians Cost Centers Targets Reports
Report Type Date Range Cost Center Target Metric
Summary =] [ Mar 1, 2013 - Mar 31, 2013 [w] (Al Users qQ, [ar Q [charge  [7]
View Report | Publish Repart

~| Charge Summary

By Cost Center By Target Type
52%

/

. M Database Instance
W ACME Business g B Host

-

100% 94.8%

Details
view v | Detai Level |Target [» || Export ﬁ

Figure 5-27. Chargeback report view

The Reports tab shows a lot of detail for resources. In Figure 5-27, you see a breakout by cost center and target
type. Further to the right, you will see a breakout by resource. At the bottom of the screen, in the Details section, is a
table that provides detailed information about resources that have been configured. Everything on the reports table is
searchable and reportable at the top of the screen.

In addition to the report provided on the Reports tab, reports can be pushed with Oracle Business Intelligence (BI)
Publisher. This allows Enterprise Manager to provide more-sophisticated reports in formats that can be e-mailed.
With BI Publisher installed, the reports that are produced can be published to any number of formats (including
HTML, PDE Word, Excel, and PowerPoint) by clicking the Publish Report button. Figure 5-28 shows a sample report
that is published from the reports table in the Chargeback interface.
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ORACLE Enterprise Manager Charge Summary Report Répoit Date Apr 3, 2013 £:13 AM GMT
Page 10of 1
Cost Center Al Users Total Charge (3) 627.55
Bill Slart Date  01-APR-2013 BillEnd Date  30-APR-2013
Target Type Al target types, Targets All targets

Charge Distribution

Charye By Cast Certer Charge By Taget Type

S

[ [L]]
i

e

Figure 5-28. Published report with BI Publisher

The Chargeback module is and can be a powerful tool for an IT department. With the capacity to implement
charge plans and cost centers, and then apply them to targets and provide reports to end users, the Chargeback
module is a necessity for any cloud environment.

Optimizing the Cloud

The cloud infrastructure and the applications deployed on that infrastructure need to be optimized for performance,
energy efficiency, user experience, and operational costs. Rich cloud management functionalities of Oracle Enterprise
Manager help you rediscover assets, review application performance, and fine-tune various phases of the cloud
lifecycle based on the information and intelligence collected during ongoing operations of the cloud. Starting
from the setup phase—where you can scale up or down the machine sizes, change the quota or zone assignment,
or fine-tune the policy for cloud resources—enterprises can decide to make changes to applications within an
assembly or in the deployment of cloud resources in order to optimize the cloud. Enterprise Manager also provides a
rich performance management database that provides a historical view of cloud performance to help you optimize it.
Chapter 9 covers performance pages and optimization in more detail. Capabilities of the operating systems, database,
and middleware layers help in continuous optimization of the cloud environment.

Throughout this chapter, we have talked about the many lifecycle stages for managing a cloud environment.
As we pointed out earlier, Consolidation Planner is installed along with the Chargeback plug-in. Consolidation
Planner can be used for not only cloud environments, but also traditional IT environments to help organizations
shrink their overall enterprise footprint. Let’s take a look at Consolidation Planner now.

Consolidation Planner

While the Chargeback module is good at helping organizations or service providers identify potential revenue from
used resources, Consolidation Planner allows these same organizations a way to drive down internal costs associated
with running noncloud or cloud resources. Every enterprise data center grows steadily over time, and addition of
servers is needed to satisfy increasing business demands. This growth typically results in the increase of rack space
and the power needed for cooling and maintenance of systems to include security and patching.
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To combat these growth trends, many enterprises are increasingly investigating and investing in virtualization
technology, such as Oracle Virtual Machine, by moving physical servers to virtual ones. The goal of these types of
moves is to consolidate shared hardware while retaining the benefits of isolation that virtual machines provide.
Consolidation in this way enables the enterprise to free up as many servers as possible while maintaining service-level
agreements.

Consolidation Planner enables enterprises to match managed servers with generic physical machines, Oracle
Exadata, or Oracle Virtual Machines they can be consolidated to. By leveraging metric and configuration data
collected from managed targets within Enterprise Manager, Consolidation Planner helps the enterprise to determine
the optimum consolidation scenarios that also reflect business and technical constraints associated with the
consolidation process.

Each consolidation project defined in Consolidation Planner has key concepts that are essential to the project.
These concepts are defined in Table 5-2.

Table 5-2. Key Concepts for Consolidation Planner

Concept Description
Source server An existing server considered for consolidation.
Destination server An existing or yet-to-be-purchased server that a source server will be consolidated to.

Also thought of as the consolidation target.
Consolidation project Defines the scope of a potential consolidation effort
¢ Type of consolidation
« Physical to virtual (physical to Oracle Virtual Machine)
o Physical to physical
o The preliminary set of candidate source servers to consider consolidating from
¢ The preliminary set of candidate target servers to consider consolidating to

o The duration over which data used to generate consolidation scenarios will be
collected for the source server

Consolidation scenario Scenarios that are generated based on the input provided. Inputs provided to a scenario
include the following:

o The source server resource requirements that a destination server must meet,
including one or more of the following:

« CPU
¢ MemoryDiskI/O
¢ Network /0
o Disk storage
o Any business, compliance, or technical constraints that must be considered

¢ The destination server to consider in the scenario

180

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 5 © CLOUD LIFECYCLE MANAGEMENT

Now that you know the key concepts for Consolidation Planner, it is important to also understand a few
constraints you should be aware of. These constraints center on the source server and the destination server.

Source server constraints are based on compatibility or exclusivity. Servers are considered compatible if certain
properties and configuration values match. These properties include the following: lifecycle status, department, and
location. As an example, a property may need to be set when source servers must remain within a specific location
or geographical area. Additionally, source servers can be defined by configuration values that include the following:
network domain, system vendor, system configuration, CPU vendor, CPU name, and operating system. Finally, source
servers can be mutually exclusive. This means that they can be excluded from the consolidation scope because they
do not fit within Oracle best practices. To exclude matching servers, set either or both of the following conditions:
Nodes of a RAC Database, Nodes of an Oracle Cluster.

Destination servers can be scoped out against new or existing candidate servers. The constraints associated with
destination servers are primarily expressed as a percentage of the CPU and memory resource utilization—that is,
how much of either resource type can be used by the destination server.

Now that we have defined source and destination servers, you're ready to take a closer look at how to define a
consolidation project and evaluate the scenarios.

Consolidation Planner is installed as part of the plug-in that includes the Chargeback module. To access
Consolidation Planner, choose Enterprise » Consolidation Planner. This opens the Consolidation Planner module.
If this is a new implementation of Consolidation Planner, no projects will be defined. Figure 5-29 illustrates how to
open the Consolidation Planner.

ORACL.E Enterpris

Enterprise = (@) Targets v
Summary

Monitoring ’
Job ’
Reports »
Configuration ’
Compliance »

Provisioning and Patching *

Quality Management »
My Oracle Support »
Chargeback

Consolidation Planner

Figure 5-29. Enterprise menu options for Consolidation Planner
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On the Consolidation Planner home page, you will find a list of projects that are defined along with menu items
that can help in defining new projects, create scenarios, report on projects, and delete projects. Figure 5-30 shows
a newly implemented Consolidation Planner with one project. We will walk through creating a new project for
consolidating a physical server to an Oracle Virtual Machine.

OIRACLE Enterprise Manager Cloud Control 12¢

€e Enterprise v @) Targets v fp Favorites v (@) History v

Consolidation Planner

Actions v View v [ Creats Project | 5 Create Scenario @ Re-un Scenario & Report 3¢ Delete

" IProject (Scenario)  [Type [Status N | Sources|Destinations| Ratio Mapping
7 Project_1080 P2V Collecting to minimum 1
Conservative Conservative Waiting for data 0 0l 0}Automatic

Project_1080

General Source Servers Source Workload

Project Name Project_1080
Project Identification Number 1080
Project Description
Consolidation Type Physical to Virtual Servers (P2v)
Data Collection Status Collecting data, required minimum days not reached yet

Figure 5-30. Newly implemented Consolidation Planner with project

On the Consolidation Planner page, to create a new project, the administrator needs to click the Create Project
button. This brings up the Create Consolidation Project details page (see Figure 5-31). Here the administrator can
define all aspects of the project, such as the type of consolidation that is going to be performed, servers involved in the
consolidation, length of data collection, and any preconfigured scenarios if they have been defined.
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ORACLE' Enterprise Manager Cloud Control 12¢

Create Consolidation Project

Project Details

* Project Name |Project_1100
Description

Consolidation Type
@) From physical servers to Orade Virtual Servers (P2v}
@ From physical servers to physical servers PPy
| Servers to be Involved in Consolidation

Add servers to be consolidated. Optionally destination servers can be added if existing servers are to be used as destination candidates in addition to new (phantom) server
project is active, starting from the project creation time.

*Filter Physical Servers by Operating Systems | Windows Server 2008 R2Enterp|¥| Base Version | Any :_]

View v + Add Servers ... 4- Add Existing Database Machines as Destinations ... / Specify Server 1fO Capacity 3¢ Remove

| |CPU Capacity | CPUR:
|Server Name: !Server Type Target Type (SPECint®_rate_basezoosjcpu Vendor CPU Name requency o

(Editable) @) , i)
\o data toEism, - - N

Figure 5-31. Create Consolidation Project screen

This screen is full of information needed to define a consolidation project. The first item that has to be decided
is the type of consolidation that is going to be done. The two options are Physical to Oracle Virtual Machine (P2V)
and Physical to Physical (P2P). Next, we have to choose what servers are going to be involved in the consolidation.
When adding a target for consolidation, first we have to add a source server. We also have the option of adding

existing virtual servers as destinations if needed. After the source target or OVM destination is added, you'll see a lot of
estimates that are specific to that source or destination server (see Figure 5-32).

v| Servers to be Involved in Consolidation

Add source servers to be consolidated. Optionally destination servers can be added if existing servers are to be used as destination candidates, otherwise, only new (phantom) servers are to be L

* Filter Physical Servers by Operating Systems | Windows Server 2008 R2 Enterp |

View v o Add Source Servers ... ofp Add Existing Virtual Servers as Destinations ... A Spedify Server /O Capadty 3§ Remove
CPU Capadty ‘ CPUF
Server Name Server Type Target Type (SPECint®_rate_base2006)CPU Vendor CPU Name s fequency CPU Utiization (%) |Meme
(Editable) @ (MHz)

CTECKSOFT-TEST.ctec... Source Host 20.9 (Estimated) Genuinelntel Intel64 Family 6 M 3192 § 36

Figure 5-32. Source server added for consolidation
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Note Specifying server I/0 capacities are estimates with Oracle. If you click the Specify Server 1/0 Capacity button,
you’ll be presented with a dialog box that enables you to specify multiplier factors or absolute values to update the
capacities for all selected servers.

Specify Server 1/0 Capacities >

The server disk I/O and network I/O capacities are not collected by Oracle. They can be estimated by
multiplying their average usages with some factors or set as a specific value. Specify the multiplier
factors or absolute values to update the capacities for all selected servers.

(@ Multiplier Factors
For Disk I/O Request Capacity 3 i’
For Network I/O Volume Capacity 3 i‘
= Specify Values

M Cancel

4

For Consolidation Planner to make correct estimations on savings or resources, it is going to be based on the
amount of data collected. In the Data Collection section of the Create Consolidation Project screen, the administrator
can specify the minimum and maximum number of days that should be used to estimate consolidation. Like many
other tasks within Enterprise Manager, the collection of data is handled by a job that will be created. As part of the
data collection, the option to start data collection immediately or later can be specified.

The last step in creating a consolidation project is to specify whether the project should use any preconfigured
scenarios. By default, no scenarios are selected. However, a preconfigured scenario can be selected from three
options; these scenarios use the metric for CPU, Memory, and Disk Storage to analyze the consolidation project.
Figure 5-33 provides the breakdown of these scenarios.

Add Pre-Configured Scenarios

Select one or more pre-configured scenarios in the below table to be evaluated along with the project creation.

! Ir‘lame lDescnpbon h’vpe |Constrained Resources \ Destination Resource Limit (%}‘
Conservative A conservative pre-configured scenario analysis. Conservative CPU, Memory and Disk Storage 70
Medium A medium pre-configured scenario analysis. Medium CPU, Memory and Disk Storage 30
Aggressive An aggressive pre-configured scenario analysis. Aggressive CPU, Memory and Disk Storage S0

Select Cancel
Figure 5-33. Preconfigured scenarios

After selecting a preconfigured scenario, the project can be submitted and created. If the project is created
successfully, the Consolidation Planner page will reflect the project being created and the current status of the project.
At the bottom of the screen, you will also notice three tabs providing specific information on the project. These tabs
are General, Source Servers, and Source Workload.

The General tab gives you all the specific information related to the project, including the project name,
identification number, consolidation type, and current status of data collection. The Source Servers tab gives you
information similar to that presented when adding the source targets to the project. Items such as CPU utilization,
memory utilization, and disk storage are presented. What is interesting on this tab is the information that is provided
by telling you the start and end dates of data collection. The Source Workload tab gives you a 24-hour view, in a table
format, of the resources that are being measured for consolidation (see Figure 5-34). These can be viewed by using the
Resource Type drop-down menu.
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Consolidation Planner

Actions «  View Create Project Create Scenario @ Re-run Scenario &3 Report 3¢ Delete

ojgit (Scenario) |Type |Stams - _\7 B Sour:e; \ Des&nahons\ _ Ratio |I:ﬂnping_ |Conﬁdence (%) Violaﬁons| Ede.lsions |(freazion Date (UTt C) |_Des_cripﬁon
-;\7 Project_1080 P2v Collecting to minm.= 2/11/2013 2:08 AM
Conservative Conservative Waiting for da 0 1] 0 Automalic 0 A conservative pre-con

Project_1080

General Source Servers Source Workload
Server | CTECKSOFT-TEST.ctedsoft.com [l Resource Type Month [2013-02[w
ame
I Hourly (UTC) Resource Utilization (%}
‘Day 1|Day 2 |>Dayi3[[M|Day 5|Day 6 |Day 7 | Day 8 |Day 9 | Day 10 |Day 11 |Day 12 | Day 13 | Day 14 |Day 15 | Day 16 | Day 17 | Day 18 | Day 19 | Day 20 | Day 21 | Day 22 | Day 23 | Day 24 | Day
Hour 0 -hh-hhhhhhhhhhh-hhh
|Hour 1 |
Hour 2 |
Hour 3
Hour 4
Hour 5
Hour &
Hour 7

Hour 8
Hour 9
Figure 5-34. Consolidation Planner with project information

Once the project is done gathering information needed to project consolidation efforts, a report can be generated
by clicking the Report menu item on the Consolidation Planner screen. Much like the Chargeback report, the
Consolidation Project report will be displayed within the browser. With Oracle BI Publisher installed in Enterprise
Manager, the option to publish reports will be available, allowing the administrator to publish consolidation reports to
end users. Figure 5-35 shows a sample report that is published from the report table in Consolidation Planner.

ORACLE Enterprise Manager Consolidation Project Report Report OREAPR) 2013 8:38 ARGV
Page 1of2

Project Name  Project_1099
Dezeription
Data Collection Statuz  Collecting data, reguwed nn'nnnunfdaysv"reacifed
Consolidation Type  Physical to Physical Servers

Source Servers |
Destination Servers !

Scenarios 1
Source Servers
“Server Nome CPU Name, CcPU Memory (38} ' Disk Space {GB} Disk 1O Network (O
{SPECINnY(R)_rate_ (Requests/Secand) {MB/Second)
ba3e2006)
oel.acme.com Intel(R) 27.15 (Estimated) | 7:66 859,99 0 0
Celeror(R)
CPU G530 @
2,40GHz,

Pantinmotinm Baninen,

Figure 5-35. BI Publisher report for the consolidation project
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Consolidation Planner is a tool that can be used to help organizations that are considering a move to the cloud or
new physical hardware (for example, Exadata) to identify and shrink their infrastructure footprint.

Summary

In this chapter, you reviewed cloud computing, its key characteristics, and its delivery and deployment models.
You also learned that in order to get the best out of your cloud infrastructure, it is important to efficiently manage
all phases of the cloud lifecycle. You can’t have a very good solution just for provisioning or monitoring, for efficient
cloud management. EM12c lets you gain total control over all the phases of the cloud lifecycle, allowing you to
achieve the highest return on your investment in an enterprise private cloud.
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CHAPTER 6

Software Library, Patching,
and Provisioning

by Bobby Curtis

One of the main benefits of using Oracle Enterprise Manager 12c is its ability to help database, system, and application
administrators save time and automate the processes required to manage the Oracle database lifecycle. Patching

and provisioning of resources is essential to daily operations and maintenance of critical business systems across

the enterprise. Through the Database Lifecycle Management Pack, administrators are given tools to help eliminate
manual and time-consuming tasks related to discovery, initial provisioning, patching, configuration management,
and ongoing change management. In this chapter, you will take a look at the Software Library and the components of
the Database Lifecycle Management Pack needed to implement the patching and provisioning options for EM12c.

Software Library

One of the core features in EM12c is the Oracle Software Library. This is the core repository that stores software
entities such as agent software, patches, virtual appliance images, gold images, application software, and their
associated scripts. Additionally, the Software Library allows you to maintain versions, maturity levels, and states of
the various software entities stored. Figure 6-1 gives you the general look and feel of the Software Library console.
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ORACLE Enterprise Manager Cloud Control 12¢

¢% Enterprise v (@) Targets v Favorites v (@ History v

Software Library

Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, application software and their assoc
referenced from a Deployment Procedure to automate the patching, provisioning or deployment of the associated software,

Actions v View v | &0 View 7 Edit.. 3% Delete.. Find | Name : i}
[Name '
v LB Software Library
Ea Application Server Provisioning Utilities
£ @ Bare Metal Provisioning
[ Binaries
t> C@ BPELProvisioning
L= m Coherence Nede Provisioning
1> (& Common Provisioning Utilities
D Components
2 Directives
0 Images
[ tetworks
D Suites
L Q CompositeDeploy
b E CVU Prerequisite-fixup components
> (2 Database Configuration
t> () Database Provisioning Dovinloads
g @ DB Provisioning
& C@ FMw Cleanup Utilities
b @ Fusion Middleware Provisioning Ltilities
&> (@ 3ava EE Provisioning
> C@ MultioMs
>3 E QOracle Supplied Database Prwisionin_g_ProfiIes
t> 8 osBProvisioning
> 2 Patch Comporents
t> [d Patching
=g @ Prerequisite-fixup components
t> [ Self Update
t> C@ site Guard
g @ SoaProvisioning
> Q Weblogic Whole Server Migration Utilities

Type  [subtype [Revision

W

Figure 6-1. Software Library console

To access the Software Library console page, you choose Enterprise » Provisioning and Patching » Software
Library. In the Software Library console, there are two types of folders: the folders marked with a lock are Oracle-owned
folders, and folders without a lock are user-owned folders. (Folders with and without locks can be seen in Figure 6-1.)

Oracle-owned folders (and subfolders) are those that ship with EM12c by default. These folders will appear in the
Software Library console after the Software Library is configured. User-owned folders are top-level folders that users
create to organize the software entities within the Software Library.

Note The Software Library, once configured, contains a series of numbered directories that can be confusing to look
at when first reviewed. According to the Oracle Enterprise Manager team, the numbered folders in the Software Library
structure were designed to keep everyone focused on the GUI interface.
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Using the Software Library yields a lot of advantages for administrators, including the following:
e  Facilitates patching and provisioning tasks in both modes, online and offline

e  Supports referenced file locations, allowing administrators to leverage existing IT
infrastructures (file servers, web servers, and storage systems) to store and stage software
entities for patching and provisioning activities

e  Allows for organization of software entities into logical folders for efficient management

As mentioned earlier, the Software Library is the core repository for everything within EM12c, when it comes to
patching and provisioning. We have briefly discussed how to get to the Software Library console, the types of folders
that can be configured within the library, and its advantages. What we haven'’t discussed yet is how to configure the
Software Library so it can be used. Let’s take a look at that now.

Configuring the Software Library

Before you can start using the Software Library, you must set it up through the Software Library Administration
console. A Software Library must consist of at least one upload file location on the host where the Oracle Management
Server (OMS) is running. A storage location in the Software Library represents a directory that is either uploaded to
the library or generated and saved by some user-owned processes.

There are three options for upload file locations when configuring the Software Library: an OMS Shared
Filesystem, OMS Agent Filesystem, or Referenced File Location. These are the only supported storage options for
setting up the Software Library. Let’s take a quick look at these options:

OMS Shared Filesystem: This location is required to be shared (or mounted) across all the
OMS hosts.

OMS Agent Filesystem: Using this option, ensure that you have a preferred or name
credential for the OMS host set.

Referenced File Location: This option allows you to leverage the organization’s existing
IT infrastructure for sourcing software binaries and scripts. Referenced File Locations
support three storage options:

e HTTP: An HTTP storage location represents a base URL that acts as the source of files that
can be referenced.

e  NFS: An NFS storage location represents an exported filesystem directory on a server.
The server does not need to be the OEM host target.

e  Agent: An agent storage location is similar to the OMS Agent Filesystem option, but an
OEM agent can monitor any host. The agent can be configured to serve the files located
on that host.

To configure the Software Library, you need to decide on the upload file location. In many of the configurations
I have done, I use the OMS Shared Filesystem for the Software Library, because it is simple to set up and is local to the
OMS. Let’s take a look at how to set up this type of share for the Software Library.

Note When setting up the Software Library, no matter the type of location you use, the question of size comes to
mind. How large is the Software Library supposed to be? What do | need to preallocate for the Software Library? You
should allocate as much space as you think is going to be used. I've always recommended a starting size between 5GB
and 50GB. This is due to the agent software needing to be downloaded into the Software Library before deployment.
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To access the Software Library Administration console, you choose Setup » Provisioning and Patching »
Software Library. Figure 6-2 shows the menu path to this location.

[! Help+ | 1§ SYSMAN+ | LogO

Add Target > |
Extensibility >
Proxy Settirgs
Security b
Ircidents 4
Notifications ’
Software ij;ar‘b : Provisionirg and Patching b
Offline Patching l My Oracle Support »
Linux Patching Application Performarce Maragemert,
Netvoork Prof||eAJ ‘Manage Cloud Control »
— Commard Line Interface
r| C Maragement Packs »

Figure 6-2. Accessing the Software Library from the Setup menu

In the Software Library Administration console, you will immediately see two tabs that help you distinguish
between the upload locations on the OMS and the referenced locations. To set up an OMS Shared Filesystem location,
you need to stay on the Upload File Locations tab. Here, the Storage Type drop-down menu gives you the option of
either an OMS Shared Filesystem or an Agent Shared Filesystem (see Figure 6-3).

‘Software Library: Administration

Software Library > Software Library: Administratio
The administration console allows for configuring and administering Software Library storage locations.
Upload File Locations Referenced File Locations

Configure storage locations that can be used for uploading files for-Software Library entities.

n

Storage Type I_QMS S{Eqrg% ‘F‘Jl_ggzstfm. -
Configure filesystem-locations on OMS Host{s). These locations must be locally accessible by all the OMS inst

Actions v View ~ | op Add.. 2 Edit.. 3 Migrate and Remove

Figure 6-3. Software Library Administration console
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Now, because you are going to use the OMS Shared Filesystem for our Software Library, you need to ensure that
you have a location on the local host to store the Software Library. Once this directory structure has been identified,
you can add the filesystem to OEM. While in the Software Library Administration console, click the Add menu option.
This opens a dialog box that allows you to name the Software Library and identify the location on the OMS server
(see Figure 6-4).

Add OMS Shared Filesystem Location

Provide a name and file system location. The location should be
accessible from all the Oracle Management Server(OMS) instances.

* Name | SoftwareLib
* Location | E:\SoftwareLib

k ﬂ‘ Cancel

Figure 6-4. Adding an OMS Shared Filesystem location

Click the OK button, and the creation of the Software Library begins. The library lists the location that you created
with the Add menu command and the status of library, as shown in Figure 6-5.

Name Status Location

B softwareLb Active E:/SoftwareLib/
Figure 6-5. Software Library name, status, and location

AsImentioned earlier, if you were to go and look at the location where the Software Library populates its initial
entries, you would see only a bunch of folders with numbers. This is designed to keep the Software Library clean and
prevent anyone from modifying the library from outside OEM. Figure 6-6 gives an example of the file structure.
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Moorwer

o "? Computer ~ New VOIane EE:)-' = %oftwareLib v = (¢e] W"
Organize ~ Open Include inlbrary ¥  Share with ¥  New folder
i Downloads Name I Date modffied| [ Type
Recent Places

0 3{8/2013 10:438M  File folder
5033 Libraries 1 3(8/2013 10:43AM  File folder
@ |-=| Documents 2 3/8{2013 10:43 &AM File folder
® &) Music 3 3/8{2013 10:43 M File folder
() Pictures 4 3/2/2013 9:35 A File folder
@ B videos 5 38/201310:428M  File folder
508 Computer 6 3/8/2013 10:43AM  File folder
. & Local Disk (C:) % 3/8/2013 10:43 AM File folder
¢ New volume (€:) 8 3/8/2013 10:43 M File folder
@ . BIFiles 9 3/8/2013 10:438M  File folder
Exports 10 3/8/2013 10:43 AM File Folder
10 Microsoft SQL Se 1 3/8/2013 10:43AM  File folder
; Zr:flzwp 12 3/2/2013 9:35 AM File folder
| ! . 13 3/8/2013 10:43 AM File folder

Figure 6-6. Software Library file structure

At this point, you have walked through how easy it is to configure the Software Library within EM12c. Once the
library is complete, it is ready to be used for all the software entities that you configured it for. A good first test of
the Software Library is to download the agent software that you will need for your enterprise systems. Agent software
download and installation was covered in Chapter 2.

Using Software Library Entities

Now that the Software Library is configured, you want to use the entities that can be found in the library. To do this,
you need to access the Software Library home page by choosing Enterprise » Provisioning and Patching » Software
Library, as shown in Figure 6-7.
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Summary
Monitorirg
Job
Reports
Configuration
Compliance L

Ptovisionirg and Patching I® Procedure Activity

Quality Management ’ Procedure Library

My Oracle Support » Software Libra% &

Chargeback Bare Metal Provisionirg

Consolidation Planrer Database Provisionirg
=

Middleware Provisionirg

Patches & Updates
Saved Patches
Incidents
Linux Patchirg
Undated in last 24 hours 11 = C—

Figure 6-7. Software Library home page

When working with entities in the Software Library, it is important to remember that there are two, broadly
classified types: Oracle-owned entities and custom entities. Each entity has its own purpose and usage within the
Software Library. Table 6-1 describes these entity types.

Table 6-1. Entities in the Software Library

Types Description

Oracle-owned entities These entities are available by default on the Software Library
home page, once the Software Library is configured.

Custom entities The Software Library users create these entities.

Numerous lifecycle management tasks make use of the entities in the Software Library. Such tasks include
patching and provisioning deployment procedures, which are covered later in this chapter. Figure 6-8 shows how
patching and provisioning deployment procedures use the Software Library.
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Figure 6-8. Patching and provisioning deployment procedures using the Software Library

Performing Tasks via the Software Library Home Page

When on the Software Library home page, it is helpful and handy to work with entities that are available to the
Software Library user. The tasks that can be performed from the library home page are as follows:

e  Organizing entities

e  (Creating entities

e  (Customizing entities
e  Managing entities

Asyou look at these tasks, keep in mind that managing entities within the Software Library is initially simple.
However, depending on the complexity of your organization and environment, the Software Library can become
time-consuming to maintain. Knowing what the Software Library will be used for will help simplify maintenance tasks.

Organizing Entities

Organizing entities within the Software Library is simply a process of creating folders within the library. The folder
structure can be as simple or as complex as your organization would like to make it. Figure 6-9 shows an example.
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ORACLE Enterprise Manager Cloud Control 12¢

€ Enterprise> (@) Targets v oy Favorites + @ Mistory ~

Software Library
Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, application softwar
the patching, provisioning or deployment of the associated software.
Actiors + View v | &0 View 7 Edit.. 9§ Delete.. | Find | Name & =
_|Name - - ~ [Owrer  |Description - -
I - (4 software Library ORACLE  Root Folder for Softviare-Library entities
g @ Application Server Provisioning Utilities "ORACLE Entities belorgirg to AS Provisioning
=4 Q Bare Metal Provisioning ORACLE Bare Metal Provisioning directory
> £ Binaries SYSMAN Oracle Binaries
£~ @ BPELProvisioning ORACLE BPEL Provisioning Entities
B G Coherence Node Provisioning ORACLE Coherence Node Provisioning Entities
=4 @ Common Provisionirg Utilitie; ORACLE Directives belonging to Common Provisioning (SiDBand |
2 comporents S-YSW.\N Components.Folder ) .

Figure 6-9. Software Library home page
From the Actions menu on the menu bar, you choose Create Folder, as shown in Figure 6-10. Note that additional

commands from this menu are grayed out. These commands can be performed on existing folders after they are
created. For now, let’s focus on the Create Folder command.

RGBT view + | 60 View

L Create Entity

ICreate Folder k r
Y o 2 O\
'eg fis
L

Import

Export
Administration p

Figure 6-10. Create Folder menu command

After selecting the Create Folder command, a dialog box appears, allowing you to specify the name of the folder
(see Figure 6-11). Additionally, you can provide a description of the folder. These details will show up in the Software
Library and help you quickly identify the folder you created. Notice that the Parent Folder option is grayed out. This is
the default behavior. The text in this box will change based on the selection you make in the folder structure below it.
By default, the parent folder is /Software Library.
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Create Folder
* Name |ACME

Description [ Folder for testing items

Parent Folder | /Software Library/Binaries/ ‘
Select a folder in which you want to create new folder.
View v I
[vame owmer | escription — '
¥ [ Software Library ORACLE Root Folder for Software Library entities. |
- (2 Binaries _SYSMAN Oracle Bindries
) 3 Components SYSMAN Components Folder
() Directives SYSMAN Directives Folder
(3 Images “SYSMAN _Images Folder
P Mahanrle SyCmMaki _ Natwarks Enldar_

ﬂ_ Canc_el }

Figure 6-11. Create Folder dialog box

Click OK. If the folder is created successfully, you will receive a confirmation, as shown in Figure 6-12. You will
also be able to see the folder in the tree structure under the folder you specified as the parent folder.

.
Software Library

[z Confirmation
A folder 'ACME' has belen created successfully in '/Software Library)Binaries/' folder.

Software Library maintains entities that represent software patches, virtual appliarnce images, reference gold images, applicatiorn software &
the patching, provisioning or deployment of the associated software.

Actions v View » | &0 View 7 Edit.. 3§ Delete.. | Find | Name : 2
[Name |Ovener  Description
v EB Software Library ORACLE Root Folder for Software Library entities
= [:a Application Server Provisioning Utilities. ORACLE. Entities belonging to AS Provisioning -
o LB Bare Metal- Provisioning ORACLE Bare Metal Provisioning direcfory
v (3 8inaries ) SYSMAN Oracle Biraries
_ () AcMe SYSMAN Folder for testing iters
i =l oracter1gi2 SYSMAN Oracle-14gR2 (11.2:0.3)

Figure 6-12. Folder created in the Software Library

Note After a folder is created, the only person with the privilege to delete that folder is its owner or a Super
Administrator.
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Creating Entities

Entities are certified software binaries that are stored in the Software Library. An entity can be any software that
includes patches, virtual appliance images, reference gold images, application software, and their associated directive
scripts. As noted earlier, there are two, broadly defined entity types: Oracle-owned and custom. From within the
Software Library, you can create two basic types of custom entities:

e  Generic components
e Directives

Let’s take a look at how to create both types within the Software Library.

Creating Generic Components

Generic components consist of a broad range of software items that can be created as entities. These entities enable
you to define an installation process that will be used within the lifecycle framework for patching or provisioning.
The list of generic components includes the following:

e  Configuration template

e Database template

e  Generic component

e Installation media

e Java EE application

e  Oracle Application Server

e  Oracle Clusterware Clone

e  Oracle Database Software Clone

e  Oracle Middleware Home Gold Image
e PDB template

e  WebLogic domain provisioning profile

To create generic components in the Software Library, you need to select a custom folder that is not an
Oracle-owned folder. You need to create this custom folder if it has not already been established (see the “Organizing
Entities” section earlier). After you have selected the custom folder in the Software Library, the Actions menu’s Create
Entity option and associated submenus become enabled. Choose Actions » Create Entity » Component, as shown in
Figure 6-13. The submenu items Directives and Bare Metal Provisioning are also available; we will discuss directives
shortly. Provisioning of bare metal systems is not discussed in this chapter, because it is outside the scope of database
patching.
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PR vicv. - | coview S Edit. $R Delete..

Create Entity 4 Component
B Create Folder Directives ;
3K Delete Folder... Bare Metal Provisionirg
nange | » T —-:
Grant, Priv 1
AVE L]
c]: Add N |
&P Add Attad lisioning {
= Utilities J
Import :
Export i

Administration | ‘

Figure 6-13. The Actions » Create Entity options

Selecting the Component option opens a dialog box where you can select the type of component you want to
create. As listed earlier, there are many options. Choose the entity you would like to create and then click Continue,
as shown in Figure 6-14.

Create Entity: Component 25
Select | Generic éomponent =
Subtype
Continue | Cancel l

Figure 6-14. Choosing the type of component

Clicking the Continue button takes you to the Create Generic Component: Describe page, shown in Figure 6-15.
On this page, you can define specifics such as the component’s name, description, and other attributes. You can also
add attachments to the component if desired. Attachments can be anything from a readme file to licensing information.
If you are going to add attachments, make sure the files are 2MB or smaller. Additionally, you can add notes about the
component. However, be cautious, because notes cannot be removed.
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Software Library

Describe Configure Select Files Set Directives  Review
Create Generic Component : Describe

Parent Directory ACME
Subtype Generic Component

= Name | ACME-Generic

Specify name, description and other attributes that describe the entity. These attributes are shared by all revisions of this entity. Additionally, attach any documents and keep notes,

G TP Noigs vine added Gaimmte delgied 01 cdited,

Figure 6-15. Describing the component

Description 'K
Other Attributes
|Name |value
PRODUCT_VERSION 11.203
PRODUCT §ene1£Ac:.=
VENDOR ACME_
Attachments
gk Add 38 Remove
_|File Name  |size(kB) - IEme Type
No attachment has.been added yet,
Notes
New Note qp Add
Iy — — — . -
N note has been added yet.

What you will notice about this page is that Oracle Enterprise Manager places you into a wizard to help you create
the component. There are four additional steps that may or may not have to be configured. It all depends on what you are
trying to do with the component. What is interesting at this point is that on the Set Directives screen, shown in Figure 6-16,
you can add directives to tell the component to follow specific steps. We will dive more into directives in a moment.

Software Library

Bescribe. Configure Select Files Set Directives Review
Create Generic Component : Set Directives

Parent Directory ACME
Subtype Generic:Component’

You-can associate directive entity with the references that the entity has.

View v | ojp Add [ Choose Directives ¢ Clear

|Name° = — —
| Name 3 [Rewsg\ _ISEatis

Install
Post-Install
Pre-1nstall
Stage

Figure 6-16. Setting directives
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When finished adding items through the wizard, you have the opportunity to review the configurations that you
provided. Figure 6-17 shows the Review screen, which is cropped for readability and shows the option buttons out of their
normal context. The interesting thing about the Review screen is that you have two options for saving the component:
Save, or Save and Upload. Both buttons will save your component; however, the second one will also upload your
component to the Software Library.

‘Software Library
A —
Desaibe Configure Select Files Set Directives  Review
Create Generic Component : Review

Parent Directory  ACME
Subtype Generic Component

V Describe
Back |StepSof5 e Save Save and Upload Cancel

Name ACME-Genenc

Description

Other Attributes
|Name Value
PRODUCT _VERSION 11203
PRODUCT Generic-Aome
VENCOR ACME

Attachments

Ko attachment has been added yed,

Notes
No nate has been added yet.
24 Enligﬂ
V Select Files
Ko files 2re associated with this entity,
- Set Directives

Figure 6-17. Reviewing and saving the generic component

The Save and Upload button automatically uploads your new component to the Software Library. After the
component is saved to the library, you are returned to the Software Library home page. At the top of the page, you
can see that a confirmation message is displayed and your new component is listed in the folder you identified when
creating the component (see Figure 6-18).

rSoftware Library

[z Confirmation
The entity ‘ACME-Generic' has been created successfully in "ACME' folder.

Software Library maintains entities that represent softviare patches, virtual appliance images, reference gold images, application soft
the patching, provisioning or deployment of the associated software.

Actions v View v 69 View 7 Edit.. ¥ Delete.. Find | Name :. A
!Naﬁ Owner Descritftion
v G Software Library ORACLE Root Folder for Software Library entities
> Q Application Server Provisioning Utilities ORACLE Entities belonging to AS Provisioning
b G Bare Metal Provisioning ORACLE Bare Metal Provisioning directory
Vv €3 inaries SYSMAN Oradcle Binaries
v (Jacme SYSMAN Folder for testing items
s ] ACME-Generic SYSMAN
&l nrader 1nba SYSHAN firacle 1168211 2.0.2)

Figure 6-18. Confirmation of the created generic component and its location
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Creating DirectivesDirectives:

Now that you understand what generic components are, let’s take a look at directives. Directives are entities in the
Software Library that represent a set of instructions that can be performed. These entities are used to associate scripts
with software components and images. These scripts contain the directions on how to interpret and process the
contents of a particular software component or image.

When setting up directives, you have to use the same interface as you use for generic components. To create a
directive, you start at the Software Library home page (choose Enterprise » Provisioning and Patching » Software
Library). Remember, in order to create a new directive, you need to select a custom folder that is not owned by Oracle.

To start creating a new directive, you will use the Actions menu in the Software Library. This is the same menu
that you used to create a generic component. However, this time you choose Actions » Create Entity » Directive,
as shown in Figure 6-19.

RS view - | coview |/ Edit.. ¢ Delete.

| [3 Create Entity ¢ Component
Create Folder Directives
& Delete Folder... Bare Metal Provisioning
R P fisioning
Utilities

Import
Export

Administration

ip components

Figure 6-19. Creating a new directive

The Create Directives wizard then displays. First, the wizard wants you to describe the type of directive this is
going to be by placing you on the Describe page, shown in Figure 6-20. The only required information on this page is
the Name, Description, and Other Attributes for the entity. As with generic components, you can associate files and
notes with the directive by adding files or notes in the Attachments and Notes areas.
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“Software Library
a—

Describe Configure Select Files Review
Create Directives : Describe

Parent Directory Directives:

Specify.-name, description and other attributes that describe the entity. These attributes are.shared, by all revision

® Name

Description

Other Attributes

[Name Value
PRODUCT .VFRSIQN
PRODUCT

VENDOR

Attachments

b Add 3% Remove

[File Name ISize(kB) |Mime Type
No attachment has been added yet.

Notes
Nev/-Note

[Note _
No note has been added yet.
@ TIP Notes once added cannotbe-deleted oredited,

Figure 6-20. Describing the directives

The other thing you may notice are the wizard steps at the top of the page. There are fewer steps required to
create a directive than a generic component. Fill in the required fields and then click Next to move to the next screen
of the wizard.

As noted earlier, directives are entities that perform a set of instructions on a software package within the
Software Library. On the Configure page, shown in Figure 6-21, you have the option of adding command-line
arguments and properties associated with the directive. If you have nothing to add for command-line arguments,
or the type of properties you want, you can click Next.
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Software Library
i

Cescribe Cbrifi;ure Select Files Review
Create Directives : Configure

Parent Directory Directives
Configure Directive,

v| Command Line Arguments

Specify commiand line arguments to be passed to the Directives. Each entry represer
“ ftest.sh -user={username}", argument prefix will be "-user="anrd property name w

J Edit.. 38 Remove | o Add

__|Argument Prefix  |Property Name  |Argument Suffix
No arguments are defined.

Command Line
v| Configuration Properties

Shell Type | Perl

a

Run Privileged

Figure 6-21. Configuring the directives

Command-line arguments are just that—arguments that can be passed as if you were using a script. Arguments
can include variables that can be set later, a prefix, and suffix. The prefix and suffix text are appended before and after
the property value to produce the command-line argument.

Note The following is a command-line argument example:
./test.sh -user={username}
The prefix is -user=, and the property is username.

To set up a command-line argument, you click the Add button. A dialog box appears, allowing you to configure
the argument prefix, property name, and argument suffix, as shown in Figure 6-22. The nice thing about this dialog
box is that it tells you specifically what you need to provide, unlike other dialog boxes.
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Specify a switch or constant command line argument. Switch
argument should'be suffixed with a space character. For
example, if commandline argument is of the form *-
<arg_name> <prop_value>", then prefix should be "-
<arg_name><space>". Constant commandline argument
should be suffixed with "=" character. For example, if

Add Command Line Argument <] commandline argument is.of the form "<arg_name>=
<prop_value>", then prefix should be "<arg_name>=",

Argument Prefix -use-r= ) = 3 - . - -

* Property Name | username

Argument Suffix

&, Cancel

Figure 6-22. Adding command-line arguments

After all the arguments that you want set are in place, click OK. This adds the argument to the Configure page.

Asyou add more arguments, the command line starts to build under them. Figure 6-23 shows that we added two
arguments, and the command line is created for us.

v/ Command Line Arguments

Specify command line arguments to be passed to the Directives. Each er
" ftest.sh -user={username}", argument prefix will be "-user="and prop

J Edit.. 38 Remove | o Add

_|Arg_um_ent Prefix  |Property Name  |Argument Suffix
-user= username
-password= password

Command Line -user=${username} -password=${password}

Figure 6-23. Command line built with arguments added

After all the arguments are added for the directive, you need to tell the directive what type of script will be
running. This is accomplished on the same page, in the Configuration Properties section. You need to tell the directive
that you will use either Perl or Bash. Additionally, if the script needs to run with elevated privileges, you can direct that
by clicking the Run Privileged box. Figure 6-24 shows the Run Privileged check box selected for a Bash script.
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v| Configuration Properties

Shell Type | Bash :

Run Privileged @I

Figure 6-24. Configuration properties for a directive

Now that you have configured all the items you would like on the Configure page for the directive, you can move
on by clicking Next. The wizard brings you to the Select Files screen.

On this screen, you are presented with two radio buttons, which enable you to either upload the files needed
for the directive or to refer to them by location. These two options are much like the options you had when initially
creating the Software Library; the same rules apply:

Upload Files: Use this option if you want to upload some entity files from the local
filesystem or agent machine to the selected destination location.

Refer Files: This option allows you to enter the source location details, since you are not
uploading anything to the Software Library.

Select the Upload Files option, as shown in Figure 6-25.

Software Library

o)
Cescribe. Configure Select Files Review

Create Directives : Select Files

Parent Directory Directives

Select ore or more files-to be associated with the entity. Files can either be uploaded-to.+
Upload Files
Refer Files

[
-

Figure 6-25. Selecting files to upload

Next you need to select the destination location. Select the magnifier icon next to the upload location under Specify
Destination. This opens the dialog box where you can choose either an OMS Shared Filesystem or an OMS Agent
Filesystem. What appears by default is the location specified when setting up the Software Library (see Figure 6-26).
Select the Software Library and click OK.
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Select Upload Location
Upload Location | OMS Shared Filesystem 3 |

_iName  |Location|Status _|Total Space [Available Space |Last Refreshed |
I softwaretLib E:{Sqf... Active 232.828 GB 176.937 GB Wed Apr 24 20:32..

&I Cancel

Figure 6-26. Selecting the upload location

Next you need to specify our source files. These are the script files that are needed for the directive to perform its
job. These files can be uploaded either from the local host or from a remote host via a remote transfer process such
as secure copy.

Note If uploading from the local filesystem, the file size limitation is 25MB. If uploading from a remote filesystem,
the Save and Upload action will submit a file transfer to move the remote files to the upload location.

To add files in the Specify Source location, you need to click the Add button. This opens the dialog box for
selecting and adding a file (see Figure 6-27). Select the file you would like to add, provide the name for the file, and
click OK. By default, the name of the file is added to the Name text box.

Add File

Source File exportsh  Update...

* Name | export.sh

i‘ Cancel

Figure 6-27. Adding a file to the directive

After you click OK, the file is added to the Specify Source section of the Select Files page, shown in Figure 6-28.
Notice that the name, size, and mime type are listed for the file. If there is more than one file for this directive,
a drop-down box enables you to select the main file. In this example, you are using only one file; by default, that will
be the main file. Click Next to complete the creation of the directive.
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Specify Source

Files can be uploaded from either the local filesystem or from a remote filesystem
File Source l: Local Machine % jl
4 Add 3¢ Remove | MainFile | export.sh 3

|Name | Size | Mime Type
export.sh 1.903 KB applicationfoctet-stream

Figure 6-28. Specifying source files

When the directive is complete, the wizard drops you back in the Software Library with a confirmation message
stating that the creation was successful. At this point, you will be able to find the directive you created. Figure 6-29
displays the confirmation message.

Software Library

@Confi’i'm_ation
Tre entity 'ACME-Directive’ has beer créated successfully in 'Directives' folder:

Software Library maintains entities that represent software patches, virtual appliance images;, reference gols
the patching, provisionirg or deployment of the associated software.

Actions ¥ View v &3 View / Edit.. 3% Delete... Find Name =
[name |Owrer  |Description
) _V Ea Software Library ORACLE Root Folder for Softweare Lit
=4 @ Application Server Provisioning Utilities ORACLE Entities belonging to AS Pra
=g EB Bare Metal Provisioning ORACLE Bare Metal Provisioning dire
t> (3 Binaries SYSMAN Oracle Binaries
o [.3 BPELProvisioning ORACLE BPEL Provisionirg Entities
g E Coherence Node Provisioning ORACLE Coherence Node Provisionir
& [B Common Provisioning Utilities ORACLE Directives belonging to Coms
{3 components “ i SYSMAN Components Folder
7 (3 Directives SYSMAN -Directives Folder
[ ACME-Qicectiye SYSMAN A geperic Directive

Figure 6-29. Completion of a new directive

After the directive is completed, it is like any other entity in the Software Library. It can be viewed, edited,
or deleted by the owner who created it or by a Super Administrator.

Maintaining Entities in the Software Library

As with any software, maintenance tasks need to be attended to. The entities in the Software Library are no exception.
We have discussed how to create and add both a generic entity and a directive entity. Now you're ready to learn
about maintaining the entities.
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Many maintenance tasks on entities can be performed from the Software Library. We do not go into depth on
these here. More information on these tasks can be found in the Oracle documentation; this section provides
only a listing of items that can be accomplished.

Note Oracle documentation for EM12¢ Cloud Control is located here:
http://docs.oracle.com/cd/E24628_01/index.htm.

Maintenance tasks for entities are as follows:

Granting or revoking privileges
Moving entities

Changing entity maturity

Adding notes to entities

Adding attachments to entities
Viewing, editing, and deleting entities
Searching entities
Exporting/importing entities

Staging files associated with an entity

Note Starting with version 12.1.0.2 of EM12c, you can use either the GUI or the command-line interface to perform
the preceding tasks.

Maintaining the Software Library

Just as we maintain the entities in the Software Library, we have to maintain the health and functionality of the
Software Library itself. Only the Software Library administrator or a designer who has administration access can do
the following:

Perform periodic maintenance tasks

Reimport Oracle-owned entity files

Remove (and migrate) the Software Library storage location
Purge deleted entity files

Back up the Software Library

All of these tasks are critical to the proper functioning of the Software Library.
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Performing Periodic Maintenance Tasks

To keep the Software Library functioning properly, the following tasks must be performed on a regular basis:
e  Refreshing the Software Library to compute the free and used disk space
e  Purging deleted entities to conserve disk space

e  Checking the configured Software Library locations to ensure that they are accessible

Reimporting Oracle-Owned Entity Files

Reimporting Oracle-owned entity files is not a periodic activity. This process should be used only when needing to
recover metadata files that are owned by Oracle. This should be done in only two situations:

e Ifyou delete the filesystem location where the metadata was imported
e Ifthe import job submitted while creating the first upload location fails

To reimport the metadata of Oracle-owned files, access the Software Library Administration page under Setup.
From the Actions menu, choose Re-Import Metadata, as shown in Figure 6-30. This submits a job that will
reimport the metadata.

Software Library: Administration

Softwvare Library > & Library: Administrati
The administration console allows for configuring and ‘administering !
Upload File Locations Referenced File:Locations

Configure storage locations that can be-used for uploading files.for

Storage Type | OMS Shared Files_ystem :

Configure filesystem locations on OMS Host(s). These locations mus

JREEORS viev: - op Add.. 2 Edit. % Migrate and

Add... Status
. B =
Edit... Active

|

[
Re-Import Metadata | |
Check Accessibility
Purge...

Refresh

Figure 6-30. Reimporting metadata
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Note Reimporting metadata applies only to the Oracle-owned files, which means all entity files that ship with the
OEM product by default. User-owned entity metadata cannot be recovered through the Re-Import functionality.

Removing (and Migrating) the Software Library Storage Location

There may come a time when you need to move the Software Library from its current storage location to a new
location. This can happen for any number of reasons. For example, you might need more storage space.

Only Software Library Storage Administrators have the required permissions to delete a storage location.
Before a storage location can be deleted, you will be prompted to choose an alternate location to migrate the files to.
Next, a migration job will be submitted and the current location will be marked inactive. After the migration job is
complete, the old storage location will be deleted.

To delete the current storage location, you follow these steps:

1. Access the Software Library Administration page (Setup » Provisioning and Patching »
Software Library).

2. Select the storage location. Then click Migrate and Remove.

3. Inthe confirmation box, click Remove to submit the job. Upon successful completion,
the old storage area will be removed from the table.

Purging Deleted Entity Files

Starting with EM12c, entities can be purged from the Software Library when no longer needed. The purge jobs can
now be scheduled, as well, in the Purge Deleted Entities Files dialog box, shown in Figure 6-31. To schedule a job to
purge entities from the Software Library, follow these steps:

1. Access the Software Library Administration page (Setup » Provisioning and Patching »
Software Library).

2. Select the storage location and then click Purge from the Actions menu.

3. Enter all the details needed for the job and click OK. Upon successful completion,
all deleted entities will be removed from the Software Library.

Purge Deleted Entities Files <)
Specify the schedule for the purge job. This job will purge the deleted entities files from all configured Agent locations.

Start (syImmediately () Later

Repeat | Do not_*epeat &
Grace Period [_| Do not run if it cannot start within -l = | hours | % l of the scheduled start time
Duration '\E)Indefmltely ()For 112( hours ;:| ) Until

&, Cancel

P

Figure 6-31. Scheduling a purge of entities
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Backing Up the Software Library

Until now, we have spent a lot of time defining the Software Library, what it is used for, and how to add entities to it.
Since we have spent a lot time setting up the Software Library, the last thing we want to do is back it up. However, just
like any other Oracle product, backups are critical to ensure recoverability in the event of a disaster.

Backing up the Software Library is actually done when you back up the Oracle Enterprise Manager itself. Backing
up the Oracle Enterprise Manager is covered in detail in Chapter 13.

Patching

Patching is one of the most important phases in the lifecycle of a product. It enables us to keep our software products
updated with bug and security fixes. Throughout the year, Oracle releases several types of patches to help maintain
our products. However, patching also has always been the most challenging lifecycle phase, because it often is
complex, risky, time-consuming, and requires downtime for applications. Although we can use several approaches to
patching our databases, the challenge of minimizing downtime or outages unfortunately remains the same.

In this section, you will learn how patches should be managed within EM12c. Additionally, you will look at
configuring Enterprise Manager to use My Oracle Support and review the overall process of patching within the
Enterprise Manager environment.

Patch Management

Before diving into the new features of patch management within EM12c, you need to understand the challenges that
were faced before. Table 6-2 lists the patching approaches and their associated challenges.

Table 6-2. Current Patching Tools and Challenges

Approach Description Challenges

OPatch Oracle proprietary tool that is installed o Difficult to identify the patches to be rolled out
with Oracle products such as the Oracle
Database, Oracle Management Agent,
SOA, and so on

Patches only one Oracle inventory-backed
product at a time

o Offers limited support to handle pre- and
post-patching scripts

Custom scripts User-created scripts developed around ¢ Difficult to identify the patches to be rolled out

OPatch, SQL*Plus, and so on .
e Canbe used only on a single server

o Requires significant maintenance overhead to
meet the new version and configuration needs

Deployment Default procedures for automating ¢ Confusion over which deployment procedure
procedures patching operations to select

o Limited scope of validating the patches and
targets selected in a deployment procedure

o Separate deployment procedures for patching
in rolling and parallel mode

o Difficult to handle patch conflicts
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Oracle Enterprise Manager addresses the challenges listed in Table 6-2 with its much-improved patch
management solution that delivers maximum ease with minimum downtime. The new patch management solution
offers the following benefits:

e Integrated patching workflow with My Oracle Support Therefore, you see recommendations,
search patches, and roll out patches all using the same user interface.

e  Complete, end-to-end orchestration of patching workflow using patch plans, including
automated selection of deployment procedures and analysis of the patch conflicts. Therefore,
minimal manual effort is required.

e  Clear division of responsibilities between designers and operators - Designers can focus
on creating patch plans, testing them on a test system, and saving them as patch templates.
Operators can focus on creating patch plans out of the template for rolling out the patches
on a production system.

e  Easyreview of patches for applicability in your environment, validation of patch plans, and
automatic receipt of patches to resolve validation issues.

e  Saving successfully analyzed or deployable patch plans as patch templates, which contain
a predetermined set of patches and deployment options saved from the source patch plan.

e  Out-of-place patching for stand-alone (single-instance) database targets and Oracle Grid
Infrastructure targets that are part of Oracle Exadata.

e  Flexible patching options such as rolling and parallel, both in offline and online mode.

Configuration of My Oracle Support

Before we can truly discuss some of the new patching options, Oracle Enterprise Manager (OEM) has to be integrated
with My Oracle Support (MOS). Oracle has done a good job of integrating the two interfaces, making it easier for
us to find patches within MOS from the Oracle Enterprise Manager interface.

To set up My Oracle Support within Oracle Enterprise Manager, our MOS credentials need to be added to OEM.
This can be accomplished by choosing Setup » My Oracle Support » Set Credentials, as shown in Figure 6-32.

B o - | g SvsMaN+ | LegO

|
Search To@ Add Target »
!

Extensibility »
Pag Proxy Settings

Security »

Incidents »

Suspend Job| Stop Notifications »

Provisioning and Patching »

Settings | My Oracle Support .
Support Identifier Assignment Application Performance Management

Set Credentials... 3 Manage Cloud Control »

e —

Command Line interface

Management Packs »

Figure 6-32. Setting credentials for My Oracle Support
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Clicking this menu command lands you on the My Oracle Support Preferred Credentials page. Here you enter
your single sign-on login needed for MOS, as shown in Figure 6-33. Then click Apply. (Next to the Apply button is the
Remove button. If you want to remove your MOS credentials from OEM, the Remove button does that.)

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets v Favorites v (@ History v

My Oracle Support
Preferred Credentials > My Oracle Support Preferred Credentials

My Oracle Support Preferred Credentials
Set the preferred credentials to simplify access to My Oracle Support. If set, you will be automatically signed in to My Oracle Support when logged into Enterprise Manager.

User Name  user@<domain>.com

Password  esssss

Figure 6-33. Setting My Oracle Support preferred credentials

After adding your MOS account information to OEM, you can begin to look for patches and updates from within
Enterprise Manager.

Patch Plans

Patch plans help you create a consolidated list of patches that you want to apply as a group to one or more targets.
Patch plans have states that map to key steps in the deployment process. Oracle Enterprise Manager supports
creating patches in two forms:

e  Patch sets

e  Patches (one-off)
¢ Interim patches that contain a single bug fix or a collection of bug fixes provided as required.
e Diagnostic patches, intended to help diagnose or verify a fix or a collection of bug fixes.
e Patch set updates (PSUs).

e  (ritical patch updates (CPUs), now known as security patch updates (SPUs).

Note You cannot add both patch sets and patches to the same patch plan. Instead, you can have a patch plan for
patch sets and another patch plan for patches.

Patches can be added to a target in a plan only if the patch has the same release and platform as the target to
which it is being added. A warning will be raised if you try to add a patch that is different from the product associated
with the target. However, the warning will not prevent you from adding the patch to the plan. You can include any
patch for any target in a patch plan. The plan will validate any patches against your environment and check for
conflicts with the installed patches.

Depending on the patches added to the patch plan, Oracle automatically selects the appropriate deployment
procedure to be used for applying the patches.

By using patch plans, we can simplify the identification and deployment of patches for many environments.
This greatly increases our flexibility in patching by helping us identify any potential conflicts before actually patching
environments.
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Note Patch plans are currently not available for patching hardware systems or operating systems. If patching an
Oracle Grid Infrastructure target, which is part of Oracle Exadata, you can add only one patch (Oracle Exadata) per patch
plan. For all other targets, you can add as many patches as you want, as long as the patches are of the same release and
platform as the targets being patched.

There are two basic types of patch plans: deployable and nondeployable.
e  Anpatch plan is deployable when the following are true:
e It contains only patches of the same type (homogenous patches).

e It contains targets that are supported for patching, are similarly configured, and are
of the same product type, platform, and version.

e There are no conflicts within the plan.

e  Any patch plan that does not meeting the preceding conditions for deployment is a
nondeployable plan. Any patch plan that is nondeployable cannot deploy patches using the
patch plan. You can perform some analysis and checks, download patches, and manually
apply them.

Creation of a Patch Plan

Now that you understand what a patch plan is and the two types of plans, let’s quickly walk through creating a patch
plan for applying a CPU patch. In this section, you'll walk through all the steps needed to create a patch plan that can
be used for either a patch set or one-off deployment.

Setting Up the Patch Plan

To create a patch plan, you need to start on the Patches & Updates page in Oracle Enterprise Manager. Navigate to
this page by choosing Enterprise » Provisioning and Patching » Patches & Updates, as shown in Figure 6-34. This
page looks exactly like the My Oracle Support (MOS) page. The only difference is that the page is being accessed from
within Enterprise Manager.
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Monitoring »
Job ’
Reports 4
Configuration > |
Compliance » 4
Provisioning and Patching » Procedure Activity :
Quality Management P Procedure Library
My Oracle Support L Software Library
Chargeback Bare Metal Provisioning
Consolidation Planner Database Provisioning
" PeopleSoft Middleveare Provisioning
Oracle E-Business Suite Patches & Updates R
Latest R12 Packs Saved Patches F
Latest 11i Packs Linux Patching [

Figure 6-34. Patches & Updates from the Enterprise menu
On this page, you will start creating the patch plan by looking at Patch Recommendations (see Figure 6-35).
¥ Patch Recommendations ¢ 5 ¥
View by (o) Classification () Target Type

securty 3 M
Other Recommendations 10 |

All Recommendations

Figure 6-35. Patch recommendations on the Patches & Updates page
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Note Unless you have created patch plans in the past, the Plans section on the Patches & Updates page will
be empty.

This section of the page contains two radio buttons. By default, the Classification button is selected. What is more
important within this dialog box are the recommendations that Oracle is making. In the example shown in Figure 6-36,
it appears that we have security patches waiting. Let’s add these to a plan.

My Oracle Support

Patches & Upcates
Patch Recommendations

Patch Recommendations

2 patch Name la Cassfcaton Descripton y Plan gt yoe

V] 16056266 Securty DATABASE PATCH SET UPDATE 11.2.0.36 (INCLUDES CPUAPR20L3) oralig.acme.com Datadase Instance
16294378 Securty DATABASE SECURITY PATCH UPDATE 11.2.0.3.0 (CPUAPR2013) 1 Pateh Seiected [ FulScreen () AcdwPen ~ (] Downiosd ~ 1%
163455 Securky ORACLE 11G 11.2.0.3 PATCH 18 BUG FOR WINDOWS (&4-BIT AMDSA AND ... m on m-qmz/

Figure 6-36. Patch Recommendations screen

Click the Security link, and you are taken to the Patch Recommendations page shown in Figure 6-36. This page
provides a list of patches that are recommended, along with the target they are recommended for. Select the check box
next to the patch name, and a dialog box opens, enabling you to download the patch directly to your desktop or to add
it to a patch plan.

Because you are going to add this patch to a patch plan, click the Add to Plan drop-down menu, as shown in
Figure 6-37. This menu enables you to add the patch to a new or existing plan. Choose the Add to New option, and
a dialog box opens, allowing you to name the plan (see Figure 6-38).

In Plan Target Type
orallg.acme.com Database Instance
! Patch Selected £ FulScreen |(1J) Addw0Pen o () Downbad - X
CWD LleCSon.com 1 Add to New... [ E’SE 5350 TN Iance
Add to Existing...

Why use 2 Plan?

Figure 6-37. Add to Plan menu
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Create New Plan (%)

Plan Name sk jacme_sec :)atcﬁI

Cancel Create Plan |

4

Figure 6-38. The Create New Plan dialog box

Name the plan and click Create Plan. If you want to add more than one patch, select both the patches first and
then add them to the plan.

Note Patches can be added to the plan later, if needed.

Reviewing the Plan and Deployment

After the plan has been created, you can review it by clicking View Plan. You can also view the plan from the Patches &
Updates page; the new plan is listed in the Plans window, shown in Figure 6-39. Clicking the plan name enables you
to review the plan in detail.

¥ Plans
| Plans 1 Patch Requests
8 | All Plan Types A
@ Name la Status Type Planned Deployment Date
|V/] acme_sec_patch New Patch Not Specified

Figure 6-39. Reviewing the plan from Patches & Updates

Remember, a patch plan is nothing but a collection of patches that you want to apply to a target or targets. The
plan review is a five-step process, which you can view on the left side of the screen. By default, the review starts on
step 2, where you can add patches to the plan if desired (see Figure 6-40). If you take a step back and click step 1, Plan
Information, you can modify the name of the plan, set a deployment date, and add a plan description. You can also
add permissions to the plan that will either grant Full or View permissions to various Enterprise Manager roles.
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My Oracle Support

Patches & Updates

Create Plan - acme_sec_patch ‘ﬁ\

| Step 2: Patches

0 Plan Information

1) Patches [
Patch 2 Patch Name

Patches to be Analyzed
1 - Recommended Patches

@ Add any appropriate patch to a plan via
'Add Patch...". A plan can include
recommended and one-off patches which
you may need for your environment.

Figure 6-40. Step 2 of reviewing the plan

Adding Patches

Database Instance 11.2.0.3.0 (Linux xB6-64) 16856266 Recommended

l Here are any patches that vere recommended, manually added to the plan, and additional patches added as a result of an analysis. If patches are added or

Description
DATABASE PATCH SET UPDATE 11.2.0.3.6 (INCLUDES CPUAPR2013)

You add patches to the plan in step 2 by clicking the Add Patch button. After the analysis, the result may require

patches to be added to the plan.

You will notice that the plan is deployable (although this is not shown in Figure 6-40, this indication appears at
the top-right corner). If there is nothing you want to change or add within the plan, you can click Review and end the

wizard without doing steps 3 through 5.

Note The Full permission allows for the role to validate the plan. The View permission does not allow validation

of the plan.

Setting Deployment Options

Clicking Next at the bottom of the Patches screen takes you to step 3, Deployment Options, as shown in Figure 6-41.
This screen contains a lot of configurable items that may or may not have to be changed. Reviewing all these options is

critical for a successful patch plan.
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Jreate Pian - acme_sec_patch
Step 3: Deployment Options

{Jy:Plan Information
- | Where to Stage
(2) Patches

Stage Patches (@) Yo (1o caton) No (srasdy s90d)
o Deployment Options

| Requi red Questions Answered

Stage Location  * themd_emstagedirto | @

Shared Location ? [ ves

(D Select this option only if the stage location is shared across all the hosts. If you are staging the patches, then the stage lacation needs to be writabie from all the hosts,
How to Patch

Patch () Ot of Piace(Recommended} () InPaxe  Dxplain the choices...

Figure 6-41. Deployment options (partial screen)

In the Where to Stage option, you can specify the location where the patch is either downloaded to and/or
stored for patching purposes. By default, patches will be downloaded and stored at the location specified by
%em_emstagedir’. The staging location for the patches needs to be writable by the host, which is going to access
the patch.

The How to Patch section provides two options for patching: Out of Place and In Place. The hyperlink to the side
explains each choice:

Out of Place: Uses less downtime and keeps your old Oracle home available for recovery

In Place: Requires bringing down all databases in the Oracle home during installation of the
patches

Both are good choices, depending on your required service level agreements (SLAs) or organizational policies.
Oracle recommends out-of-place patching, because it basically clones your existing Oracle home and gives you the
ability to back out any changes you do not want by returning to the old Oracle home.

Additional sections on the Deployment Options page are What to Patch, Customization, Recoverability, Rollback,
and Oracle Home Credentials. Each section needs to be reviewed and verified prior to completing the review of the
patch plan.

Validating the Patch Plan

After verifying and configuring all options in step 3, click Next to move to step 4, Validation. In this step, Oracle
Enterprise Manager checks the patches in the plan against previously installed patches for conflicts. This check is
performed against the target inventory for conflicts. The validation takes many factors into account, and may take
more than 10 minutes to complete. These validations include checks against the Oracle home for readiness, space
requirements for the home, OPatch version validation, and other checks such as cluster node connectivity (if patching
a RAC environment).

Figure 6-42 shows what the screen looks like before validation is done. Click the Analyze button to begin the
validation of the patches against targets for the patch plan. While the validation is running, you can move off this
screen and return to it later.
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Step 4: Validation

v - -
Validation Needed
Why? Some patches already installed may not be compatible with the patches in this plan.
For example, a previously installed patch may have changed the same software (file) that a candidate patch is trying to modify creating a conflict. Validating the plan will detect this and in most cases allow a new pat:
the new patch fixes.

| Analyze

Analysis has never been run

Figure 6-42. Step 4: Validation

After the validation starts, the message above the Analyze button changes, providing additional information on
the process. You can get a detailed view by clicking Show Detailed Progress Here. You may notice that the analysis
includes quite a few checks: verifying that the targets are supported for patching; verifying normal and elevated user
credentials; verifying target tools, commands, permissions, and upgrades to OPatch; staging the selected patches;
and then running the prerequisite checks for patching. If all the prerequisites pass, the patch is seen as Ready for
Deployment.

Any issues that the patching may have will show up at this point. For example, if a patch conflict exists, a replacement
or merge patch may be required. If a replacement or merge patch is not available, you can request such a patch directly
from this screen.

If any issues need to be resolved, they will be listed under the Issues to Resolve heading. Anything that the
analysis recommends to be added will be listed under Added from Analysis. General messages will be under
Informational Messages. After reviewing all these messages, you can click the Review button.

Reviewing and Deploying the Plan

At this point, you are ready to move directly to step 5, Review & Deploy. You can reach this step by either clicking the
Review button in step 4 or clicking Review & Deploy on the left side of the screen.

On the Review & Deploy page, the patch plan is described in detail along with the targets that will be affected by
the plan. If additional targets have been discovered after the analysis, they will be added to the Impacted Targets list.
In our case, two additional listeners were found and added, because they run out of the same Oracle home that we are
preparing to patch.

The patches that are going to be applied to the Oracle home are listed on this page as well. The important thing
to look for is a status of Conflict Free. In our case with CPUAPR2013, we have no conflicts with the patch. Figure 6-43
shows a subset of the Review & Deploy screen indicating that the plan is ready for deployment.
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Step 5: Review & Deploy

» Ready for Deployment

Name

Planned Deployment Date

h Description
Created By

What

Credentials

Stage Location

Procedure

Plan Mode

7

Dexripton

Patch Name
16294378

Figure 6-43. The Review & Deploy step

DATABASE SECURITY PATCH UPDATE 11.2.0.3.0 (CPUAPR20.3)

acme_sec_plan
Not Set  Edit Date

SYSMAN

In Place Patching - Deploy {Shut down, app
Override Preferred Credentials (Database 1
Y%emd_emstagedir¥

Patch Oracle Database

Apply

Status
Confict Free

Earlier, in step 3, you configured the patch plan to use in-place patching. This means that an outage will occur
after this patch plan is deployed. Click the Deploy button to immediately start the deployment of the patch. The screen
changes to Deployment in Progress. A background job starts, and the database is taken offline for patching.

After the deployment is complete, the Review & Deploy screen will show a status of Deployment Successful,
as shown in Figure 6-44. If a deployment is not successful, the Review & Deploy screen will indicate that the
deployment failed and provide information related to the failure.

' Step 5: Review & Deploy

Il @ The plan is locked because the patches viere deployed. Create a template to apply these patches on a new set of targets.

n ‘Plan Information i

€ Patches

o Deployment Qptions.

D Vvalidation

Q Review & Deploy

Not Ready to Deploy?

Optionally, move all software Into place to
save time at deployment. Single or muitiple
select files on the right or just Dowrload
All. Download to your desktop or download
a WGET script and do your dovmload right
to your Software library.

What is WGET? [ Downad  ~

:: Y

1 »

|| * Deployment Successful!

Name
Planned Deployment Date

acme_sec_plan
Not Set  Edit Date
Description
Created By
What
Credentials

SYSMAN

Stage Location Yemd_emstagedir¥

Figure 6-44. The deployment is successful

www.it-ebooks.info

In Place Patching - Deploy {Shut down, apply patehes, startup, apply SQL (if 1
Override Preferred Credentials (Database Instarce)

Procedure Patch Oracle Database
Plan Mode Apply
Patch Name, Descsipton Status Reasor
16294378 LCATABASE SECURTTY PATCH UPLATE 11.2.0.3.0 (CPUAPR20.3) Conflict Free Recommended
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After a deployment is successful for a target, the patch plan cannot be reused for additional targets. To use the
patch plan for more targets, the plan needs to be saved as a patch template. At the bottom of the Review & Deploy
screen is the Save as Template link, which enables you to save the patch plan as a template. We discuss templates in
the next section.

Plan Templates

As previously mentioned, a patch plan can be saved as a plan template. This can be initiated at the bottom of the
Deployment Successful page. Before you can create a plan template, you need to make sure that the patch plan you
want to use was successfully analyzed and deployed.

As with any type of template, there will be no target associated with the template, which makes the template
available to be applied against multiple targets. Inside the plan template, the Create Plan button can be used to create
anew plan based on the template and can be repeatedly applied against multiple targets.

Before you create a template, you need to make sure that the patch plan you want to use has been successfully
deployed. This can be done from the Patches & Updates page, accessed by choosing Enterprise » Provisioning and
Patching » Patches & Updates. On this screen, all the patch plans are listed in the Plans list. What you are looking for
is a status of Deployed Successfully, as shown in Figure 6-45.

¥ Plans

Plans Patch Requests

2 Name la Status Type
acme_sec_plan Deployed SJCCCSSf§ % Patch
acme_template Not Applicable Patch Template

Deployed Successfully. Click to view the job details

Figure 6-45. Successful plan deployment

Once you have a successful patch plan, you can create a template based on that plan. First, you click the plan
name that was successful. This brings you back to the Review & Deploy page for the patch plan. At the top of the page,
notice a lock with an explanation about the plan being locked. At this point, you need to create a template to use this
plan against other targets.

At the bottom of the Review & Deploy page is the Save as Template link. Click this link, and you are presented
with a dialog box asking for the name of the template (see Figure 6-46). Enter a name that describes the patch plan
that will be used against other targets.
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Create New Plan Template lzl

Source Plan Name  acme_sec_plan

Template Name aiz|| acme_template_2 I

Cancel = | Create Template ]

= = 4

Figure 6-46. Create New Plan Template dialog box

Click the Create Template button, and the template is created. At the top of the Patches & Updates screen, you
can see a message that states it has been created. This same message contains a View Template link. Click that link
to access the Edit Template Wizard. This wizard is similar to the Create Plan Wizard discussed earlier. There are only
three steps to editing a template.

The first step is Plan Information. On this page, you can add or modify the template name, set a plan deployment
date, and add a description (see Figure 6-47). Click Next to move on to the next step of the wizard.

r'ﬁy Oradle Support:

Pacnes & Upgites Crodte Pixn - acme_sec_plan
Edit Template Wizard - acme_template_2

| Step 1: Plan Information'

| | Templates are useful for applying 8 successful pateh plans to multiple targets. Use the Create Plan button to create a new plan based on this template.
ﬂ_?lan Information

Overview

“|ocme_temote 2
Planned Deployment Cote Not Set
Do

Created By SYSMAN

Figure 6-47. The first step of the Edit Template Wizard: Plan Information

The second step of the template wizard lists the patches associated with the template. Because the patch plan
has already been successfully deployed, the patches have already been added to the template. It is not possible to
add more patches to a template; any new patches have to be applied and validated through the patch plan process.
Figure 6-48 shows the patches added to the template. Click Next at the bottom of the screen.
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! My Oracle Support

Patches & Updates Create Plan - acme _sec_plan

Edit Template Wizard - acme_template_2

Step 2: Patches
[ Here are the patches that were automatically added from the source plan. These patches will be copied to any plan created from this template.
0 Plan Information Patch Name

e Pa 16294378 DATABASE SECURITY PATCH UPDATE 11.2.0.3.0 (CPUAPR2013)

Figure 6-48. Step 2 of the Edit Template Wizard: Patches

Step 3 provides deployment options similar to those available for a patch plan. However, there are no targets
associated with the template. Just as you did with the patch plan, select the desired deployment options for the
template. These options are taken from the options you previously used when creating the patch plan. You can keep
what you previously selected or make new selections, as shown in Figure 6-49.

My Oracle Support

Patches & Updates Create Plan - 2cme sec plan >

Edit Template Wizard - acme_template_2

Step 3: Deployment Options

Where to Stage
o Pian Information
1 Stage Patches  (8) ves (totocabon) () No (2lready staged)
o Patches

Stage Location . %emdﬂcmst@lr%

2

v
o Deployment Options p—

o . —
| All Required Questions Answered Shared Location ? L

(W}

@ Select this option only if the stage location is shared across all the bosts. If you are staging the patches, then the stage locatiors
How to Patch

Patch () Out of Place{Recommended) () 1n Piace  Explain the choices...

Customization
The selected procedure has the steps needed to run the patch process. Typically you do not need to customize this.

Procedure Patch Oracle Database Create Like an¢ :EQa ol
—

Conflicts | Do notdeploy plan v @
e —_—

Recove rability

Rollback

[ Plan deployment rolls back the patches in this plan ()

Oracle Home Credentials

() Use Oracle Home Preferred Credentias (@) Override Oracie Home Preferred Credentials

Specify for s v |

Figure 6-49. Step 3 of the Edit Template Wizard: Deployment Options
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When you are finished making selections, click Exit Wizard at the bottom of the page. This brings you back to
the Deployment Successful page. At this point, you need to return to the Patches & Updates page to see whether the
template is listed in the Plans window (see Figure 6-50).

¥ Plans
Plans Patch Requests
8 All Plan Types v
2 Name 1a Status Type Planned Deployment Date
acme_sec_plan Deployed Successfully Patch Not Specified
acme_template Not Applicable Patch Template Not Specified
acme_template 2 Not Applicable Patch Template Not Specified

Figure 6-50. Plans window listing templates

Saved Patches

The patches that are deployed using patch plans or templates are stored in the Software Library. You can see what
patches are stored in the Software Library from the Saved Patches location: choose Enterprise » Provisioning
and Patching » Saved Patches. Figure 6-51 shows the listing of saved patches currently in the Software Library.

Patching
Saved Patches in Software Library
Use: this page to veew 3 fist of patches stored in the Softmare Library, search pOtes of YOur interest, Lioad mew pItches 10 the Softwdee Library. a0d remove uwarted patches from the Soltware umq ¥ v nm 10 2pply these Patches 1o Grade products mostored in €
For information sbout reating 3 potch plan , refes to Oradle Enterprse Mansges Admenistrators Gusde for Software 90d Sesver Provisioning ard Patching avadabic in the Enterprise Manager
Search G
femove] | Uplosd]
Select A1t | Select None
Select, | Patch Number | Crested On | Type | Retase | Patform | Product | Desenptoon h:(-)ﬂb Awitable | Downioased Sx(m IREW‘E
£680880 Dec 16, 2012 ;&d 11.1.000 Limax 38664 Uneversat tngtalier OPatch potch of wersion 11.1.0.9.10 for Oracie soltware releases 11.1.0.x (DECEMBER 2012) N Y 31780 ReadHe|
2617119 1,209 Poteh 10002  Generic Platform Unwersal iostalicr  QPATCHFOR €M N ¥ 4 RosaMe|
4858508 Dec 17,2009 Patch 10204 Gereric Platform Unversal trstalier  OPatch for EM N v 7 ReadMe]
4898608 D¢ 17,2009 Patch 11.1.000 Gerenic Platform Uneversal jstalter — OPatc for EM N ¥ 173 Rosata
6852880 Dec 16, 2012 Patch 11,1000 Mirosolt Windows 64 (64-4) Unoverzat installer OPatch patch of version 11.1.0.9.10 for Ovacle software releases 11,1.0x (DECEMDER 2042) N ¥ 632 ReadMe|
12426828 Myy 26,2013 Potch 1035 Gereric Platform Orade Vieblogee Server SMARTLPOATE 3.3 INSTALLER PLACD/OLDER N ¥ 20222 Resse|
€885880 Apr15.201] Potch 112000 Linuaxf6-64 Unrversal trataller OPatch patch of version 13.2.0.3:4 for Orack: zoftware reledses 11.2.0 x (APRIL 2013) N Y ™ ;Ll.nd_hl
6680880 Apr15,2013 Patch 112000 Mcrosolt Sindos 64 (64D} Unnversal nstaller  OPatch patch of version 11.2.0.3:4 for Oracke software releases 11.2.00 (APRIL 2013) N ¥ 30582 Readhe]
16234378 Ape17,2013 Potch 11.2.03.0 LinooS-64 Orade Dotabase DATABASE SECURITY PATCH UPOATE 11.2.0.3.0 (CRUAPR201Y) N Y 228 Ml
16056266 Apc17,2013 Potch 11.2.03.0 Uinux x86-64 Oesdde Dotabase DATABASE PATCH SET LPOATE 11.2.0.3.6 (INCLUOES CPUAPR2033) N ¥ 340 Ao
£882880 De< 16,2012 Patch 11,1000 Limaod$ Unrversal frstalier OPatch potch of version 11.1.0.9.10 for Oracie software releases 11.1.0.x (DECEMBER 2012} N Y 31780 &|
Romow| | Upked|

Figure 6-51. Saved patches in the Software Library

On the Saved Patches page, you can perform various operations. You can manually upload and remove patches
if needed. You can also access the readme files for the associated patches. These features make it easier to work with
offline patching if there is no connection to the Internet from the Oracle Management Server and need to download
the patches manually.

For more information on offline patching, refer to the Oracle Enterprise Manager Lifecycle Management
Administrator’s Guide 12c Release 2 (12.1.0.2) at the following URL:

http://docs.oracle.com/cd/E24628_01/em.121/e27046/pat_mosem_new.htm#BABBIEAI
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Additional Patching Procedures

Additional patching procedures can be used for deployments of patches. You can access these procedures by
choosing Enterprise » Provisioning and Patching » Procedure Library and then searching for patches in the Search
Text Fields text box (see Figure 6-52).

"
Provisioning

Deployment Procedure Manager
Procedure Library  Procedure Activity:  Recycle Bin

Procedures are best practices provided by Oracle for various Provisioning.and Patching tasks. Procedures created by Oracle cannot be edited, but can be extended using ‘Creal

Search Text Fields | patch Go|  Advanced Search
Launch ) Go|
Select Procedure
® Clone and Patch Oracle Database

Patch Application Server

Patch Linwx Hosts

Patch Oracle Cluster ASM - Paralle!

Patch Oracte Cluster ASM - Rolling

Patch Oracle Clustervare{12.1.0.1.0 onwards) - Parallel
Patch Oracle Clustenware(12.1.0.1.0 onviards) - Rolling
Patch Oracle Clustenvare - Paratlel

Patch Oracie Clustenvare - Rolling

Patch Oracle Database

Figure 6-52. Procedure Library (partial listing)

Asyou can see, many additional patching procedures are available, such as Clone and Patch Oracle Database,
Patch Application Server, and parallel and rolling patches. With all these options, Oracle Enterprise Manager is a
valuable tool in helping administrators patch their environments.

Roles Needed for Patching

EM12c supplies some new roles out of the box that are specific to patching: EM_PATCH_ADMINISTRATOR,
EM_PATCH_DESIGNER, and EM_PATCH_OPERATOR. These roles need to be granted to the administrators who are
responsible for patching activities.

To view these roles within Oracle Enterprise Manager, choose Setup » Security » Roles. Then search for the
keyword patch. This brings up all the roles associated with patching (see Figure 6-53).
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Security

Roles
Roles allovs groupirg of Enterprise Manager secure resource privileges and can be granted to administrators or to other roles. Oracle provides predef

Search | patch |Go)

Create Like| Manage Administrator Grants| View| Edit| Delete| | Create|

Select | Name Type

_@ & EM_PATCH_ADMINISTRATOR o:cle Defined Role
& EM PATCH_DESIGNER Oracle Defined Role
é EM_PATCH_OPERATOR Oracle Defined Role

] Oiacle Defined Role. These roles cannot be edited or deleted

Figure 6-53. Patching roles located under Security

Let’s take a look at these roles as defined for patching:

EM_PATCH_ADMINISTRATOR: This is the role for creating, editing, deploying, deleting,

and granting privileges for any patch plan in Enterprise Manager. This role can also grant
privileges to other administrators after creating them. This is a full privilege access role

to any patch plan and template within Enterprise Manager. This role should be given out on
a limited basis.

EM_PATCH_DESIGNER: This role can create and view any patch plan. This role is normally
used in the identification of patches across the patching lifecycle (development, testing,
and production). This role would be assigned to a senior DBA in an organization. This role
has the ability to create patch plans and templates and grant privileges to those plans to
EM_PATCH_OPERATORS.

EM_PATCH_OPERATORS: This is a role for deploying patch plans. This role is very limited in
that is can only deploy patch plans. It has no privileges to create or modify any patch plans
or templates. This role is ideal for junior DBAs of an organization.

These new patching roles enable administrators to provide a division of work between many layers
of a department while making sure that patches are applied on a consistent schedule.

Provisioning

Provisioning is another important part of the lifecycle offered with Cloud Control. It allows us to provision database
options, such as single-instance Oracle databases and Oracle Real Application Cluster databases; extend or delete
nodes from Real Application Clusters, Oracle Real Application Clusters One; and upgrade single-instance databases
in an automated manner.

Overview of Database Provisioning

First, let’s take a general look at database provisioning. Figure 6-54 shows the provisioning solution in a
hierarchical view.
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Provisioning
Solution

Provisioning oandionin Provisioning Provisioning Frovisioning i Wo2 adin
Single-Instance = g Oracle RAC Grid (iracle RAC Datab;sgs Og'gabasei
Databases Databases Infrastructure One Databases b

o

Extending Deleting

Oracle RAC Oracle RAC

Figure 6-54. Hierarchical view of provisioning

There are a few features that you need to understand before moving on. These features are the following:

Designer and operator roles: Cloud Control offers designer and operator roles for
administrators for provisioning. These clearly defined roles give you the capability to lock
down the deployment procedure inputs to provide standard deployment configurations.

Locking-down feature in the designer role: This feature of provisioning enables the designers
to lock down a set of variables, such as host target, credentials, and the Oracle home to be
provisioned in the deployment procedure. This enables the standardization and minimizes
errors in the configurations for mass deployments. The operator can deploy the procedure
that was saved by the designer in the procedure library.

Provisioning profiles and database templates: Provisioning profiles are used in provisioning
to ensure standardization in deployments and minimize errors.

Creating databases using Cloud Control: You can create databases directly from the Cloud
Control console. This is to ensure that databases can be provisioned and created from
a single interface.

Easy-to-navigate database provisioning wizards: Designers and operators can easily use
and navigate through the Database Provisioning Wizard in Cloud Control.

Self Update: The Self Update feature is used to automatically download and install updates
to your provisioning entities.

Database Provisioning console for all database provisioning activities: The Database
Provisioning console is the central starting point for database provisioning activities.
The console displays information about provisioning setup, profiles, deployment
procedures, and any information about getting started with provisioning.

To access the Database Provisioning console, you choose Enterprise » Provisioning and Patching » Database
Provisioning. You will notice additional provisioning options for Bare Metal and Middleware; these are used to
provision servers and middleware targets. Just to be clear, we are focusing on database provisioning in this chapter.
Figure 6-55 shows the upper portion of the Database Provisioning console.

228

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 6 = SOFTWARE LIBRARY, PATCHING, AND PROVISIONING

# Enterprise v @) Targets v fp Favorites v @ Mistory v

Database Provisioning

v! Setup Profiles

L% Create... 3 Delete (@) Provision | o Download Profile...
Logged in as Designer

“Software Library Setup 7 Done [Profile Name | Description,
VU Setup Profile for Single Instance on File System This is a refq
Ovasators. Crente/Giant Profile for Real Application Clusters on File System This is a refq
c e:e tials Setu . Profile for Real Application Clusters on ASM This is a refe
: r'F en.la ® - P Single Instance using File System for 11.2.0.3.0 on Unix This is a refe
Ui 2P Single Instance using File System for 11.2.0.3.0 on Windows This is a refe
Single Instance using File System for 12.1.0.1.0 on Unix This is a refa
/| Target Host Setup Single Instance using File System for 12.1.0.1.0 on Windows This is a refq
Sinale Jnstance.sing ASM foe 11.2.0.3.0 on Unix. This isa refe
e Add Host
e Privilege Delegation
| Current Status Deployment Procedures
(@) Launch Create Like... 7 Edit Edit Permissions 3¢ Delete
e Procedure Activity & iProced o
r ure Name
¥/ Related Links Provision Oracle Database Client
Provision Oracle Database
e Provision Pluggable Databases Upgrade Oracle Database
. ls‘;lfdsgs b:anager Delete/Scale down Oracle Real Application Clusters.
. ate iy
i Extend/Scale up Oracle Real Application Clusters
o My Oele S,“ pport Creddentlla)las 2 Provision Oracltpz RAC Database '
e Deploy single instance database V5.
Provision Oracle Clustenware / RAC for VWindows and RDBMS versions 10g/11g
Provision Oracle Clusterware / RAC for UNIX and RDBMS versions 10g/11g
+I Getting Started Create Oracle Database

Figure 6-55. Database Provisioning console

Supported Targets and Deployment Procedures

Now that you have a starting point for database provisioning, what can you provision? How do you provision? Cloud
Control enables you to perform database provisioning by using deployment procedures. A deployment procedure is
a set of predefined steps that run in sequence to complete the provisioning tasks. Table 6-3 lists procedures that are
offered and used to provision databases from within Cloud Control.
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Table 6-3. Deployment Procedures used for Database Provisioning

Deployment Procedure

Targets Provisioned

Provision Oracle Database

Provision Oracle Real Application Clusters

Create Oracle Database

Provision Oracle Clusterware / Oracle RAC for Unix
and RDBMS versions 10g/11g (applicable for Unix
platform)

Provision Oracle Clusterware / Oracle RAC for
Windows and RDBMS versions 10g/11g (applicable
for Windows platform)

Extend/scale up Oracle Real Application Clusters
Delete/scale down Oracle Real Application Clusters

Provision Oracle Database Client

Oracle database (single instance) 10g Release 1 to 11g
Release 2

Oracle Grid Infrastructure 11g Release 2

Oracle Automatic Storage Management (Oracle ASM) 11g
Release 2

Oracle Real Application Clusters (Oracle RAC) 11g
Release 2

Oracle RAC One Node 11g Release 2

Oracle Grid Infrastructure 11g Release 2

Oracle ASM 11g Release 2

Oracle database (single-instance database) 11g Release 2
Oracle RAC 11g Release 2

Oracle RAC One Node 11g Release 2

Oracle RAC 10g Release 1 to 11g Release 1

Oracle Clusterware 10g Release 1 to 11g Release 1
Oracle Clusterware ASM 10g Release 1 to 11g Release 1
Oracle RAC 10g Release 1 to 11g Release 1

Oracle Clusterware 10g Release 1 to 11g Release 1
Oracle Clusterware ASM 10g Release 1 to 11g Release 1
Oracle RAC 10g Release 1 to 11g Release 2

Oracle RAC 10g Release 1 to 11g Release 2

Oracle Database Client 10g Release 2 to 11g Release 2

With the deployments procedures that are in Table 6-3, there are a variety of use cases. There are far too many to

discuss in this chapter, so we will focus on a single-instance Oracle database provisioning for the remainder of this chapter.

Setup for Database Provisioning

Using the Provisioning options in Oracle Enterprise Manager Cloud Control, you can provision Oracle databases,
Oracle Real Application Clusters databases, and Oracle Real Application Clusters One databases by using templates,
installation media, database entities, or provisioning profiles to standardize deployments.

Creating a Provision Profile

A provision profile is an entity that contains software bits and configuration details. When a profile is created from an
existing installation, it provides flexibility in cloning of an Oracle database. We can create database templates by using
provisioning profiles. Using a provisioning profile enables standardization within deployments. Provisioning profiles
reduce the need to reschedule deployments by avoiding errors and increase efficiency of deployment procedures.
Let’s review how to create a provision profile.
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To create a provision profile, you need to access the Provision Database console by choosing Enterprise »
Provisioning and Patching » Database Provisioning. At the top of the Profiles section is a Create button. Click this
button, shown in Figure 6-56, to start the Database Provisioning Profile Wizard, a four-step wizard that walks you
through the creation of a provisioning profile.

ORACLE Enterprise Manager Cloud Control 12¢

e Enterprise ~ (@) Targets v g Favorites v @ History v

Database Provisioning

v! Setup Profiles

9 Create... 3§ Delete [ Provision | < Download Profile
Logged inas Designer . - =

=Software Library Setup Z Done -Profile Nam? ‘
CVU Setup Profile for Single Instance on File System

Profile for Real Application Clusters on File System
Create/Grant dadied i - : e L
Ci‘:f'a?;s - /G121 Profile for Real Application Clusters on ASM
r. en‘la B Set P Single Instance using File System for 11.2.0.3.0 on Unix
Notifications 4E Single Instance using File System for 11.2.0.3.0 on Windows

Figure 6-56. Clicking the Create button

The Database Provisioning Profile Wizard starts at step 1, which asks for a reference target (see Figure 6-57).
This is the target you want to use to build the provisioning profile. Click the search icon and select the target you want
to use. Then click Next to move on.

OIRACLE Enterprise Manager Cloud Control 12¢

® .

Reference Target Content Options Profile Review
Create Database Provisioning Profile : Reference Target
Reference Target

* Name Q.

Figure 6-57. Reference target
Now you are presented with components specific to the target. These components will be included in the

provision profile (see Figure 6-58). Depending on the reference target, you can choose to either leave these items or
remove them from the profile.
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’—

Reference Target Content Options Profile  Review
Create Database Provisioning Profile : Reference Target
Reference Target '
* Name | oralig:acmeTtom Y

Type Database Instance
Include (¥ Database Oradle Home (OraDbilg_homel_1_oel)

(¥ Data Content
@Structure and Data Structure Only

@C(eate +)Database Template
@RMAN Backup Export Schema Definition
yDatabase Template
Use BExisting RMAN Backup
yExport Schema Objects
@ Snap Clone is not enabled for this target.

Figure 6-58. Reference target components

On the right-hand side of the Reference Target page is the Credentials section, shown in Figure 6-59. You need
to select either Preferred Credentials or Named Credentials. If you need to add these credentials, use the Setup »
Security function. Chapter 4 covers how to add credentials to the security modules. If everything is set, click Next.

Credentials
Target |Credential Type Credential |Credential Name
oel.acme.com Database Home Named Credentials * NC_HOST_ORACLE : ‘#‘
orallg.acme.com Database | Named Credentials ¢ | | NC_ORA11G.SYSD * | 3

Figure 6-59. Credentials section

The second step in creating the provision profile is Content Options, shown in Figure 6-60. This step performs a
backup using RMAN, if needed. If the database is in ARCHIVELOG mode, a hot backup can be performed. If not,
a cold backup will be done. Click Next.
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Reference Target Content Options Profile  Review

Create Database Provisioning Profile : Content Options

Oracle Database Backup Using Recovery Manager (RMAN)
Type Online badap
@Ofﬂinc backup
Channels | 4 L,‘_{
(o Compress files
Strength @ High
Medium
\Low
Use file encryption
Password
Confirm Password
Backup location @Fast Recovery Area
)Directory | foracle/appyfast_recovery_area
Keep local badaip

Until Date keep utility
Backup file name format backup_%U

Backup file tag data_backup_13676413/2778

Control file name | controlO1.cti

Figure 6-60. Content options

The Profile page, shown in Figure 6-61, is the third step in creating a provision profile. At this point, you can edit
or retain the defaults on the page. The storage location for this profile is also defined in the Software Library Storage
section. This shows that we will be storing this provision profile in the Software Library for later use. Not listed in
Figure 6-62 is the schedule and working directory windows. These areas can be changed as needed. Click Next.
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Reference Target Content Options Pro:c Review
Create Database Provisioning Profile : Profile
Profile Information
£ profile Location | DataBase Provisioning Profiles/11.2.0.3.0/linux x64 Q
* profile Name | Database ora11g.acme.com Profile 04-05-2013 12:26 AM

Description | Database Reference Profile 04-05-2013 12:26 AM from
orallg.acme.com

profile Version | 11.2.0.3.0 Vendor | Oracle

Notes | Host Name: oel.acme.com
Database: orallg.ac¢me.com
Data Content: Structure and Data
Software Library Storage
Software

Type | OMS Shared Filesystem  +

Name | SoftwareLib ¢

Figure 6-61. Profile page

Reference Target Content Options  Profile Review
Create Database Provisioning Profile : Review
Reference Target

Target orallg.acme.com
Content RMAN Backup
Host Credentials NC_HOST_ORACLE(SYSMAN)
Database Credentials NC_ORA11G.SYSDBA(SYSMAN)

Content Details

Oracle Database Backup Using Recovery Manager (RMAN)
Type OFFLINE
Channels 4
Compress files HIGH,
Use file encryption OFF
Backup location foracle/app/fast_recovery_area
Keep local backup  NONE
Backup file name format backup_%U
Backup file tag data_backup_1367641372778
Control file name control01.ctl

Figure 6-62. Reviewing the profile

The final step is the Review page, shown in Figure 6-62. As with other review pages, you can review your choices
here before hitting Submit. Click Submit to create the profile.
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After the job has been submitted and created, ensure that the provisioning profile appears in the Database
Provisioning page.

Note The provisioning job that is submitted will create the gold image of the database that was selected
for the profile.

Creating Installation Media

Another way to provision an Oracle database is to upload the installation media into the Software Library.
The installation media can then be pushed out to target systems by using deployment procedures. Let’s look at how
to create and upload installation media to the Software Library.

Before you can upload installation media into the Software Library, you need to download the media from
Oracle. Media files can be downloaded from the Oracle Technology Network (OTN), My Oracle Support (MOS),
or Oracle’s E-Delivery portal.

Note From the Oracle Technology Network, anyone can download the software. If you have a valid customer support
identifier (CSI), you can access E-Delivery and download from there, as well.

You need to pull down the zip files for the Oracle database to a temporary directory on the host you are working
from. These files are located on disk 1 and disk 2 of the media downloaded from Oracle. Then follow these steps:

1. After the files from disk 1 and 2 are downloaded, navigate to the temporary location where
they were saved. These files need to be unzipped by using a zip tool that is available on the
system. Then combine these two files into a single zipped file.

2. Open the Software Library by choosing Enterprise » Provisioning and Patching »
Software Library. In the Software Library, select the directory where you want to create the
installation media for the database.

3. With the directory selected for the binaries, you need to create a new entity under this
folder. From the Actions menu in the Software Library, choose Create Entity, as shown
in Figure 6-63.

235

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 6 = SOFTWARE LIBRARY, PATCHING, AND PROVISIONING

‘Software Library

Software Library maintains entities
entities can be referenced froma C

B view - | 60 view

_ [ Create Entity A
Create Folder

x Delete Folder...

Figure 6-63. Creating a new entity in the Software Library

4. Nextyou need to upload the installation media as a new entity in the Software Library.
This process is similar to the steps used earlier in this chapter, except you choose
Installation Media when selecting the component (see Figure 6-64). Click Continue.

Create Entity: Component

Select | |nstallation Media

Subtype

L

Continue |

Cancel I

Figure 6-64. Creating aninstallation media entity

5. Onthe Describe page, the only input required for Installation Media is the name. All other

information on this page is optional. Click Next.

6. On the Configure page, you indicate the components of the installation media, as shown
in Figure 6-65. These settings cannot be changed after the media has been uploaded to the

Software Library. Click Next.
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Software Library
Ll

Cescribe  Configure Select Files Review
Create Installation Media : Configure

Parent Directory Media
Subtype Installation Media

Installation Media Component
Select Product, Platform and Version for the Installation Media you want to upload to Software Library.

* Product Oracle Database, S

£ pfatform Linux x86-64

KD

% version 11.2.0.3.0 ¢

Figure 6-65. Specifications for the installation media components

7. Nextis the Select Files page, where you will select the single zip file created earlier for the
database binaries. By default, the Upload Files option is selected. Under the specified
destination, we need to select the upload location where we want to place our zip file.
Click the search icon to open the Select Upload Location dialog box, shown in Figure 6-66.

Select Upload Location =
Upload Location O\dS Shared Filesystem

Iname

) |Location|Status Total Space
Softwarelib

Y __|Available Space _|Last Refreshed .
E:/Sof... Active 232.828GB 176.132 GB Fri May 03 20:32:..

ok | cancal |

Figure 6-66. Selecting the upload location
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8. Since we have only one Software Library, click OK. The location selected will be reflected
on the Select Files page. Then in the Specify Source section, click the Add button and
select the zip file that you would like to upload to the Software Library (see Figure 6-67).
Click Next.

F
Software Library

Describe  Configure Select Files Review
Create Installation Media : Select Files

Parent Directory Media
Subtype Installation Media

Select one or more files to be associated with the entity. Files can either be uploaded to or referred from a Software Library storage location.

@Upload Files

Refer Files

Specify Destination
Choose a Software Library upload files storage location for uploading the specified files.
Upload Location | Softwarelib
Storage Type OMS Shared Filesystem
Location Path E:/SoftwareLib/

Specify Source
Files can'be uploaded from either the local filesystem or from a remote filesystem monitored by an Enterprise Manager Agent. The ‘Save and
File Source | Local Machine ry

ap Add 3¢ Remove | MainFile | dbllg.zip ¢
Name Size|Mime Type
dblig.zip 67.097 KB application/zip

Figure 6-67. Select Files page

9. Finally, on the Review page, you can review all the options you selected and then click
Save and Upload. This uploads our zip file into the Software Library. After the upload is
complete, you just need to verify that the file is uploaded where you expected it to be.

Provisioning a Database

Thus far, you have seen how to create a provision profile and create installation media. Now let’s take a look at how to
provision a database by using one of these methods. For this example, you will use the installation media created in
the “Creating Installation Media” section. Remember that Oracle Enterprise Manager can be used to provision many
types of targets through tools such as Database Provisioning, Bare Metal Provisioning, and Middleware Provisioning.
To get started in the provisioning of a database, you need to open the Database Provisioning console; choose
Enterprise » Provisioning and Patching » Database Provisioning.
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From the Database Provisioning page, you will use deployment procedures to provision a database. Because
we are provisioning a single database, select Provision Oracle Database and click the Launch button, as shown in
Figure 6-68. At this point, the provisioning wizard for Oracle database launches.

Deployment Procedures

%@ Create Like... /7 Edit & Edit Permissions $¢ Delete
i Procedure N Owner

. Provision 0L2UNC Lpace Client ORACLE
.‘ Provision Oracle Database ORACLE
Upgrade Oracle Database ORACLE
Delete/Scale dovin Oracle Real Application Clusters ORACLE
Extend/Scale up Oracle Real Application Clusters ORACLE
Provision Oracle RAC Database ORACLE

Provision Oracle Clusterware / RAC for Windows and RDBMS versions 10g/11g  ORACLE
Provision Oracle Clustenware / RAC for UNIX and RDBMS versions 10g/11g ORACLE
Create Oracle Database ORACLE

Figure 6-68. Select and launch the Provision Oracle Database deployment procedure

When the Provision Database wizard starts, you can see that it is similar to many other wizards within Oracle
Enterprise Manager. This wizard is a five-step process, with the first step enabling you to select the host where you
want to provision a database. Here are the steps of the wizard:

1. On the Select Host page, you have the option of using a provision profile. By default, this
option is set to None. Because we are using installation media to provision a database,
you do not need to select a provisioning profile.

2. The next two sections on the Select Hosts page are important to provisioning a database.
In the Select Tasks to Perform section, you choose a platform and a version, and whether
to install Grid Infrastructure and deploy database software. The Version drop-down box
provides all the versions of Oracle that are supported for provisioning (see Figure 6-69).
Select tasks to perform J&]
Specify the tasks to perform as part of the provisioning process.
Platform | Linux.x86-64 :
Version 11.2.0.3.0 =
Deploy Grid Infrastructure for standalone server

y Deploy software only ~, Deploy software and configure @ Co not provision

Deploy Database software
\ Deploy software only @ Deploy software and create a database Co not provision

Figure 6-69. Selecting tasks to perform
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Note Oracle Enterprise Manager Cloud Control 12¢ Bundle Patch 2 Update 1 contains the plug-ins and support for
upcoming releases of Oracle products.

3. Inthe Select Destination Hosts section, you add one or more hosts to provision the
database software to. The selection of destination hosts is driven by the platform that
is selected in the preceding Select Tasks to Perform section. Figure 6-70 shows a host
selected for destination. Once everything is selected, click Next.

Select destination hosts

View~ | op Add 3 Delete... ) Refresh Hosts

Target Name Last Collection | Host Name |Operating System
oel.acme.com oel.acme.com Oracle Linux Server release 6.3

Figure 6-70. Selection of destination hosts

Now you end up at step 2, where you have to provide configuration details for the provision process. Each one of
these tasks needs to be completed and checked off before you can move to step 3 (see Figure 6-71).

Select Hosts Configure Custom properties S *  Review
Provision Oracle Database : Configure
Configure
Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation.

_Task ho. | ) Task . Status
1 Setup hosts
2 Deploy software
3 Create databases
s Compliace =]

Figure 6-71. Providing configuration details

The tasks outlined on the Configure page are required for provisioning a database to a host:

1. The Setup Hosts task allows us to set normal and privileged usernames and passwords
to be used against the host. These passwords can be set up in advance under Setup »
Security » Named Credentials or created during the task. Once all the passwords are
configured, a green check mark appears in the status column.
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2. The second task is to specify the software that you want to deploy. Click the Deploy
Software link, and you are taken to a single-step wizard where you can specify the source,
destination, and additional parameters for this deployment (see Figure 6-72). To deploy
the database software, you need to select the software to deploy. Click the search tool in the
Source section and then select the software from the Software Library. Next, provide the
details for the deployment, such as destination and any additional parameters needed for
deployment. Click Next.

‘Configure
% - £
Deploy software select software locations Deploy software
Provision Oracle Database : Select software locations
Select softvare source and specify destination settings for all hosts
Source (3
Select the software library location from where the Oracle Grid Infrastructure and/or Oracle Database software must be provisioned.
* Qracle Database  Binaries/Oracle11gR2 Q

Destination
Specify the locations to deploy Oracle Grid Infrastructure and/or the Oracle Database Software.
# Oracle Base for Database | /u02/app/foracle

e e

* Database Oracle home /u02/app/oracle/app/product/11.2.0.3.0/db_2

Additional Parameters

* Working Directory ftmp/

e e

Installer Parameters

Figure 6-72. Selecting software locations

3. The third task in the configuration to provision a database is the Create Database task.
Just as in the first two steps, you click Create Database to start the wizard. This six-step
wizard is similar to the Oracle Database Configuration Assistant, but this one is inside Oracle
Enterprise Manager. Click Next to walk through the wizard and configure many items such
as SID and passwords, as shown in Figure 6-73.
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L]

and Placement Storage Locations. |
Create Database : Identification and Placement
Identification 13

Database Template Identification

W ation Parameters Additional Configuration Options  Review

Specify Global Database Name and System Identifier (SID) for the new database. A database is uniquely identified by a Global Database Name, typia
Global Database Name | orallgpl.acme.com
SID | oraligpl

Database Credentials b
Specify passwords for the following administrative accounts in the new database.

\Use different administrative passwords

User Name Password |Confirm Password .
sys
|SYSTEM

DBSNMP

@ Use the same administrative password for all accounts

Passviord | sesesses Confirm Password |ssseeces

Figure 6-73. Identification and placement

The last of the four tasks is Compliance Standards. Click Compliance Standards to access
its one-step wizard. Here you assign a compliance standard to the new database. This
greatly speeds up the configuration of databases to internal compliance standards

(see Figure 6-74). For this example, select None and click Next.
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Configure
% - £
Compliance Standards Configuration Standards Compliance Standards
Provision Oracle Database : Configuration Standards
Configuration Standards

Associate a Compliance Standard with the database(s) that will be created as part of this procedure.

Compliance Standar¢ ¥ Patchable Configuration For Oracle Database

Storage Best Practices for Oracle Database

High Security Configuration for Oracle Cluster Database Instance
Configuration Best Practices for Oracle Database

Support Policy for Oracle Database

High Security Configuration for Oracle Database
Basic Security Configuration For Oracle Cluster Database Instance
Basic Security Configuration For Oracle Database

ACME Security
Certification for Oracle Database

|
L —————

Figure 6-74. Setting configuration standards

Note For more information on compliance configuration within the Oracle Enterprise Manager, please see the Oracle

documentation.

5. Once everything is configured, as shown in Figure 6-75, you can move on to the next steps

in the wizard. Click Next.

Select Hosts Configure Custom properties Schedule Review
Provision Oracle Database : Configure
Configure

TaskNo. | Task | Status |
1 Setup hosts =2
2 Deploy software
3 Create databases '
4 Compliance Standards

Figure 6-75. Configuration is completed

www.it-ebooks.info

Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation.

243


http://www.it-ebooks.info/

CHAPTER 6 © SOFTWARE LIBRARY, PATCHING, AND PROVISIONING

The third step in the wizard is skipped because we are not using any custom properties. In step 4, the Oracle
Enterprise Manager schedules the deployment of the software. You can schedule the deployment to happen
immediately (which is the default) or at a later time. Additionally, you can specify whether notifications should be
used to indicate any issues or concerns, or to indicate when it succeeds. If there is nothing to change on this page,
click Next.

The final step in the provisioning of a database is step 5, the Review step (see Figure 6-76). From here you can see
all the options that you configured and submit the job.

- — =
Select Hosts Configure Custom properties Schedule Review

Provision Oracle Database : Review
Review the information below and submit the procedure.

Hosts
|Host Name - |Operating System
loel.acme.com |Oracle Linux Server release 6.3

Destination locations

|Product [Oracle Base Oracle Home
{Oracle Database foracle/app/product foraclefapp/product/11.2.0/dbl1g1

Working Directory ftmp/
Installer Parameters

Figure 6-76. Reviewing options for provisioning the Oracle database (partial screen)

After submitting the job, you will be taken to the Provisioning page, where you can monitor the job. This page is
loaded with a lot of valuable information. You can either stay on this page or move away and work on something else
while the database is provisioned.

Summary

EM12c is a valuable tool for patching and provisioning within your environment. To be flexible and provide a lot of
options, Oracle Enterprise Manager relies on the Software Library to be the central storage location for software such
as patches, and to install software and gold images. Patching and provisioning are two valuable options within the
lifecycle of Enterprise Manager. The options enable administrators to quickly patch old environments and provision
new environments very quickly and securely.
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Managing and Monitoring
Best Practices

by Leighton Nelson

Oracle Enterprise Manager Cloud Control 12c is built from the ground up to manage and monitor your enterprise
infrastructure and applications across the entire IT stack. To effectively manage your environment, various techniques
and best practices should be followed. Monitoring your environment ensures that no component goes unwatched.
By using events, metrics, and incidents, you can provide yourself a comprehensive picture of the environment at any
point in time.

This chapter presents some of the best practices to apply to monitoring and managing your environment with
EM12c. The following best-practice areas are discussed:

e  Metric thresholds

¢  Monitoring templates

e  Administration groups

e  Template collections

e  Synchronization schedules

e Incident management

Metric Thresholds

Metric thresholds are the main features when it comes to monitoring. They enable you to be proactive so you can
identify issues and address them in a timely manner. Enterprise Manager Cloud Control includes many types of
metrics, which can be used for monitoring targets. Several classes of metrics are available, depending on the type of
target. Metric thresholds should be configured so that alerts are triggered and sent via notifications to administrators.
Two levels of severity are associated with metric thresholds: warning and critical. For example, you may set a
metric threshold for a tablespace in the database to send a warning alert when the tablespace becomes more than
80 percent full. Then you might set another threshold to send a critical alert when the tablespace becomes more than
95 percent full. A warning threshold will allow enough time to address issues before they become critical. Critical
alerts would indicate an impending problem and require immediate action.
When defining your thresholds, first determine the important components on which thresholds should be set.
This could include database instances, listeners, and filesystems. Metrics can then be selected from EM12c for each

target type.
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To view all metric thresholds and their values for a database instance, follow these steps:

1. From the Oracle Database drop-down menu, choose Monitoring » All Metrics, as shown
in Figure 7-1.

ORACLE Enterprise Manager Cloud Control 12¢

€g Enterprise v @) Targets v oy Favorites v (@) History v

@ emrep @
['OFEIEBEEIBISE™ performance +  Availability +  Schema v Administration ¥
Home :
Monitoring User-Definred Metrics t.'
: . rformance
Diagnostics » All Metrics -
K ity Class S
Control ’ Metric and Collection Yettings
Job Activity Metric Collection Errors
Information Publisker Reports Status History
Logs ¥ Incident Manager
Provisioning ’ Alert History \
Configuration ’ Blackouts f
Compliance 4 rP 0
Target Setup L2
Target Information

Figure 7-1. Viewing a list of metric thresholds

2. Adisplay of metrics and thresholds similar to that in Figure 7-2 displays. Set thresholds
only for the metrics that you care about. Selecting too many metrics could generate a lot
of “white noise” and cause critical alerts to be overlooked. You should also disable metrics
that you don't need for reporting or monitoring purposes in order to reduce storage
consumption.
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ORACLE Enterprise Manager Cloud Control 12¢ Setup - Helpv | ;R SYsman~ | lgout O
¥¢ Enterprise v (@) Targets v oy Favorites v (D History v Search Target Name ~
@ emrep2_cem1 @ Logged inas $YS (3 | ] cemi.homenet
Oracle Database ~ Performance v Availability v Schema ~ Administration v Page Refreshed Feb 1%, 2013 2:39:57 AM CST o
1
emrep2_oeml > All t
All Metrics ViewData [ Last24 Hours ¢ Auto Refresh
Search » Tablespace Space Used (%)
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View By (gMetcics mumm—ny EXAMPLE 1363 1343 1383 13.43| v E Feb 19, 2013 2:03:06 AN
I> Streams Apply Aborted MGMT AD4]_TS 0.07 007 0.07 007 & Feb 19, 2013 2:03:06 AN
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b Streams Apply Queue - Buffered = - 2 et . Z iy :03:06 Al
[~ Streams Apply Queue - Persistent, | SYSAUX 30 29.66 3034, 29.66| V_ [Feb 16, 2013 2:03:06 A}
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b~ Streams Capture Message Statistil - qgpp 05 031 [X]] 031 2 Feb 19, 2013 2:03:06 AN
L Streams Capture Queue Statistics) - — 3 5 3 a6l ? ). SPE R NI
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I> Streams Pool Usage il bsers 021 021 021 0.21] & | Feb 19, 2013 2:03:06 Ab
B> Streams Processes Count .
L> Streams Processes Status Tablespace Name : USERS
> Streams Propagation - Queue Prof
> Streams Propagation - Message St . Modify Th "
B+ System Response Time Per Call Statistics Thresholds _Modify Threstolds ... |
- Tablespace Allocation Last Known Value 0.21 Warning Threshold B85
7 Tablespaces Full Collection Timestamp  Feb 19, 2013 2:03:06 AM CST Critical Threshold 97
Tablespace Free Space (MB) Average Value 0.21 Comparison Operator >=
Tablespace Space Used (% Low Value 0.21 Occurrences Before Alert 1
P> Tablespaces Full (dictionary mana High Value 0.21 Corrective Actions None
P> Tablespaces With Problem Segme
L> Temporary File Status Metric Value History Compare keys ‘ Compare Targets |
> Throughput
B> User Audit 100
£ User Block 80
B User Block Chain ‘{:‘ USERS:
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[ User-Defined SQL Metrics (Single g (5.23‘“’ Poas
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[ User-Defined SQL Metrics (Two Cq
[> Wait Bottlenecks 0. 2 — = — = 2

Figure 7-2. Database metrics and their current threshold settings

Threshold values should be obtained by gathering data during performance or load testing. View the available
metric history to obtain these values while the performance is acceptable. Also define metrics for target availability
such as database instance status. The values selected for critical thresholds should be chosen conservatively so that
you are alerted under only extremely serious conditions, such as when a tablespace is over 97 percent full.

To set values for a metric, follow these steps:

1. Click a metric category such as Tablespaces Full. These categories are listed to the left
in Figure 7-2.

2. Click a specific metric such as Tablespace Space Used (%).
3.  Click the Modify Thresholds button. You should see a dialog box like the one in Figure 7-3.

247

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 7 © MANAGING AND MONITORING BEST PRACTICES

Modify Thresholds

Data available from Feb 19, 2013 1:16:16 AM CST to Feb 19, 2013 2:33:06 AM CST

Warning Threshold 90 High Value 0.22 Time in warning (%) 0
0.21 ime in critical (%) O
Critical Threshold 59 Low Value Tm.e in critical (%)
Average Value 0.21 Number of warning events 0
Occurrences Before Alert 1 0

Number of critical events

Test Thresholds

Figure 7-3. Entering threshold values for a metric

4. Enter the values for the metric.

EM12c includes out-of-the-box thresholds that can be used as the basis for your own monitoring. Customize
these as necessary to ensure that they meet service-level agreements for your business. Thresholds can then be
fine-tuned over time if they are not meeting requirements, or in response to service-level changes.

While the one-by-one method in this section provides a quick way to set thresholds for a single target, the
method becomes increasingly difficult and time-consuming as the number of targets across the enterprise increases.
Thus, my recommended method of setting metric thresholds is to employ monitoring templates.

Monitoring Templates

Monitoring templates are collections of metric thresholds for a specific target type. Metric thresholds should be set
on monitoring templates, which are then applied to one or more targets. For example, a monitoring template can be
created for production database instances that may include the following metrics and warning/critical thresholds:

e  Tablespace Space Used (%) > 80/97

e  Archive Area Space Used (%) > 75/90
e Dump Area Used (%) > 90/95

e  Status=DOWN

The monitoring template can then be applied to all production database instances, easing the task of
standardizing your monitoring settings. Separate monitoring templates can be created for each target type. For
example, you can create a listener template, a host template, and so forth.

The metric thresholds set in your monitoring templates should not be fine-grained, but rather broad enough
to meet general service levels for the majority of targets. If finer granularity is required, additional templates can be
created and applied to those targets that require them. Think in terms of creating the minimum number of templates
to cover the maximum possible targets. Don’t gratuitously create more templates than you need, because it’s just
more work then to manage them. Create what you need, but no more than you need.

To create a monitoring template, follow these steps:

1. Run the Enterprise Manager Cloud Control console.

2. Choose Enterprise » Monitoring » Monitoring Templates, as shown in Figure 7-4.
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ORACLE Enterprise Manager Cloud Control 12¢

ites v {Z) History v
Monitorirg G Incident Manager Ctrl+Shift+1
Job ’ Logs ~| Inventory and Usage
Reports r Blackouts
Configuration 3 Corrective Actions Show | Hosts
Compliance Y Metric Extensions Platform S

A i | Oracle Linux Server release 6.3
Provisioning and Patching * Monitorirg Templal*s

Quality Management * Support Workbench

My Oracle Support y Template Collections
-—UpTES)

| Compliance Summary

100% Compliance Frameworks Comgp
) N View Trends
Incidents enmll
Updated in last 24 hours 1 Name

Updated in last 7 days 11

Figure 7-4. Preparing to create a new monitoring template

The Monitoring Templates page opens. Click the Create button to create a template.

Choose a representative target for the monitoring settings that you want to create, as
shown in Figure 7-5. This target will be used as the basis for metrics and policies in the
monitoring template. For example, to create a Database Instance monitoring template,
select an existing database instance target from which to copy existing monitoring settings.
Alternatively, you may select a target type and enter the settings manually.

ORACL.E Enterprise Manager Cloud Control 12¢  Setup v Help~ | 1@ SYSMAN~ | 5

fq Enterprise v @ Targets v * Favorites v @) History v

Monitoring Templates

Create Monitoring Template: Copy Monitoring Settings

Cancel| Continue

Select a representative target with monitoring settings you want copied into the template. You can modify the
copied settings in the rext step.

Copy Monitoring Settings using @Target f_“Targe't Type

* Target |emrep Q, Tip

Once the template has been defined and applied to
targets, if you make any changes to the template
settings, you must reapply the template to the
affected targets. Conversely, any monitoring
settings changes made to individual targets will not
appear in the template.

Cancel | | Continue

Figure 7-5. Creating a monitoring template
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5. Enter a meaningful name for the template, and optionally a description, as shown in

Figure 7-6. (Writing a short description to jog your memory later is a good idea.)

ORACLE Enterprise Manager Cloud Control 12¢  Setup »  Help ~ S

#e Enterprise v (@) Targets v o Favorites » (@ History =

Monitoring Templates

Monitoring Templates > Create Monitoring Template
Create Monitoring Template

General | Metric Thresholds = Other Collected Items.

* Name My Database Instance Template

Target Type Database Instance
Owviner SYSMAN

|Database Instance Template
Description

() Make this the default template for this target type

(4 TIP If checked, this template will be applied automatically to newly
discovered Database Instance targets, completely replacing
Oracle provided out-of-box settings.

Default Template

Cancel| [oK]

Figure 7-6. Naming your template

6. Click the Metric Thresholds tab to open the data entry area shown in Figure 7-7.
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ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help~ | s@ svsMaN~ | Lgouw O
€¢ Enterprise ~ (@) Targets v gy Favorites v {2 History v
Monitoring Templates
Monitoring Templates > Create Monitoring Template
Create Monitoring Template
General Metric Thresholds = Other Collected Items
View | Me_!ric_sv&itl; thresholds  +
Remove Metrics from T«e_mPIateJ | 1Add Metrics to Template |
Select All | Select None | Expand All | Collapse All
Comparison | [ Corrective | | |
Select | Metric “ Operator | Warning Threshold | Critical Threshold | Actions | Collection Schedule Edit |
V emrep
Y Alert Log Disabled
Archiver Hurg . |ORA-
Alert Log Error Contains ‘ None @
Data Block -
Corruption Aleft  Contains ORA- None 0
Log Error —
Gereric AlertLog | patcnes |oRrA-0%(5007) None &
Error -
Media Failure f [ORA-
Alert Log Error Contains ‘ fong @
Session -
Terminated Alert | Contains ORA- None @
Log Error
V Alert Log Error Status| Disabled
- -

Figure 7-7. Specifying threshold values

7. Enter or modify the values for the metrics that you want to set. Select only the metrics
that you care about. Remember, values for the metrics should be set according to your
operational goals. You can also remove selected metrics altogether if you don’t want them to
be collected. If a threshold value is not set for a metric, no alerts will be sent for the metric.

In addition to specifying thresholds for your metrics, you can modify the collection schedules for the metrics if
those schedules are not in line with your operating goals. For example, the Archive Area Used (%) metric collection
schedule by default is set to collect every 15 minutes. If your database instance has a high transaction rate that
generates a lot of archive redo logs, you may want to modify the collection schedule for the metric to collect at
10-minute intervals instead. Click the link in the Collection Schedule column to modify the schedule. Figure 7-8 shows
a close-up of an Archive Area threshold. The Every 15 Minutes link is what you would click to modify the schedule.

' Archive Area Every 15 Minutes

Archive Area 80
%) > None e

Figure 7-8. Click the Every 15 Minutes link to modify the schedule for checking Archive Area thresholds

Create additional monitoring templates for each target type that you wish to monitor. In a RAC environment, you
might create templates for listener, cluster database, ASM instance, and host.
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While monitoring templates are the preferred method for standardized threshold settings, you do have the
additional overhead involved in applying a template to different target types. In addition, if you change a metric in a
monitoring template, the template will have to be reapplied to its targets. Conversely, if metric threshold values are
changed for a specific target, the changes are not synchronized to the monitoring template.

EM12c provides template collections to help alleviate the manual effort of applying monitoring templates to
different target types. You can create template collections to group thresholds for targets of different types.

Administration Groups

Administration groups allow you to easily automate the management and monitoring of targets by applying metrics,
compliance standards, and cloud policies to targets based on monitoring template collections. Members are
dynamically added to an administration group automatically, based on a set of defined global properties. Any target
that matches the criteria is added to the group, and template collections can be associated with those targets. As a best
practice, use administration groups for managing targets in Enterprise Manager.

Tip Administration groups are a wonderful, new feature in EM12c. However, you can assign only one notification
group per target, so this feature has some limitations. In some cases, you may want multiple notifications per target, and
for that you need the original Enterprise Manager groups feature. For example, a target’s monitoring requirement might
be to assign incidents to a production DBA group during business hours, and to generate e-mails to an on-call DBA group
after hours. This sort of complicated scenario can be satisfied only with the original Enterprise Manager groups feature.

Planning the Hierarchy

Before administration groups are created, you should plan your administration group hierarchy. This hierarchy
comprises different, logically divided targets arranged in one or more levels based on global target properties. You
may also specify multiple target types that define an administration group.

It is important that the hierarchy be planned so that it is in line with your organization’s operational and
monitoring standards. You should have an understanding of how targets are monitored so that similarly managed
targets are grouped together. For example, you may want to create a group for Production targets and another group
for Non-Production targets based on the LifeCycle Status property. In addition, you may want to create other levels in
the hierarchy that are subgroups of Production and Non-Production based on the following target properties:

e  Department

e Line of business
e Location

e  CSInumber

e  Costcenter

e Contact

The decision of whether to create more levels in the hierarchy should depend on the monitoring characteristics
of the intended groups. For example, do you need to maintain separate metrics for HR and Sales groups, or can they
be monitored using similar metrics? The diagram shown in Figure 7-9 is an example of an administration group
hierarchy based on the LifeCycle Status, Location, and Line of Business target properties.
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Example hierarchy

Level Property All Admin Groups

| Lifecycle = Production Staging

J——% ==

Vi Location = Austin 1 Bangalore Austin ” Bangalore
r '[ ~\ Ir W r L = 1 \ ’ T — = s
3 Line of Business = | HR Sales | HR

.

Sales | HR Sales HR J

.

Figure 7-9. Administration group hierarchy with three levels based on Lifecycle, Location, and Line of Business
properties

There can be only one administration group hierarchy. This limit of one prevents conflicts that would arise from
multiple hierarchies. Furthermore, a target can belong to only a single group in the hierarchy.

A target cannot be added directly to a group. Instead, group membership is determined by the target’s properties
(for example, LifeCycle Status). These properties can be set at target discovery and promotion time, or at a later time
if the targets have already been discovered. Target properties can be set by using the Enterprise Manager console or
the emcli command-line interface with the set_target_property value verb. For more information about the emcli
commands, see Chapter 2 of the Oracle Enterprise Manager Command Line Interface documentation.

Tip Think of planning your hierarchy in terms of two steps: 1) Define your hierarchy. 2) Assign properties to your
targets. The “magic” happens then, as your targets are automatically slotted into your hierarchy at the appropriate levels.

After targets join the administration groups, you can associate template collections so that each group’s members
have similar metrics, policies, and standards. Template collections are a set of template metrics composed of several
target types. They are discussed later in the chapter.

Separate template collections should be created for each administration group. Before creating administration
groups, you should first create monitoring templates. Each monitoring template is specific to a single target type.
Therefore, you will need to create a template collection consisting of several monitoring templates: one for each
target type. For example, a Production Targets administration group consisting of hosts, listeners, database, and ASM
instances will require a template collection consisting of four distinct monitoring templates.

If the administration group hierarchy consists of more than two levels, the order in which template collections
are applied is important. Template collections at the leaf levels override metrics from the parent levels. Each group
will have its own template collection, and those from the parent levels are propagated to their respective subgroups.

After template collections have been applied, you should associate the collections with the groups. This
ensures that each group contains a standard set of metrics, standards, and policies. Once that is done, the targets are
synchronized so that any future changes to monitoring templates are automatically applied to the associated targets.
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Implementing the Hierarchy

Once you have defined your administration groups, you can implement them by using the Enterprise Manager
console. Choose Setup » Add Target » Administration Groups, as shown in Figure 7-10. (Note that Administration
Groups is displayed to the left.)

fm Help ~ | @ SvSMaN - | LogOut [ ==

j Agents

futo Discovery Results

add Targets Manually [F' Post Upgrade Tasks T O
Group... Extensibifity » ! =
[ Administration Groups. .. J‘ Proxy Settings
Generic System, .. Security 3
o Redundancy System... Incidents |
Generic Service. .. Notifications >}
Cloud > lr
Provisioning and Patching 4
My Oracle Support »

Middleware Dlagnost[cs

Management Services and Repository

Command Line Interface

Management Packs 4

Figure 7-10. Choosing to add administration groups

Within the administration group home page (shown in Figure 7-11), you can now define the group hierarchy
determined in the planning phase. You can also create template collections and associate them with the
administration groups. Click the Hierarchy tab to define the hierarchy.
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Levels: Select a target property for each Level of the Hierarchy. Add the levels in order, from top to bottom.
Nodes: Each node within a Level represents an Administration Group. By default, each Target Property value becomes a node. Values may be added,

Review: Use the <Preview> controls to zoom or bring into focus portions of the Hierarchy. Names for Administration Groups are auto generated usii

name to change it to a meaningful name, if required. Click <Calculate Members> to estimate the number of members that would be joining
Define/Save: Click <Create> to define the Hierarchy. This will cause the nodes in the Hierarchy to become Administration Groups, which can then |
other tabs; changing tabs without defining will cause all changes to be lost.
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] lest-Sa
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J ’
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————
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Test-HR .I Prod-Sale-Grp (7)
i
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Figure 7-11. Creating an administration group hierarchy based on LifeCycle Status from the Enterprise Manager

console

Levels are added from top to bottom. Click Add (+) under the Hierarchy Levels section on the left and select a
global property that will be used to define the administration group. In Figure 7-11, you see that the LifeCycle Status
property denotes the divisions under the administration group, and the Line of Business property denotes the next
level of division. By default, those two choices cause a node for each group to be automatically created based on the

predefined values for LifeCycle Status.

Note
same group instead of three separate groups.

If the Target Type property is used to create an administration group, include database, listener, and ASM in the

If the intention is to have a single Production Target group and a Non-Production group, some of the groups
can be merged. For example, merging Production and Mission Critical into one group called Production and then
merging Development, Test, and Staging into a Non-Production Targets group will result in the hierarchy shown

in Figure 7-12.
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Hierarchy Levels Preview
QP Add v $¢ Remove
| Target Property -
Lifecycle Status
All Administration (':1
|ADMGRPQ
] »
g
i Development or S Mission Critical or Pi-‘
= | Deve-Gp MC-Grp
Hierarchy Nodes: Lifecycle Status i
4 » 4 L
dp Add /7 Edit.. $Q Remove 4 Merge | % ‘ e —
Property Value for Membership Short Value |
Criteria I

Development or Staging or Test  Deve
WMission Critical or Production MC

Figure 7-12. Merged properties for Non-Production and Production groups

Click on the details of each group in a node to change the names of the groups to something more meaningful
than the autogenerated names they take on by default. If the targets are in multiple time zones, set the time zone for
each group as well. All subgroups will default to the same time zone. The time zone is used for group charts and job
scheduling purposes.

Repeat the process just described to create any additional levels that are required. Create the levels identified
during the planning phase that are needed to effectively manage your targets. Use the Preview panel to zoom in and
zoom out, pan and center on any branch of the hierarchy. Click the double right arrow to expand the Preview controls,
shown in Figure 7-13.

Preview
p 1
i)
@
|
= Development or Sta‘t
= Non-F tion-Grp
l >
) ( ——
'HR Marketing
Non-P tion- [ INon-Procu
< » q
—_ =

Figure 7-13. Preview controls for panning, zooming, and layout
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Review the administration group hierarchy carefully after it has been defined. Once it has been created, you can
modify only the target property values, which will result in the hierarchy expanding or shrinking in the same level.

Consider experimenting with different hierarchy organizations in a test Enterprise Manager environment. That
gives you a chance to review your monitoring and management strategy before taking it to production.

If target properties have already been set prior to creating the administration group hierarchy, you can click the
Calculate Members button to have the groups automatically populated. Once you are satisfied with the hierarchy,
click the Create button.

Caution If you want to add or remove target properties after the hierarchy has been created, the administration
group will have to be deleted and re-created.

Joining Administration Groups

The next step is to set those target properties defined in the administration group hierarchy on the targets. This can be
done by using the Enterprise Manager console. Or, you can chose the command-line approach using emcli and the
set_target property value command. If you are setting properties for a small number of targets, use the console.
Otherwise, EMCLI is recommended for setting the properties for batches of targets.

To determine which targets have their properties set, go to the All Targets menu. The default view shows the
Target Name, Target Type, Target Status, and Pending Activation columns. Click the View drop-down, as shown in
Figure 7-14, to add columns that correspond to target properties of the administration groups.

@ Search Target Name
i 3

Columns Show All

Reorder Columns...
TROMTTOCTI MO

v
JEMGC_GCDomain/GCDomain "
JEMGC_GCDomain/GCDomain ¥ Target Status
JEMGC_GCDomain/GCDomain # Pending Activation
JEMGC_GCDomain/GCDomain
JEMGC_GCDomain/GCDomain
JEMGC_GCDomain/GCDomain
JEMGC_GCDomain/GCDomain
JEMGC_GCDomain/GCDomain |  Department

Target Name
Target Type

Target Version

Lifecycle Status

Line of Business

JEMGC_GCDomain/GCDomain
JEMGC_GCDomain/instancel/

ADMGRPO
anent12r1 1 ol

Location
Contact

Manage Columns... [

Figure 7-14. Customize the All Targets view to display additional target properties
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To set the target properties for nondatabase targets using the console, right-click the target name and choose
Target Setup » Properties. For database instances, right-click the target name and choose Oracle Database or Cluster
Database, and then Target Setup and Properties. As seen in Figure 7-15, the administration group properties and
values chosen for the hierarchy are displayed above the table of all target properties. Click the Edit button to edit the
properties.

Note The display of values chosen above the table of target properties is a feature available starting in
version 12.1.0.2.0.

ORACLE Enterprise Manager Cloud Control 12¢ Sctup~ Help~ | @ sysMan~ | Logot O

& Enterprise + ) Torges + 4 Eovorites + © Hitary - R R—

® emrep_sys @
3% Database System v

Database System: emrep_sys > Target Properties
Target Properties

Edit|
Administration Groups and Dynamic Groups are created using membership criteria specified using global target properties and values. A target joins an -

Administration Group or Dynamic Groups or both automatically vhen its property values match with the respective Administration Group's or Dynamic Groups’
criteria, subject to limitatiops

s the list of property values used in the definition of Administration GrouPE™siggarchy.
Lifecycle Status : Development, Mission Critical, Production, Staging, Test
wii of Business : HR, Marketing, Sales

Cost Center

Customer Support
Identifier

Department
Lifecycle Status
Lire of Busiress
Location
QOperating System
Platform .
Target Version
(4 TIP The values you specify for target properties v:ill only apply to this target and not propagate to its members. To propagate values to this target and its
members, use EM CLI set_target_property_value with the -propagate_to_members option.

Edit

Figure 7-15. Target properties defined in administration group hieararchy

Note Set target properties during target addition or promotion. Doing so ensures that members will join the
administration groups automatically after they have been created.

Target properties set on noncluster aggregate targets are not automatically applied to member targets. This is to
prevent ambiguity if the target already belongs to another administration group. To set target properties for noncluster
aggregate targets, use emcli with set_target property values and the -propagate_to_members option. That way,
members of the aggregate also join the same administration group.
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Note Noncluster aggregate targets include the Database System target type, which consists of database instances,
listeners, ASM instances, and high-availability services. Cluster targets such as database clusters, host clusters, and
redundancy systems will automatically inherit the target properties for both current and new members.

Any new members of an aggregate will require that their target properties be set manually. The example to follow
shows how to propagate the LifeCycle Status and Line of Business target properties to the emrep_sys aggregate:

$ emcli set target property value -property records
="emrep_sys:oracle dbsys:LifeCycle Status:Production" -propagate to members

This command will cause members of the emrep_sys aggregate (database instance, listener, and ASM) to have
identical LifeCycle Status and Line of Business properties.

When using emcli, the target properties are case-sensitive. For example, setting a property using Lifecycle Status
instead of LifeCycle Status (note the uppercase C) will generate an error. To 